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Tynynves A.JL, Iawenxo A.E., A3aposé A.A. UndpopmanHoHHbIe MOJeTH KOMIOHEHT KOM-
njekca «MH(GOPMANHOHHAS CHCTeMa—IepPCOHA», HAXOASALIErocsi MO yrpo3oil coummo-
HH/KeHePHBIX aTakK.

Annotanus. IIpencrasieHo pasBepHyToe onucaHue HHGOPMAMOHHBIX MOJENeH KOMIIOHEHT
KOMILIeKCa «MH(pOPMAIMOHHAs CHCTeMa—IIePCOHAI, HAXOIIErocs MO YTPpo30i COLMONH-
JKEHEPHbIH aTak. PaccMOTpeHb! HH(POPMAIIMOHHbBIE MOAEIH IOJIb30BATENs, TPYIII 0JIb30BaTe-
JIell, KOHTPOJIMPYEMBIX 30H, HH(QOPMaIOHHBIX OOBEKTOB (CHCTEM JIOKYMEHTOB), IIPOTPaMMHO-
amnapaTHOro oOecredeHnst U caMoil HHPOPMAIMOHHOI cHCTeMBI. YKa3aHHbIC HH(POPMAIHOH-
HbIE MOJIEJIM BXOAAT B COCTaB 0asbl I aHAIM3a 3AIMUIICHHOCTH NH(MOPMAILIMOHHOH CHCTEMBI
IIPU yTpo3aX COLMOMHXKEHEPHBIX aTak. Mepapxusi 3TUX Mogeneil I03BOJSET OIHCATh CLEHY
(KOHTEKCT), B KOTOPOIl pa3BHBAaeTCs COLMOMH)KEHEpHas aTaka, repedpaTh BO3MOXKHBIE aTakd
(1epeBbs aTaK) U Ha OCHOBE IOJTy4CHHBIX PE3y/IbTaTOB U3YYHTh BO3MOXKHBIC OAXO/bI K OLICH-
K€ CTENeHH 3aIlUIIEHHOCTH KOMIUIEKCa «HH(OPMAIMOHHAs CHCTeMa—IIepPCOHA) OT COLHO-
HHXEHEPHBIX aTak.

KuroueBble ciioBa: MH(OPMALHOHHAS MOJENb, HHPOPMALIMOHHAS CHCTEMa, COLMOMHKECHEP-
Hasl aTaka, I0JIb30BaTelNb, 3TOyMBIIUICHHUK.

Tulupyev A.L., Paschenko A.E., Azarov A.A. Information models of the components of com-
plex “information system—personnel”, which is under threat of socioengineering attack.
Abstract. Developed description of informative models of the component of complex “infor-
mation system—personnel”, which is under threat of socioengineering attack is being present-
ed in this paper. Informative model of user, users group, controlling areas, information objects
(system of documents), hardware-software maintenance and information system itself are
considered. Specified informative models are included into the base for analyzing protection of
informative system under the threat of socioengineering attacks. Hierarchy of these models
allows to describe scene (context), in which socioengineering attack developes, to touch possi-
ble attacks (trees of attacks), and, on the base of gained results, study possible approaches to
estimation the degree of protection of complex “information system—personnel” from socio-
engineering attack.

Keywords: informative model, informative system, socioengineering attack, user, malefactor.

1. BBenenne. BOJBIIMHCTBO COBPEMEHHBIX MPOMYKTOB, HAICICHHBIX
Ha aHaJN3 3alIHIICHHOCTH WH(POPMAIMOHHBIX CHCTEM, IIPOU3BOIUT OLICHKY
JIUIIG TPOTPaMMHO-AMIAPATHOW MOJCHCTEMBI, HE YYHUTHIBAsT YSI3BUMOCTCH
TepcoHana, KOTophlii padoraeT ¢ Hel. COOTBETCTBEHHO OCTAETCS OTKPbI-
ThIM BOIIPOC O KOPPEKIHU OLCHOK, IMOJTYYCHHBIX TaKUMHU MPOAYKTAMH, Ta-
KUM 00pa3oM, 9TOOBI B HAX YYHTHIBAIOCH BIFSHUE YEIOBEYECKOro (hakTo-
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pa, HaXxOMAIIETOCs IMOJ YTPO30H COLMOMHKCHEPHBIX aTak MM, B HEKOTO-
PBIX CITydasx, CaMoro 110 cebe COmepKaIIEro yrposy.

YkazaHHBIH (akTOp SABISETCS CymlecTBeHHBIM. Hampumep, mapopma-
IIMOHHAS CHCTEMa MOXET HCIIOJIb30BaTh BCE CaMble COBPEMEHHBIE CIIOCOOBI
3aIIUTHI, HO €CJIM B HEE Ha CTaJUM pa3paOOTKH BEIYLIMM IPOrPaMMHICTOM
ObUTa 3aJI0’KeHa Jormdeckas 60MOa, KOTOPYIO OH MOXET aKTHBHPOBATH B
cllyyae CBOETO YBOJIFHEHHS, TO JaHHAs MH(OpMalMOHHAs CHCTEMa UMEET
cepbesHble Tpobensl B 3amure [11].

L]env HacTosALIEH pabOTHI — OMNKCATh COBOKYITHOCTH OCHOBHBIX TPeOo-
BaHUH K MH(OOPMALMOHHBIM MOZEISIM KOMIIOHEHT KOMIUIEKca «HuH(popMa-
LUOHHAsl CUCTEeMa—IIepCOHaI». YKa3aHHbIE MOJAEIM IpeJHa3HaueHbl s
MIPEJCTaBICHUS CIEHbl (KOHTEKCTOB), B KOTOPBIX OyAZyT HMMHTHPOBATHCA
COLIMOMHXCHEPHBIE aTaKy, HAIIPaBJICHHbIE IPOTUB IIEPCOHANA HHPOPMAIIH-
OHHBIX CHCTEM.

Omnncanne MHOOPMALMOHHBIX MOZETEH, CBI3aHHBIX C MPEACTAaBICHH-
eM HepCOHajla OCHOBBIBACTCS HA TPeOOBaHUAX, CHOPMYIUPOBAHHBIX B [/—
8]. TpeGoBanus U MOAXO/bI K OPMUPOBAHHIO HHPOPMAIIMOHHBIX MOJEIEH
MIPOTPaMMHO-TEXHUYECKOH COCTABJISIOIIEH HH()OPMAIMOHHONH CHCTEMBI
OCHOBBIBAIOTCS Ha padoTax [1-5, 9-12].

2. CocraBasiiomue nHpopManuoHHoii cucremnl. B crathe [8] pac-
CMOTpEHbI HHPOPMAIIMOHHBIE OOBEKTHI (JOKYMEHTHI), KOTOPbIE [0 yMOJI4a-
HHUIO OTHOCHJIMCh K KaKMM-TO YCTPOMCTBaM, HO He OBbUIO KOHKpETH3AlMU
TOro, K KakUM HMEHHO. B cBf3m ¢ 3TuM HH(OpMAaIMOHHAs cHUCTeMa B
MIEpBYIO Ouepesb OyIeT pacuIMpeHa 3a CUeT YCTPOWCTB, KOTOPBIE MPUCYT-
CTBYIOT B cucTeme [5]:

— IIK u mepudepuifHBIX YCTPOWCTB, TAKUX KaK MIPHHTEPHL,

— ceteBbIX agantepoB s [1K u ceTeBBIX Kabeneit;

— CeTeBOro 00OpyOBaHMS, TAKOTO KaK KOHLEHTPATOPhl U KOMMYTa-
TOPBI, KOTOpPBIE COETNHSIOT Mexkay coboit [1IK u npuHTeps!;

— ceTeBoil onepannoHHo# cuctembl, Hanpumep Windows NT winu
NetWare.

KaxnoMy M3 3THX yCTPOWCTB COOTBETCTBYIOT KakHe-TO MH(pOpMaIu-
OHHBIE OOBEKTHI, KOTOPhIE XPAHATCS HA 3THX yCTpoWcTBax. KpuTHUHBIMU
CBOMCTBAMH [JIsI YCTPOWCTB, KOTOpHIE B OyayIeM IOMOTYT OICHHTH 3a-
IIWIIEHHOCTh WH(OPMAIIMOHHOW CHCTEMBI TI0 TEXHIHUYECKON 0ase, SBISIOTCS
UX IPOrpaMMHO-TEXHUYECKUE COCTABISIOIINE.

Kpome Toro, kaxjoe yCTPOHCTBO MOXET OBITh OTHECEHO K OIlpeje-
JICHHOH KOHTpOJIMpyeMod 30He (MH(OpMAanMOHHON MOJENH, PacCMOTPEH-
HO#l B cTatbe [8]). Hampumep, ¢ 0JHON CTOPOHBI, KOMIIBIOTEP MIAJIIIETO
MEHeKepa MO MpojakaM B KaKoH-IMOO KOMIIaHWH, BEPOSITHEE BCEro, HE
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MMEET HUKAaKOH 3aINThI, KOTOpas CBsI3aHA C OTHECEHHEM €ro K KOHTPOIIH-
pyemoii 30He [11]. C apyroii CTOPOHBI, K KOMIIBIOTEPY CTAPIIEro MEHEIKe-
pa 3TOH K€ KOMITAHHUHM HMEET AOCTYI TOJIBKO OH JIMYHO, TOTOMY YTO, Kak
MIPaBUJIO, Y COTPYAHUKOB C MOJOOHBIM CTaTyCOM €CTh CBOIl KaOHHET.

UYroObl OIEHWBATH 3ALIMIIEHHOCTH CHCTEMBI IO TEXHHUYECKOH Oase,
HEOOXOANMO TaKKe 3HaTh, KAKHE CBA3M CYMIECTBYIOT MEXIy yCTpOMCTBa-
Mu. Ho, HecMOTps Ha Ba)KHOCTb 3TOTO MapamMeTpa, OH MOXKET HE BIHSTH Ha
3aIIMIIEHHOCTh CUCTeMBI. Tak, Harpumep, eciy UHGOPMALMOHHAs CUCTEMa
COCTOHUT U3 HECKOJBKHX I'PYI 000COOIEHHBIX YCTPOHCTB, M MBI paccMaT-
pHBaeM aTaky Ha OJHY U3 3TUX IPYII, HO UCKOMas HHPOPMAIHS XPaHUTCS
B JIPYyroii rpyrie, To OOBIYHBIH MPOrPaMMHBIH KOMIUIEKC, aHATU3UPYIOLIHN
3aIIMIIEHHOCTh CHCTEMBI, YKaXXET, 4TO cucTeMa 3aumiieHa. OJHako ecnu
MBI TIPHCOBOKYIHM IIEPCOHAN K 3TOI CHCTEME, TO MOXKET OKa3aThCs, YTO
KaKOW-TO COTPYIHHMK MMEET HOCTYI KaK K 00€MM IpymmaM M MOXKET IT0JTy-
YUTh MHGOPMAINIO U3 JII000H 13 HUX. Toraa 3amuIeHHOCTh CUCTEMBI yKe
HEeyZAOBIETBOpHUTENbHA. [lo3TOMy B MH(OpMANMOHHYIO CHCTEMY HEOOXO-
MO TOOABUTH TAKXKE U CBA3U MEXIY ITOJIb30BATEISIMU M yCTPOHCTBAMH.

W nocnenneit nHPOPMAIIMOHHON MOJENBIO CTaHET caMa MH(pOpMAIH-
OHHasl cucTeMa. DTO HEOOXOJUMO, YTOOBI OTHECTH BCE YCTPOMCTBA, MOJIb-
30BarTelsieil, Ipynnbl MOoJb30BaTeNeil K ONpeneleHHOH WH(OpMalnOHHOI
CHUCTEME, a TAKXKE, YTOObI MOJTYUUTh O HEl 0OLIHe CBEACHUS.

3. MMepconay HHGOPMAIIMOHHOI CHCTEMBI.

B cratbe [8] cBenenus o nmepconane MHPOPMAIIMOHHONW CHCTEMBI TAK-
K€ MPEACTaBIIOTCS MOCPEACTBOM HH(popMannoHHbIX Moenel. [Tonb3oBa-
TEJISIM CHCTEMBI COIOCTABISIETCS MH(POPMAIMOHHAsT MOJIENb, KOTOpas Co-
JepKUT BaKHEWIINE CBOMCTBA (aTpHOYTHI) MOJB30BATENEeH. DTH CBOMCTBA
Ppa3OuThI HA TPU CMBICJIOBBIE TPYIIIIBL:

1) oOras uHbOpPMAIHS O TIOJIL30BATEIIE,

2) uHbopMaHs 0 IpaBax I0Jb30BaTelsl B HHPOPMALIMOHHOMN CHCTEME,

3) Hanuuwme (CTemeHb MPOSIBICHHS) YSI3BUMOCTEH Y MOTB30BATEIIS.

Takum 00pa3oM, yueT yKa3aHHbBIX CBOWCTB I03BOJISIET HE TOJBKO JaTh
B KaKOW-TO Mepe HMCUEpIBIBAIOIIYI0 MHQOPMAIMIO ISl aHalnW3a CTENeHU
3alIMIIEHHOCTH MH(OPMAIIOHHOW CHCTEMBI C YYETOM PHCKa COL[MOMHIKE-
HEepHBIX aTakK, HO M YNPOCTUTh ITOT aHAJIU3 32 CUET SBHOTO YKa3aHUs ysi3-
BUMOCTEH MOJIb30BaTesst. 3aMETUM, Y4TO OJMH M3 MOJXOJO0B K YIPOIICHUIO
COCTOHUT B TOM, YTO K aHAJIN3y COLMOMHXEHEPHBIX aTak aJalTHPyeTcs XO-
POIIO M3BECTHBIN (popMai3M, KOTOPBIM MCIIONB30BAJICS AJIsl aHAJIM3a aTak
Ha IPOrpaMMHO-aIapaTHoe obecnedeHue (aepesbs arak) [5, 9, 10].

Kpome Toro, amst yMeHbUICHHS BBIYMCIMTENIBHOM CIIOKHOCTH ajro-
pUTMa aHaiIM3a MHPOPMAILIMOHHON CHUCTEMBI LeJIecO00pa3HO BHECTH TaKylO

52 Tpyasl CMIMUPAH. 2010. Bein. 3(14). ISSN 2078-9181 (neu.), ISSN 2078-9599 (oHnaitH)
SPIIRAS Proceedings. 2010. Issue 3(14). ISSN 2078-9181 (print), ISSN 2078-9599 (online)
www.proceedings.spiiras.nw.ru



HH(OPMALMOHHYIO0 MOJIeJb, KaK MOJIENb IPYIIIHI I0JIb30BaTeeH, O3B0~
IOIIYIO 3aJaTh cpa3y OOJBIIOMY YHCITY MOJIB30BATENICH KOHKPETHBIE IpaBa
Ha JOCTYII ¥ MICIIOJIb30BaHUE ONPENeNICHHBIX yCTpoiicTB. MHBIMHU ciioBamH,
nH(MOPMALMOHHAs MOJENL TPYHI II0Jb30BaTe]ell 0TOOpakaeT MONUTUKY
Oe3omacHOCTH MH(OPMAIIMOHHOW CHCTEMBI 10 OTHOIICHHUIO K IOJb30BaTe-
JISIM.

Cpenu yxe yNOMSIHYTBIX B Halllel cTaThe MH(POPMAIIOHHBIX MOJENEH
OTMETUM MOJEIH KOHTPOJMPYEMBIX 30H M MH()OPMALMOHHBIX OOBEKTOB.
B otnuyume ot craThu [8], MBI OTHOCHM K KOHTPOJIHPYEMBIM 30HAM HE TOJb-
KO I0JIb30BaTeNel, HO M YCTPOUCTBA. DTO TaKKe IMOMOXKET B JAJIbHEHIIEM
YMEHBIUIUTh BBIYUCIUTENBHYIO CIOKHOCTh ITOPUTMa aHaiu3a MHpopma-
LIMOHHOM cucTeMbl. Mozenb HHPOPMaIMOHHBIX 00BEKTOB MepeHOCHTCs Oe3
W3MEHECHHH, TOJNBKO HWH(OPMAIMOHHBIC OOBEKTHl IPUBS3BIBAIOTC K
YCTpOHCTBAM, M Ha KaXIOM YCTPOWCTBE, TakKMM 00pa3oM, (OpMHUpYeTCs
cBO HaOop MHPOPMAITMOHHBIX OOBEKTOB.

4. BeiBoabl. Mcxons M3 TMONYy4YeHHBIX HH()OPMALMOHHBIX MOJCICH,
MOXHO TOCTPOHTH IIOJHYIO MOJETb MH()OpMAIMOHHOH cucTeMbl. Takum
obpa3oMm, MoydeHa OCHOBA ISl CO3/IaHMS POrPaMMHOTO IPOAYKTa, KOTO-
pBIit MOT OBl aHAJTM3MPOBAThH 3aLIMIIEHHOCTh WH()OPMALMOHHON CHCTEMBI.
HeobOxoaumocTh 100aBieHHsT BCeX MEPEYMCICHHBIX HWH()OPMaUOHHBIX
MoJiernield B MozieNb MH()OPMaLMOHHOM CUCTEMBI 00YCIIOBIEHa HEOOXOJMMO-
CTBIO aHaJM3a MOCJIENHEH MMEHHO IIPH YIpo3aX COLMOWH)KEHEPHBIX aTak.
B Gosiee pocThIX cilydasx Takoe HANOJHEHHE WHPOPMAIMOHHON CHCTEMBI
MOXET OBITh N30BITOUHBIM.

AJITOPUTM aHaIM3a COLMOMH)KCHEPHOW aTakW, NPHUBEICHHBIH B CTa-
The [8], nprMeHUM U K GoJiee MoIHONW MH(GOPMALMOHHON CHCTEMBI, CO BCe-
MU HH)OPMAIIMOHHBIMH MOJCISIMH, YKa3aHHBIMHU B 9TOH CTaTbe, HO JIMILb C
NPUBS3KOH MHPOPMALMOHHBIX OOBEKTOB K YCTPOWCTBAM W IPOBEPKON
HaJIMYHUs JIOCTYNa K TOMY WJIM HHOMY YCTPOWCTBY TOTO HJIM HHOTO IOJB30-
BaTeJIsl.

[ToaBosst 4epTy, XOYEeTCs] OTMETHTh, YTO MOCTPOCHA BCs MH(OpMaIH-
OHHasl CHCTeMa B TEPMHHAX MH(MOPMAIMOHHBIX MOJEJIEH, KOTOPYIO Mpe-
CTOUT MIOMECTHTh B MPOTPAMMHBIN MPOAYKT, KOTOPBIH aHAJIM3UPYET 3alllu-
LIEHHOCTh MH(OPMAIMOHHON CHCTEMbI M YYHMTHIBAET YIPO3bl COLIMOMHIKE-
HEpHbIX aTak.
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PE®EPAT

Tynynves A.JI., Ilawenxo A.E., Azapos A.A. UndpopManuoHHbIE MOJEIH KOMIIO-
HEHT KOMILIEKCA «HH(OPMALMOHHAA CHCTEMAa—IIEPCOHA», HAXOASLIErocs
10J1 YI'PO30ii COIMOMHKEHEPHDIX ATaK.

B cBs3u ¢ TeM, YTO OJHUM W3 OCHOBHBIX BOIIPOCOB Pa3sBHTHS aHaNW3a 3allv-
IIEHHOCTH MH(POPMAIMOHHBIX CHCTEM CTaHOBHUTCS aHAIN3 YTPO3 C yUETOM deJloBe-
4eckoro (akTopa, a aHalHW3 3alIMIIEHHOCTH WH()OPMAIMOHHBIX CHCTEM IO Ipo-
IpPaMMHO-TEXHHYECKOH COCTABIAIONIEH Pa3BUT JOCTATOYHO XOPOIIO, HEOOXOIMMO
COCJMHMTD 3TH J[BA IOJX0/a ¥ MOJIYYUTh TAKOH MPOrPAMMHBIN MPOAYKT, KOTOPBIH
Obl BBIZIaBaJ MOJHYI MH(GOPMALHUIO MO 3aIIUIIEHHOCTH WH(OPMAIIMOHHOW CHCTe-
MBI, B TOM YHCJIE M C Y4ETOM YIpO3 COLIMOMHXCHEPHBIX aTak. B CBA3M ¢ 3TUM B JlaH-
HOI1 cTaThe pacCMOTPEHbI: MHPOPMaLMOHHAS MOJENb MOJIb30BATENsl, MOAEIb TPYIIT
0JIb30BaTeNeH, MOENb KOHTPOIMPYEMBIX 30H, MOJEIb HH(POPMAIIOHHBIX 00BEK-
TOB, MOJIENb IIPOTPaMMHO-AIINapaTHOr0 OOECIedYeHHsI U MoAeNb caMol mHdopma-
LMOHHOH cucTeMbl. COBOKYITHOCTB 9TUX MOJeNiel 1aeT HH(POPMALMOHHYIO CUCTEMY,
11 KOTOPOH MOXHO PAacCUMTaTh aHAIU3 3AlUIICHHOCTH C YYETOM yrpo3bl COLMO-
WHXCHEPHBIX aTak.

B cTaThe paccMOTpEHbI BCe NMEPEYHUCICHHBIE MOJIENH M 000CHOBaHBI HEOOXO-
JIMMBIC CBOMCTBA 3THX MOJEJEH, KOTOPbIE MIPUTOAATCS TIPU aHaIu3e HHPOPMAIMOH-
HO# cucTeMbl. Best mHpoOpManioHHas cucrema pa3ouBaeTcst Ha 1Ba MOLyJst: 1) uH-
(opManMOHHBEIE MOJIEIH, CBSI3aHHBIC C IIOJb30BATEIIMH HH(POPMAIMOHHON CHCTE-
MBbI; 2) MPOTrPaMMHO-TEXHHYECKAsi COCTABIISIOLIAs CHCTEMbL. MeX Iy 3THMH ABYMsI
MOZYJISIMA M BHYTPH CaMHMX MOJYJeH MPHCYTCTBYIOT CBSI3H, IO KOTOPBIM MOXET
pacnpocTpaHAThCS aTaka. BeiencTBue TOrO, YTO COLMOMH)KEHEpHAs aTaka B TEKy-
IIeM KOHTEKCTE CBs3aHa C MOBPEXKICHUEM WM Mepefadeil TpeThbUM JIMIaM OTpeie-
JICHHOW WH(QOpMAIMd W3HYTPpU HWH(POPMAIMOHHOW CHCTEMBI, WH()OPMAIMOHHEIE
00BEKTHI PELICHO MPHUBSA3aTh K ONMpPEeICHHBIM yCTpoiicTBaM. Takum 006pazom, Kaxk-
JI0€ YCTPOMCTBO MOIydYaeT ONpeeNICHHbIH Habop NHPOPMAIIMOHHBIX 00BEKTOB. DTO
MIOMOKET BITOCJIE/ICTBUM YMEHBIINTD BEIYUCIUTENIBHYIO CII0KHOCTh aJrOPUTMA aHa-
JIM3a 3aIIUIIEHHOCTH CUCTeMBbL. JIJIst 9THX JKe Iesieil MOryT OBITh IPUMEHEHBI MOjie-
JIM TPYIII MOJIb30BAaTeNeH, a TakKe KOHTPOJIUPYEMBIX 30H.

Ha naHHOM 3Tane yJanoch MOJHOCTBIO CMOJIEINPOBATh MHPOPMALIMOHHYIO CH-
cTeMy, KOTOpasi MOKET OBITh HCIIOJb30BaHa Ul aHaJIM3a ee 3aliunieHHocT. [Tomy-
YEHHBIC PE3YJIbTAaThl MO3BOJISIOT MPUCTYITUTh K CO3aHHIO IIPOrPAMMHOTO MPOJYKTa,
NpeJHA3HAYCHHOTO I aBTOMAaTH3MPOBAaHHOTO aHaM3a WH(GOPMAI[MOHHON CHCTe-
MBI C y4€TOM YTPO3bI COLHONHKEHEPHBIX aTak.
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SUMMARY

Tulupyev A.L., Paschenko A.E., Azarov A.A. Information models of the compo-
nents of complex “information system—personnel”, which is under threat of
socioenginering attacks.

As one of the basic questions of development of analyzing protection of in-
formative system becomes the analyzing of threats with the account of human factor,
while the analyzing of hardware—software part of the system developed quite well,
it is essential to combine this two approaches and gain a special program product,
which can prepare all information about the protection of informative system, even
with the threat of socioengineering attacks. Due to this facts, this paper is devoted to
the informative models of user, users group, control area, informative objects, hard-
ware — software maintenance and to the model of informative system itself. Set of
these models gives informative system, for which it is possible to analyze the protec-
tion of informative system, with the threat of socioengineering attacks.

In this paper all necessary models are considered and listed, all necessary prop-
erties of this models, which will be used for analyzing, proved. Information system
is divided into two parts: informative models, which are related to the user model,
and hardware—software part of the system. In these parts and between them there
are some links, which can be used for distribution of the attack. The information
objects are adhered to the computers, because in the current context, socioengineer-
ing attack deals with damaging or larceny of the information. That’s why every
computer gains some set of information objects. It will probably help to improve
computing complexity of algorithm of analyzing the information system. For this
purposes also can be user user’s group models and controlling areas.

At the given stage the model of informative system is completed, and it can be
used for analyzing of the protection of informative system. Gained results allows to
start the creation program product, which can be applied for analyzing information
system with the risk of socioengineering attack.
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