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Abstract. The Internet of Things (IoT) plays a crucial role in ensuring security by
preventing unauthorized access, malware infections, and malicious activities. IoT monitors
network traffic as well as device behaviour to identify potential threats and take appropriate
mitigation measures. However, there is a need for an IoT Intrusion Detection system with
enhanced generalization capabilities, leveraging deep learning and advanced anomaly detection
techniques. This study presents an innovative approach to IoT IDS that combines SMOTE-
Tomek link and BTLBO, CNN with XGB classifier which aims to address data imbalances,
improve model performance, reduce misclassifications, and improve overall dataset quality.
The proposed IoT IDS system, using the loT-23 dataset, achieves 99.90% accuracy and a low
error rate, all while requiring significantly less execution time. This work represents a
significant step forward in IoT security, offering a robust and efficient IDS solution tailored to
the changing challenges of the interconnected world.

Keywords: min-max normalization, SMOTE-Tomek Link, BTLBO algorithm, CNN with
XGB, Adam Optimizer.

1. Introduction. IoT is a system that connects items that may
transfer information without the necessity for interactions between humans
and computers, such as computing equipment, automated and digital
technologies, objects, animals, and humans. [oT essentially connects the
real and virtual worlds. IoT's primary idea is to create a secure, independent
link that allows info interchange between actual physical devices and
applications [1]. The IoT Analytics study reveals that over 11 billion IoT
devices are connected and utilized. Additionally, it is demonstrated the
number of devices has increased by more than 10%. It is predicted that over
21 billion linked IoT devices will be worldwide by 2025. Due to general use
in several areas and businesses, such as agriculture, transportation, logistics,
and healthcare are all examples of smart cities and smart homes, the IoT has
seen tremendous growth in recent years [2]. Organisations that use IoT
devices in information technology systems have introduced new
cybersecurity risks. These new threats call into question fundamental
assumptions such as operating ecosystem security, mobility, efficiency, and
safety. New danger vectors risk financial and bodily well-being and affect
lives' technical components [3, 4].

The ecosystem in which IoT devices are deployed is vulnerable to
several threats [5] from outsiders, including hackers, malicious software,
and viruses [6]. These hackers' primary objective is to launch assaults
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compromising network data integrity [7]. Additionally, the intrusion may
result in a denial of service (DoS) attack [8] that depletes energy in an loT
environment as well as network and device resources [9]. The author infers
from the literature that many studies on the IoT employ security methods
based on cryptography, such as symmetric and public key
cryptosystems [10, 11].

Because IoT devices have limited resources, implementing
cryptographic algorithms in IoT security leads to effective communication
and processing overhead [12]. This problem can be resolved by designing
and implementing intrusion detection systems (IDS). To effectively secure
IoT communication, IDS has been accepted in IoT environments to guide
and detect imposters [13, 14]. The detection of critical and particular threats
for traditional networks and a portion of the Internet of Things networks has
been taught using various Machine learning (ML) and Deep learning (DL)
models for IDS [15]. IDSs currently apply similar attribute ideas to loT
devices. However, IoT devices vary in a variety of bearings, including
physical characteristics, utility, potential computing power, and variable
capacity aimed at generating decided appearances [16, 17]. When hubs are
merged then generate data, the features become sparse as unimportant
qualities are set to null values or zeros. One limitation striking the
precision's effectiveness is data sparsity. A selection of features, an essential
component of an ML method, contributes much to the training phase speed
and finding accuracy. To enhance the identification of variations of
anomalous behavior, many feature selection strategies have been developed.
However, the accuracy of anomaly-based ID detection is considered a
significant issue due to the constantly evolving nature of the IoT ecosystem.
To achieve robust performance across the varied IoT environment, this
study provides a unique technique for deep learning IDS.

The primary contribution of the proposed project is given below.

—  IoT faces significant security challenges due to remote access
and unreliable networks. To prevent attacks, IoT environments employ
effective security management techniques and ID systems. Still, there are
also possibilities to improve both accuracy and performance. The proposed
novel deep learning technique in the IDS aims to address this issue.

—  For the preprocessing stage, the novel approach utilizes the
process of removal of null values, one hot encoding technique incorporating
the numerical representation which enables the creation of a digital feature
vector, Minmax normalization for dimensional removal, and Synthetic
Minority Over-sampling Technique (SMOTE) Tomek technique for
balancing synthetic data.

1846 Undopmaruka n aBromarusauus. 2024. Tom 23 Ne 6. ISSN 2713-3192 (mieu.)
ISSN 2713-3206 (onsaiin) www.ia.spcras.ru



INFORMATION SECURITY

—  This study employs a novel technique called Binary Teaching
Learning Based Optimization (BTLBO) algorithm for feature selection.

—  For feature extraction and classification, the approach uses a
network as Convolution Neural Network (CNN) with extreme Gradient
Boosting (XGB) classifier to predict the classes. Thus, the hybrid method
accurately detects the intrusion in the IoT.

The description of the sections indicates that the article will cover
existing research on IoT intrusions, the proposed methodology and results
of the proposed work, and also draw conclusions and suggest some possible
further research directions.

2. Literature survey. This portion of the article delves into CNN-
based intrusion detection systems published in the literature.

To resolve network assault binary and multiclass categorization, in
paper [18] the authors created two models based on DL and employed a
CNN architecture. A hybrid two-step pre-processing method is also
suggested to produce useful features. Deep feature synthesis is used in the
proposed strategy to combine dimensionality reduction with feature
engineering. It was shown that the multiclass models' accuracy of
classification is lower than binary class models. Instead of traditional
anomalous attack behaviors, the authors in paper [19] used statistical
behaviors since they are simpler to reckon and extract without sacrificing
performance. Because it primarily considers statistical characteristics of
network traffic, the model’s accuracy for multiclass categorization is lower.

The Temporal CNN (TCNN) was proposed by the authors in
paper [20] and is accumulated with SMOTE with nominal continuity to
handle imbalanced datasets. To find network system abnormality, the
authors in [21] used the novel CNNs binary and multiclass classification
model. Even though CNN has various characteristics that make it especially
suited for IDS, such as high attainment precision, finding rate, model
training time, and feature selection procedures, the efficiency of ML models
is improved. Hybrid models have been quite common in recent years for
categorizing attacks on IoT networks. To address the IDS issues related to
time consumption and inefficiency, the authors in study [22] introduced a
cascade ID method that depends on distributed k-means and Random
Forest.

Along with the Ant Lion optimization approach, which combines
CNN and Long Short Term Memory (LSTM), study [23] introduced a new
customized recurrent neural network model that is optimized for detecting
intrusion. The Lion Swarm Optimization method is employed to optimize
CNN hyperparameters for perfect composition for learning structural data.
The authors in [24] suggested a highly accurate IDS model for valuable
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uprooting and learning of contiguous secular features using optimized CNN
and Hierarchical multiscale LSTM. Through careful feature selection, this
approach can increase detection accuracy. A Deep Capsule Network (DCN)
ID model that depends on the system of attention was suggested by the
authors in [25]. To increase feature extraction, the model integrates DCN,
and an Attention Mechanism is employed to minder the model's attention
toward qualities with substantial consequences. Two solutions are utilized
to balance the dynamic powerful routing procedure after the double routing
algorithm captures the characteristics in multiple directions. Because the
dynamic routing contrivance of the CN consumes more time than a normal
NN, the operational efficiency of CN must be increased.

To protect the computer, network nodes and data, in study [26] the
authors introduced a wunique Network Intrusion Detection System
architecture that depends on a deep capsule neural network that creates
usage of network spectrogram pictures produced utilizing the short-time
Fourier transform. In comparison to previous published works, the
computational complexity is higher. To identify intrusions in the IoT
environment, in paper [27] the authors found a novel multi-objective
evolutionary CNN for IDS. In the context of IoT and cloud computing, a
new approach to IDSs was proposed in [28]. The major goal is to develop
effective feature extraction and selection strategies by utilizing the
widespread use of deep learning and metaheuristic optimization algorithms.
An approach based on PCA and CNN was put out by the authors in
paper [29] to identify intrusion in EDGE Computing. Feature selection and
data balancing are not employed to improve categorization accuracy. For
machine learning-based IDS, the authors in [30] gave a feature selection
technique for extracting useful subsets of features based on the idea of the
math concept of sets. The designed ML-based IDS system contains three
stages: data pre-processing, proportions lessening and size selection, model
training, and categorization.

An analysis of various works reveals that many of them neglect the
multiclass imbalance distribution and feature selection techniques for
improved accuracy. Unique techniques are needed to manage imbalance
distribution and select the best feature set for multiclass classification.

3. Proposed methodology. IoT IDS face limitations due to data
imbalances, model generalization, and performance optimization.
Traditional approaches struggle to address these issues, leading to
suboptimal performance and limited scalability. Imbalanced datasets can
bias model training and result in poor classification performance, especially
for minority intrusion classes. Current techniques for handling imbalanced
data may not capture underlying patterns or introduce biases. Conventional
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IDS methods also lack the ability to generalize across diverse IoT
environments and adapt to evolving threats, relying on handcrafted features
or simplistic anomaly detection algorithms. To overcome these limitations,
our research proposes an efficient ID wusing a deep learning-based
categorization strategy to increase the IDS's accuracy. The proposed method
starts with pre-processing to eliminate duplicate instances and missing
values, followed by numerical processing to produce a digital feature
vector. The Min-Max Normalization approach is used for linear and
uniform mapping of feature ranges, characteristics can be adjusted for faster
removal of dimensions and arithmetic processing.

The problem with ML-based IDSs is using an unbalanced dataset to
train a model. SMOTE-Tomek links, which combine SMOTE for artificial
information for the minority class, along with Tomek Connections for
excluding data identified as from the majority, solve this issue. The
proposed study uses CNN with XGB for classification, which includes two
convolutional hidden layers, batch normalization, Exponential Linear Unit
(ELU), max-pooling, dropout layer, and Adam optimizer weights. Our work
aims to enhance the performances of IoT IDs. Figure 1 depicts the overall
design of the proposed technique.

Data Preprocessing
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Fig. 1. Proposed Block Diagram

3.1. Data Preprocessing. It is a crucial stage in data analysis and
ML work, involving cleaning, conversion, and converting raw information
into suitable formats for analysis or model training. Data preparation can
have a substantial impact on the accuracy and effectiveness of an analysis
or model. It involves removing missing and null values from the dataset to
ensure the effectiveness of the ML model, as this removes incomplete or
unreliable data.
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Informal information, including categorical and symbolic aspects, is
handled using a one-hot encoding technique. This process converts non-
numeric data into a digital feature vector, which can interpret and utilize
these features effectively.

The Min-Max Normalization method is used for smooth and
consistent mapping of each feature's parameter variation over a specific
interval. This normalization technique improves the stability and
convergence of machine learning algorithms by ensuring consistent scaling
across features. It is a way that provides a balance of assessments among
information obtained from prior and subsequent procedures. Features are
further normalized to a Gaussian distribution, which aids in the removal of
dimensions and accelerates arithmetic processing.

X —min(X)

X = )
" max (X) — min(X)

(1

where X,.,, = the new value from the normalized results, X =old
value, Max(X) = Maximum value in the dataset, Min(X) =
Minimum value in the dataset.

3.1.1. Proposed SMOTE-Tomek Link. The research on
strengthening loT IDS through synergistic techniques is focused on
overcoming the issues given by data imbalances and improving the overall
performance of detection models. One of the innovations in this study is the
use of an upgraded SMOTE-Tomek link methodology that outperforms
existing methods. The SMOTE technique, when paired with Tomek links,
helps to balance the dataset by producing synthetic samples for the minority
classes and deleting overlapping samples between the classes. This method
is unique because it balances the data, guaranteeing that the created
synthetic samples contribute positively to the model's learning process.

This technique is a new approach to ML-based IDSs, which
addresses the issue of unbalanced datasets, ensuring accurate identification
of the minority class instances which combines the SMOTE to generate
synthetic data for the minority class and Tomek Links [46] to remove
Tomek links from the majority class, resulting in more accurate model
training. This strategic combination of preprocessing techniques contributes
to the overall efficacy and reliability of the IDS model, making it more
suitable for real-world scenarios with class imbalances. The use of this
technique is critical to overcoming the challenge of an imbalanced dataset.
The proposed technique addresses class imbalance by combining SMOTE
for synthetic data generation and Tomek Links for strategic data removal.
This results in more robust and accurate IDS model training.
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SMOTE-Tomek combines these two techniques in the following
way.

1. Start with the original dataset, which may be imbalanced.

2. Apply SMOTE to oversample the minority class, creating
synthetic instances for it.

3.  After SMOTE, the dataset may still contain the Tomek link, it
denotes the proximity of two instances from different classes.

4. Locate and eliminate any Tomek linkages from a dataset.

The SMOTE-Tomek link aims to enhance dataset balance by
oversampling the minority classes and removing noisy samples, enhancing
classification model performance. It is particularly effective in imbalanced
datasets and can improve machine learning models. However, it may not be
suitable for all classification problems. The used resampling technique is
determined by the dataset's properties and the machine learning task
objectives. The effectiveness of SMOTE-Tomek should be evaluated
through cross-validation and relevant performance metrics. After balancing
the data with class-wise sampling, it should be proceeded to the process of
feature selection by using BTLBO.

3.2. BTLBO algorithm. It is a powerful technique for feature
selection in machine learning and data analysis. It optimizes the subset of
relevant features used for training models, focusing on refining model
performance and interpretability. Drawing inspiration from the teaching-
learning process, BTLBO uses a binary encoding scheme to efficiently
explore the solution space, evaluating, and selecting features that
significantly contribute to the model's predictive power. BTLBO is a novel
and efficient approach to feature selection, overcoming limitations in
traditional methods such as high-dimensional datasets, computational
inefficiency, and suboptimal search strategies. Its binary representation and
amalgamation of teaching and learning strategies enable systematic
evaluation of feature subsets, enhancing model accuracy and interpretability
in ML applications. This innovative method offers a robust solution for
addressing the challenges faced by traditional methods.

Let M; be the mean, and T; be the teacher at any iteration i. T; will
try to move mean M; towards its own level. First students are trained with
the assistance of a teacher. Assume that ‘s’ represents the number of
features in each iteration k. Attributes, {f=1,2,....s}, ‘t’ is the number of
instances i.e., population, individuals, {i=1,2,...t}.

BTLBO is a teaching-learning optimization algorithm that stimulates
the teaching and learning process in a classroom. It involves all students as
a population, with subjects similar to decision variables. The best learner is
considered a teacher, who transfers knowledge to all learners. The learner's
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performance is based on the fitness value of the individual in the
population. TLBO operates in two phases: teacher and learner (Figure 2).

Algorithm 1. BTLBO [42]
Etep 1: Initialize several instances (binary population), several subscripts and Xy ; x
nd an end condition.
Step 2: Calculate the mean for learners as My
Step 3: Using equation (2), determine the fitness of people.

Fitness (Xf ;) = Accuracy (Xy ; x)- 2)

(Teacher Phase)
Step 4: Upgrade students with the assistance of the instructor. i.e. teacher phase
(a) Choose the highest fitness value from the group as a teacher.
(b) Calculate the mean variation for all traits concerning the best
individual as shown in the equation

Diff Meany ;. = 1(Xy i pest,k - TrMs i), 3)

where X ; pest x the best individual in f. Ty, teaching factor with the value 1 or 2,
1 is the random number ranging from 0 to 1.

(c) The best person serves as a teacher and mentor to others.

(d) X;,i,k = 0, lf Xf,i,k + Diff_Meanf,k <05

Xfix = 1,if Xy, + Diff Mean; > 0.5, )

where X/ ; ;, the trained value of Xy,

If the result X/, is better than Xf;, Otherwise, replace the previous

value with the new value.

Step5: updates each learner with the assistance of other learners using the eq (5,6)

(Learner Phase)

a) Select two cases U and V that satisfy the criterion X/orq1-yx # Xiorar—v k at
random, Where X_(total-U, k)™ , X_(total-V k)™ of U and V respectively

b) If X{orai—u k is better than X/ a1y g

Xfye = Vit X}y pe + 1K = Xy i) = 05). ®)
Or
XfoU,k =0 ifX;,U,k + 1% + (X},V,k - XIL,U,R) < 0.5. (6)
X;,’U,k =1 ifoL,U,k + 1+ (X/‘L,V,k - X/‘L,U,k) > 0.5.

c) If X (fUk)""= is better than X (f,Uk)", then continue the prior value,
otherwise, substitute the previous value.

Step 6: if the stop condition is pleased, then report the result, then go the second

step
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Fig. 2. BTLBO Algorithm Flow Chart [40]

This approach uses binary bits 1 and 0 to signify the presence or
absence of a characteristic in a population, with the length of the binary
string corresponding to the number of levels in each dataset. In the
instructor phase, the mean value reflects the likelihood of a feature's
appearance, while the difference mean describes learners' variation. The
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teacher with the highest accuracy is named. Wrapper-based feature
selection approaches use predictive models to evaluate population fitness,
with classification accuracy as a fitness value. The teaching factor will be
chosen at random from 1 to 2. The classification accuracy can be expressed
as

CA= correct classified Instances/Total Instances. 2)

An individual with the lowest error rate or the highest accuracy will
determine the last solution of optimal characteristics selection. The
individuals added to the dataset are utilized to teach NN to boost
effectiveness. The process for the optimum number of iterations is
executed, and the method flow as shown in Figure 2 is presented. The
BTLBO algorithm was created in the study to select an optimal subset of
characteristics from an extensive database. Once features are selected, they
are then refined into a categorization pipeline using CNN and the XGB
classifier, combining the strengths of both techniques to improve
classification performance.

3.3. Hybrid CNN-XGB Classifier. The proposed method combines
CNN with the XGB classifier, resulting in a powerful combination for
effective classification tasks. This hybrid approach is chosen to take
advantage of CNN's capabilities in capturing intricate spatial hierarchies
and patterns from complex data, such as images or sequences. CNN excels
at automatic feature extraction, producing high-level representations
required for reliable classification [44]. The subsequent use of the XGB
classifier adds a layer of ensemble learning, allowing for efficient handling
of nonlinear relationships and improving overall model performance. The
proposed method enhances classification accuracy and interpretability by
using CNN for feature extraction and XGB for ensemble-based
classification. This approach addresses limitations in previous research,
such as high-dimensional data handling and complex feature relationships,
by combining deep learning and gradient boosting for optimal predictive
accuracy. The CNN structure is in Figure 3.

The input layer is followed by another convolutional and pooling
layer, which is a sub-sampling layer. The pooling layer then pools relevant
features and performs the extraction function, and the unused features are
clarified out in convolutional and pooling layers. This work presents a new
intelligent deep classification algorithm using the CNN algorithm with
IF...THEN rules. [45] The CNN XG classifier conducts fusion and
maximal pooling operations, representing convolution for a pair of
functions f, g using an integral equation for the operator t.
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Fig. 3. Representation of the combined proposed technique

The CNN consists of dual convolutions, two batch normalizations,
two dropouts and one max pooling layer, all of which are designed to
automatically capture hierarchical representations from input data. Once the
CNN has extracted these complex features, the feature set is fed into the
XGB classifier for the final classification stage.

f) = (4)

x+1)
[ x ]

The XGB classifier excels at leveraging ensemble learning via
gradient boosting, which creates a series of decision trees that collectively
improve the model's predictive capabilities. The features extracted by the
CNN serve as high-level representations of IoT data, capturing patterns and
complexities that are critical for distinguishing between normal and
anomalous network behaviour. The XGB classifier, which is adept at
handling complex relationships and non-linearities, refines these features
using a boosting process. The XGB algorithm uses CNN-extracted features
to refine decision boundaries in a classification workflow. Each decision
tree in the ensemble contributes to the overall classification decision,
combining the strengths of multiple weak learners. This integrated approach
ensures the model learns intricate features and refines them through the
ensemble-based learning strategy of XGB. The final classification output
distinguishes between normal and malicious IoT activities, providing a
reliable and adaptive intrusion detection system for IoT environments.

4. Results and discussion. The study highlights the effectiveness of
the synergistic approach to IoT Intrusion Detection System, which integrates
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SMOTE-Tomek link, BTLO, Convolutional Neural Network, and XGB
classifier. This section provides the dataset description, performance of the
proposed method, evaluation metrics, and comparison. During the process, a
Python tool is used for implementation with the tensor flow library.

4.1. Dataset description. The [0T-23 [41], [43] dataset is a crucial
resource for IoT security and intrusion detection research, derived from
real-world devices, simulated environments, and network traffic captures. It
provides comprehensive insights into IoT operations, including network
traffic attributes, device-specific information, and normal behavior. The
dataset is essential for model training and evaluation, as instances are
labelled to indicate potential intrusions. The analysis is carried out using
I0T-23 dataset consists of 20 malware catches accomplished in [oT devices
and 3 captures for benign IoT device traffic. The [oT-23 dataset consists of
twenty-three different [oT network traffic recordings called scenarios.
These scenarios are divided into 20 network captures of pcap files from
infected IoT devices in the name of the malware executed on each scenario
and three network captures of real IoT device network traffic. The dataset,
which covers a wide range of anomalies in IoT ecosystems, is crucial for
robust intrusion detection models due to its potential for class imbalance, a
common challenge in real-world datasets.

4.2. Experimental Settings. For the evaluation of this research, the
total number of samples is (1211513, 31). After preprocessing by removing
the zeros and null value, the number of samples is (981934, 31). The
proposed technique split the samples into 75% (736450, 31) for training and
25% (245484, 31) for testing. The number of class instances was used to
calculate class weights, so the class with the fewest instances will have a
high weight. Each CNN model was trained with a batch size of 32 and 10
iterations using the Adam optimizer with a learning rate of 0.001 for 100
epochs. Early halting reduces the possibility of excessive fitting, which
happens when a model is refined over an abundance of eras. The batch size
increased and a number of epochs lowered to see if the model's accuracy
improved. For training and validation sets, the precision and loss of each
model were evaluated at each epoch value.

4.3. Metrics for evaluation. The performance metrics are evaluated
using the following values:

Accuracy:

| B TP +TN 5
Curacy = umber of all samples in the testing sets’ 2
Precision:
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Precision = ——. (6)
TP+FP
Recall:
TP
- 7
Recall TP L FN @)

The value recall is equal to the sensitivity value.
Specificity: relates to how successfully a classifier can identify bad
outcomes.

TN

Specificity = ———~ 8
pecificity TN + FP (®)
The value of specificity is equal to the True Negative Rate (TNR)
value.
Fl1:
Fmeasure = : :f;j;lz:;:ezzzl : 72TP-:;IIZ+FN' (9)

PPV termed a positive predictive value, which is calculated by

TP

NPV negative predictive value, which is calculated by
TN
NPV = s (11)

where TP, TN, FP, and FN represent the true positive, true negative, false
positive, and false negative.

4.4. Evaluation Findings and Comparisons. To detect intrusions,
the experiment used the CNN_XGG algorithm. Sensitivity, Specificity,
PPV, and NPV results for multiTable.1 provides the experimental result of
the proposed work which was compared with three different learning-based
IDS models that work in the IoT-23. Each subset is used to evaluate
CNN_LSTM, CNN_BiLSTM, CNN_GRU, and also proposed CNN_XGB
models. The accuracy, precision, recall, and F1, Sensitivity, Specificity,
PPV, and NPV score, of the IoT-23 dataset using CNN_XGB by comparing
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with the existing ranking algorithm [37] of these models are presented in
Figure 6. CNN_XGB model performs better than existing models. A single
hidden layer CNN successfully classified normal and abnormal situations in
the IoT-23 dataset [37], demonstrating its ability to learn meaningful
patterns from network traffic data, making this result impressive in
detecting normal and anomalous occurrences in the [oT-23 dataset.

In the training phase, the weights for classes were computed
according to the number of occurrences for every group; the minority class
with a small number of instances will receive better priority. SMOTE
followed to correct the class imbalances. The evaluation of the proposed
model is shown in Table 1.

Table 1. Performance assessment of the proposed model

Metrics Proposed model
Accuracy 99.90 %
Precision 99.51 %

Recall 99.95 %

F1 99.20 %
Sensitivity 99.91 %
Specificity 100 %

PPV 99.92 %

NPV 100 %

Error rate 0.012

The novel model was validated by separating the dataset presenting
accuracy performances of CNN and XGB algorithms in Figure 4, the
training loss of the DL algorithm mentions a link between training loss and
the number of epochs in the proposed work (Figure 5). The comparative
evaluation of IoT Intrusion Detection Systems is shown in Table 2.

—— Training Accuracy 0.990

0.9920
0.985

0.980
0.9915

S o
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P~
S v
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Accuracy

0.9910
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0.960
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Validation Accuracy
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Fig. 4. Training/Validation accuracy
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Table 2. Performance Comparison of IoT IDS Approaches of multi-class
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classification
Algorithm Acc‘}lracy Pre(‘:‘lslon Ricall E 1 SenstVlty Specﬂlﬁcny P‘I"V NDPV
(%) (%) ) | (%) (%) (%) %) | (%)
CNN_LSTM[37] 99.83 99.11 | 98.92 {99.01 99.83 99.96 99.83199.98
CNN_BILSTM[37] | 87.99 99.29 | 97.87 |98.56| 98.87 99.97 99.87199.99
CNN_GRUJ37] 86.99 99.18 [ 99.01 {99.09| 99.86 99.98 99.86199.98
Proposed 99.90 99.51 ]99.95199.20| 99.91 100 99.92| 100

Table 2 shows that the proposed DL-based IDS models obtained
better performance in identifying various forms of cyberattacks compared to
existing features. In research paper [38], the RNN model gained an
accuracy of 98.31%, so it was concluded that a DL model might
considerably improve accuracy, permitting efficient security against threats
in IoT systems. The suggested CNN model's accuracy was very low.
However, the proposed model CNN_XGB showed high accuracy compared
to other multi-class classifiers. From Table 3, it can be seen that the
accuracy rates of DL-based IDS models are comparable, which shows the
proposed model achieves the lowest error rate among IDS models [39]
belonging to the CNN_XG ensemble by 0.012.
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Table 3. Performance of the system multiclass classification and error rate

variations
Algorithm Accuracy (%) Error Rate
CNN_LSTM[39] 99.83 0.092
CNN BILSTM[39] 87.99 0.1
CNN_GRU[39] 86.99 0.016
Proposed 99.90 0.012

As a result, it is proposed to balance the dataset. To address this
issue, the oversampling approach was utilized to balance the datasets.
Synthetic samples for the minority class are generated using SMOTE-
Tomek for regional expertise instead of undefined facts regarding the
faction category. The model successfully reflects the dimensional and
secular connection of normal spotting challenges. The proposed
methodology can be used to detect and evaluate anomalies in a wide range
of 1oT applications and data. Thus, CNN_XGB is capable of dealing with
huge amounts of data which performs superior when dealing with huge
quantities of information.

5. Conclusion. Through the creation of an IDS, this research article
proposed a creative approach to improve the security of IoT environments.
The observation is carried out on the IoT-23 dataset, and the results show
that the proposed technique achieves good performance. The findings of the
proposed work show that this combined learning technique with a balanced
high-performing feature selection method, SMOTE-Tomek,
CNN_XGBoost, and Adam Optimizer achieved a high accuracy of 99.90%.
The integration of the proposed model contributes to constructing a strong
and scalable IDS that can be applied to various IoT scenarios. Thus, our
research work has practical applications and paves the way for further
innovation in IoT security, ultimately contributing to the growth of secure
and resilient IoT ecosystems. Future work should integrate the IDS with
SIEM (Security Information and Event Management) solutions to give a
more comprehensive security ecosystem for IoT networks. This can
enhance the system's ability to correlate events and provide a holistic view
of security.
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U. HAPASIHAPAO, B. MAHJATIATU, b. oy
CUHHEPTETHUYECKHUE NIOAXOJbI K YJIYUYIIEHUIO
OBHAPYXEHHUS BTOP)KEHUIM B UHTEPHET BELIEH (10T):
BAJIAHCUPOBKA XAPAKTEPUCTUK C TIOMOIIbBIO
KOMBHUHUPOBAHHOI'O OBYUYEHUS

Hapasnapao 4., Manoanamu B., Foody b. CuHepreTHuecKne MOAXOAbI K YJyYLIEHHIO
o0Hapy:keHusi Brop:keHuii B MutepHer Bemeii (IoT): 0anaHcMpoBKa XapaKkTepHCTHK
€ IOMOIIbI0 KOMOMHHPOBAHHOTO 00yYeHHs.

Annotauus. Nurepuer Beueii (IoT) urpaer BaxHyIo poib B 00ecriedeHnH 6e30IacHOCTH,
[pPEeNOTBpalas  HECAHKIMOHHPOBAHHBI  [JOCTYN,  3apaKeHWs  BpeqoHOcHeM 10
u 3noHamepeHHble feiicTBus. loT oTciexuBaer cereBod TpaduK, a TAKKE I[IOBEACHHE
YCTPOMCTB JUISL BBIABICHUS IOTCHLIHAIBHBIX YIPO3 U HPHHATHS COOTBETCTBYIOIIUX Mep
nporuBozeiicTBus. TemM He MeHee, CyIIECTBYeT MOTPEOHOCT B CHCTEME OOHApyXCHHS
ropkeHuil (IDS) IoT ¢ ymydmieHHBIMH BO3MOXHOCTSMU OOOOIIEHUS, HCIONB3YIONIeit
ri1ybokoe oOydeHHe M IepenoBble METO/bl OOHapyKeHHs aHoManuid. B 3ToM mccienoBaHnu
MpeACTaBIeH MHHOBAMOHHBII noaxon Kk IoT IDS, koroperii coyeraer B cede SMOTE-Tomek
u BTLBO, CNN ¢ XGB kiaccugukaTopoM, KOTOPbIH HalpaBieH Ha yCTpaHeHUe aucOaiaHnca
JIaHHBIX, TOBBIICHHE NTPOU3BOAUTEIBHOCTH MOJENH, CHI)KEHHE KOJNMYECTBA HENPaBHIBHBIX
KiIaccuuKanyii U ynydieHue oOLIero KauecTBa HaOopa JaHHBIX. [IpenyiokeHHas cucrema
obnapyxenus BTopskeHud IoT, ucmoms3yss Habop gammeix loT-23, mocturaer 99,90%
TOYHOCTH M HHU3KOTO YPOBHS OIIMOOK, TpeOys HPH STOM CYIIECTBEHHO MEHbBIIE BPEMEHU
BEINIOJIHEHUS. JTa paboTa IpencTaBiseT co0Oil 3HAYMTENBHBIM HIar Brepe] B 00JacTH
6e3omacHoctu 10T, mpemnaras Hagexnoe u sddexruBHoe pemeHue IDS, apantupoBaHHOE
K MEHSIOIIIMCS TPoOJIeMaM B3aHMOCBSI3aHHOTO MHpa.

KiroueBbie cioBa: munuMakcHas Hopmanusanusi, SMOTE-Tomek Link, anropurm
BTLBO, CNN ¢ XGB, ontumu3zarop Adam.
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