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byovro M.b., bByovko M.JO. AHAIN3 H ONTHMH3ALHs AJITOPHTMOB BelBJIeT-Pa3JI0KEHUS
JJIsl IPUMEHEeHNs1 B PeKMMe pPeabHOr0 BpPeMEeHH B CHCTeMaX O00Hapy:KeHHsl aHOMAJIWii
TeJeKOMMYHHKAIIHOHHBIX JAHHBIX.

AnnoTamusi. OfHUM W3 TOAXOOB K OOHApYKEHHIO CETEBBIX aHOMAIHMH SBIACTCSA aHAIU3
psAIOB IOKa3aTened (pyHKIMOHMPOBAHUS CeTU. XapaKTEPHCTUKH, PACCUUTAHHBIE IIO
BeHBIeT-K0dQPUIMEHTaM, NeHCTBUTENBHO, O0lee TyBCTBUTENBHBI K M3MEHEHUSIM PsAa, deM
XapaKTEePHCTUKHU, PACCYNTAHHBIC HEIIOCPEACTBEHHO 110 Py, HO IPH 3TOM TPeOYIOT G0bIIero
00beMa BBIUUCIICHUH, IO3TOMY CHEKTPaIbHO-BPEMEHHBIC alTOPHTMEI, O€3yCIOBHO, MOAIEKAT
ONTHMHU3ALIUH I HPHMEHECHHS B CHCTEMax pealbHOro BpeMeHH. Kpome Toro, cymecTByiOT
pa3UYHBIC HOAXOJbI K BBIMOIHCHHIO BEHBIICT-PA3IOKEHUH, KaXABIH U3 KOTOPBIX 3aHMMacT
CBOE MECTO 1O MH()OPMATHBHOCTH (II0 KOJIMYECTBY YTOUHSIOMMX KOA(D(HUIHEHTOB), 061aCTH
JIOCTOBEPHBIX 3HAYCHHI, BEIYHCIUTEIBHOM CIIOXHOCTH Tpeobpa3oBanuii. B cTathe mpemara-
ercst 000CHOBAHHBIN MOAXOJ K BBINOIHEHHIO TAKUX aJTOPHTMOB I MPUMEHEHHS B PEXKUME
peanbHOro BpeMEHHU B CHCTEMax OOHApYKEHHS aHOMAJINH TeIeKOMMYHHKAIIMOHHBIX JaHHbIX.
KiroueBble cj10Ba: BeHBIET, BCIUIECK, CIIEKTPaIbHO-BPEMEHHOH aHAIN3, CHCTEMa OOHapykKe-
HHS aHOMAIUH, CHCTEMBI PEalbHOTO BPEMEHH, TEICKOMMYHHKALHOHHBIC JAHHBIC, aHAIU3
BPEMCEHHBIX PS/I0B, 00pabOTKa CHIHAJIOB.

Budko M.B., Budko M.Y. Analysis and optimization of wavelet decomposition algorithms

for usein real-time anomaly detection systems.

Abstract. One of the approaches to the detection of network anomalies is the analyses of pa-
rameters of functioning of a network. Characteristics, calculated on a wavelet coefficients,
indeed, are more sensitive to changes in the number, than the characteristics calculated directly
in a row, but this requires more calculations, the spectral-time algorithms, of course, subject to
optimize for application in real-time systems. In addition, there are different approaches to the
implementation of wavelet expansions, each of which has its place on the informative value
(the number of qualifying ratios), the authentic values, the computational complexity of the
transformations. The article offers a reasonable approach to the implementation of these algo-
rithms for use in real-time anomaly detection systems.

Keywords: wavelet, spectral-temporal analysis, intrusion detection systems, real-time systems,
telecommunications data, time series analysis, signal processing.

1. Beenenue. Cucmema obnapysicenus emopawcenuii (COB) — mpo-
rpaMMHOE HJIH allapaTHOE CPEeACTBO, coOMparomiee HHGOPMAIHIO U3 pa3-
JMYHBIX TOYEK 3aIIMINACMOM KOMIIBIOTEPHON CHCTEMBI U aHAIH3UPYIOLIEE
9Ty HMHGOPMAIMIO JUIS BBISABICHUS IIOTBITOK HApYIICHHS W pPEaJIbHBIX
HAPYLICHUH 3aIIUThl (BTOpXKEHUIT) — npoucuiecmeuil ¢ 6e30nacHocmpio.
COOTBETCTBYIOIMI aHITIMMCKUH W HamOoJiee paclpOCTPaHEHHBIH Tep-
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muH — Intrusion Detection System (IDS). O6HapyKeHHEe aHOMAIIMM 4acTo
MIPECTABIETCS B BHJE JOTOIHUTEIHFHOTO CEPBHCA, KOTOPHIA PEKOMEHIY-
€TCsI BKJIIOYAThH B JIIOOYIO cHCTeMy 0€30IacHOCTH JJIsi BO3MOYKHOCTH yJIaB-
JMBATh aTaKH, HE OMMCAHHBIE CUTHATYPaMH.

Cpenn M3BECTHBIX METOAOB aHAIM3a JAHHBIX Ui ONpEHeNCHHUs Ipe-
TAHOMAJIBHBIX YYaCTKOB W BBISABICHHUS 3aKOHOMEPHOCTEH CHTHaja OBIIO
HCTIOJB30BaHO BEHBIICT-PA3JIOKEHIE PSAAOB MoKa3aTeiei (pyHKIMOHUPOBa-
HUS CETH.

BeiiBnet-npeoOpa3oBaHue pas3iaracT aHAIU3UPYEMBIH MPOIECC HA CO-
CTaBIISIOIINE €r0 BOJIHBI, KOMIIOHEHTHI Pa3HOTO MacmTaba U, KpoMe TOro, B
OTIIMYUE OT CHCKTPATBHBIX MPEoOpPa30BaHUil, ACT WIOKATH30BAHHYIO» BO
BpeMEHU HHGOPMAIMIO O Tpolecce. | OpU30HTAIBHOE CCUYCHUE KapTUHBI
K03((DHUIIMEHTOB JEMOHCTPHPYET H3MEHEHHE KOMIIOHEHTHI BBIOPAHHOTO
MacmTaba co BpeMeHeM. BepTukanbHOe ceueHne KapTHHBI KA HUITUEHTOB
B HEKOTOPHII MOMEHT BPEMEHH IEMOHCTPHUPYET MOBEICHHE IIpolecca B
OKPECTHOCTH BHIOPAaHHOTO MOMEHTa BPEMEHH, YTO MO3BOJISAET ONPEACTHTH
HaJM4re 0COOCHHOCTH U HAOOP 3a7eCTBOBAHHBIX MAaCIITa0OB.

2. OcHOBHasi  4YacTh.  XapaKTEPUCTHKH, paCCUYHUTAHHBIC IO
BeliBieT-ko3hpuimenTam, NeHCTBUTENEHO, 00Iee YYBCTBUTEIBHEI K U3ME-
HEHUSIM pSla, YeM XapaKTePHCTUKH, PACCUYMTAHHBIC HEMOCPEICTBEHHO IO
pAAy, HO TPH 3TOM TpeOyeTcs OONbIIMA 00BEM BBIUYHUCICHUH, MOATOMY
CICKTPATBHO-BPEMEHHBIC aITOPUTMEI, 0€3YCIIOBHO, TPEOYIOT ONTUMH3AIIHN
JUIA TIPUMCHEHHS B CHCTEMax pealbHOro BpeMeHH. Kpome Toro, cymie-
CTBYIOT pa3iHYHBIE ITOAXOIBI K BBIOJIHCHHIO BEHBIIET-pa3I0KCHUHN, Kax-
I ©3 KOTOPBIX 3aHUMAET CBOE MECTO 0 HHPOPMATUBHOCTH (IT0 KOJIHYE-
CTBY YTOYHSIOMIMX KOI(PQPHIMEHTOB), OOJACTH ITOCTOBEPHBIX 3HAUEHHIA,
BBIYHCITUTEIILHOHN CIIOKHOCTH NMPE0Opa30BaHMIA.

Bbeun pacemotpenst: 1) quckpeTHOE MpeoOpa3oBaHue ¢ W3MEHEHHEM
MaciTaboB W CABHWIOB IO 3HAYCHHIO, PABHOMY BPEMEHHOW JOKaJIM3alUN
BeiiBrieTa; 2) IUCKPETHBIN JUAHBIM KPAaTHOMACINTAOHBIN aHAN3 U 3) JUC-
KPETH3UPOBAHHOE Pa3NIoKeHHE. J{JIsi TUCKPETHOTO THAJHOTO PAa3JIOKCHIUS, B
TOM YHUCIIC MPH pealu3aluu OBICTPOTO adropuT™Ma, B CXeMaX OBUI yUYTCH
CYIIECTBYIOIIUHN MMOIXO], CBI3aHHEIN C JeIMMAIe HCXOJHOHN MoceIoBa-
TENBHOCTH, 3HAYUTEIHHO CHIDKAFOIICH BBIYHCIHTEIBHYIO CI0XKHOCTE. Tak-
e OMpPECIICHBI YIIIbI BIUSHUS U JOCTOBEpHOCTH. J[i1st 3TOrO mMpeobpa3oBa-
HUS B 007aCTh HEJIOCTOBEPHOCTH TIOTAJAeT 3HAUYMTEIbHAS 9acTh KOdPPu-
[IUEHTOB HU3KOYACTOTHBIX YpOBHEH. BBICTpBIN anroputMm sBISETCS MpHU
ATOM TPEINOYTHUTEIBHBIM, T.K. €ro KO3(POUITUEHTH 00Jiee TOYHO OIHCHIBA-
FOT UCXOIHBIN PSI.
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AHAJIOTUYHO ObLIM MPOAHAIU3UPOBAHbI YIJIBI BIUSHHUSA U JOCTOBEPHO-
CTH 111 AUCKPETU3UPOBAHHOTO PA3JIOKEHHS C MCIIOIb30BAHUEM 2-X U 4-X
3JIEMEHTHBIX «MATEPUHCKUX» BEUBIIETOB U JeUUMALUEN MOCIEN0BATENIBHO-
cti. BOnbinas 061acTh Onpeesienys BelBieTa BieYeT yBeauueHue o0ia-
CTH HEIOCTOBEPHBIX 3HaYeHui Kod(puimenToB. HecMOTps Ha CXOMKECTH
00LIero BUa yIiia MpaBaono00us ¢ MOTyYeHHBIM I JUCKPETHOTO JUal-
HOTO PA3JIOMEHMsA, PACTBOP YIJIa JUIA TEKYIIEro MpeoOpa3oBaHus OyaeT
yKe, T.e. IUIOMIaab O0JAaCTH HEJOCTOBEPHBIX 3HAUCHWM OyIeT MEHBINE, a
JIOCTOBEPHBIX OOJIBIIE, YTO OOBACHAETCS MEHBIIUMHU [IaraMH TIPH MU3MEHE-
HUH MacIiTaboB U CIBUIOB, T.€. 6oJiee JAETAIBHBIM MPEACTABICHHEM KOd(-
(UIMEHTOB PA3JIOKEHHS.

C nosunuy HHGOPMATHBHOCTH 110 KOJUYECTBY YTOUHSIOMINX K0P PH-
[MEHTOB JIYYIINM SABIIETCS caydail 3),3artem 2), 3arem 1).

C TOUKM 3pEHUs YBEJIUYEHHs OOJIACTU TOCTOBEPHBIX 3HAUEHUM JTyd-
MM sIBISE€TCS citydaii 1), 3atem 3), 3atem 2).

B mopsijike BO3pacTaHUs BBHIYMCIUTENLHOM CIIOXKHOCTH MpeoOpasoBa-
HHS pacroyararTcs mnopsjake 1), 2), 3).

OnTUMANTbHBIM KaXKETCS METOJ] HA OCHOBE BEUBIET—(pPENMOB, ABIISIO-
IIUICS KOMIPOMHCCOM MEXY JHaJIHBIM KPAaTHOMACIITAOHBIM aHAJIH30M C
rpyOOBaTHIM TPEICTABICHUEM PE3YJIbTaTa U JUCKPETH3UPOBAHHEIM Pa3jio-
JKEHHEM C M30BITOYHBIM TIPEICTABICHHEM CETKH. [[pUueM UMEHHO TEpBOE
JIOJKHO OBITH B3STO 338 OCHOBY, T.K. IMEET XOPOIIO ONTHMH3UPOBAHHBIE TIO
OpTaHW3alMK BBIYMCIECHUN M UCIOIB3YEMOM MaMATH OBICTPHIE ANTOPUTMEI
CTATUYECKOTO BBIYMCIEHHSA CETKH KOI(P(DHUIMEHTOB, W PACLIUPEHO JUISA
HajIeNleHUss OCTOMHCTBAMM JIMCKPETH3UPOBAHHOIO pasyioxkeHus. Ho kak
0Ka3ajJ0Ch NPH TECTUPOBAHHH, OOJNACTH JOCTOBEPHBIX 3HAUEHUH HIPaeT
OYeHb BAKHYIO POJIb, TIOITOMY MPHUILIOCH OCTAHOBUTHCS HA JUCKPETHOM
Pa3JIOKEHUH, UMEIOIIEM TIOJHOCTBIO JOCTOBEPHYIO CETKY KOI(DDHUIMEHTOB
NpH [PaBUILHOM BBIOOpPE IJIMHBI OKHA CKAHMPOBAHUS, C MCIOJIb30BAHUEM
2-X DIIEMEHTHOTO BEWBJIETA, UTO JIENAET PA3JI0KEHUE TUATHEIM.

OnTuMmu3aIMs pacyeToB 3aKIroyaaach B ToM, uTo 1) mis pacuera oT-
JETBHBIX KO3(QHUIMEHTOB 60JIee «HU3KOYACTOTHOTO» YPOBHS HCITOJIB30Ba-
JIOCh JIOCTATOYHO MHOTO OJHHX M T€X XK€ YK€ BBIYUCICHHBIX KO uIneH-
TOB 00Jiee «BBICOKOYACTOTHOIO» YPOBHS M B TOM, YTO 2) MPU CIBHIE MMO-
CIIEIOBATENILHOCTH CXeMa BBLIYMCIICHUH I OJHUX KOO(P(PHUIIMEHTOB MOBTO-
psiia cXeMy BBIYHMCIEHHH 1Js ApYruX Kod(QQUIMEHTOB TOrO K€ YPOBHA,
yIKe BBIYUCIEHHBIX Ha TPEAbIAYLIINX HTEPALIUSIX.

IlpuMeHeHre BeMBIET-aHAIM3a K CETEBOMY TpadMKy HAKIaIbIBAET
OrpaHHMYEHUs U Ha CaMH BEWMBIIETHI, OCHOBHOE M3 KOTOPBIX MHHMMaJbHasA
BpPEMEHHAS JIOKAIU3AIUs, TOCKOJIBKY OHA BIMAET HA aIrOPUTMUYECKYIO
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3ajiepKKy BbruncieHuii. Kpome toro, 60nbinas 1irHa BeWBIeTa HETATUBHO
BIUSET Ha 00JIACTH TIPABAONONOOUS, pacupsis 00IacTh HEJOCTOBEPHOCTH
3a CYET yYacTHs B BBIYHCICHUSAX HECYIIECTBYIOIIMX OTCUETOB IOCIIECIOBA-
TenbHOCTU. Kpalinue ke mpaBbie Kod(DPUIHEHTHI SBIIOTCS Hanboee 3Ha-
YUMBIMH JUISI A€TEKTUPOBAHHUA OCOOCHHOCTEH BPEMEHHOW ITOCIIEI0BATEIb-
HOCTH B PEKHME PEeaJbHOTO BPEMEHH, T.K. IMEHHO OHH OTPaXXaroT ITOCIIeA-
HUC U3MCHCHHUS B CHTHAIIC.

IToatomy, OBLIO pEIICEHO B MCCICAOBAHWH HCIIOJNB30BaTh B KAuCCTBE
OCHOBHOTO BeiBIIeT Xaapa ¢ 00JacThIO 3aJaHus B 2 OTCYETA W OJHUM HY-
JICBBIM MOMEHTOM.

Bo MHOrmXx WH(OPMAIIMOHHBIX HCTOYHHKAX TOBOPHUTCS O IYyYIICH
UACHTU(DUKAIMA TOBEICHUS BPEMEHHOTO Psijia IIPH MCCICTOBAHUU €0 pas-
HBIMH BeiiBieTamu. Takas MO3HMIHKS ONpaBJaHa M dMIIMPHUICCKH TOKa3aHa.
[losToMy B WCClIeZOBaHMHM JOJDKEH WCIIOIB30BATHCS JIOTIOTHUTEIBHBIN
BEWBIIET, YIABIMBAIONINK 00Jiee «TOHKHE» 0COOCHHOCTH CUTHaA. bombrmast
BpeMeHHas JIoKajau3anus oOyciaBiauBaeT Ooyiee mo3aHee (GopMHUpoBaHHE
JOCTOBEPHOTO BHIAa aHOMAJIMU Ha KapTHHE BEeUBIET-KOd()(OHUIIMEHTOB U I10-
3UIMOHUPYET TAKOU BEUBJIET, KAK «CTPaxXyIOIIH».

3. 3akmouenne. lrak, TpU TECTHPOBAHWU HCIOIB30BANCI 2—
JJIEMCHTHBIH BeHBIIeT Xaapa ¢ MHUHUMAIBHOW JJIsI BEUBICTOB 00IAaCTHIO
onpeneneHus. [IpuMeEHsIIOCh IUCKPETHOE Pa3lIoKEHHE, KOTOPOE B CIydae
2-9]IEMCHTHOT'O BEWBIETa PABHOCHIBLHO TUAJHOMY, HMEET OBICTPBIC aJro-
PUTMBI BBIYHCIICHUS, XapaKTEPU3YEeTCs OTCYTCTBHEM O0JAaCTH HEJOCTOBEP-
HBIX K03()(pHUIIEHTOB 1 BO3MOXKHOCTBIO TIepecueTa TOJIBKO OTACIBHBIX 3HA-
YeHNH TpU IBMKEHUH OKHA CKaHUPOBAHMS BIOJH BpeMeHHOro psna. Komm-
YECTBO IMEPECUYUTHIBAEMBIX KOI(PPHUIHEHTOB JTOCTATOYHO OBICTPO (B 3aBH-
CHMOCTH OT pa3Mepa OKHAa CKaHMPOBAHUS) CTAOMIN3MPYETCS Ha 3HAUCHHUH,
PABHOM YHCITy MacIITaOHBIX YPOBHEH Pa3IIOKEHHUS.

IIpennosxkeHHBIN TOX0A OOHAPYKEHHSI aHOMAJTU HE PACKPBIBAET BCIO
JMHAMUKY TpoIlecca ¢ MOMCKOM MCTOYHHKOB B BHJC OTICIBHBIX CCPBUCOB,
BHUPYCOB, (YHKIIMOHUPYIOIIHUX C OIIMOKAMH KaHAIIOB, YCTPOMCTB H T.I., HO
OH TI03BOJIACT 3a()UKCUPOBATH TUITMYHBIC I AHOMAIUI U IPYTruX 0coOeH-
HBIX COCTOSIHUI XapaKTEPUCTUKH, CBSI3aHHBIC C HETPATUIIMOHHBIMH YacTOT-
HBIMH KapTHHAMHU ¥ TeM CaMbIM OOHAPYXXUTh WM MPEIONPEACTUTh Omac-
HOCTh HaHECCHWs Bpela (YHKIMOHHPOBaHUIO ceTH. CaMa BO3MOYKHOCTH
BBISIBIIATH TIPEIAHOMAIIBHBIE YYACTKH MOXKET CIIY’KUTh TOTYKOM K IeJIeHa-
MIPaBJICHHON pa3paboTKe aHAJOTMYHBIX METOIOB BO BPEMEHHOH oOmacTh
0e3 IpuMeHEHUS BEHBJIET-PasIOKCHNH, UCTIONB30BaHIE KOTOPHIX TpeOyeT
JOTIOJTHUTEIBHBIX 3HAHUH W HAaBBIKOB IpHU 00paOOTKE JaHHBIX M YBEIHYH-
BaeT BpeMsI BEIYHCIICHUH.
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PED®EPAT

byovko M.b., Byovko M.FO. AHaiu3 W ONTHMH3ANHUA AJTOPUTMOB
BeliBJIeT-Pa3/10sKeHusl /sl IPMMEHEeHUsI B PesKUMe pPeabHOro BpeMeHHU
B CUCTeMax O0HapyKeHHS AHOMAJIMii TeJIeKOMMYHHMKAIMOHHBIX JaH-
HBIX.

Cucrema oOHapyskenus Bropxkeruii (COB) — nporpaMMHOE WM ammnapaTHoe
CpencTBo, coduparoiee HHGOPMALIHIO U3 Pa3IHYHbIX TOYEK 3aIUIIAEMOil KOMIIbIO-
TEPHOW CHCTEMbl M aHAIM3MPYIOIIEE 3Ty MHGOPMALUIO Ul BBISBICHHUS IOMBITOK
HapYyLICHUS. M PEalbHBIX HApYIICHHH 3aluThl (BTOPIKEHHI) — MPOUCLIECTBHIH C
6e3onacHoCThI0. OGHApY)KCHHE aHOMAJIMIT YacTO MPEACTABIISACTCS B BU/IC JOOJIHHU-
TEJBHOTO CepBHCA, KOTOPBI PEKOMEHIYETCsl BKIIOYATh B JIOOYIO CHCTEMY 6e3-
OIIACHOCTH [JIsS1 BO3MOXKHOCTH YJIaBIIMBATH aTaKH, HE OMMCAHHBIE CHTHATYPAMH.

Cpenun M3BECTHBIX METOOB aHAIN3a JAHHBIX IS OIPEACTICHHS IPeIaHoMalb-
HBIX YYacTKOB M BBUIBICHMS 3aKOHOMEPHOCTEH CHrHajga OBUIO HCIOJIb30BAHO
BEWBIIET-Pa3IOKEHUE PSIJOB MOKa3areseil QyHKIHOHUpOBaHHs ceTH. CyLIEeCTBYIOT
pa3JMyHbIC MOAXOJbI K BBINOJHEHHIO BEHBIICT-pa3ioKeHH. BbU paccMOTpPEHBI:
JIUCKPETHOE MPeoOpa3oBaHue ¢ M3MEHEHHEM MacliTaboB M C/ABHIOB I10 3HAYCHHIO,
paBHOMY BpPEMEHHOMW JIOKAJIM3alUK BeiBIIETa; JUCKPETHBIH IHaJHBIA KpaTHOMAc-
[TabHBIA aHATN3 M AUCKPETU3UPOBAHHOE PasiiojKeHHe. BbuIH BBIIEICHBI CleayIo-
[He KPUTEPHU: MHGOPMATHBHOCTH (MO KOIMYECTBY YTOUHSIOUMX KOd(hduuieH-
TOB), 00JIACTH HOCTOBEPHBIX 3HAYCHHMI, BEIYUCIUTEIbHAS CIOXHOCTH IIpeobpa3oBa-
Hust. [IprMeHeHue BelBIeT-aHaNN3a K CeTeBOMY Tpa(UKy HAKIaABIBaeT OrpaHnye-
HHSl M Ha CaMH BEHBJICTHI, OCHOBHOE M3 KOTOPBIX MUHHUMAaJIbHAsl BpEMEHHasI JIOKAJIH-
3alusl, MOCKOJIbKY OHa BJIMSIET Ha alrOPUTMHYECKYIO 3aJepXKKy BbrurcieHuil. Kpo-
Me Toro, OOJbIas [UIMHa BeiBiieTa HETATHBHO BIUSET Ha 0OJACTh MPaBIOMOIO0HS.
IToatomy, OBLIO PEIICHO B MCCJIEIOBAHHM HCIOJb30BAaTh B KauecTBE OCHOBHOTO
BeiiBier Xaapa ¢ 00nacThio 3aJaHus B 2 OTCYETa U OAHUM HYJICBHIM MOMEHTOM. Bo
MHOTHX HHGOPMALMOHHBIX HMCTOYHHKAX TOBOPHTCSA O Jydlied HACHTH(HKALHH
MOBEICHUSI BPEMEHHOTO psia NP HCCIACAOBAHHH €r0 pa3sHBIMU BeiiBieramu. Ilo-
9TOMY B HCCIICOBAHHU TOJDKEH HCIOIb30BAThCS MOMOJIHHUTEIBHbIN BEHBIIET, yas-
JIMBAIOLIHMI 00Jiee «TOHKHE» 0COOCHHOCTH CUrHana. bonbluas BpeMeHHas JIOKau-
3anust o0ycnaBnuBaer Gojee mo3aHee HOPMHUPOBAHUE JOCTOBEPHOIO BHJA aHOMA-
JIMU Ha KapTUHE BEUBIET-KOA()OUIHEHTOB U MO3MIMOHUPYET TaKoi BEHBIET, Kak
«cTpaxyroumii». IIpeaokeH bl H01X04 00HAPYKEHUSI aHOMAJIUIl HE pacKpbIBacT
BCIO JMHAMHUKY IPOLECCa C MOMCKOM HCTOYHHKOB B BHJIE OTACIBHBIX CEPBHUCOB,
BHPYCOB, HYHKIHOHUPYIOMINX C OUINOKAMU KaHAJIOB, YCTPOMCTB U T.X., HO OH MO03-
BOJISIET 3a(MKCHPOBATh THUITMYHbIC ISl aHOMAIHH U APYTUX OCOOCHHBIX COCTOSHHIA
XapaKTEPHUCTHKH, CBSI3aHHbIC C HETPAANLMOHHBIME YAaCTOTHBIMH KapTHHAMH U TEM
CaMBbIM OOHapY)KHUTh HIIM HPEAOIPEASINTh OMACHOCTh HAHECCHHs Bpeaa (yHKIHO-
HHUpOBaHHUIO ceTH. CamMa BO3MOXKHOCTD BBISBISATH IIPEAAHOMAJIBHBIC YIaCTKH MOXKET
CIIY’)KUTh TOJIYKOM K LICJICHANPABJICHHON pa3paboTKe aHaJIOrWYHBIX METOIOB BO
BpPEMCHHOH o6nacti 0e3 NPUMEHEHHS CPaBHUTEIBHO TPYHIOEMKUX BeHBICT—
PpazioKeHHH.

Tpyabl CMUUPAH. 2013. Bein. 4(27). ISSN 2078-9181 (neuv.), ISSN 2078-9599 (oHnaitH) 187
SPIIRAS Proceedings. 2013. Issue 4(27). ISSN 2078-9181 (print), ISSN 2078-9599 (online)
www.proceedings.spiiras.nw.ru



SUMMARY

Budko M.B., Budko M.Y. Analysis and optimization of wavelet decompo-
sition algorithmsfor usein real-time anomaly detection systems.

Intrusion Detection System (IDS) — hardware or software that collects in-
formation from different points of the protected computer system and analyze
this information to detect attempts to breach and actual violations of protection
(intrusion). Anomaly detection is often presented as an additional service, which
should include any security system to be able to detect attacks that are not de-
scribed signatures.

Among the known methods of data analysis to determine anomaly sites
and reveal the regularities of the signal was used wavelet decomposition of se-
ries of indicators of the performance of the network. There are different ap-
proaches to the implementation of wavelet expansions. Considered: discrete
transformation with the change of scale and shifts in value equal time localiza-
tion of the wavelet; discrete dyadic multiresolution analysis and discretized
expansion. Identified the following criteria: informativeness (by specifying the
number of qualifying ratios), the area of reliable values, the computational
complexity of the transformation.

Application of wavelet analysis to the network traffic imposes limitations
on wavelets, the main of which is the minimum time of localization, because it
influences the algorithmic delay calculations. Moreover, most wavelet length
affects the area of likelihood. Therefore, it was decided to use as a primary Haar
wavelet with domain of 2 samples and one zero moment. In many information
sources referred to better identify the behavior of the time series in the study of
its by different wavelets. Therefore, the study should be used additional wave-
let, capture more «subtle» features of the signal. Most time localization causes a
later generation of reliable type anomalies in the picture of the wavelet coeffi-
cients and positions such wavelet, as «hedges».

The proposed approach anomaly detection does not reveal all of the dy-
namics of the process with the search for sources in the form of individual ser-
vices, viruses, operating with errors channels, devices, etc., but it allows you to
fix the typical for anomalies and other special conditions characteristics associ-
ated with non-traditional frequency pattern and thus discover or predetermine
the risk of harm to the functioning of the network.The possibility to identify
predanomalnye areas can serve the impetus for the purposeful development of
similar methods in the time domain without the use of a relatively labor-
intensive wavelet expansions.
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