IpeaucaoBue

JlaHHBIA TeMaTU4YeCKUil BBIMYCK >KypHAaJia MOCBSIIEH PACCMOTPEHHUIO
HEKOTOpPBIX mpoOiieM HHGOPMAIIMOHHON OC30MaCHOCTH B YCIIOBHSIX
COBPEMEHHBIX BBI30BOB M YIPO3, a TaKkKe CHOCOOO0B MPEAYNPEeKICHUS U
MpeIoTBpalicHuss HHOOPMAIIMOHHO-TCXHUYCCKOH W WH(POPMAIMOHHO-
MICUXOJIOTUYECKOW arpeccud. Psii crarell mpeacTaBisieT OpUTHHAJIbHbBIE
pe3ynmpTaThl B OOJIACTH 3alIUTHl OPTraHU3AIHOHHO-TEXHUYECKUX CHCTEM
KPUTHYECKH BaXHOH WHQPACTPYKTYPHl C BO3MOXKHOCTSMH aKTUBHOTO
MPOTUBOACUCTBHSI, BKIIOUas 3allUTy IepcoHala OT BPEIOHOCHOTO
WH(POPMAMOHHO-TICUXOJIOTHIECKOT0 Bo3xeicTBusA. [Ipemmararorcs HOBBIE
MOJXO/bI K 00ECICUCHHIO 0€30MaCHOCTH, OCHOBAHHBIC HA MOJCIUPOBAHUN
CIICHAPHEB TIOBCICHUS CTOPOH B KOH(IIUKTE U CHHTE3C MHTCIUICKTYaTbHBIX
CHCTEM TPOTHBOOOpCTBA B  KHOepmpocTpaHcTBe. B mx  wuce:
yIpexnaromiee mpoTHBOOOPCTBO, MACKHPOBAHHE U CETeBasi KOHTPpa3BeaKa,
yrpaBjieHue WHGOPMAIIMOHHBIM KOHTEHTOM M CEMaHTHYECKHH KOHTPOIb
LIEJIOCTHOCTH.

PaccMOTpeHBI  TEXHONOTHH  Pa3paldOTKH  aBTOMATH3WPOBAHHBIX
CHCTEM B 3aIUIICHHOM HCIOJHEHUH C Y4€TOM HH(POPMAIIMOHHBIX PUCKOB U
pa3BUBaeMble MJs YCIOXKHEHHOM Mojenu Hapymutens. lIpenctaBieHbl
OpUTHHAIGHBIE  TEXHOJNOTHM  OOHAPYXEHHS W  MPEeIyNpeKACHUS
BO3H€ﬁCTBHﬁ B CCTAX CBS3U paSJ'II/I‘-IHBIX OHCpaTOpOB C y'—IeTOM BO3MOXHBIX
ClieHapueB MOBeeHUs HapyuTens. [IpuBeeHbl MeXaHU3MBbl BBISBICHUS U
MPECEYCHUST MACCOBBIX BPEIOHOCHBIX BO3ICHCTBUI Ha WH(POPMAIMOHHO-
TEJIEKOMMYHHUKAIIOHHBIE CHCTEMBI U CIIOCOOBI aJIallTHBHOTO YIIPABICHHUS
LIENIEBBIM AaKTHBHBIM CETEBBIM OOOPYHZOBAaHHEM JUISI HEUTpaIH3alud
MaCCUPOBAHHOTO BO3MYIIEHUS U BOCCTAHOBJIEHUS MApaMeTPOB IITATHOTO
¢yakonornpoBanus. llpemnmaraercs cucTeMa HENPEPHIBHOTO KOHTPOIS
LEJIOCTHOCTH  CPEACTB  3aIIUThl HMHGOPMAIIMM U IOCICIYIOIIEIO
BOCCTAHOBJICHUS 3TAJIOHHOT'O COCTOSIHHUSI CHCTEMBI 0€30IaCHOCTH.

B Bhimycke NpencTaBI€Hbl TaKXKe OPUTMHAIBHBIE METOABl U
TEXHOJIOTUH MHOTOYPOBHEBOH (MIBTpAIK MOTEHIIMAIBLHO BPEIOHOCHOTO
KOHTEHTa B MYJIbTUMEIUWHBIX MOTOKAaX JaHHBIX. JleTanu3upoBaHbI
TEXHOJIOTUM 3alUThl OT CKPBITOM IMepeiayd BPEAOHOCHOW BHIEO- U
ayIuOnH(pOPMAIINH, TIPU3BAaHHBIX CHIKATH PUCK BO3MOXKHOTO HETaTHUBHOTO
BJIMAHUA Ha I/IHJII/IBI/UZ[yaIH)Hoe u prHHOBOC HCI/IXO(I)I/I?:I/IOJ'IOFI/I‘-ICCKOC
COCTOSIHUE TEpCOHAlla KPUTHYCCKOW WHPPacTpyKTyphl. OOcyxaaercs
MTOIXOJ K CO3AaHUIO TEOPUH TIOCTPOCHHUS MHTEIICKTYAIBHBIX KHOSPCHCTEM,
CIIOCOOHBIX  TMOPOXAATh  YNPEXKJAIOINE CTpaTeTHMd ITOBENCHUS B
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KHOCPIIPOCTPAHCTBE [0 AHAIOTUH C AHTHIUIHPYIOIIUM IOBEICHUEM
OMOOPraHU3MOB. IIpennararorcs peleHus 1o OpraHu3aIuu
«JIOBEPUTEIBHBIX cpem» (YHKIIMOHNPOBaHUS nH(pOpPMaNOHHO-
BBIYUCIUTEIIBHBIX KOMIIJICKCOB, HCIIOJB3YIOIINUX IMOTCHIUAJIBHO OITACHBLIC
amnmapaTHO-IIPOrpaMMHBIE KOMIUIEKTyIomue. B naHHOM Temarndeckom
BBIITyCKE JKypHaJIa MPEACTABICHB! OOJNbIIEH YacThO CTaThU COTPYIHHKOB
Boenno-kocmudeckoi akagemMun UMeHH A.®D. MoxXaliCKOTO, SBIISIIOIICHCS
B HACTOSIIEE BpPEMS CHUCTEMOOOPa3yMoNIUM MOJUTeXHHUeCKUM BY3oMm
MunucrepctBa OOoponbsl Poccuiickoit depepanyin B 001acTH BOEHHO-
KOCMHUYECKOH AEATEIBHOCTH, WH(POTEIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH,
a TaK)Ke TEXHOJOTHi cOopa 1 00pabOTKU CrielMaNbHON HH(POPMAIIHH.

Hupexrtop CIIMNPAH,
yieH-KoppecnonaeHT PAH
P.M. IOCVYIIOB

IIpodeccop kadenpsr cucrem

cbopa u 06paboTKu uHpOpMATHN
BoeHHO-KOoCMHUYECKast akaeMust
nmeHn A.®. Moxaiickoro,

JIOKTOp TEXHHMUYECKHX HayK, Tpodeccop
A.T.JIOMAKO
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Preface

This topical issue of the journal is dedicated to some specific aspects
of information security emerging under actual threats and challenges, as
well as to approaches aimed at preventing and averting of information-
technical and information-psychological aggression. Many presented
articles deliver original solutions intended for the protection of
organization-technical systems of critical infrastructure capable of active
counteraction, including protection of the personnel against malicious
information-psychological impacts. New approaches are proposed to the
security assurance based on modeling the scenarios of the conflict parties’
behavior and on the synthesis of intelligent counteraction systems in
cyberspace. Namely: anticipatory counteraction, masking and network
counterintelligence, information content management and integrity’s
semantic control.

The technologies for development of secure automated systems that
account for the information risks and the sophisticated malefactor model are
considered. Original technologies are presented that are meant for detecting
and averting the effects in communication networks of different operators
with regard to possible scenarios of malefactor's behavior. Mechanisms
developed in order to detect and suppress mass malicious effects upon the
information and telecommunication systems as well as methods for adaptive
control of active target network equipment for neutralization of mass
disturbance and recovery of regular functioning parameters are represented.
The system of continuous monitoring of the information securities’ integrity
and subsequent recovering of the reference security state is proposed.

Also this issue presents the original methods and technologies of
multilevel filtration of potentially malicious content in multimedia data
streams. Technologies of protection against hidden malicious video and
audio information transfer meant for decreasing risks of the possible
negative influence on the individual and group psycho-physiological
condition of the critical infrastructure personnel are given in detail. An
approach to developing a theory of designing the intelligent cyber systems
capable of generating the proactive behavioral strategies in cyberspace
similar to the anticipatory behavior of biological organisms is discussed.
Solutions that consider a construct of "confidence environment" for
functioning of information and computing systems that use potentially
dangerous firmware components are suggested. Most of the articles
published in this topical issue of the journal were submitted by the scientists
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of the Military Space Academy named after A.F. Mozhaysky that currently
is a backbone higher education polytechnic institution at the Russian
Federation Ministry of Defense in the area of military-space activities,
information telecommunication technologies, as well as technologies of
special information gathering and processing.

St. Petersburg Institute for Informatics and Automation of the
Russian Academy of Sciences (SPIIRAS)

Director

Corresponding Member of the Russian Academy of Sciences
Doctor of Technical Sciences, Professor

R.M. YUSUPOV

Military Space Academy named after A. F. Mozhaysky
Department of the Systems for

Data Collection and Processing

Professor

Doctor of Technical Sciences, Professor

A.G. LOMAKO

8 SPIIRAS Proceedings. 2015. Issue 1(38). ISSN 2078-9181 (print), ISSN 2078-9599 (online)
www.proceedings.spiiras.nw.ru





