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Abstract. One of the main functions of an information security system is the identification
of any access subject to be able to investigate information security incidents. During executing
procedures of scanning and vulnerability exploitation, qualified adversaries regularly change
identifying features. Such operations can not only obfuscate logging the data in subsystems,
thus, complicating the restoring of events chronology for an information security expert but
also call into question the irrefutability of the evidence of participation of particular adversary
to particular illegal operations.

In the paper analyses of application of modern approaches of adversary identification in
web resources, which does not require authentification of main part of users, is
given (fingerprinting, analysis of behavioral features).

Along with widely used in web analytics "thermal maps", user adapted profile and
computer model of dynamics of "user-mouse" system, authors offer to identify the subjects
of information security incident in readily available informational resources of the Internet.
The main idea of the prospective approach consists of the following: when a thermal map
is built, not only the density of data layout should be considered but also statistical
parameters should be defined by an expert (the distance of intensity gradient, distance
overlap, etc.). The authors also offer to consider the dynamics of user operations (e.g.
calculation of the average duration of data entry into interactive elements). A description
of each step of an appropriate technique and also information on its practical
implementation are given. Robustness of the given approach is confirmed by a practical
experiment. The offered technique is not a universal instrument of adversary identification.
Only manual targeted attacks are considered, the cURL tools etc. used by adversaries are
not taken into account. Therefore, it is recommended to use this technique exclusively in
addition to working protective systems (WAF, IPS, IDS).
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1. Introduction. Today the global Internet is one of the main tools of
mass communication. Therefore, its information resources increasingly of-
ten become a target of cyber-attacks of malefactors pursuing various aims.
In spite of the fact that untargeted hacker attacks dominate the Internet [1],
the most serious threat is represented by target hacks.

The popular Internet resources which do not require extra authentifi-
cation for the main part of users are in the risk zone. Newsfeeds, entertain-
ing portals, Internet shops etc. can be numbered among such resources. In
spite of the fact that today the market of information security software ven-
dors provides a large number of various effective solutions for the detection
of incidents and neutralization of malicious inquiries, the problem of the
imperfection of user identification technologies still remains [2, 3].
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Web application security becomes more difficult because of the
growing interactivity, increasingly complicated scenarios and support of
new protocols. It is not unknown that security of web servers is not anymore
limited to the use of classical package OSI filters or stateful firewalls that
trace active TCP-sessions. Today the means of traffic filtration of the appli-
cation level especially focused on web applications (in particular Web Ap-
plication Firewall) are considered as a traditional and effective approach to
security of web resources [4]. The set of WAF functions usually includes
machine learning functions and the following security mechanisms:

— protection against SQL-injections and XSS (including proprietary
protection);

— signature analysis;

— protocol validation;

— integration with reputation and fraud services;

— possibility of creation of personal security rules;

— integration with other components of complex information secu-
rity systems.

However, existence of the only WAF — decision isn't sufficient for
complex protection of information systems according to various practical
researches [3]. Especially it concerns the web-resources which aren't de-
manding carrying out authentication for the main user audience. The analy-
sis of application of modern approaches to malefactors identification and
also the methodical and algorithmic providing, developed by authors, are
given further in the paper.

2. Relevance of the study. Web application security is, first of all, a
complex of measures which is a part of a system of providing information
security of a company as a whole. One of the basic procedures of a security
system is the identification of any subject of access for the purpose of inves-
tigation of information security incidents. Manufacturers of modern WAF
declare the function of calculation of correlations and chains of the attacks.
This function allows to group similar operations and to reveal the chain of
attack progress — from surveying before the theft of the important data or
deployment of bookmarks. As a result, instead of a list of a thousand suspi-
cious events, information security experts receive some tens of really im-
portant messages. However, considering a high level of competence and
preparation of malefactors during a targeted attack, it is necessary to note
that during scanning and vulnerability exploitation the malefactor regularly
changes identifying features in order to make the subsequent investigations
more complicating. Similar operations not only obfuscate the logging of the
data in subsystems, making the restoring of event chronology more complex
for an information security expert but also call into question the irrefutabil-
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ity of the evidence base to prove the participation of the certain malefactor
in certain illegal operations.

Until now widely applied logging methods of users’ IP-addresses
and methods of storing housekeeping information on the device of a cli-
ent (Cookie technology) are not effective. When using Cookies, the sub-
ject of access possesses the complete control over contents (including le-
gitimate possibilities of destruction and change of data). The given ap-
proaches are not capable to resist the use of basic mechanisms of e-mail
address broadcasting, Proxy services, anonymizers and dynamic address-
ing. Besides, it is necessary to consider that even among legitimate and
law-abiding visitors of websites, a considerable number of users prefer
basic anonymizing resources.

The given condition not only complicates procedures of investigation
of incidents but also promotes discrediting of protective mechanisms which
automatically add in lists of locking arrays of IP-addresses of services VPN
and Proxy, used not only by malefactors but also by quite legitimate users.
Thereof, there is an actual necessity of application of such technologies
which would allow on the basis of the meta-data gathering to solve the task
of classification of user's sessions on real visitors.

3. The analysis of the state-of-the-art investigations in the given
area. Many researchers intend to define rational attribute space which pro-
vides reliable identification of users by means of indirect characteristics (work
environment parameters) or by means of processing of the statistical data on
behavioural parameters (methods of dynamic biometric authentication) [6].

Fingerprinting methods have gained wide popularity. Various algo-
rithms, methods, and techniques are actively being developed in order to
obtain new results in the given area. For example in [7-9], the questions of
user identification of an Internet resource by the basic set of features of the
browser are considered. The paper [10] is devoted to the improvement of
the reliability of the subject by means of the analysis of auxiliary meta-
information on the property array of the user’s software. The parameters
comprising the most significant attribute space [11] include:

a list of the installed fonts;
a set of plug-ins of the browser provided by means of JavaScript;

— the information on OS localisation;

— SuperCookie;

— Canvas fingerprinting etc.

Some examples of the characteristics used in implementations of
similar technologies are shown below.

1) Local Shared Objects (LSO) — the type of metadata that is stored
as files on each user's computer; today all versions of Flash Player use LSO.
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2) HTMLS-repositories (localStorage, File API and IndexedDB) are
intended for maintenance of constant storage of the arbitrary portions of the
binary data corresponding to a specific resource.

3) Isolated Storage — isolated Silverlight storage; as with LSO, from a
technical point of view, there are no barriers to storing the session identifiers.

4) The Last-Modified header (date of the cached document version).

5) Cookies — a small data fragment stored on the user's computer.

6) Browser cache objects. This mechanism was not intended to be
used as random access storage. But if the service returns a JavaScript to the
user document with a unique identifier inside its body and sets the value of
headers "Expires / max-age" as distant future, then the identification script
will be stored in the browser's cache. After such a manipulation it is possi-
ble to access this script from any page in a network, simply requesting the
script download from the known URL.

7) Application cache (HTMLS) — a set of functions that provides
advanced caching of web application resources.

8) SDHC dictionaries. This method is a compression algorithm de-
veloped by Google, which is based on the use of the dictionaries provided
by the special server. The client receives a dictionary file containing the
lines that may appear in subsequent replies. After that the server can simply
refer to these elements inside the dictionary, and the client will independent-
ly generate a page on their basis.

9) Abstract identifier ETag (tag of the cached document version);

10)Use of the internal DNS browser cache.

11)Other storage mechanisms (window.name or session.storage)
which allow to store and request an unique identifier in such a way that it
remains even after deleting all browsing history and site data.

12) Use of the protocol features. Origin Bound Certificates (persistent
self-signed certificates that identify the client for an HTTPS server) - as a
unique identifier, it’s possible to take a cryptographic certificate hash, provid-
ed by the client as part of a legitimate SSL handshake. TLS also has "session
identifiers" and "session tickets" mechanisms that allow clients to resume in-
terrupted HTTPS connections without performing a full handshake.

Assimilation of the information set forth above most effectively al-
lows us to generate a unique print of the computer in the identification sys-
tem database [12]. In 2010 the Electronic Frontier Foundation measured
more than 18.1 bits of informational entropy which can be used for finger-
printing. However, this research was before the invention of a digital Can-
vas fingerprinting which added 5.7 more bits. In 2017 the method of cross-
browser fingerprinting [13, 14] was introduced, allowing one to track a user
from different browsers on one device.
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In spite of the fact that in similar papers it is offered to use a suite of the
most significant features for identification according to their authors, there is
no unified correlation analysis of all features which would allow to reveal rela-
tions between them and to optimize attribute space. Considering that many
found informative metrics are defined by the methods which are heavy from
the computational point of view, similar approaches do not find a wide circula-
tion in view of the necessity of maintaining a fast response of a web resource.

It is necessary to note that the mentioned techniques are effective only
for usual web-browsers which do not declare the providing of user’s anonymi-
ty. In specialized browsers, such as Tor Browser, the majority of developed
estimation methods of the hardware and browser environment features are
blocked [15]. And considering that the given research is directed on develop-
ment of a technique of identification of an exclusively prepared malefactor a
priori applying tools for a regular change of browser prints, the fingerprinting
technology can be applied only with additional mechanisms of identification.

The identification systems based on the syntactic and morphological
analysis of text data indexing messages of users with certain keywords can-
not be applied in the investigated objects because of their prominent fea-
tures (the majority of users do not interact with data transfer forms). The
algorithms of subject authentication by keyboard handwriting for the same
reason cannot be applied in the selected subject domain.

There are approaches based on the registration of features of the opera-
tion with a mouse pointing device for identification of its owner, for exam-
ple [16-19]. In paper [20], the author identifies the user of a computer game
on the basis of a neural network. For data processing, the state machine is
used. Both the trajectory and accuracy of clicks are evaluated. The software
error is 6-20%. In paper [21] the authors offered to use biometric data ob-
tained from the analysis of the mouse use for constant (periodic) authentica-
tion of a user. The biometrics data of mouse movements is represented as a
reflexion of psychological and behavioural characteristics of a user. Such data
as mood and weariness are selected. In paper [22] the comparative analysis of
methods conducted in similar researches (with the accuracy of identification
from 84% to 99.7%) is carried out. In 2017 researchers developed a prototype
of a system considering the speed of mouse movements and features of scroll
wheel movements [23]. Despite a large scientific backlog in the given area, it
is necessary to note that all enumerated investigations were carried out on the
authentication systems applied to the solution of the "Friend or Foe" problem.

Thus, on the basis of the analysis of state-of-the-art research in the
selected area, it is possible to conclude that for today there is no complex
solution using modern technologies and means in aggregate, and also satis-
fying current development of the given problem which lies in the identifica-
tion of the qualified malefactor of generally available information resource.
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4. The use of thermal maps. Thermal maps are often connected to
cartograms i.e. a way of the cartographical representation visually showing
the intensity of any parameter within the territory on a map [24]. Data can
be plotted by hatching of various densities, colouring with a certain degree
of saturation, or points. Biological thermal maps are used in molecular biol-
ogy and medicine for representing of data on expression of a set of genes in
the various samples obtained, for example, from different patients or in dif-
ferent conditions from one patient. The main principle which lies in the ba-
sis in all spheres of application and construction ways of thermal maps is a
representation of various values by means of colour, which provides a high
level of visualization and accelerates analysis process. Classical thermal
maps were used in those areas of science where input data allowed to define
colour easily enough for a particular cell (temperature picture in meteorolo-
gy, levels of gene expression, exchange indexes).

Today there are many different implementations of analytical maps.
Below are some examples:

1) "Map of clicks". It is a tool for measuring and displaying click
statistics on your web-site. The map displays clicks on all elements of the
page (including those that are not links). In this case, you can see not only
the interaction of visitors with one page, but also aggregated statistics on the
group of pages of the site. For example, you can get statistics for a particu-
lar section (Figure 1).

Fig. 1. Map of clicks

Several modes of map display:

"Heat Map" — warm colours correspond to the frequent clicks,
cold colors — rare.
"Monochrome map" — the density of color corresponds to the

frequency of clicks at a given point.
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"Clicks by links and buttons" — the map does not display clicks
on items that are not links or buttons.

"Transparency map" — a click map displays like a "foggy mask":
the most clickable elements appear more clearly through the "fog".

"Map of the elements" — the map displays all the elements of the
web-site page.

2) "Map of links" (Figure 2). It is tool for measuring the statistics of
the referrals on your site. The links on the map are highlighted in different
colours depending on their popularity. When user clicks on a link, the fol-
lowing data is displayed:

— the number of hits by this reference;

— the percentage of following this link on the number of following
the other links on web-site.
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Flg 2. Map of links

3) "Scrolling map" (Figure 3) is a tool for analysis how the attention
of visitors is distributed to the certain areas of the web-site pages. The map
will help to choose the optimal length of the pages and place important in-
formation correctly. The map shows the average time and number of views
of a specific section of the page if the administrator hover over it.
The "scrolling map" can also provide statistics for a group of pages. For
example, for a separate directory.
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Fig. 3. Scrollirig map

In case of application of thermal maps for the task of analytics of us-
er’s operations (clicks, motion step of a cursor), it is possible to define the
user’s activity as a dotted activity. The operations are actually linked to a
particular point (pixel) on the screen which seems to be a too small area in
comparison with all interface of the system for in-depth study. For the given
task, it is necessary to work not with particular points but interactive ele-
ments (various data entry forms, which malefactors use for manual exploita-
tion of vulnerabilities). In Figure 4 visualisation of a session of a typical
user in comparison with a session of a malefactor is presented.

a) b)
Fig. 4. Thermal map (a) of a session of a typical user (top).Thermal map () of a
session of a malefactor (bottom)

154  Tpyasl CMIMMPAH. 2018. Bein.6(61). ISSN 2078-9181 (neu.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



INFORMATION SECURITY

The number of thermal points and their gradient characterises the
purposes and vectors of attacks by the subject of access. The map b on the
right shows the interest of the malefactor in interactive elements; this inter-
est stipulated the purpose of vulnerability exploitation in the subsystem of
resource security. In this case, it can be clearly seen in the active interaction
of the malefactor with the search form on an information portal.

Figures 5-7 show examples of thermal maps of the various user ses-
sions presenting the area of the interactive form allowing users to upload
news or to send a press release.

Based on the data about 117 revealed and investigated beforehand
incidents of information security (4 large regional news portals) and the
subsequent comparison of the facts to visualisation of the events on the data
thermal maps, the authors concluded that there are certain prominent fea-
tures of the use of a mouse pointing device by malefactors during attacks on
information resources.

Fig. 5. Thermal map of a session of a legitimate user

Fig. 6. Thermal map of a session of a legitimate user (some errors are found during
the Turing test)
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Fig. 7. Thermal map of a session of a user during which the WAF detected attempts
of injections and XSS

First, the number of "warm" points in maps of the malefactor is com-
parable (not more than twice as much) with the number of interactive ele-
ments on the page. Under interactive elements, we will understand the data
entry forms which are used by the malefactor for sending payload. The maps
of sessions of legitimate users are characterised by a wide scatter of clicks on
hyperlinks around all perimeter of the screen (tens of times more than the
number of interactive elements). Secondly, the data from analytical tool
"WebVisor" show that the average time of data entry by the malefactor is sev-
eral times less than for legitimate filling in the fields with correct data. It is
connected to the fact that during the attack malefactors use certain combina-
tions of characters prepared in advance. Besides, one more informative met-
rics of distinction of the malefactor from the legitimate user can be the num-
ber of clicks on interactive elements (which were in advance defined by ex-
perts as possible vectors of attacks) in relation to the total number of clicks.

5. Metrics of a user's profile. On the basis of the stated supposi-
tions, the data on functions of "thermal" maps and presumable behaviour of
a malefactor, and also with application of the approach and selected in [25]
features of user classification according to the pattern "user-mouse", a list of
features which will allow to identify the subject of access in the considered
task has been adapted.

The formed attribute space for the task of identification of the user
according to his or her behavioural activity on a web resource:

1) H — the number of "warm" (activated by the user) points (areas);

2) d — the number of clicks on interactive elements in relation to
the total number of clicks:
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where D is the number of clicks on interactive elements, N is the total num-
ber of clicks;
3) t. — average time of data entry into the interactive input fields:

1 k
Lay :;Z’j’

J=1

where k is the number of the detected facts of data entry into an interactive ele-
ment of the page, ¢ is time of /" data entry in an interactive element of the page;

4) S — the length of the virtual trajectory, i.e. the distance which
user’s mouse has passed:

where s; is the distance which has been passed for provisional time step of
measurements according to which the trajectory is measured; the authors con-
sidered a minimum value for the personal computer Az = 15 millisecond as a
time step, 7 is the number of time steps (measurements of sections of a trajectory);

S; = \/(xi _xi—l)z +( _J’i—1)2 )

where x;, y; are the manipulator’s coordinates on the screen in i time step,
Xo, yo are the manipulator coordinates at the initial instant;

5) Vmax 1s the maximum speed of passing of a virtual trajectory of
the mouse manipulator for all time steps:

S.
_ i
Vmax = max; E’

6) fsqy is the time from the moment of aiming of the mouse on the
point (#in) till the moment of the click on this point (#yess):

tstay = tpre.s’s - ZLpoint >

7) thoia 1s the time of hold of the mouse manipulator during clicking
on a point;

8) o — is the angle between the direction of initial motion (from the
index point — (xy, yo) to the vertex 3 — (x3, y3)) and the line connecting the
index point — (xy, y) and the finite point (x,, y,):

a = arctg (3 =20) —arctg (u = 20)

(5 =) (xn_x()).
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6. Technique of thermal map building. The approach offered by
the authors implies visualisation of the calculated characteristics in the form
of a thermal map of user’s clicks. During the experiment, the authors faced
a problem of lack of the literature and engineering specifications on practi-
cal implementation of proprietary algorithms for thermal map building. As a
result, paper [22] and initial codes of "Heatmap.js" library from the compa-
ny Yandex was chosen as a basis for the experiment.

The basic idea of the prospective approach consists in the following:
when building a thermal map not only density of layout of data but also
static parameters defined by the expert (a distance of a gradient of intensity,
an overlap distance, etc.) should be considered. Authors offer to consider
the dynamics of user’s actions (e.g. calculation of average duration of data
entry into interactive elements).

According to [22], every element of dotted activity is represented in
the form of a circle with a linear-decreasing gradient of colour intensity
from centre to edges. The circle radius (intensity area) is defined by the val-
ue of the gradient intensity distance and is specified by the expert. Particular
colour of each point on a thermal map is defined according to the value of
its cumulative intensity, the sum of intensity values of all areas covering
this point, and the selected colour scheme (graphic palette). Values of cu-
mulative intensity are normalised within the limits from O to 1. The initial
value of intensity gradient:

I, =1/MQO ,

where MQO is the maximum quantity of circles overlapping each other
around whole data area. Two or more circles are considered overlapping
each other if the distance between them pairwise is less than the distance
value of the overlap specified by the expert.

Finite value of the intensity gradient /; is always equal to 0. Thanks
to calculation of /; on the basis of MQO, the reliability of lost-free visual
data is ensured. At high density of dotted data, the greatest intensity is pre-
sent in the separate areas actually outlined by these points, instead of where
maximum cumulative intensity would be generated. For example, in Fig-
ure 8 there are shown 2 areas of intensity. The circles on the co-ordinate
plane are presented, where the horizontal axis characterises the co-
ordinate (position) of a point, and vertical represents its intensity. While the
distance between two points is more than a half of the intensity gradient
distance, cumulative intensity is less than 1 (one) as the intensity is calcu-
lated according to the linear gradient. When the distance becomes less or
equal to a half of value of intensity gradient distance, cumulative intensity
becomes more or equal to 1 (one) accordingly.
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Fig. 8. Intersection of point’s intensity regions

Earlier it was noted that in the given task the most interesting is the
cumulative intensity of the particular active area of the interface (which, as
a rule, interests the malefactor). Therefore, depending on the value of the
overlap distance specified by the expert, simplification of visual analytics is
up to the point admitted. For example, the clicks on an active element but
not on a particular point of this element are important to the expert. If points
are on the distance smaller or equal to the value of the overlap distance,
there is a recalculation of initial intensity for all points.

Also at the thermal map building, the metrics #,, is considered, allow-
ing one to distinguish the border of each interactive element with a character-
istic colour from the selected colour graphic palette. It gives the expert an
evident picture of objects into which the malefactor inserts various injections.

The method of building the thermal map of user’s activity with the
above-stated parameters is shown below.

Input data:

— array of dotted clicks of the user’s activity (a set of points with
the indication of their co-ordinates on a plane);

— distance of intensity gradient;

— overlap distance;

— array of parameters of the colour graphic palette.

Output data:

— The visualised thermal map of user’s dotted activity.

Step-by-step description of the method.:

Step 1. To receive input data.

The array of dotted clicks of user’s activity is generated by means of
a specialised script which traces clicks of the mouse on the interface and
records the information in a database. The value of the gradient intensity
distance, the value of the overlap distance and colour graphic palette are
specified by the expert and depend on the nature of the object being analysed.

Step 2. To calculate the MQO value.
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Step 3. To calculate /; value according to the formula ;= 1/ MQO.

Step 4. To construct on the map an area of intensity in the form of a
circle with centre in the indicated point for each data item of user’s activity.
In so doing, to define the radius as equal to the value of gradient intensity
distance and to construct a linear gradient of intensity value from circle cen-
tre to edges. To define the initial value of the gradient as equal to I, the
finite value as equal to 0 (zero).

Step 4.1. If areas of the intensity of two or more circles are intersect-
ed, to calculate cumulative intensity as the sum of values of intensity of all
areas covering this point for each point in the field of interception.

Step 4.2. If the value of cumulative intensity is more than 1, to set
the value of cumulative intensity as equal to 1 (one).

Step 5. To visualise the thermal map on the basis of values of inten-
sity for each point and the indicated graphic palette.

Step 6. To visualise the thermal map.

7. Experiment description. Yandex and Google web analytics ser-
vices and the program implementation of the model [25] adapted by authors
were installed on one of the popular regional news portals (average attend-
ance more than 50,000 unique users a year). The resource functions on the
basis of the "1C-Bitrix: Website management platform". Standard "Proactive
Filter" with the configuration of automatic blocking of the source of attack for
30 minutes in the case of detection of suspicious inquiries was used. The imi-
tation of the qualified malefactors’ activity was conducted by the representa-
tives of three organizations providing external penetration test of Internet re-
sources. The procedure of testing for penetration was carried out in a strin-
gently certain time period in the mode of greatest possible anonymization.

1) Sessions of bots and vulnerability scanners were eliminated from
the access logs (if there are no clicks traced by the specialized script or User
Agent null values). After the given operation, a sampling of unique IP-
addresses for the reporting period was 79 records.

2) Sessions of conducted attacks (about 70 events of "Security alert"
class were recorded) were selected from the WAF register of intrusions. As
an automatic blocking was set up in WAF; if the identification of signatures
of attacks was regular, the testers’ address was added in "Stop list". Penetra-
tion testers used a Tor browser and each time when the access was denied,
they activated the function of IP-address change.

3) The following task consisted in carrying out classification of the
sessions of attacks on real users according to paper [26] with adapted fea-
tures of users’ classification. The measurement of numerical values of the
selected information features was carried out. 53 sessions of legitimate us-
ers and 10 sessions of penetration testers were conducted for this purpose.
The results of numerical values of the defined metrics for profiles of 10
users are brought in Tables 1-2.
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Table 1. Numerical values of profiles of 10 users (Heat Map)

Table 2. Numerical values of profiles of 10 users (Mouse manipulator)

No H d tav, S€C
1 21.035 | 0.150 | 4.125
2 30.154 | 0.161 | 10.195
3 25.095 | 0.017 0
4 16.150 | 0.092 | 10.500
5 15.986 | 0.014 | 5.116
6 19.845 | 0.061 | 6.857
7 20.213 | 0.181 | 7.500
8 20.836 | 0.045 0
9 17.741 | 0.064 0
10 | 19.098 | 0.071 5.150

No S, m Vmax, fs’tay, fhold, o
(for 600 sec.) m/s sec sec

1 422.095 80.268 | 0410 | 0.212 | 180.550
2 736.950 120.111 | 0.509 | 0.262 | 169.153
3 1022.812 196.504 | 0.211 | 0.197 | 144.122
4 636.568 102.870 | 0.360 | 0.290 | 253.689
5 698.911 60.127 | 0.390 | 0.110 | 190.884
6 902.100 30.006 | 0.543 | 0.411 99.117
7 1192.325 105.985 | 0.480 | 0.274 | 123.880
8 1011.750 41.560 | 0.327 | 0.346 | 140.890
9 732.890 59.998 | 0.399 | 0.281 | 111.400
10 442.089 56.012 | 0.370 | 0.201 | 150.688

The results of numerical values of the defined metrics for profiles of

10 penetration testers are shown in Tables 3-4.

Table 3. Numerical values of profiles of 10 penetration testers (Heat Map)

SPIIRAS Proceedings. 2018. Issue 6(61). ISSN 2078-9181 (print), ISSN 2078-9599 (online)

No H d fav,

sec
1 4.565 | 0.468 | 1.060
2 5.965 | 0.655 | 3.458
3 4.198 | 0.653 | 3.201
4 6.065 | 0.719 | 3.787
5 6.854 | 0.398 | 2.008
6 5.782 | 0.687 | 1.989
7 4.786 | 0.586 | 2.168
8 5.865 | 0.350 | 1.469
9 5.569 | 0366 | 1.667
10 | 5.068 | 0.387 | 1.318
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Table 4. Numerical values of profiles of 10 penetration testers (Mouse manipulator)

No S, m (for 600 sec.) Vinax, m/S | tsay, SEC thold, S€C o
1 206.881 39.126 0.226 0.111 201.110
2 301.430 31.075 0.310 0.397 99.335
3 336.865 53.500 0.369 0.186 98.152
4 411.068 40.113 0.407 0.195 96.482
5 350.561 59.873 0.365 0.213 198.548
6 346.012 59.451 0.311 0.200 171.009
7 329.890 60.890 0.225 0.240 209.501
8 298.111 41.669 0.302 0.199 174.694
9 306.623 53.548 0.278 0.238 199.697
10 348.778 51.060 0.200 0.297 98.001

Figure 9 presents the numerical results of comparing the listed char-
acteristics on the "box plot" histograms.
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Fig. 9. Histograms (a-h) showing the characteristics numerical differences between
the classes of users and penetration testers
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The numerical results shown in Tables 1-4 and histograms a-h on Fig-
ure 9 allow us to notice that the average quantity of "warm" (made active by the
user) areas for the legitimate user fluctuates in the range from 15 to 26, which
says that to work with a resource the user uses not less than 15-17 objects in the
working area. At the same time, the number of clicks on interactive elements in
relation to the total number of clicks is no more than 19%; that is, various links
are used, informational tools of the website are researched, and only if neces-
sary the user transmits various interactive inquiries to the resource. Also, the
average duration of data entry into interactive input fields considerably differs
among certain some users. While analysing numerical parameters in Tables 1-2
as a whole, it is possible to see that deviation of the results from average values
is great enough and is up to 50%. The average quantity of the distance passed in
600 seconds (the length of the mouse trajectory) depending on the user’s activi-
ty fluctuates within 422 to 1192 metres; maximum speed the mouse also con-
siderably varies: from 30 to 197 m/s. The time from the moment of pointing of
the mouse on a certain point of a working area till the moment of the mouse
click onto this point (object) on the average is equal to 0.399 seconds; time of
the mouse button hold during a click is 0.258 seconds.

At the same time, the results of the feature values for malefactor’s be-
haviour (simulated by a penetration tester conducting the test for penetration)
have other specific mature. The average quantity of "warm" areas (made ac-
tive by the malefactor) does not exceed 7; that is, during a session on the av-
erage only from 4 to 7 objects of the resource are used and not less than 35%
of them are interactive. The given fact says that when searching of weak spots
interactive forms for data exchange with the re-source and the analysis of the
received results are used more often. The average time of data entry into in-
teractive input fields is on average from 1 to 4 seconds, which speaks about
fast data entry owing to available skills of such operations and, probably, ap-
plied automation tools for the given process. Deviation of numerical values in
Tables 3, 4 from the corresponding average (on columns) is much lower than
for values in Tables 1, 2 and is about 30-40%. The distance passed by pene-
tration testers during 600 seconds vary from 206 to 351 metres that is much
less than the length of the legitimate users’ trajectory. The maximum speed of
the mouse was from 31 to 61 m\s, which means that when simulating the ac-
tions of the malefactor — purposeful search for vulnerabilities, analysis of
objects, and work with interactive fields — there are not any sharp mouse
motions, a search of elements in the working area and similar actions. The
period from the moment of pointing of the mouse on the object of a resource
till the moment of the mouse click by penetration testers is on the average
0.299 seconds, which is lower than the corresponding parameter of legitimate
users by 25%; whereas the time of the mouse button hold during a click is
comparable with the results in Table 2 and is 0.228 seconds.
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The obtained numerical values allow us to preliminary conclude
without a special mathematical apparatus the following:

1) average values of feature H naturally differ for different user
groups, for legitimate ones the value several times exceeds the value of the
malefactor profile;

2) the number of click on interactive elements (input fields, fields of
data sending) is significantly higher for malefactors;

3) average time of data entry also differs between user groups;

4) the vector of features for identification of a unique user accord-
ing to mouse motion (S, Viax, sy, 4o, &) shows comprehensible results
according to research [26]; efficiency of the received values for identifica-
tion of users should be defined additionally on the basis of the selected
mathematical apparatus.

The task of identification of resource users can be presented in the
form of mapping X—7Y where X is a certain image of the user according to
models offered in [26], i.e. a set of values of the selected features, and Y is
the solution which identifies and-or characterises the user.

To test the efficiency of the offered approach, i.e. implementation
of the function displaying the vector of features on an element of a set of
known users and characteristics of its behaviour, an artificial neural net-
work was applied. The application of neural networks is for today a wide-
spread tool to make decisions of various types in the automated mode,
including for problem-solving, adjacent with the solved one. Neural net-
work learning was carried out on the basis of 75% received designed da-
ta (144 000 elementary vector sets).

Parameters of errors of the first and second type, taking into account
the recognition of the identity of a user and also his or her behavioural fea-
tures (detection of ill-intentioned activity) are brought in Table 5.

Table 5. Parameters of errors of the 1% and 2™ type

Errors of the 1%t | Errors of the 2"
Task
type type
Recognition of identity of a user 0.079 0.023
Detection of ill-intentioned activities 0.143 0.019

Errors of the 1 type in experiments on recognition of the identity of a
user are understood as an amount of cases when the neural network made the
decision that the user is not detected, though he or she was in the learning
array, errors of the 2" type are the cases when the user was falsely identified.
When detecting a malefactor, the errors of the 1% type are understood as cases
of mistaking of the malefactor for the legitimate user; the errors of the 2™ type
are understood as mistaking of a legitimate user for a malefactor. Parameters
of errors of the first and second type, taking into account the recognition of

164  Tpyabl CMIMMPAH. 2018. Bein.6(61). ISSN 2078-9181 (neu.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



INFORMATION SECURITY

the identity of a user and also his or her behavioural features (detection of ill-
intentioned activity) are brought in Table 5.

Experimental calculations showed that the user's profile adapted with
the application of thermal maps applied in the model “computer-mouse”
within the limits of determination of ill-intentioned operations and identifi-
cation of the subject in the web medium is an effective solution of the rele-
vant scientific task formed above. Undoubtedly, the given method is not a
universal tool of malefactor identification — only targeted manual attacks
were considered, without consideration of the use cURL tools etc. by male-
factors. Therefore, is recommended to use it exclusively in addition to func-
tioning protective systems (Web Application Firewall, Intrusion Prevention
System, Intrusion Detection System).

Adaptation of attribute space for the purpose of the solution of adja-
cent tasks can expand the sphere of "computer-mouse" application. Compu-
ting load allowed us to integrate the program implementation directly into
the web application in the form of an additional unit-script. Further research
has some vectors of development, including the increase of efficiency of
determination of required characteristics of a web resource user, simplifica-
tion of calculations, the increase the number of analysed phenomena, the
extension of the spectrum of tasks being solved.

8. Conclusion. The objective opinion on the modern automated sys-
tems allows us to talk about the imperfection of existing approaches and
technologies of identification of users of the freely available resources se-
lected by malefactors as a target.

The presented method does not allow one to identify absolutely pre-
cisely and authentically a particular user but gives a chance to increase the
probability of his or her detection in the combination with other indirect
methods of identification which allow us with a certain probability to com-
pare the user applying various anonymization means. In the conditions of
proceeding development of the information field, the development of simi-
lar technologies can become one of priority research directions in questions
of counteraction against illegal activity on the Internet.
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A.JYO. UCXAKOB, A.O. UCXAKOBA, P.B. MELIEPSKOB, P. BEH/IPAY,
O. MEJIEXOBA
HCIOJIb30BAHME TEILIOBOM KAPTHI IOBEJIEHUS
MOJIB30OBATEJISA B BAJJAYE UWIEHTU®UKAIIUU CYBBEKTA
UHIUJIEHTA THOOPMALIMOHHOM BE3OIMACHOCTH

HUcxakos A.1O., Hcxaxosa A.O., Mewepsxos P.B., Benopay P., Menexosa O. Ucnonb30BaHne
TEIUIOBOIi KapThl MOBEJeHUs] MOJb30BaTeNisi B 3aade WIeHTHPUKALMH CyObeKTa
HHIUIEHTa HH(OPMAHOHHON 0e30IaCHOCTH.

AnHoTtanusi. OfHON M3 OCHOBHBIX (DYHKLHIl CHCTEMBI 3aIUThl MH(GOPMALMH SBISIETCS
HeHTH(HKALS JIF000T0 CyOBEeKTa IOCTYyIa ¢ LETbI0 BO3BMOXKHOCTH PAcCIIeIOBaHHs HHIUICHTOB
urpopmanronnoit 6esomactocti (MB). B Xxome BBIMONMHEHHS NPOLEIYP CKAaHUPOBAHHS H
9KCILUTyaTall YS3BUMOCTEil KBAIM(UIUPOBAHHBIC 3JI0YMBILIUICHHHKH PETYISIPHO HPOM3BOIAT
CMeHY HACHTU(GUIUPYIONMX PH3HAKOB. [10100HEIe neficTBHS He TOIBKO 00(yCIUPYIOT JaHHBIE
B IOJCHCTEMAax ayauTa, 3aTPyAHsAS BO3MOXKHOCTb BOCCTAHOBJICHHSI XPOHOJOIMH COOBITHI
okcriepry Wb, HO W CTaBAT 1OJ COMHEHHE HEOIPOBEPKMMOCTh JOKa3aTENbHOW 0asbl
MPHIACTHOCTH KOHKPETHOTO 3JI0yMBIIIICHHAKA K KOHKPETHBIM IIPOTHBOINIPABHEIM JIeHcTBIAM. B
CTaTbe IPUBOJWTCS AHAJIW3 INPUMCHEHHS COBPEMEHHBIX IOJIXOJIOB  HACHTU(UKAIIN
3JIOYMBILIICHHUKOB B BeO-pecypcax, He TpeOYIOIMX IPOBEACHUS ayTCHTU(GUKALUUA IS
OCHOBHOI IIOJIb30BAaTENbCKOM ayauTopud (MeToxsl fingerprinting, aHanmmM3 HOBENCHUESCKHX
NPHU3HAKOB). PaccMOTpeHbI MpU3HAKK MOJIB30BATEIsl, KOTOPBIE MOTYT OBITh HCIIOIB30BAHBI IS
PCIICHHS 33241 €r0 MOCICAYIOIICH HACHTH(UKAIIHH.

C HCcHonb30BaHUEM IIMPOKO MPHMEHSEMBIX B 3a[adaX BeO-aHAIMTUKH «TEIUIOBBIX KapTy,
aJlaTHPOBAHHOTO NPOMIIS II0JIB30BaTeNss M KOMIIBIOTEPHON MOJENIN IUHAMUKHA CHCTEMBI
«T0JI30BATEIb-MBIIIIbY» PEUIAracTcsi MPOBOAUTH HACHTH(UKALHIO CyObeKToB HHIMAeHTa 1B B
oOmenocTymHbIX ~ MHQOPMAmMOHHBIX ~— pecypcax — ceru  Mureprer. OcHoBHas — ujes
MPEATIONIaraeMoro MOIX0/a 3aKIF0YAETCsl B TOM, YTO IIPH NOCTPOSHUH TEIUIOBOIl KapThI JIOJDKHEI
YYHUTBIBATECS HE TOJIBKO IIOTHOCTH PACIIONOXKEHHS JAHHBIX, a TAKKE ONPEACIIIEMbIC SKCIIEPTOM
CTaTHCTUYECKHE TapaMeTpsl (IUCTAHLHS IPaAeHTa HHTCHCHBHOCTH, AMCTAHIWS MEPEKPBITHS U
T.1.). [Ipennaraercs yquThIBaTh W JUHAMUKY NEHCTBHII MOJIb30BATENs (HAIPUMEp, BHIYHUCICHUE
CpelHero BPEMEHH BBOJA JAaHHBIX B MHTEPAKTHBHBIC dJIeMEHTHI). IIpeicraBieHo moxpobHoe
OIIMCAHHME KaXIOrO IIara COOTBETCTBYIOIICH METOIAMKH, a Takke HH(opMarms mno ee
MPAKTHYECKOH peann3anny. PoGacTHOCTh MAHHOTO IIOAXOJa IMOATBEPIXKIAETCS HMPAKTUYECKUM
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