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Abstract. An issue of the Internet of Things security which does not belong to the
traditional problem of cybersecurity, as it is a local or distributed monitoring and/or monitoring
of physical systems state connected via the Internet, is considered. An architecture of
Supervisory Control and Data Acquisition system (SCADA) was considered in previous
authors studies. Due to SCADA systems implementation, vulnerabilities and various options of
cyberattacks on them were analyzed. As an example, a case study based on trees was
considered, and the obtained results were summarized and visualized.

The purpose of the paper is to compare new industrial technology of the Internet of things
(Industrial Internet of Things) with the previously studied traditional SCADA systems.

The Industrial Internet of Things is a network of devices which are connected through
communication technologies. Some of the most common security issues for the Industrial
Internet of Things are presented in this paper.

A brief overview of the structure of the Industrial Internet of things is presented, basic
principles of security and the main problems that can arise with devices of the Internet of
things are described. Based on research and analysis of the risk of threats in the field of the
Industrial Internet of things, a specific case of destructive impact based on a tree analysis is
considered as the main approach. A description of an attack tree leaf node value creation and
an analysis of results are provided. Analysis of the electronic record change scenario to
increase the infusion rate of an overflow pump using a complexity index is performed. The
consequences compared to a previous study of SCADA systems are analyzed, and respective
conclusion is made.

Keywords: Internet of Things, Industrial Systems, Scada, Attack Tree, Cyber Security,
Network and Information Security.

1. Introduction. In modern society, information and communication
technologies have penetrated deeply and have become the basis of all activi-
ties in the economy, administration, society and privacy. Digital infrastruc-
tures are turning from a supportive environment into a major and criti-
cal factor for the management and proper functioning of all resources
and systems [1].

The so-called digital transformation of the industry has emerged in
the overall development of the digital society [2] in recent years, which is
the result of the increasing penetration of the Internet of Things (IoT), ro-
botics, 3D printing, cloud solutions, and artificial intelligence-based cogni-
tive technologies. All these technologies form the so-called Industry 4.0,
driven not only by design and production, but also by its relationship with
the market and consumers.

Industrial technologies are among the top 5 priority areas in the EU's
2020 development strategy.
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According to the Concept for Digital Transformation of Bulgarian
Industry: Industry 4.0 [3] is a collection of related digital technological so-
lutions that support the development of automation, integration and real-
time data exchange in production processes. In essence, this reflects an in-
dustrial and technological transformation process that naturally follows the
development of scientific and production practices. The fourth industrial
transformation is a natural extension of the digitization and automation of
production and includes Internet connectivity and interaction of cyber-
physical systems without human involvement, processing and analysis of
large information arrays, and decision making from artificial intelligence,
digital modeling and simulation of production processes through virtual
reality, smart automation, mass production of individualized products, the
emergence of new technologies, the creation of new businesses divisible.

The future of industrial automation is evolving in such a way that ro-
bots replace humans. In the course of Industry 4.0 revolution, a new term
for technological automation of processes, the Industrial Internet of Things,
was introduced.

A previous study looked at the nature of the supervisory control and
data acquisition (SCADA) system [4]. Through the introduction of Scada
systems, vulnerabilities and various options for attacking it were analyzed.
A case study based on trees was considered as an example and the results
were summarized and visualized. The effects were analyzed and a conclu-
sion was reached.

This article is intended to make a comparison with the new Industrial
Internet of Things technology and to compare the results obtained with a
previous study on traditional SCADA systems.

2. IoT — Definition protocols, architecture and standards. [oT is
a set of technologies and applications that make devices capable of gen-
erating any kind of information, connecting these devices for instant data
analysis and ideally for "smart" action (Fig. 1) [5]. Conceptually, IoT
means that physical entities can use protocols to send information about
their status, position, or other data.

The whole end-to-end communication of the IoT consists of three
main components: embedded devices, gateways and end applications. Em-
bedded devices connect to their local gateway through protocols such as
6LoWPAN, ZigBee, ZWave, Thread, Bluetooth and Bluetooth LE, WiFi
and WirelessHART, etc. There are also a number of remote [oT protocols
such as LoORaWAN, NB-IoT, etc. Sector home automation The Home Net-
work Automation Protocol (HNAP) is adopted by many vendors as the pre-
ferred protocol for device management. The protocol was originally patent-
ed by Pure Networks, but is now owned and developed by Cisco. At the low
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power level of the application, Constrained Application Protocol (CoAP) is
an [ETF protocol designed for RESTful applications and uses HTTP seman-
tics (and transmitted via HTTP a wider network) but with a much smaller
footprint and binary, not text, exchange. CoAP is intended for use over
UDP. MQTT, The Message Queue Telemetry Transport, is an alternative to
CoAP and is deployed as a protocol for publishing messages on wireless
sensor networks.

Internet of Things Reference Model
Levels

Collaboration & Processes
{lInwe 2

Application

{Reporting, #

Data Accumulation

Edge Computing
{Data Elems

== ;
1
Physical Devices & Controllers T Edge
{Th E) L Sensors, Devices, Machnes,
Intelligent Edge Nodes of

Fig. 1. Internet of Things illustration [6]

The DNS Multiple Transmission Service (mDNS) is often used by IoT
devices to detect hostnames to IP addresses within small networks that do not
include a local name server. The development of Internet interoperability stand-
ards known as Hypercat is encouraged. This standard is intended to improve
data discoverability and interoperability and to enable device catalogs and capa-
bilities to be published as web storage for connected metadata devices. This is
currently one of the preferred interoperability options. As with any new tech-
nology, there are many protocols and standards that are tested and offered for
inclusion in IoT, they will form part of the detailed IoT reference structure.
They will probably be supported in a timely manner by case-specific implemen-
tation profiles. The IoT security architecture is part of the broader IoT reference
architecture. It starts with business results and stems from the security and con-
trol requirements that can be followed for those results. Given the widespread
adoption of IoT, specific arguments for on-demand security architecture will be
developed using standard building blocks. The nature of IoT technology (Fig. 2)
will place unusual requirements on architecture such as low power algorithms,
cryptographic algorithms and low latency communications [7]. Identity and
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access management is another challenge that requires quite different solutions to
traditional corporate understandings. Secure interoperability will lead to the
need for security standardization and account standardization.

API

‘WEB PORTAL DASHBOARD MANAGEMENT
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BUS SERVICES AND AGGREGATION

COMMUNICATIONS
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Fig. 2. Architecture of IoT

3. IoT Security and privacy. A key part of the growing intercon-
nectivity response is to ensure that the systems provided are available on
request and can be trusted to protect the user's privacy. Given the commodi-
ty nature of many IoT devices and the implications of security and privacy,
a stable framework of trust is required that is incorporated into product de-
sign [2]. The approach should be based on an open and integrated business
model, an IT oriented architecture, and a user oriented trust model.

Data needs to be more open and interconnected, but privacy and secu-
rity must be at the heart of how it is stored and used. In particular, data cen-
tralization and reconciliation can be met with suspicion on the part of users
and must be managed with care. There is a set of devices that require identity;
they totally have a different model of trust [8]. Identity is a complex and deep-
ly personal concept with individuals with multiple overlapping identities, each
with different rights and permissions. Some identities must be kept separate
and some must be consolidated. Therefore, it must be considered on a case-
by-case basis whether the identities are kept separate or united, subject to the
requirements set out in the Personal Data Protection Act and all other applica-
ble laws. New ways of introducing identity protection mechanisms (pass-
words, PINs, digital signatures) have in practice become barriers to the de-
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ployment of digital services. Traditional IT systems implement security based
on 25 years of security control standards that are difficult to relate to current
cyber security requirements; they are quite inadequate to use as a basis for
security and trust in IoT. The use of enterprise security controls is not well-
functioning in the industrial control systems sector, where the requirement for
continuous operation is incompatible with routine updating and restarting. In
the same way, it is unlikely that a home light bulb will constantly check for
updates, apply updates, and monitor cyber-attacks [9]. The evolution of IoT
requires an approach to security and privacy that is flexible and supports un-
foreseen changes across a wide range of completely different technologies
and applications. It requires an approach that recognizes the global ecosystem,
made up of different sectors, using common solutions developed independently,
in accordance with a common set of principles, but introducing a sector-specific
interpretation of security. A common basis for this could be a data layer security
application. An end-to-end security model between a device and an application
that has reliable data analysis can be considered as part of the solution. Identity
management needs to be developed as carefully as security.

4. IoT Resilience. As all sectors of government, industry, and socie-
ty reap the benefits that can be realized through IoT, so is the dependency
on real-time connectivity. This means that networks must not only become
resilient [10], but must also strive for security to allow continued operation
in the event of a cyber-attack. Internet connection communications offer
some new challenges with the use of ultra-low power protocols and algo-
rithms. While some research has been done to ensure security, resilience is
an embryonic discipline that urgently needs a lot of attention.

4.1. Cybersecurity vs. IoT and cyber-physical security. The Inter-
net of Things security is not traditional cybersecurity, but a merger of cy-
bersecurity with other engineering disciplines. It addresses much more than
just data, servers, network infrastructures and information security [8]. Ra-
ther, it involves the direct or distributed monitoring and / or control of the
condition of physical systems connected via the Internet. In other words,
what distinguishes [oT from cybersecurity is called "cyber- physical sys-
tems" [11]. Cybersecurity does not usually address the physical security
aspects of a hardware device or the interactions in the physical world that it
may have. Digital control of physical processes on networks makes unifying
IoT, since security is not limited to the principles of providing basic infor-
mation in terms of confidentiality, integrity, etc., but also of physical re-
sources and machines that originate and receive information in the physical
world. In other words, IoT has many real analog and physical elements.

IoT devices are physical systems, many of which are safety related.
Therefore, the compromise of such devices can lead to physical damage to
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persons and property, even death. Therefore, the object of IoT security is
not to apply a single, static set of meta-security rules, as they apply to net-
work devices and hosts. This requires a unique application for each system
and system of systems in which Internet devices are involved. IoT devices
have many different options, but an IoT collective device has almost all of
the following features:

— Manipulates or monitors something physical (in the device or in
the middle or middle of the device), the job itself or the direct connection to
something;

— Ability to communicate directly or indirectly via the Internet.
Knowing these two properties, any physical system can be an IoT device
because everything physical can be connected to the Internet with appro-
priate electronic interfaces. IoT device security (Fig. 3) is a function
of device usage, physical process, or the state affected by or con-
trolled by the device, and the sensitivity of the systems to which the de-
vice connects.

Data
Integrity

Encryption

Update capabilities

Security
challenges of
IoT

Privacy

Automation
Issues

Common
Framework

Fig. 3. Cybersecurity of [oT

5. 10T Security Principles. Security has traditionally been consid-
ered in terms of confidentiality, availability and integrity. There is no best
internet security design. There are many different IoT devices and security
needs to be considered in the context of how the device will be used. The
device itself will not provide complete security; it must be supported by
good end-to-end architecture. While the business requirements are best de-
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signed for each use case, the [oT Security Foundation has identified a num-
ber of IoT security principles [12]:

— Establishing Principles for Internet of Things Security

— Does the data need to be trusted?

— Is the safe and/or timely arrival of data important?

— Is it necessary to restrict access to or control of the device?

— Is it necessary to update the software on the device?

— Will ownership of the device need to be managed or transferred
in a secure manner?

— Does the data need to be audited?

They are grouped into three areas (Fig. 4).
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Fig. 4. Connections between IoT devices

5.1. Application layer. CoAP uses Datagram Transport-Layer Secu-
rity (DTLS) to secure messages in CoAP — a TLS variant that can take on
the unreliable nature of UDP communications. It has a small number of
compulsory configurations identified as suitable for restricted environments.
This provides support for confidentiality, authentication, integrity, denial
and protection against repressive attacks. CoAP has four security modes for
key management: NoSec, PreSharedKey, RawPublicKey and Certificates.
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The DTLS connection for authentication and key consent has a significant
impact on the resources of restricted devices, especially the requirement for
encryption with an elliptical curve. Studies in DTLS optimization continue
in the middle of the Internet of Things and incorporate elliptical curve cryp-
tography into hardware.

5.2. IoT communication. In most cases, an IoT device communi-
cates with a gateway, which in turn communicates with a controller or web
service (Fig. 5).
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Fig. 5. Different IoT layers
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There are many options for gateways, some of which are as simple
as a mobile device (smartphone) positioned together with an IoT end-
point and communicating via RF such as Bluetooth -LE, ZigBee or Wi-
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Fi. Gateways like this are sometimes called edge-edge gateways. Others
may be more centrally located in data centers to support any number of
special or proprietary IoT protocols, such as MQTT or Representational
State Transfer (REST). The web service may be provided by a device
manufacturer or an enterprise or public cloud service that collects infor-
mation from manually operated devices. In many situations, the end-to-
end connection between the load device and the web service can be pro-
vided by a series of field and cloud gateways, each of which integrates
large amounts of data. Dell, Intel and other companies have recently in-
troduced internet gateways to the market. Companies like Systech offer
multiple protocol gateways that allow connecting different types of de-
vices to 1oTs using multiple antennas and receivers. There are also user-
focused gateways, also called commercially available hubs that support
intelligent home communication.

One of the main aspects of IoT is how small power supplies self-
organize and exchange information (route information and data) with each oth-
er. Although these sensor devices are energy-limited, they must store and pro-
cess data, dynamically connect to the network, and interact with other devices.
Some devices may act as internal or border routers. There are five key issues to
consider secure route creation, automatic recovery and stabilization, malicious
detection, hardware-based calculations, and node location confidentiality.

5.3. Message protocols. At the top of the IoT communication packet
are stored protocols that support the exchange of formatted messages be-
tween two endpoints, usually client-server or client-client. Protocols, such
as MQTT, CoAP, The Data Distribution Service (DDS), Advanced Message
Queuing Protocol (AMQP), and The Extensible Messaging and Presence
Protocol (XMPP), which work on lower layer communications and enable
effectively contract clients and servers to share data. Possible communica-
tions can be done very efficiently and in many Internet systems. Today,
communications based on REST and MQTT appear to be leading the way.

5.3.1. MQTT. MQTT (Fig. 6) is a publish/subscribe model where cli-
ents subscribe to topics and maintain a TCP connection to a broker server. As
new messages are sent to the broker, they include the subject of the message,
which allows the broker to determine which clients receive the message. Mes-
sages are sent to customers through a constantly working connection.

5.3.2. XMPP. XMPP is XML-based (Extensible Markup Language)
and is an open source real-time communication technology. It is developed
by the Jabber Instant Messaging (IM) protocol. XMPP supports the trans-
mission of XML messages over TCP transport, which allows IoT develop-
ers to effectively detect and troubleshoot defects.
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Fig. 6. Architecture of MQTT

5.3.3. CoAP. CoAP (Fig. 7) is another UDP-based IoT message pro-

tocol designed to be used on resource-limiting Internet devices, such as
WSN nodes. It consists of a set of messages that easily navigate to HTTP:

GET, POST, PUT and DELETE.
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Fig. 7. Architecture of CoAP
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5.3.4. DDS. DDS (Fig. 8) is an information bus used to integrate in-
telligent machines. Like MQTT, it uses a reader publishing / subscription
model to subscribe to topics of interest.

TEMPERATURE

Fig. 8. Architecture of DDS

6. Risk Analysis Method. Data security issues are becoming in-
creasingly important as civilization moves toward a global information
age. The information revolution has changed the way of communication
all over the world and also drawn unprecedented attention to network
security issues [13].

The Internet of Things has a very promising development and its de-
velopment is very turbulent. The problem with detecting possible attacks or
breakdowns in Threat Risk Analysis (TRA) systems. Part of TRA is tree-
based analysis. Attack Tree Analysis is a modeling technique for understand-
ing risk in complex situations. Based on the previous study, the method [4] of
risk analysis of a security breach based on trees was selected.

7. 1oT Attack Scenario. This section describes how the values of
each leaf node of an attack tree are generated [14], as well as an analysis of
these data and results (Table 1 and 2) [15, 16]. All nodes of the attack in full
view are shown in Figures 9 and 10.
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|SecurITnee Licensed to Evahuation License

Amenazs Tectmologies Ltd.

All Nodes

The purpose of the attack - malicious overflow
1<0R> Pump manipulation
1.1 <OR> Remote control of the pump
1.1.1 <AND> Man-In-The-Middle
1.1.1.1 <AND> Connecting hacking device

1.1.1.1.1 Muting Bluetooth

1.1.1.1.2 Spoofing

1.1.1.1.3 <AND> Pairing

1.1.1.1.3.1 <OR> Obtaining PIN

1.1.1.1.3.1.2 Brute Force
1.1.1.1.3.1.3 Internet search
1.1.1.1.3.2 Near the pump
1.1.1.2 <OR> Data manipulation
1.1.1.21 Repeat attack
1.1.1.2.2 Data manipulation
1.2 <OR> Send malicious commands to the controller
1.2.1 <AND> Remote control to the controller
1.2.1.1 <AND=> [Recieve information from controller
1.2.1.1.1 Official Documentacion
1.2.1.1.2 Information search
1.2.1.1.3 FCC Site
1.2.1.1.4 [Recieve information from controller
1.2.1.2 Wireless transmission vulnerability
1.2.1.3 Malware installation
2 <0R> Redirect the system so that the amount of medicine is increased
2.1 <OR> Recieve remote control to the EHR server
2.1.1 <AND> Server exploit
2.1.1.1 <OR> Backdoors installation
2.1.1.1.1 Threat via email
2.1.1.1.2 Threat via USB
2.1.1.2 Port scanning
2.1.1.3 <OR> Identification of operational exploits
2.1.1.3.1 Transfusion management
2.1.1.3.2 SQL Injection
2.1.2 <OR> System login via valid username and password
2.1.21 Spear phishing
2.1.2.2 Notify system administrator
2.2 <AND> Network hacking

Page 1of2

12:23:12 PM EEST

Fig. 9. All attack nodes

SPIIRAS Proceedings. 2020. Vol. 19 No. 2. ISSN 2078-9181 (print), ISSN 2078-9599 (online) 369

www.proceedings.spiiras.nw.ru



NHPOPMALIMOHHAA BEE3OMNACHOCTb

Seam]Tree Lirensed to Ewahution License

Amenazs Tecdmologies Ltd.

2.2.1 <OR> Extracting traffic
2.2.1.1 Accessing data through a specific host or network
2.2.1.2 Accessing data through a host or network
2.2.2 <OR> Man In The Middle
2.2.21 Repeat the attack
2.2.2.2 Spoofing
2.2.2.3 <AND=> Forwarding of data
2.2.2.3.1 Real-time data manipulation
2.2.2.3.2 Overcoming SSL/TLS
2.2.2.3.3 Send data

Page 2 of 2

12:23:12 PM EEST

Fig. 10. All attack nodes
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Table 1. Attack nodes

Description
Aim of the sub- |Attack nodes Tech Access | Notice Break.through
. Spec. time
objective
Transmission Weeks-
of threat by | Average| High | High |  \onths
The attacker email
aims to find a
Installation| Pint of entry | USB threat A ) Weeks-
of by installing transmission verage Average ngh Months
programs with
Backdoors | g,ckdoors on
the EHR Port _
server scanning Low | Average| High | Days-Weeks
The attacker Spillover . Average | Average Weeks-
uses several | management High 8 £ Months
vulnerabilities
. . |in EHR server
Identifying| | it it is
working .
loit discovered SQL
exploits exploit , co Iniesti Average| Average | Average Days-Weeks
. njection
her it meets
the purpose of
the attacker
Weeks-
Once Spear Average i i
accessed to Phishing 5| High | High Months
Login the hospital
with a network, the
valid attacker may )
username | attempt to log Confusing
and in with the the Low High High | Days-Weeks
password |administrator administrator
name and
password
Accessing
The attacker | data through Average | Average | Avera Weeks-
must find a host or VEIAge | AVETAge | AVETIES | Months
Extracting {;‘(l:izrslzigf network
traffic & Access data
traffic to or f Week
from the ora Average | Average | Average cexs-
network specific host Months
or network
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Table 1 continued

Aim

Description
of the sub-
objective

Attack nodes

Tech.
Spec.

Access

Notice

Breakthrough
time

Man in the
Middle
Attack

The
attacker
aims to
capture the
data by
moving
from the
client to the
EHR
server.
Change
attack

and change
packages.

Repeat the
attack

Average

Average

Average

Weeks-
Months

Forwarding
data

When
transmitting
data to the
attacker and
intercepting
the data, the
attacker
must change
the data so
that the
modified
data will
cause
physical
harm to the
patient.

Real-time
data
manipulation

High

Average

High

Weeks-
Months

Send data

Low

High

High

Days-Weeks

Overcoming
SSL/TLS

Very
High

Low

High

Years-
Decades

Backdoors installation: The need to install Backdoors is to allow attack-
ers to repeatedly access systems and intranet sites whenever they wish, bypass-
ing normal security controls [17, 18]. During this time, the attacker finds other
loopholes in the system that can be operated to achieve the desired goal.

— Email threat transmission — An attacker can send an infected file
through an attachment to an email or group of people in the hospital. Once
the file is opened on a computer on the hospital network, a back door can be
created that allows the hacker to connect to that computer from a remote
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location. This method is highly accessible because emails are sent over the

Internet and there are no restrictions.

— USB threat transmission — An attacker can transmit malware to the
target EHR server via a USB device. Alternative USB devices for hospital staff
or tricking a doctor into sharing a file from a computer system may be an alter-
native. Low technical ability to perform this attack is required.

— Port Scanning — Upon successful access to the hospital network,
the attacker will scan for open network ports that can be used to get started.
It takes a very low technical skill to perform this attack as there are numer-

ous online tutorials explaining how this can be done [19].

Table 2. Nodes weight

Attack nodes Tecl.qr.ncal Accessibility | Landmark Breakthrough
ability time
Transmission of
threat by email 3 3 2 3
USB thrqat ) ) ) 3
transmission
Port scanning 2 3 2 2
Spillover man- 4 5 3 3
agement
SQL Injection 2 2 3 2
Login with a valid
username and 2 3 4 1
password
Accessing data
through a host or 3 2 3 3
network
Access data for a
specific host or 3 2 3 3
network
Repeat the attack 3 2 3 3
Real—.tlme Qata 4 5 ) 3
manipulation
Send data 2 3 2 2
Overcoming SSL
/TLS > : 2 3
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Identifying working exploits: Once an attacker has established him-
self in the system, the next objective of the attack is to detect vulnerabilities
in the system.

— SQL Injection — The purpose of an attacker is to request a data-
base that can change the electronic records in the database.

— Spillover management — Upon entering the hospital network, the
attacker may decide to execute arbitrary operating system commands
through a vulnerable application.

Login with a valid username and password: An attacker who can ac-
cess the server may try to use different combinations of username and
passwords to gain access to the system.

Extracting traffic: In order to compromise a network, an attacker must
retrieve the traffic as it passes between the client and the server [20].

— Accessing data through a host or network — An attacker may at-
tempt to retrieve data destined for the hospital network.

— Access to data destined for a particular host or network — The at-
tacker may attempt to retrieve data coming from the hospital network.

Repeat Attack: The attacker may decide to forward already captured
data so that the EHR server receives authentic data in real time. If success-
ful, this will result in incorrect transfer of the record, since the original data
are not the same as the repeated data.

— Real-time data manipulation — An attacker must capture
and modify incoming packets during real-time transmission to capture
SSL flow.

— Data Transmission — Data forwarding is the least that an at-
tacker can do. An attacker may attempt to apply additional techniques
to ensure that the attack is critical enough when transmitting modi-
fied data.

— Overcoming SSL / TLS — This attack node has a very high tech-
nical result as a high level of understanding of the basic principles of en-
cryption is required to launch an attack. The attacker must have access to
real-time data to capture the SSL stream.

8. Comparative analysis. SecurlTree software provides a tool that
allows identifying threat profiles [1].

Attack scenarios that fall under threat level 1 have the highest lev-
el of attack complexity [21]. The level of complexity of attacks decreases
from threat level 1 to threat level 5. While attacks that are below threat
level 1 are the most complex, threat level 5 may lead to attack against
infrastructure, with less complexity and good result. In the SCADA at-
tack scenario, it can be seen that only attackers under threat 1 and 3 can
carry out the attack.
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Comparing both results (Table 3), it can be seen that the level of
threat 4 and 5 may lead to an attack on infrastructure, but not on the indus-
trial SCADA system. This means that the skills required to attack an IoT
application, such as a drug overflow pump, are less than an industrial
SCADA system.

Analysis of the electronic record change scenario to increase the
infusion rate of an overflow pump — using a complexity index (CI).

Table 3. Comparison of threat levels between IoT and SCADA

IoT System SCADA attack
Level of threat Scenario Level of threat Scenario
1 11 1 36
2 5 2 0
3 9 3 36
4 9 4 0
5 2 5 0
6 0 6 0
7 0 7 0
8 0 8 0

An attacker can modify electronic records by attacking the EHR
server, EHR client, or network. In order to attack the server, it is assumed
that the attacker exploits the existing vulnerabilities. In order to carry out
the attack, the attacker must combine elements of social engineering, insub-
ordination, remote administration and APT. This makes CI the value of this
attack scenario 4. In the network attack scenario, it has been suggested that
if an attacker wants to compromise a server that correctly implements SSL /
TLS data encryption, a Zero- Day vulnerability must be used. This increases
the complexity of this attack to 5, otherwise the CI score for an attack on the
network layer is considered to be 4. The lowest complexity attack against an
EHR is an attack against a client machine. The script here introduces an
attacker who gains remote access to the client machine after using social
engineering techniques to obtain vital access information. The CI result for
such an attack is 2. Table 4 illustrates the attack in detail.
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Table 4. Determination of CI coefficient for IloT

Types of fea- | Attack on the I Network Attack I
tures server
Social engi- Email Threat, Access data from /
. 1 through a host or 1
neering USB Threat
network
Overflow Access data from /
Remote ad-
ministration Management, 1 through a host or 1
SQL Injection network
Access data from /
Landmark Install back- 1 through a host or 1
doors
network
Zero-Day Overcoming SSL /
None 0 1
Vulnerabilities TLS
Installin Access data from /
APT g 1 through a host or 1
Backdoors
network
Total =4 Total =5
Types of fea- Client attack CI Network Attack CI
tures
Social engi- Access data from /
ene Spear Phishing 1 through a host or 1
neering
network
Overflow Access data from /
Remote ad-
ministration Management, 1 through a host or 1
SQL Injection network
Access data from /
Landmark There is no 0 through a host or 1
network
Zero-Day
Vulnerabilities None 0 None 0
Access data from /
APT There is no 0 through a host or 1
network
Total =2 Total =4

10. Results of an IIoT attack. Using indicators related to the com-
plexity of attacks to analyze the capabilities at each threat level, it is ob-
served that the threat level 5 is the lowest threat level that can attack an in-
frastructure. Attacking can lead to a physical impact, such as endangering a
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patient's life. Two attacks can be achieved through threat level 5. The pur-
pose of both attacks is to successfully replicate the transmitted data between
the patient's device and the EHR server. Repeated attack would result in
incorrect data being recorded in normal data, if the physician starts treating
a patient based on this data, the result could be catastrophic.

The result of the analysis also shows that threat level 1 is the highest
threat level for IoT infrastructure. Threat Level 1 aims to change the encod-
ed data during transmission. This may include changing patients 'names,
changing patient's blood type, and modifying the data used to determine the
patient's rate of transfusion, etc.

Some of the attack nodes include network traffic capture, real-time
data manipulation, SSL/TLS encryption processing before the final for-
warding of the data.

For the system attack tree, five scenarios can be performed with a threat
level of 2. These attacks consist of an attack that is designed to trick the physi-
cian into introducing medical records into a false domain, a spy phishing attack
that is the precursor to receiving a custom username and password to remotely
access the EHR and find the vulnerability in the server for remote server opera-
tion. The same attack scenarios can be performed from threat level 3 and threat
level 4. These attacks include the Man-In-The-Middle attack of the overflow
pump itself, the controller attack, and the server operation of the EHR server.
These attacks cannot be carried out by a second level threat because of their
reduced technical ability. At the end of the analysis it can be seen that none of
the attacks can be carried out with a threat level of 1, 2 and 3.

10. Conclusion. For the IIoT infrastructure, each node is described
in detail, and for SCADA, the infrastructure relies on data provided by dif-
ferent reports.

After using the data correlation, the introduction of the correspond-
ing value of each leaf attack into the securlTree system was continued and a
table was created to categorize the threat level. Amenaza's methodology is
also used to generate a complexity index for all attacks. This makes it pos-
sible to compare the level of complexity of SCADA and IoT infrastructures.
Such attacks can be carried out to an IoT application, with lower complexity
requirements and still produce a physical result.

The safe and secure deployment of IoT is a major challenge, given
the unique characteristics of these systems, their ability to impact events in
the physical world, and the diversity of [oT applications.
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I'.P. I1ouEB, P.JI. I7IOLLH/IHOB, H.A. )KXVKOBA
MPOBJEMBI BE3OITACHOCTHU UHAYCTPHUAJIBHOI'O
MHTEPHETA BELIEA U CPABHEHUE C CHACTEMAMMH SCADA

Loues I''P., Howunos P.J]., JKyxosa HA. TIpo6aeMbl 6e30IACHOCTH HHIYCTPUAILHOIO
HHTEpHeTa Bewleil u cpaBHeHHe ¢ cucteMamu SCADA.

AnHoTanusi. PaccmatpuBaercs npo6iema 6e3onacHoctu MuTepneta Bemeit (Internet
of Things), koTopast He OTHOCHTCS K TPaJHLIMOHHOIN Hpobieme KMOEepOE30macHOCTH, TaK
KaK CBs3aHa C JIOKQJbHBIM HWJIM DAacIpelesieHHBIM MOHHTOPHHIOM W/WIM KOHTPOJIEM
COCTOSIHMS ~ (PU3MYECKUX CHCTeM, IOJAKIIoYeHHBbIX uepe3 Murepner. Ilpensimymee
HCCIIeIOBaHHE aBTOPOB PACCMATPHBANIO APXUTEKTYPY CHCTEMBI JUCIETYEPCKOTO KOHTPOILSL
n cbopa pamelx (SCADA). brnaromaps BHeapenuio cucreM SCADA, 6bun
[IPOAHAIU3UPOBAHBI YA3BUMOCTH U pa3jIMYHbIe BapUAHTHl KuOepaTak Ha HUX. B xauecTBe
HCCIIEIOBATEICKOTO IpUMepa OBIIO  paccMOTPEHO TeMaTHYecKoe HCCIeJOBaHHE,
OCHOBAHHOE HA JIEPEBBSIX, PE3yIbTaThl KOTOPOTO OBLIH 000OIIEHB! ¥ BU3yaTH3HPOBAHEL.

Ilenp HacTOsIEH CTaThH — CpPaBHUTh HOBYIO MHAYCTPHAJIBHYIO TEXHOJOTHUIO
WuTepuera Bemeit (npomeinuieHHbi UHTEepHeT Bemieid, Industrial Internet of Things) c
paHee HCCIIeOBaHHBIMU TpaJUuIUOHHEIMU cucTeMamMu SCADA.

Ipombmuiennsiiit UutepHer Bemeit (Industrial Internet of Things) — 3To ceth ycTpoiicTs,
KOTOpBIE CBS3aHBI MEXAY CO0O0W C MOMOIIbI0 KOMMYHHKAIIMOHHBIX TEXHOJIOTWH. B Hacrosmieit
CTaThe IIpeJCTaBIeHbl HEKOTOpble M3 Hamboliee PacHpOCTPAaHEHHBIX NpoOIeM Oe30MacHOCTH
YCTPOMCTB NpOMBIILIEHHOro MIHTepHeTa Beieit.

IlpencraBneH kpaTkuil 0030p apXHMTEKTyphl NPOMBINUIEHHOrO IHTepHeTa BeleH,
OIHCHIBAIOTCS OCHOBHBIE INPHHIMIBI O€30MaCHOCTH M OCHOBHBIE IIPOOIEMBI, KOTOpBIE
MOTYT BO3HHUKaTh ¢ ycTpoiictBamu MHTepHeTa Benieil. OCHOBBIBAasACh HA UCCIEAOBAHUAX U
aHaIu3e pUCKa yrpo3 B 00J1acTU IPOMBIIUIEHHOTo VIHTepHeTa Belel, B KauecTBe TI1aBHOTO
II0JX0J1a PACCMOTPEH KOHKPETHBII Clydail JeCTPyKTUBHOTO BO3[CHCTBHS, OCHOBAHHBIH Ha
JPEBOBUIHOM aHaiuu3e. JlaeTcsl omucaHue CO3JaHHs 3HAYEHUH KaKIOro KOHEYHOro y3ia
JepeBa aTak, a Takke MPUBOIHUTCS aHAIM3 IOJYYCHHBIX PE3yNbTaTOB. AHAIU3 CIEHAPUS
HM3MEHEHHS JJICKTPOHHOM 3allCH I YBEIHUYCHUS CKOPOCTH MH(Y3HOHHOTO Hacoca ObBLI
BBITNIOJIHEH C HCIIOJIb30BAHUEM HHJICKCA CJIIOXKHOCTH. PeSyJ’IbTaTbl GI:IJ'II/I CpaBHeHbl C
npeabymuM uecnepoBanueM cucteM SCADA u npencTaBiaeHsl pe3yabTaThl U BBIBOJIBL.

KioueBble cioBa: MHTepHeT Bemeid, npombinuieHHbIe cuctembl, SCADA, nepeBo atak,
KknbepOe30nacHOCTh, ceTeBas 1 MH(GOpPMaIMOHHast 0€30MaCHOCTb.
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