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N.B. KOTEHKO, 11.b. CAEHKO, A.I'. KVILIHEPEBUY
APXUTEKTYPA CUCTEMBI TAPAJIJIEJIBHOM OBPABOTKH
BOJIBIINUX JAHHBIX JAJI51 MOHUTOPUHTI A BE3OITACHOCTH
CETE/ MUHTEPHETA BEIIEN

Komenxo U.B., Caenxo U.B, Kywmnepesuu A.I. APXHTEKTypa CHCTeMbI NapalIeIbHOI
00paboTKH 00JILIIMX JAHHBIX JJIsI MOHHTOPUHIA Oe3onacHocTH cereii UHTepHeTa Beweid.

AnHortanus. Ceru VMHTepHeTa Belieil B HACTOSAILIEE BPEMS HAXOAAT CBOE INPUMEHEHHE BO
MHOTHX O0JacTAX JKH3HM mofed. KpaeyrogbHbIM KaMHEM B BONPOCE BO3MOXKHOCTH
JAJIBHEHIIIEr0 paclpOCTPAHEHHUs U UCIOIB30BAaHUS TaKHX CETeH SIBISETCS acleKT 00eCHeueHIs
nx 6e3omnacHocTd. OHAKO OCOOCHHOCTH CETeH JAHHOTO BUJA TAKOBBI, YTO HCIIOJIB30BaHUE B HUX
TPaJUIUOHHBIX CPEACTB H CHCTEM KOMIBIOTEPHOM 3aIIUTHI 3aTPyOHEHO MM HEBO3MOXHO.
OnHolt U3 TakuX 0COOGHHOCTEH SBISETCS] HEOOXOIUMOCTh B PEKHME PEalbHOTO BPEMEHH U C
MHHHMAJIGHBIME  BBIYMCIIUTEIBHBIMUA 3aTpaTaMi  aHAIM3UPOBaTh OYEHb Oonbline O0OBEMBI
JaHHBIX, Pa3HOPOIHBIX MO cBoed mpupome. C yd4eToM OCOOCHHOCTEH BBIYUCIUTEIBHBIX
MoImHOCTell ceru IHTepHeTa Beliel mpejularacTcss apXUTEKTypa CHCTEMBI IapajulelbHON
00paboTKU OONBIINX JaHHBIX, OCHOBAaHHAs Ha MCIIOJIb30BAHHU TEXHOJIOTMH 0O0pabOTKH NOTOKOB
nanaeix Complex Event Processing u miardopmbl mnapamienbHbix Bbiuucnenuin Hadoop.
PaccmaTpuBaloTcsi BOIPOCHI, HETIOCPEICTBEHHO CBS3aHHBIE C APXUTEKTYPOH CHCTEMEL, a TakKe C
peaym3anueil CleQyOIHX €e OCHOBHBIX KOMIIOHEHTOB: cOOpa IAaHHBIX, XpaHEHMS NaHHBIX,
HOpMalNM3alMl M AaHadu3a MOaHHBIX M BH3YaIM3alMH JaHHBIX. B3auMOCBs3p MEXIy
KOMIIOHEHTaMU 00€CIeunBaeTcs ¢ MOMOIIBIO pacIpeneneHHol aitnoBoit cucremsl Hadoop,
KOTOpast SIBIISIETCS] OCHOBOM IS TIOCTPOECHHS PacIIpeeNIeHHOr0 XpaHWIHIIA JaHHBIX. KoMIoHeHT
cOopa JaHHBIX OpPraHU3yeT PacHpefeNeHHBIH NpUEeM IAaHHBIX U HX XPaHEHHE B KOMIIOHEHTE
XpaHUIHIIA JaHHBIX. KOMIOHEHT HOpMAaIH3alliy U aHAIIM3a JAHHBIX Ipeo0pasyeT HX K eIHHOMY
(opmary 1 0OpabaTEIBaCT C HOMOIIBIO IPABUJI KOPPEILIIMY. KOMITIOHEHT BU3ya3amyy JaHHBIX
NPEACTaBIACT OaHHbIe B rpadudyeckoM BHAe, Oonee yI0OHOM I JalbHEHINEr0 BOCHPHATHS
oneparopoM. OOCYKIAIOTCSI Pe3yNIbTaThl DKCHEPHMEHTANTBHOI OLCHKH MPOH3BOJUTEIBHOCTH
CHCTEMBI, IOATBEPIKIAIOIINE BEIBOJ O €€ BEICOKOH 3(h(hEeKTUBHOCTH.

KiroueBble cioBa: VHTepHeT Belieil, MOHUTOpHHT Oe3omacHocTH, bonbmme JlaHHBIE,
Complex Event Processing, Hadoop.

1. Beenenne. Ceru Wurepuera Bemeit (Internet of Things — IoT)
MIO3BOJIIOT HHTETPHPOBATh B SAUHYIO HH(POPMAIIMOHHYIO HHPPACTPYKTYPY C
TTOMOIIHIO PA3JTUYHBIX BUIOB KOMMYyHHUKaIwid (MHTepHET, MOOHMJIBHBIC CETH,
JIOKAJBHBIC CETH W T.J.) Pa3HOOOpa3HbIC KOMIIBIOTEPHBIC YCTPOWCTBA: IICH-
TpaJbHBIE KOMIIBIOTEPHI, MOJB30BATEIbCKHE YCTPOHCTBA CO BCTPOSHHBIMHU
KOHTPOJUIEPaMH, JaTYUKH HHPOpMauu 00 OKpyKaromieil cpene, CCHCOPHI U
tak ganee. [1o stoit nmpuunne cetr loT B HacTosIIEe BpeMs HAXOIAT Bce 00-
Jiee IMIAPOKOE PACIIPOCTPAHCHUS BO MHOTHX OOJACTIX: 3IPaBOOXPAHCHUE,
TPaHCIIOPTHBIE CHCTEMBI, YMHBIC TOMa, POOOTOTEXHMKA W Tak nmamee. [Ipu
atoM cetd 10T, B oTiIMuMe OT TpaAULMOHHBIX KOMIBIOTEPHBIX CETEH, UMEIOT
CIIEIYIOIINE OCOOCHHOCTH: OYCHb OOJBIIOE KOJMYECTBO HCTOYHHKOB JIaH-
HBIX; O4€Hb OOJIBIION BXOHOU MOTOK PA3HOPOIHBIX AaHHBIX; Y37kl ceTd [oT,
KaK IIPaBHJIO, IMEIOT OTPAaHUYCHHBIEC CETEBBIE, BEIYMCIUTENBHBIC U SHEPTeTH-
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NHPOPMALIMOHHAA BE3OMNACHOCTb

yeckue pecypchbl. IIpu 3TOM OCHOBHBIM MPOOJIEMHBIM BOIPOCOM SIBIISTFOTCS
BBIYMCIIHMTENbHBIE OrpaHnyeHus. HeoOxonumo obecniednTh JIMOO ObICTpBIE
BBIYHCIICHUS HETIOCPENICTBEHHO Ha y3ie cet 10T, nmnbo nepechuiky JaHHBIX
10 CEeTH JUIsl aHaJu3a Ha 0oJiee MOIIHBIX B BBHIYMCIMTENHFHOM IUIAHE y3JIax.
311 ocobeHHOCTH JenatoT npobiemy OesomacHoctH cereit loT mocratouno
OCTPOI1 BO BCeX BBIMICTICPEYUCIICHHBIX 00JIaCTSAX MX NPUMEHEHHSI.

TpanunuoHHBIE METOJBI M CPEACTBA 3alIUTHl HH(POPMALK B CETIX
[oT sBastroTCS HEAPPEKTUBHBIMIE, YTO BHI3BAHO MAJIOW MOITHOCTHIO BBIYHIC-
JTUTEIBHBIX pPecypcoB 31eMeHTOB cereil [0T u OOMBIINM KOJTHYEeCTBOM pas3-
JUYHBIX TUIOB UCIOJIB3YEMBIX B HUX ceTell cBs3h. [lo 3Toi mpuumHE Oco-
OyI0 aKTyaJlbHOCTB Ui oOecrieueHus: 6ezomacHocTH cetert [oT mpmobpera-
€T MOJXOJ, CBSI3aHHBIN C CO3JaHUEM U MPUMEHEHHEM B HHUX HHTEIUIEKTY-
QIPHBIX ~ CHCTEM  yOpaBieHHs  uHpopMamueil U COOBITHSIMHU
6e3onacHoctu (Security Information and Event Management — SIEM) [1-
4]. SIEM-cucTeMbl OCYIICCTBIISIFOT MOHUTOPUHI O€30MaCHOCTH CETH, 3a-
KJIFOYAIOIIHIACSA B cOOpE U MpeIBapUTEIbHON 00pabOTKe JaHHBIX O COOBITH-
sIX 0€30IaCHOCTH OT YJaJICHHBIX YCTPOMCTB, TaTYMKOB MH(OPMALIUK U Jie-
MEHTOB ceTeBOl mH(ppacTpykTypsl [1]. MHOr0OOpa3ue TUIIOB HCTOYHHKOB
JIAHHBIX, UCIIOJB3YEMBIX Ui MOHUTOPHHTA CETEBOIl 0€30MacHOCTH, U BbI-
COKasi MHTEHCUBHOCTH (DOPMUPYEMBIX UMH IIOTOKOB COOBITHH NPHUBOAUT K
HEOOXOMMOCTH pa3pabOTKU pEIIeHUH, OTHOCAIIMXCS K IpobieMe oOpa-
6otkn Bonpmmx maHHbIX. OZHAM W3 TaKUX PEIICHHUH SBIIETCS pa3paboTka
u peanuzauus B cet [oT mpeanaraeMoil B HACTOSIIEN CTaThbe CUCTEMBI Ia-
pautensHOi 00paOOTKM NaHHBIX, MPEAHA3HAYEHHON TSI MOHHUTOPHUHTA Ce-
TeBOM Oe3zomacHocTu. [Ipu 3TOM clleyeT OTMETUTh, YTO 00JIacTh IPUMEHE-
HUsI NIpeIIaraeMoi CHCTEMBbI MOXET BBIXOJUTH 33 PaMKM MOHHMTOPHHIA
6e3omacHocTH cetu [0T. 3a cuer HACTPOMKH MPaBUIT KOPPEISITUH COOBITHIA
9Ta CHUCTEMa MOXET J0CTATOYHO A(P(PEKTUBHO pellarh paziIuyHbIe 3a7aqyH,
CBsI3aHHBIC ¢ 00PabOTKOI BONBIINX TaHHBIX.

PaccmatpruBaemasi B crarhbe cucTeMa HapajlienbHOH oOpaboTKU JaH-
HBIX 00JIaJaeT ClIeAYyIOMNMH OCOOEHHOCTAMH. Bo-mepBrix, oHa Omaromaps
ucnonk3oanuio TexHonorun Complex Event Processing (CEP) peanm3syer B
pEeXHMME «HA JIETY» OCHOBHBIC (PYHKIIMM MOHMTOPUHIA, KOTOPBIMH SIBIISIFOTCS
HOpMaJTH3aIys, (GrIbTpaLis, arperanisi 1 KOppersiiust TaHHBIX. Bo-BTOpBIX,
KpOME yKa3aHHBIX BbIIIE (DYHKIMH, B 3TOH CHCTEME pealn30BaHa (PyHKIHS
BU3YyaJIM3all1 JAHHBIX C WCIIOJIb30BAHHEM HE TOJBKO CTaHAAPTHBHIX, HO U
CTIEIMANIbHO pa3pab0TaHHBIX MOJETEH BU3yaIn3annu. B-TpeTbux, aTa cucre-
Ma (YHKIMOHHPYET B YCIOBHSX BBIYMCIMTEIBHBIX OIPaHWYCHHH, CBOH-
CTBEHHBIX JJIEMEHTaM HH(pOpMaIMoHHONH HH(ppacTpykTypsl cereil loT. B
CWIy HaJIM4us TaKUX OT’paHH‘IeHHﬁ, cna61)1e C TOYKHU 3pCHUA BbBIYUCIIUTECIIb-
HOIl CIIOCOOHOCTH YCTPOWCTBa BBIHYXJICHBI Iepe/iaBaTh MH(OpPMAIMIO Ha
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INFORMATION SECURITY

BEpXHHE YPOBHHM CETH JUIS MOCIENYIOIEro aHajiu3a. [Ipu 3ToM B KadecTBe
POrPaMMHO-HHCTPYMEHTAIBHON TIaThOPMbI U TIOCTPOCHHUS CHUCTEMBI
MOHHMTOPUHIA UCIIOJIB3YETCS OTKPBITO PAacIpoCTpaHseMas IIporpaMMHas cpe-
na Hadoop, xoTtopast B Hactosiiiee BpeMsi siBisieTcst HauboJjiee pacrpocTpa-
HEHHOW M JIOCTaTOYHO T'MOKOM IIaT(OPMOIA, MO3BOJISIONICH CO3/1aBaTh CH-
CTEMBI TTAPATLICITBHON 00paboTKH [5-7]. DTH 0COOCHHOCTH OTNPEICTISIFOT TEO-
PETHYECKYIO M IPAKTHYECKYIO 3HAUMMOCTb HACTOSIIIEH paboTHI.

Takum 06pa3om, 1eNTb JAHHOW CTaThU 3aKIF0YAeTCs B PACCMOTPEHHUN
OCHOBHBIX apXHUTEKTYpPHBIX M CHCTEMHBIX PELICHHUH, IO3BOJIIONINX Pean-
30BaTh CHCTEMY MapaJUIeTIbHON 00pabOTKN NaHHBIX, KOTOpas o0IagaeT yKa-
3aHHBIMH BBIIIE OCOOCHHOCTSIMH M MOXXET OBITh MPUMEHHUMA JUIi MOHHUTO-
purra 6e3omacHoctr ceteit loT. MoHuUTOpPHHT 0€30MaCHOCTH CIIOCOOEH
BBISBIISITE HEXKENATENbHYI0 U BPEJIOHOCHYIO aKTHBHOCTH 3JIEMEHTOB CETH
IoT. Dta akTUBHOCTH B AaJbHEHIIIEM MOXET CTaTh IEJbIO JJIsl 3aaa4 obec-
neyeHust 0€30MacHOCTH.

2. Cocrosinne ucciaenopanuii. Texnomoruss CEP, ucnonb3zyemas
JUIsl pa3paboOTKH IpeIaraeMoil CHCTEMBl MOHHTOPHHTA 0€30MacHOCTH JUIs
cereit [oT, B mocnennee Bpemst HaxoauTCsl B (POKyce BHUMAHUSI HCCIIEI0Ba-
HUMH, TMOCBAIIEHHBIX 00paborke Bompmmx nanHeix. Bo MHOrMX pabortax
MIPOBOANTCS aHAJIM3 M PACCMATPUBAIOTCS PEILCHHUS, CBS3aHHbBIE C peayn3a-
nueit rexaonorun CEP B cucremax, ocHoBaHHBIX Ha Hadoop.

Cucrema, xotopas paccmartpuBaercs B [8], ocHoBaHa na Hadoop-
COBMECTHMOM ITIPOTPaMMHOM oOecrniedeHnn U miaTdopme Java. Jta cucrema
MMEET TPH KOMITIOHEHTA: KOMITOHEHT B3aHMOZEHCTBHS C MOJIb30BATETIEM, KOM-
MOHEHT aHaJM3a JaHHBIX U KOMIIOHEHT XpaHEHHUs JaHHbIX. B3aumoneiicreue
MEKly KOMIIOHEHTaMU OCYIIECTBIISIETCS C TOMOILBIO 3aIIPOCOB U YIIPaBIISIETCS
koHTposutepamu Java Servlet. OnHako 3Ta cucTeMa OpHEHTUPOBAHA TOJIBKO Ha
00paboTKy aHHBIX B BeO-mpuiiokeHusx. Kpome toro, orcyrcTBue pesyibra-
TOB AKCIIEPUMEHTAJILHOM OLIEHKH HE TO3BOJISIIOT YTBEPIKIATh O BO3ZMOXKHOCTH
ee IPUMEHEHHUs U1l MOHUTOpHHTa Oe3onacHoctu cereid [oT.

Pabora [9] paccmarpuBaeT cucteMy aHanHM3a BOJBIINX JaHHBIX B
MEIUIMHCKUX MH()OpMaMOHHBIX MH(ppacTpykTypax. Beioop Hadoop Obun
000CHOBaH TE€M, YTO 3TO CPEICTBO HamboJiee MOMyJISIPHO s Leneii oopa-
60TKH OONBIINX MacCHBOB JaHHBIX. CHcTeMa peann3oBaHa Ha Java, mpu-
HaJUIEXKUT K OTKPBITOMY IIPOTPaMMHOMY OOECIIedeHHIO 1o 3rua0i Apache
1 UCTIONB3YeT OTHOCUTEIBHO NMPOCTYIO MPOTPAMMHYIO MOAENb. APXUTEKTY-
pa mpemIoKeHHOH cHCTeMBbl BKItodaeT agantep cooerruit (Event Adaptor),
mexannsM CEP-ananms3a (CEP Analysis Engine) u rerepatop OoT4eToB O
cobbitusix (Report & Event Generator). Cucrema OpueHTHpOBaHa Ha COB-
MECTHO€ Hcnojib3oBaHue ¢ ERP-cucreMamMyu MEAMIIMHCKMX MHCTUTYTOB.
MexanusMm aHanu3a comepkut coopruuk coobitii (Event Collector), ana-
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nmu3arop nanHbiX (Data Analyzer) m cepBep XpaHeHus naHHbIX (Storage
Server). K coxanenunto, aBTopsl 3TOi pabOThl HE MPUBOJAT PE3YJIbTATHI
9KCIIEPUMEHTAIILHOI OLIEHKH PacCMaTPUBAEMON CHCTEMBI.

B [10] paccmarpuBaercst CEP-cucrema, npenHasHadeHHas st 00-
paboTKK OONBIINX MAacCHBOB JaHHBIX IPU YNPABICHUH JBHKEHHEM TOpPO/I-
CKOT'O IMacCaXUPCKOTO aBTOTpaHcHopra. IIpe/uioskeHHas cucteMa o0bean-
mser nBa mnoaxoma: CEP w pacmpeneneHHy:0O TOTOKOBYIO 00paboT-
Ky (Distributed Stream Processing Systems — DSPS) [11]. CEP nognep-
xkuBaercsi cucteMoir Esper, mogxom DSPS — cucremoii Storm. Cucrema
Hadoop wurpaer poms wmHTErpaTopa, OOBEIUHSIONMIETO 3TH ABAa ITOAXOJA.
Kpome toro, Hadoop oGecnieunBaeT aHamn3 UCTOPUYECKHX IAaHHBIX. DKC-
NEpUMEHTAIbHAsT OLCHKA II0Ka3ala BBICOKYI0 MAaclITabupyeMoCTh pac-
cmarpuBaeMoi cucteMbl. OJHAaKO, 10 HAalIEeMy MHEHMIO, NPHMEHEHHUE ee
s moHutopuHra loT 3arpyaHeHO u3-3a OOJBIIMX TPEOOBAHHUN K BBIYKC-
JIMTCJIBHBIM peCypcCaM. B 10 xe BpEMA NOCTUTHYTBIC 3HAYCHUSA ITPOU3BOAN-
TENLHOCTU 3TOW CUCTEMBI OYIyT CITy>KUTh OPHEHTUPOM B Halleil paboTe.

Bo mHOrmx paboTax HCCIIEIyIOTCSl BOIPOCHI, CBSI3aHHBIE C COBEp-
mencrBoBanueM TtexHosnorun CEP. B paGore [12] mpeacraBnena CEP-
cucTeMa, B KOTOPOI peaji30BaH BBHICOKOYPOBHEBBIH SI3BIK 3aIPOCOB K CO-
oertrsim (High-Level Event Query Language), 6mmskmii k SQL. J{st aToro
sI3bIKa Pa3padOTaHbl aJITOPUTMBI ONTHMHU3AIMHK 3ampocoB. Kpurepuem om-
TUMHU3AIUN SIBISIETCS. MUHAMYM BpEeMEHH paboThl mporueccopa. B pabo-
Te [13] mpencTaBieH s3BIK U THIOBBIX 3arpocoB B cpene CEP, xotopsrit
mo3BoJsieT Oonee OBICTPO 0OpabaTHIBATH CIOXKHBIEC 3ampochl. OqHAKO IITH-
pOKOE€ NPUMEHEHHE ATUX CUCTEeM Ajid MoHUTopuHra cere loT sBnsercs
3aTpyIHUTENIBHBIM BCIEACTBHE HEOOXOAUMOCTH KaK U3Y4YEHHsI ITHX S3bIKOB
KOHEYHBIMU TOJIb30BATENIIMHM, TaK M HCHOJIb30BaHUS JOIOJIHUTENIBHBIX
IMpOTrpaMMHBIX CPEACTB, MOAACPKMUBAIOMINX 3TH A3BIKH 3alIPpOCOB.

B pabore [14] paccmarpuBaercs miardopma, MO3BOJISIIOIIAS HHTE-
rpupoBath CEP u Meronpl MHTeIUIEKTyasbHOrO aHanu3a JaHHbeix (Data
Mining). B kauecTBe nmpumepa paccMaTpuBaeTcsi ClieHapuii paboThl «yYMHO-
ro» ropoaa. ITo aToii mpuurHe naHHas paboTa BHI3BIBAET MHTEPEC KaK MpH-
Mmep ucnonb3oBanusi CEP B cersix IoT. IInardopma comepkut Moysp UH-
Terpalii M TpefaoOpabdOTKM AaHHBIX, B KOTOPOM BbImonHsercss Data
Mining. Oxgnako, o HameMy MHeHHIO, Data Mining Ha Gosbmx oObeMax
TpeOyeT 3HAUUTENbHBIX BBIYUCIUTEIBHBIX 3aTpaT. [loaToMy 3TH pe3ynbTa-
TbI B ceTsAX [oT UMEI0T OrpaHMuYEHHOE IPUMEHEHHE.

B pabore [15] paccmarpuBaercs CEP-cucrema, mpermHa3zHaueHHAs
Ui coopa u npenodpadboTku manHbX ¢ RFID. PesynbraTsl 00pabOTKH 1M0-
TOKOB COOBITHI B 3TOW cHCTeMe XpaHsaTcs B 0aze manubix MySql. Onnako,
HECMOTpPA Ha TO, YTO OTa CUCTEMA ABJIACTCA MPUMEPOM peain3aliui TEXHO-
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qmorur CEP B cetu IoT, oHa He MOXET OBITh YCIIEIIHO HCIIOJIb30BaHA IS
MOHHUTOpHHTa Oe3omacHocTn ceTeil 10T, Tak Kak BOMPOCH! MapajuIeTbHOM
00paboTKM OOJBIINX JAaHHBIX B HEW HE pacCMaTPHUBAIIUCH.

B paborax [16, 17] npeanararorcst miat(opmbl, MO3BOJIAIOINAE 00-
pabatbiBaTh BeO-IaHHbIe ¢ nomoribto TexHonorud CEP. B pabore [16] Beo-
JIaHHBIC TIPEABAPUTENILHO MEPEBOAATCS B COOBITHS JIETKOBECHOH CTPYKTY-
pel. Pabora [17] paccmaTpuBaeT cucteMy, KOTOpas IO3BOJISIET OMHCHIBATD U
MIPOM3BOANTH MOHUTOPHHT CJIOXKHBIX COOBITHH BO BPEMEHH, OJIM3KOM K pe-
anpHOMY. OJTHaKo, HECMOTPSI Ha TO, YTO 00a MPEIOKEHHBIX NOIX0/a OCY-
IIECTBUMBI, BOIIPOCHI NpPEABAPUTENHHON 00pabOTKM COOBITHH Ha OCHOBE
napaJuieTIbHBIX BRIYMCICHHH B 3THX paboTax HE PacCMaTPUBAJIHCE.

B pa6ote [18] mpennaraeTcs moaxom, Ha3BaHHBIN «akTuBHBID CEP,
B KOTOPOM IOJIEPKMBAETCA TOYHOCTh MAapaUIECIbHOTO BBIIOJIHEHUS TOTO-
KOB Yepe3 BHEAPEHNE aKTUBHOM MOAJEP)KKU IIPABUII C TOMOLIBIO MEXaHH3-
Ma CEP. AKkTuBHBIE ITpaBHiIa TIOMOTAIOT MOAISPKUBATH EeT0CTHOCTh CEP-
TPaH3aKIWi, BKIIOYAs TPaH3aKIMK npeno0padboTku codbituil. OqHaKo pac-
MIPOCTPAaHEHNE ATUX PE3YIbTAaTOB Ha MAPAIUICIbHYI0 00paboTKy COOBITHII B
IoT npencrasnsercs MpexaeBPEMEHHBIM.

B pa6orax [19, 20] paccmarpuBaeTcst Xopomio Macmrabupyemas
uHppacTpykrypa ananuza norokoB s CEP, koropas s pacnapanienu-
BaHMs Harpy3KH OCYIIECTBIIICT pa3OMEHHe 3ampoca Ha MOJ3alpochl U
Ha3HayaeT KaXIOMy U3 MOJ3aIpOCOB CyOKJIAacTep BBIYMCIUTEIBHBIX
CpeACTB. ABTOPBHI TPEUIOKWIM W HCCIECIOBAIN pPa3IW4YHbIE CTPaTeruu
(dopmupoBanus nojkiacrepoB. OHAKO Pe3yJbTaThl, MOJY4YEHHbBIE B ITHX
paboTax, OpMEeHTHPOBAHBI HA KJIACTEPHYIO BBIYHCIUTEIbHYIO HHPpACTPyK-
TYPY € OYEHb OOJIBIIUM KOJIMYECTBOM Y3JI0B. [0 3TOW nmpuYnHE ee UCTIONb-
3oBaHue B cersx [oT sBiseTcs 3aTpyqHUTEIBHBIM.

Pabora [21] npeuiaraetr UCMoJIb30BaTh J1JIsl OATAHCUPOBKU HArPy3KU
TEHETHYECKHE aJITOPUTMBI, B KOTOPBIX YUUTHIBAIOTCS XapaKTCPUCTHKH Ka-
HAJIOB CBs3M My y3namu cetd loT (mpomyckHas cocoOHOCTh, BXOAHAS
Harpy3ka). OJJHaKo MpUMEHEHNEe TeHeTHYECKUX allrOPUTMOB IIpH 00padoT-
Ke OOJIBIINX JJAHHBIX MOXKET HapyIIUTh peabHbIH MacTad BpeMEHH.

JHocraroyno Onm3kol K Hamleil MOXKHO cYMTaTh padoty [22], B KOTO-
poti mpencTaBneHa ocHoBaHHas Ha Hadoop miardopma o6pabotku Bombrmmx
JAHHBIX B HMHTEpecax obecrieueHHs OOIIECTBeHHOH Oe3omacHoctu. Ilmat-
(dopMa COREPKHUT CepBep NPHIOKEHUI U O0OIOUYKY SKCIIEPTHOW CHCTEMBI.
Ona peanuzyeT NoJiydeHHe JaHHBIX C CEHCOPOB, OTOOpaKEHHE NX HAa MHTEp-
aKTUBHOW KapTe W BBIMIOJHEHHE ONPEICICHHBIX JACHCTBUI B COOTBETCTBUH C
3a7aHHBIMK TipaBwiamMu. OJHAKO pe3yNbTaThl AKCIIEPUMEHTAIBHON OLEHKU
TIPON3BOANTEIBEHOCTH 3TOH CHCTEMBI B 3TOH pabOTe OTCYTCTBYIOT.

WuTepecHple pe3ynbTaThl M0 00paboTKe OONBIINX JaHHBIX Mpen-
ctaBieHsl B pabote [23]. Ilpeanmaraemast B Heil maTtdopma obecriednBaeT
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00paboTKy OOJBIINX MAaCCUBOB JJOKyMEHTAIBHBIX JAHHBIX HAa OCHOBE Tapa-
nurmel MapReduce U ¢ UCMONIb30BaHHEM CHCTEMbI YIPABICHUS JOKYMCH-
TaJIbHBIMK 0a3aMy JTaHHBIX Mongo. ABTOpBI NPEUIOKHIN Pa3InYHbIEe pea-
JIM30BaHHBIE Ha 3TOH TuIaTdopMe CcrocoObl arperanuy OOJBIIMX JOKYyMEH-
TaJbHBIX JaHHbIX. OJIHAKO OHM HE NMPHUBENH PEe3yJbTaThl IKCIIEPUMEHTANb-
HBIX WCCIIEIOBAHUI MpeTaraeMoi miathopMel.

ITonBoms mTOTHM aHaNM3a COCTOSHHS WCCICIOBAaHHNA B OOJIACTH CH-
CTEeM MapauieibHOM 00paboTku bonbimx nanubix U npumenenus CEP s
IoT, MoXHO cHenaTh ciemyromue BEBOABL. Bo-TiepBrIX, cymecTByoT pabo-
ThI, IOCBsMIeHHBIE peanu3aiui CEP B cetsx, momo0ubx [oT. OqHako B HEX
BOTIPOCHI TTapaiIeNbHON 00paboTK bombIMX JaHHBIX HE pacCMaTPUBAIOT-
cs1. Bo-BTophIX, cymecTtBytoT CEP-cucteMsl, B KOTOPBIX MPUCYTCTBYET Ma-
pamnensHas 00paboTka GompmuX MaHHBIX. OTHAKO 3TH CHCTEMBI HE MOTYT
ObITh peanu3oBaHbl B 10T W3-3a2 CyIIECTBYIOHIMX OrPaHHYCHHN 1O TIPO-
ITyCKHOHN CIIOCOOHOCTH KaHAJIOB CBSI3W M TPOWU3BOAHUTEIFHOCTH BBIYHCIIH-
TCJIBHBIX Y3JIOB. HaKOHeH, MOHUTOPUHT 6630HaCHOCTI/I KOMIBIOTECPHBIX
ceTeld pabOTHI SBISETCS CPABHUTENHFHO HOBOW M HENOCTATOYHO HCCIENO-
BaHHOW 0O0JACTBIO JJIS CHCTEM MapajulelbHON 00paboTku bonbpmmx man-
HBIX. DTHM IOJITBEP)KAACTCS BBICOKAs! aKTyalbHOCTh Halled paboThIL.

3. ApXHTEKTypa CHCTeMbl NMAapPaJlieJbHOH 00padoTKM JaHHBIX
Jis1 MoHuTOpUHTra Oe3omacHocTu ceteil IoT. B HacTosmem pasaene pac-
CMOTpPHM OOIIIYI0 apXUTEKTYPY CHCTEMBI ITapauIeIbHON 00paboTKH JaHHBIX
JUIs MOHUTOpHHTa Oe3onacHocTH cetelt 10T n ocobeHHOCTH PyHKIMOHUPO-
BaHUS €€ KOMIIOHEHTOB.

Obwasn apxumexmypa cucmemsl. CUcTeMa MapauieIbHOW 00paboT-
KW JaHHBIX JJI1 MOHUTOpHHTa Oe3omacHocTH ceteit [oT mpenHasHauena s
cOopa U mpenBapuTeNIbHOW 00paboTKK OONMBIIUX 00BEMOB HMH(pOPMAIHH O
COOBITHSX 0€30IMacHOCTH, KOTOpPHIE IOCTYHAIOT B CHUCTEMY OT KOHEYHBIX
MOJIb30BATENbCKUX YCTPOMCTB («BEIIeH») M DIIEMEHTOB ceTeBOi WH(ppa-
CTPYKTYpPHI (MapIIpyTH3aTOPBl, aHTUBUPYCHEIC CPEICTBA, OIMEPALMOHHBIC
cucrembl, CYBJl, MexceTeBble SKpaHbl U T.J.). DTU COOBITUSI XpaHATCS B
COOTBETCTBYIOIINX KypHAIaX 0€30MacCHOCTH.

HcrouHukn coOBITHI 0€30ITacCHOCTH TE€HEPUPYIOT OOJIBIINE 00BEMBI
paszHopogHOTO Tpaduka, KOTOpbIe MOXKHO OTHECTH K KaTeTOpHH Bobimmx
JaHHBbIX. HOSTOMy CHUCTEMA MOXKET KOHKYPUPOBATH C TPAAUIITUOHHBIMHU CU-
CTeMaMH CEeTEeBOM 0e30MacHOCTH B CiIydae, €ClIM IOCIIeHHE HEe CIIOCOOHBI
CIPABISITHCS C pacTylMMHU oObeMamu Tpaduka B cetr [oT.

Cucrema opreHTHpOBaHa Ha peaiu3zanuio B cpene Hadoop u BKimto-
YaeT cieyomue GyHKIHOHAIbHbIE KOMIOHEHTHI:

— KOMIIOHEHT cOopa JIaHHbIX, OTBEUYAIOIHMH 32 CBOEBPEMEHHOE U JI0-
CTOBEpHOE IOCTYIUICHHUE B CHCTEMY MH(QOpPMaNnU O COOBITHSAX Oe30macHo-
CTH OT UCTOYHHKOB Pa3INYHBIX THIIOB;
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— KOMIIOHEHT XpaHWIWINA JaHHBIX, OOECIEeUNBAIONINK HaIEKHOE
XpaHeHHe JaHHbIX U ONepaTHBHYIO 00pabOTKY 3alpOCOB;

— KOMIIOHEHT HOpPMaJIM3allii U aHaJIn3a JaHHBIX, OCYIIECTBIISIOLIMIHA
npeoOpa3zoBaHye COOMpPaeMBbIX JaHHBIX K €JMHOMY (hopMaTy U BBINIOJIHEHHE
HaJl HUMH OCHOBHBIX OIEpaIuii peBapUTEIbHON 00padOTKHY;

—KOMIIOHEHT BU3yalU3allid JaHHbBIX, MO3BOJSIOMUI B pealbHOM
BPEMEHU IPOBOJUTH BHU3YalbHBIH aHAIN3 C MOMOILBIO IPEIBAPUTEIHEHO
pa3pabOTaHHBIX MOJIENCH BU3yaIN3allHH.

OO1mast apXUTEKTypa CUCTEMBI, BKIIFOUAIOIIast IEPEUNCICHHBIC BBIIIE
KOMITOHEHTHI M CBSI3M MEXIy HHUMH, IpeAcTaBieHa Ha pucyHke 1. Ctpen-
KaMH yKa3aHbl HAIIPABJICHUSI OTOKOB JAHHBIX.

Hopwmanuzauus u
aHaJN3 JAHHBIX

C6op

JAHHBIX XpaHunuiie

JIaHHBIX

Buzyanuzanus
JTAHHBIX

Tompebumenvckue ycmpoticmesa (‘sewu’)

Puc. 1. Apxutextypa cucTeMsl

Y3161 KOHTposupyemoit cetu [oT OTHpaBisAOT JaHHbIE 71 aHaNIU3a
KOMITOHEHTY cOopa JaHHbBIX.

KoMmmoneHT cOopa MaHHBIX OpTraHU3yeT PaCHpENeNCHHBIN MpHEM
JIAHHBIX ¥ UX XpaHEHHE B KOMIIOHEHTE XPaHWJIMILA JaHHBIX.

KommnoneHT HOpManu3anuu M aHaiu3a JAHHBIX MOJY4YaeT IaHHbBIE
JUIS pabOThI OT KOMIIOHCHTA XPAaHWIHIIA JAHHBIX M B HETO XKe Meperact
00paTHO Ha COXpaHEHHUE Pe3yiIbTaTa CBOCH PabOTHI.

KoMnoneHT Bu3zyanuszaluu JaHHBIX MOJy4aeT OT KOMIIOHEHTa Xpa-
HWIAIIA JAHHBIX Pe3yIbTHPYIOMNE AaHHBIC, KOTOpEIe ObUIH cHOpMHUpPOBa-
HbI KOMIIOHEHTOM HOpMAaJHM3alluy U aHajJIu3a JaHHBIX, U MIPEICTABISIET UX B
BHJE, yIOOHOM JJIS ANbHEHIIIEro BOCIPHUATHSI OTIEPATOPOM.

Komnonenm cbopa Oannvix. ITOT KOMIOHEHT TNpeAHA3HAYEH IS
cOopa Tpaduka Ha MaluHaX KoHTpoaupyemoii cetu [oT u ero oTnpaBku B
KOMIIOHEHT XPaHUJIUILA JAHHBIX.

SPIIRAS Proceedings. 2018. Issue 4(59). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 11
www.proceedings.spiiras.nw.ru



NHPOPMALIMOHHAA BE3OMNACHOCTb

VY3apl (MalIUHbI), y4acTBYIOIIKUE B PabOTe KOMITOHEHTa cOopa, Mo
cBoeMy (DyHKLIHOHAJIBHOMY MpeJHA3HAYCHUIO MOAPA3JCISIOTCS Ha CIeny-
FOIIUE THIBI: COOMpAroNIne, MpeIHa3HauYCHHbIC I cOOpa JaHHBIX;, KOOp-
JUHHUPYIOIIHE, MPeIHA3HAUCHHBIC I YIPABICHUS COOPOM JAHHBIX; MPH-
HUMAIOIIKE, MPeIHA3HAYCHHBIC JUIS MpHEeMa COOMpacMbBIX JaHHBIX. B3au-
MOCB$I3b MEXKY TUMH TUIIAMU MAIIMH [TOKa3aHa Ha PUCYHKE 2.

/" Koopaurupyro-
M€ MAITMHBI

Cobuparomue !/ IIpuHnMaromue
MaIlHBI MaIlUHBI

\ 7/ \

|
|
|
|
|
\

/

Puc. 2. Bzaumoces3b MEXKAY MalllIMHAMU B KOMIIOHEHTE c60pa JAHHBIX

Kak mpaBuiio, KOOpAMHHUPYIOIIAs MAalIMHA MPUCYTCTBYET B OIHOM
IK3EMILUSIPE U 3aHUMAETCsl OATAHCHPOBKOW MOTOKOB Tpaduka, UAYLIEro ¢
COOMPAIOIIMX MAIIMH Ha TPUHAMAIOIINE MAIINHbI.

Ha coOupatoriue MaiivHbl KOHTPOJIUPYEMOW CETH YCTaHABIMBAIOTCS
MIPUIIOKEHHS-ATCHTbI, BBIMOIHSIONINE CICAYIOINE QYHKIIUH:

— MOJKJIIOUYEHHE K KOOPJIMHUPYIOIIEH MallluHE;

—TOJIlydeHHe ajpeca NPUHUMAONIEH MallMHBl AJsl OTIIPAaBKU JIO-
roB (3amnuceil) Tpaduka;

—TIOJIyYeHHE CHHCKa MPUHUMAIOIINX MAalIWH JUIS BKIIOYEHUS] UX BO
MHO)KECTBO MalllMH, HEe 00pa3ylommux TpaduK, KOTOPBIH pEerucTpUpyercs
pu coope;

—3amyck coopa Tpaduka;

— OTIpaBKa JIOrOB Tpaduka Ha IPUHUMAFOIIYIO MAIINHY.

[IprHUMAIOIIHE MAIIMHBI TIOTYYaroT JOrU TpaduKa OT COOMPAIOIINX
MAIIIUH U [IEPENPABISAIOT UX B KOMIIOHEHT XPAHUITUINA JAHHBIX.
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Komnonenm xpanunuwa oanHwix. ITOT KOMIIOHEHT MO/IEPIKUBAET pa-
00Ty pacrpeneNieHHOTO XPaHWIHIIA JaHHBIX, KOTOPOE MPEACTABICHO C ITOMO-
miplo pacrpeneneHHol daiinosoii cuctembl Hadoop (Hadoop Distributed File
System — HDFS) [24]. ®aiinosast cucrema HDFS nenmt Gomnpme ¢aiiner Ha
650KH (TI0 YMOJTYaHHIO UX pa3Mep paBeH 64 MB) u coxpaHseT uX Ha y3Jax,
Ha3bBaeMbIx DataNode. MerananHbIe, TOKa3bIBAOIINE, KAKUM 00pPa3oM BXO[I-
HBIE JTaHHBIE pactpeseneHs! 1o y3iaam DataNodes, XpaHsTcs B y3iie, Ha3bIBae-
moM NameNode. V3en NameNode ympasnser meraganasivi B HDFS u aqvu-
HHUCTPUPYET 3alpochl Ha BbLIA4Yy JAHHBIX MoJb3oBaTelsiM. Kaxplid ysen
DataNode coxpasser naHHBIe, KONHUPYS WX C KOMIIBIOTEpa TOJB30BATENS H
pacpocTpaHssi KOIUHU OJI0KOB MeXAy ApyruMu y3namu DataNode.

DataNode-niporieccel 3amymieHsl Ha KaXIOW NPUHUMAIONICH Ma-
muHe. NameNode-niporiecc 3amymieH TOJBKO Ha KOOPAMHHUPYIOMIEH Ma-
muHe. Bee norn BxoaHoro tpaduka 3arpyxatorcst B cuctemy HDFS u no-
CTYTIHBI [IOCJIE TOTO VISl AabHeimed 00paboTKu KOMIIOHEHTOM HOpMaJlu-
3aIiM ¥ aHaJIH3a.

Komnonenm nopmanusayuu u ananusza oannvix. JJaHHbIE, COXpaHEH-
HBIE KOMIIOHEHTOM c00pa, CTaHOBSTCS TOCTYMHBIMU U3 cucteMbl HDFS st
KOMITOHEHTa HOpPMAaJIN3aliH U aHaIH3a.

Hopmanuzanus gaHHBIX 3aKJII0YAeTCsl B MPUBEJICHUN BCEX BXOHBIX
JaHHBIX K €INHOMY BHYTpeHHEMY (opMmary. B kadecTBe TakoBoro ¢opmara
BeIOpaH popmar CSV (Comma-Separated Values).

IIponecc HOpManM3aLMU JAHHBIX, PEAIM30BAHHBIM B CHUCTEME, UMEET
JiBa pexnuMa paboThl: OCHOBHOW M JONOJHHTENBHBIA. B OCHOBHOM pexnme
MIPOCMATPUBACTCS COAEPKUMOE BXOTHOTO (haina. [y KaXkmoi BCTpeTHBIIEHCS
B HEM 3aIvcH (pOpMHUPYETCsl OT/AEbHAs CTPOKA B BHIXOAHOM (aiiie ¢ KecTko
3aaHHBIM HaOOpOM aTpHOYTOB, ONPEEIISIONINM CTPYKTYpY 3armucu. B nomon-
HHUTEIEHOM PEXUME MCIIONB3yeTCsl (PUIIBTP, TIO3BOJIAIOIINH OrpaHUYUBATh BbI-
00p TOJIBKO TEX 3alMCei, KOTOpBIC YJOBJIETBOPSIOT OIMCAHHBIM B (DHIIBTpE
YCIOBUSM. DTO TIO3BOJISIET CHSTh M3JUIIHIOI HArpy3Ky, KOTOpask MOXKET ObITh
BBI3BaHa HEHYKHBIM IIPOCMOTPOM JJAHHBIX, HE YYACTBYIOIIHUX B aHAJIM3E.

Kpome Toro, mpu HOpManu3alMu C 3apaHee 3aJaHHOH I0JIb30BaTe-
JIeM 4JacToToi (poramnueil) reHepupyiotcs Bbixoguble CSV-gaiinsl. [Tocne
9TOrO OCYyILIECTBIAETCS (POPMHUPOBAHIE OYEPENHBIX MOJIeH, KOTOPhIE 3alu-
CBIBAIOTCS B CO3JIaHHBIE (DailIIbL.

IIpouecc aHanm3a AaHHBIX 3aKIIOYAETCSI B BBIIOJHCHUU (YHKIMH
arperalii U KOPPEeJSALUH JaHHBIX. ATperanus NpejcTaBiisieT coOOH BBbI-
YHUCIIEHHE Mep LEHTPAIbHOW TEHICHIHMM (CPEIHETO 3HAYEHHs, MEIUAHBI,
MoOJIbI ¥ KBaHTWIIEH). Koppernsiius npru3BaHa BBISBISTH BO BXOJHOM MOTOKE
TpaduKa aHOMaJIbHbBIE COOBITHSI HETATUBHOTO XapaKTepa, HCIONIb3Ysl alpH-
OpM 3a/laHHbIC MpaBWJIa. Pe3ysbTaThl BHIMOMHEHUsS] (QYHKIMH arperanud 1
KOPPEJIIUN JaHHBIX TpeAcTaBiaorcsa B popmare CSV.
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Komnonenm euzyanuzayuu oanneix. ITOT KOMIIOHEHT MpEHA3HAYCH
JUISL TIPEJICTABJICHUSI MOJb30BATENI0 PE3YJIbTHUPYIOIINX JaHHBIX, MOIy4YeH-
HBIX Ha JTare aHajiu3a B YJOOHOM JUls MX BH3YaJIbHOH oLleHKH BHuIe. Kom-
MOHEHT OepeT McxoaHble naHHble n3 cucrembl HDFS, rne onu Obun coxpa-
HEHBI 1ocsie 00pabOTKH KOMIIOHEHTOM HOpMaJTU3alluy U aHallu3a.

KoMnoneHT Bu3yanu3aniy UCIONb3yeT pa3IuyHble CTaHIapTHHIE U He-
CTaHAAPTHBIC MOJIEN BU3yain3anuy. K cTaHmapTHEIM MOZIEISIM BU3YaJIH3allin
OTHOCSITCS: THCTOTPaMMBI; KPYTOBBIE IMarpaMMel; JIMHeHHbIe rpaduku. s
pea3aiiy 3TUX MOAENEeH BU3YaIM3alMH HCIOJB3YIOTCS BCTPOCHHBIE BO3-
MOYKHOCTH TpaHIeCKiX OUOINOTEK S3pIKa IPOrpaMMHpPOBaHUs Java.

K HecTaHmapTHBIM MOJIEISM BU3yalm3aluu (PUCYHOK 3), CIICIHab-
HO peaTn30BaHHBIM I MOHUTOpHHTA Oe3omacHocTH ceted [oT, oTHOCAT-
Csl: KapThl A€PEBbEB; rpadbl, IONOJIHEHHbIE ITU(paMH; MaTPHILIBL.
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005 006
004
@ Y
o an
oz L " ffowo oin  [orz o013 c s /@ @ w/
= 014 3 N fan\
JIBC N3 P /@R . KD
015 016 017 G KU @
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019 020 W
018 028 [0
o 023 024|025
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a) 0)
V31ml ceTH
g
3]
3
&
g = |
|
i
124
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Puc. 3. Byl HecTaHIAPTHBIX MOJENICH BU3yallM3alliy: a) KapTa JepPEBbEB;
0) rpad ¢ mmdamu; B) — Marpuna
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Kapra nmepeBbeB (pucyHOK 3a) oToOpaxaer 3nmeMeHTH cetn [oT B
BUZE NPAMOYTOJIbHUKOB. MHIMKAaTOpaMy pa3IW4HBIX aTPHOYTOB CETEBOH
0€3011acHOCTH SIBIISIFOTCS: LIBET, SIPKOCTH U pazmep Gurypsi.

B rpade ¢ rpudamu (pucyHOK 36) y37IBI COOTBETCTBYIOT JI€MEHTAM
cetu loT, a nyru — kaHanam CBSI3U.

IMox rmdom moOHMMAETCs CEKTOp Ha Kpyre, 3aKphIBAIOLIEM Y3ell
rpada. YpoBeHb 3allIMIIEHHOCTH DJIEMEHTa XapaKTEepU3yercsl IBETOM U
pasmepom rimda.

Marpuna (pucyHoK 36) SIBJISIETCSI MOJIENIBIO BU3YalIM3allu, 0ToOpa-
XKarouiel ypoBeHb 0€30MTaCHOCTH TEIEKOMMYHHKAIMH, COCIMHSIOMNX 3JIe-
MeHTBl cetd [oT. CTonbusl U CTPOKM MaTpHUIBI COOTBETCTBYIOT Y3JaM, a
STMEWKN COOTBETCTBYIOT JIMHUSIM CBS3H, COSAMHSIONIMM 3TH y3nbl. L[BeT u
APKOCTb SYCHKM II03BOJISIET KOAMPOBATH JIOOBIE [IBE XapaKTCPUCTHKH,
HalpUMep, «BaKHOCTD 3JIEMEHTa» M «CTETIeHb OIIACHOCTH aTaKm».

4. Peanu3anus cucrembl. C LEJNBI0 OLEHKU MPOU3BOJUTEIBHOCTH
pa3paboTaHHOW apXUTEKTYpbl ObLI CO31aH BBIYMCIUTEIBHBIA KiIacTep Ha
6a3e Hadoop 2.6.4. AnmaparHo¥i rratopMoi co3maHus KiaacTepa Mmociy-
XKuja MatepuHckas miara Supermicro X9DRL-3F ¢ nBymst mpoueccopamu
Intel Xeon E5-2620 v2 @ 2.1 GHz na 6opty. Ha 6a3e runepsuzopa ESXi
6.0 6but0 co3nmano 7 (6 pabo4mMx M OJHA TJIABHAS) BUPTYaIbHBIX MAIIUH C
Ubuntu Server 14.04. Kaxxnoii Marmrinae ObIIO BBIIEIEHO 2 MOTOKA C OOIIEH
TakToBOM uactoToi 2 GHz mponeccopa. Takxke Ui Kax10i BUPTyaJbHOU
MaIIMHBI OBUTO 3ape3epBHpoBaHO U orpanmdeHo 4 GB RAM.

Ot orpaHnveHus ObLIM BBI3BaHbI HEOOXOIMMOCTBIO COOTBETCTBUS
orpanuueHusiM TUNoBoil cetu [oT. TpaauuuOHHBIE KOMIBIOTEPHBIE CETH
MOTYT UMETh OoJiee MOIIHbIE BBIYHACIUTEIBHBIE PECYPCHI JUIS aHAIN3a UX
Tpaduka. B 9acTHOCTH, B TPaAWIMOHHBIX CETAX VIS 3THX LEIEH MOXKHO
HCIIOJIb30BaTh KOHPHIYpaIHIo, B KOTOPOH oJHa paboyas/TiaBHasi MallldHA
Oyzner coorBercTBoBaTh Supermicro X9DRL-3F (wmm aHaNOrW4HO# ¢ 0OA-
HUM THE37I0M MoJ mporieccop) ¢ mporeccopoM Intel Xeon E5-2620 v2 @
2.1 GHz c 64 GB RAM nopx ympasiennem Ubuntu Server.

Ucxonubrit xox Hadoop Obu1 coOpaH Ha OXHON BHPTyaJbHOW Ma-
[IMHE U CKOIIMPOBaH Ha OCTAJIbHBIE MAIIHNHBI.

Jst momenupoBanust cetu 10T ObITM HCITOJIB30BaHBI BO3MOXXHOCTH
npoekta GRANIT, xoTtopslii pa3pabarbiBasicss B PoccuiickoM NpHKIaHOM
ueHTpe komnbioTepHbix cereil (http://arcen.ru/media/1385?lang=en). ['ene-
pauust crpykrypsl cetd loT mpomsBommiiach aBTOMaTHYECKH B COOTBET-
CTBHH CO CXEMOM, MCIOJIHAEMOM BO BCTPOSHHOM rpadecKOM PEAaKkTope.
Tononorust cetn nokazaHa Ha pUCyHKe 4, T1e puBeAeH (parMeHT HaHeln
ynpasienus npoekra GRANIT.

[TepBoHauanbHblil BapuaHT cTpyKTypsl cetu 0T conepikan 20 cobu-
paromyx MauiuH (MCTOYHUKOB JaHHBIX) U 10 mpuHMMaronmx mamuH. Hc-
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TOYHMKHM ObUIM pazoutsl Ha 2 rpynmbl: Rack2 m Rack3, Ha koTopsie ObLIO
ycranoBiieHo [1O cTenia reHepanuy TEKCTOBBIX JaHHbIX. B rpymmy Rack2
BXOJWIKM MamuHbl Virt-slave-2-1, ..., Virt-slave-2-10, ¢ T10, umuTHpyto-
MM KOHJUIMOHED C (DYHKUUSIMU PETYJIMPOBKH TEMIIEPATYPHhI, BIAKHOCTH
u Tomy nono6Hoe. B rpynmy Rack3 Bxoamnm mammnsl Virt-slave-3-1, ...,
Virt-slave-3-10 ¢ I10, uMUTHPYIOIINM XOJOAMIBHUK C (PYHKIUSIMH pery-
JMPOBKU TEMIIEPATYphl, PAacIIO3HABaHUS COJEPKUMOro U Tak jnanee. Codu-
paromyie MamuHel cocTaBsuy rpynmy Rackl (mammnaer Virt-slave-1-1, ...,
Virt-slave-1-10), oru moxydanu JaHHBIE O COCTOSHUH ycTporcTB B Rackl n
Rack2. Kaxxnast rpymma Ob1a cBsi3aHa ¢ BEIYACIHTEIBHBIM KIACTEPOM.

@ @ VIRT-slave-3-3

VIRT-slave-3-4

VIRT-slave-2-4
VIRT-slave-2-5

e VIRT-slave-
22

VIRT-
slave-2-8

b

VIRT-
i slave-2-3
VIRT-slave3- @ @ VIRT-slave-2-10
\\ VIRT-slave-2-11

@ Master Network
e @ VIRT-slave-1-5

0

\,
@ VIRT-master
@ VIRT-slave-1-9

VIRT-slave-1-8
VIRT-slave-1-1

Puc. 4. KourposbHas naneins Tonojoruu cetd GRANIT

YmopasieHue pecypcaMy BBIYHCIUTEIBHOTO KiIacTepa OCYIeCTBII-
JI0Ch ¢ moMolnkio porpammuoro cpeactBa YARN (Yet Another Resource
Negotiator). Komnonenr YARN BXoauTt B cocTaB CTaHIapTHOW KOHQHUTY-
paunu Hadoop. YARN Beigensier pecypest Hadoop amst Hyx 1 3ammyckaeMbIx
3aj1a4 1 BBIIOJIHSET (QYHKIMIO TUIAHUPOBIIMKA 33/1a4.

CpenctBo YARN cocrout n3 moayns ResourceManager (RM), ko-
TOpBI paboTaeT Ha riaaBHOM y3ie, U Moayisi NodeManager (NM), korto-
peiii paboTaer Ha pabodem y3ne. Korma va momgyns RM moctymaer 3ampoc
Ha BBINIOJHEHHE 3aJa49H, OH BBIACISIET PECYPCHI (CO3aeT KOHTEIHEp) y Of-
Horo w3 Moxyiaeii NM u  3amyckaeT Ha  HMX  IpOIEcC
ApplicationMaster (AM). DToT mpoliecc onpenenser, Kakue pecypchl Tpe-
OyroTcs 3a1a4e A7l €€ BBIOJTHEHHS, M OTIIPABIISAET 3anpoc Moayist RM mis
BBIJICJICHUSI KOHTEHHEPOB y Moeneid NM.
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Hanee mpomecc AM nonmydaer uH(OPMAITHIO, HA KaKUX MOAyIix NM
BBIJCTICHBI KOHTEHHEPHI TS 3a1a4H, M 3aIlyCKaeT Ha HIX TPOIIECCH BHITTOJIHE-
Hus 3amaun. K tomy ke mporecc AM KOHTpOJMPYET IITATHOE HCIIOJIHEHHE
3a71a4u 1 Mepe3aIryCKaeT MPOIECChl, €CIIM OHH 3aBEPIIMIIUCE PEKICBPEMEHHO.

Monaynas NodeManager KOHTPOJHPYET COCTOSHHE KOHKPETHBIX pa-
60ounx y3ioB. OH oOIpezessieT NOCTYIHbIE BBIYUCIUTENBHBIE PECYpPCHl U
otnpasisieT ux moaymo RM. Kpome Toro, oH co3naer u yjanser KOHTeH-
HepsbI 10 3anpocy Moayis RM, 3aBepiiaeT nporeccsl, KOTOpble BEIXOJAT 3a
PaMKH pecypcoB KOHTEHHEpa, U MEPUOJUYECKH OTIIPABISIET TAKTOBBIC CHT-
Hajbl Moayo RM.

Jnst mpoBeneHusl AKCIIEPUMEHTOB OBUIM HCIIOJIB30BAaHBI CTaHIApT-
Hble HacTpoiiku Y ARN n MapReduce, npuBeaenssie B Tabiuie 1.

Ta6nuua 1. Hacrpoiiku YARN u MapReduce

Komnonent [Mapamer 3HavyeHue
Hadoop P P
yarn.nodemanager.resource.memory-mb 8096
yarn.scheduler.minimum-allocation-mb 1024
yarn.scheduler.maximum-allocation-mb 8096
YARN — -
yarn.scheduler.minimum-allocation-vcores 1
yarn.scheduler.maximum-allocation-vcores 32
yarn.nodemanager.vmem-pmem-ratio 2.1
mapreduce.map.memory.mb 1024
MapReduce mapreduce.reduce.memory.mb 1024
mapreduce.map.cpu.vcores 1
mapreduce.reduce.cpu.vcores 1

BaxHoii 3amauell peann3alMy CHCTEMBI SBJSUIACh MOATOTOBKA HC-
XOAHBIX JaHHBIX IJISI MOJEJIUPOBAHMS. BXOMHBIC MOTOKHM AAHHBIX JOJIKHBI
ObLTH cofep kaTh MH(POPMAITHIO O IBYX THIIAX COOBITHII 0€301MacHOCTH:

— 0 COOBITHSIX, ONMCHIBAIOIINX CETEBOM TpaHK M OTPAKAIONINX JIe-
TUTUMHYIO U Bp€IOHOCHYIO aKTUBHOCTD,

—0 COOBITHSX, 3aKJIIOYAIONIMXCS B M3MEHEHHUSX IPOTrPaMMHO-
annapaTHbIX KOH(GUTYpaluid epCOHATBHBIX KOMITBIOTEPOB, CETEBOro 000-
PYJOBaHHMS ¥ OTPEOUTETHCKUX YCTPOUCTB.

Jast 9101 1IeNM BXOHBIE AaHHBIE (POPMUPOBAITUCH ABYMSI CIIOCOOAMHU:

— IIpOrpaMMHO-aINapaTHBIM CTEHJIOM T'eHepaluy TECTOBBIX HaOOpOB
TeTEePOTeHHBIX JaHHBIX;

—Ha OCHOBE BHEIIHEH 0a3bl SKCHEPHUMEHTAIBHBIX JAaHHBIX O Tpadu-
K€ KOMITBIOTEpHOU CETH.

[IporpammHO-anmapaTHEIH CTEH] TeHEPAI[MH TECTOBBIX HAOOPOB re-
TEPOTCHHBIX JAHHBIX BKJIIOYAJ CJICAYIONINE JIEMEHTBHI:

— IECSITh TIEPCOHAIBHBIX KOMITBIOTEPOB, U3 HUX 8 OBUIH peann3oBa-
HBI B paMKaxX CHCTEMbI BUPTYaJIN3allny;
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—1pu Mapmpytusaropa ASUS RT-N16, nmo omHoMy s KaxIoi
TIOJICETH CTEHAA;

—YeThIpe JJIEMEHTa PACIPEJICICHHOW CETH AJICKTPOHHBIX MOTPEOH-
TEJILCKUX YCTPOICcTB Ha 0a3e koHTposuiepa Arduino Yun;

—OJMH MEKCETEBOH 3KpaH, KOTOPBI OCYIIECTBIISUT (DHIIBTpPAIIHIO
MIAKEeTOB I10 3apaHee HACTPOSCHHBIM IIPaBHIIaM.

B cocraB nporpaMMHBIX CpPEICTB CTEHAA BXOIMIM CIEIYIOIINE TPO-
TpaMMHBIE CPEZICTBA:

—ckanep 6e3zonacHoctd Nessus Home;

—cucrema aHanusa tpapuka Wireshark 1.12.2;

—cereBoii ckanep NMap 6.47;

—cucrema MetaSploit Framework 4.0;

—cucTeMa oOHapykeHus Brop:kenuit Snort 2.9.7.0.

B xauecTBe BHEIIHEH 6a3bl SKCIIEPUMEHTAIBHBIX JaHHBIX O Tpaduke
KOMIBIOTEPHOH CEeTH HCIONb3oBanack 0aza maHHEIXx MAVILab [25]. Ora
0a3a JaHHBIX COJIEPKHUT B apXMBHOM BHJE JaHHBIE O PEaJIbHOM CETEBOM
Tpaduke, mupkymupytomem Mexny SAnonueir u CILIA u conmepxkamem ma-
KeThl pa3nuuHbIX opmaros (tcp, http, ftp u T.1.). JlaHHBIE N3 3TOTO MCTOY-
HUKa Y/IOBJIETBOPSIOT TPEOOBAHUSIM I'€TEPOIC€HHOCTH, KOTOPBIE XapaKTEePHBI
u s cereit loT. HemocpencTBenHo Asl aHAmM3a UCIOIB3YIOTCS HAOOPHI
JIAHHBIX, MTOJIy4aeMble IyTeM uHTerpanuu GpoHoBoro tpadpuka MAVILab n
TpaduKa, CreHEpUPOBAHHOTO TeCTOBBIM cTeHI0M [oT.

Daiinpl, BXOAAIINE B COCTaB BHEIIHEH 0a3bl JaHHBIX, COOTBETCTBY-
0T CETeBOMY TpauKy [UIHTEIBHOCTHIO M0 15 muHyT. Bee ¢aiumbr mMeror
¢dopmar *.pcap.

Hcnone3oBanue BHEMIHEH 6a3bl JaHHBIX TO3BOJIMIIO BKIIOYUTH B CO-
CTaB TECTOBBIX JAAHHBIX COOBITHS, OIHMCHIBAIOIINE PEANBHBIN CETEBOH Tpa-
(UK, OTpaXKaloMuUi JETUTUMHYIO ¥ BPEIOHOCHYIO aKTHBHOCTb. DTO cAeia-
JIO BO3MOXXHOW TPOBEPKY pPa3pa0OTaHHON CHCTEMBI B YCJIOBHSX, MaKCH-
MaJIFHO TIPHOJIIKEHHBIX K YCIOBHAM peabHOM AKCINTyaTallii CHCTEMBI.

5. DkcnepuMeHTa/ILHBIE HccaenoBanusi. Ha TexymeMm stamne co-
3IaHUSI CUCTEMbI 00paOOTKH JaHHBIX IS MOHUTOPUHra 0€30IacHOCTH Ce-
teit [oT sxciepuMeHTaIbHON OLIEHKE M BCECTOPOHHEMY TECTHPOBAHHUIO OBLIT
MOJIBEPTHYT TOJBKO KOMIIOHEHT HOpPMallM3alliy W aHaju3a JaHHbIX. Llens
9KCIIEPUMEHTOB 3aKJII0YallaCh B ONPEIEJICHUH MPOM3BOAUTELHOCTH 3TOIO
KOMITOHEHTa TIPH PEIICHUH 3a]ad PacIpeIeICHHOTO aHaIn3a COOMPAaeMbIX
JAaHHBIX B HMHTEpecax MOHHUTOpHHra cereBod Oe3omacHoctu. Ilpm sTom
BXOJHBIE MOTOKH HPEICTaB/LUINCh B BHAE (aia Gonbmoro oovema, Imo-
CTYTAOIIEro Ha 00paboTKy B pa3pabOTaHHBIH KOMIIOHEHT. 3aepKKH MEX-
JIy COOBITHSMH 0€301acHOCTH, UMEIOINE MECTO B PEalbHBIX ITOTOKax, HE
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YUUTBHIBAJIKCH, TaK Kak MpH 00paboTke OONBIINX 00EMOB AaHHBIX UX BITH-
SIHA€ HE SBJSIETCS CYIISCTBEHHBIM. YUeT TaKuUX 3aJepKeK IUIaHHPYeTCS
OCYILECTBIIATH B JAIbHEHITNX paboTax.

AHanu3 BXOHBIX MMOTOKOB IAHHBIX, HPEACTABIIAIONIMX COOOH Ciusi-
HHE TMOTOKOB, TEHEPHPYEMBIX HPOrPaMMHO-AMMAPATHBIM CTEHIOM, W IIOTO-
KOB, COZIep KaIllXCs BO BHEIIHEH 0a3e JaHHbIX, MPOBOJMICS Ha OCHOBE 3a-
JAHHBIX NpaBWI. B 4acTHOCTH, B KauecTBE OHOTO U3 TAaKHX TUIIOBBIX MPaBUII
HCTIOJIF30BAJTIOCH CIIEMYIOIIee YTBEPIKICHUE: «COOBITHE OE30MacHOCTH O CKa-
HUPOBAHUH TOPTOB PETUCTPUPYETCS TOIBKO B TOM CIIy4ae, €CIIU C OJHOTO U
toro xe [P-angpeca Ha apyro#i IP-anpec ObuTH BIC/IaHBI TAKETHI HA Do0JIee YeM
10 mopTOB, MpUYEM Ha KaXXIbIH MTOPT MPHUIIUIOCH MEHEE 5 TAaKETOBY.

Taxxe B kauecTBE TECTOBOM 3a/laud MPOBOAMIACH arperanus no of-
HOMY H3 mosei 3arojioBka TCP-makeTa, B poJid KOTOPOTO BHICTYHAJIO IMOJIE
src_ip, onpenemnstomee [P-anpec ncrounmuka.

Bcero TtectoBas mporpamMma aHajm3a cojAepiKala YeThIpe 3adauu
MapReduce, ¥3 KOTOPBIX JBE OTBOIMJINCH HA HCIIOJHEHHE BBIIIC OMHMCAH-
HOTO TIpaBHJIa M IBE MUCTIOIHSUIA (DYHKIIHIO arperarii.

Pemenne 3agaun aHanu3a no NpaBHily OCYIIECTBIISIOCH B [1BA 3Tama.
Ha nepBom stane Ha ¢aze Map u3 Bcero tcp-3arojioBka B KauecTBe KJIIOYa
BBIOMpAJICS TPUILIET <src ip, dst ip, dst port>. B kauecTBe 3HaueHUs
nepeiaBayiach eanHuna. Takum obpa3zoM, Ha (ase Reduce myrem cioxeHus
CIPYNIMPOBAHHBIX IO KJIIOYY 3HAYEHUM BBIYMCIIIIOCH KOJMYECTBO IIaKe-
TOB, IPULIEAIINX Ha KOHKPETHBIN NOPT KoHeuHoro [P-agpeca ¢ qpyroro IP-
aznpeca. [Tpu 3anmcu pesynbrara K04y ocTaBaycsi 0e3 U3MEHEHHs, a B Kade-
CTBE 3HAYCHHUS IEpelaBaloch CyMMapHOE KOJMYECTBO MaKETOB, ITOCTYyIa-
omee Ha 3TOT mopT. [IpudeM, cOTacHO YCIOBHIO 3a1add, B BBIXOJHOU
(haiir momagamy TOJNBKO T€ MaPhl KKIFOY — 3HAYCHUEY, TIC CyMMa MaKeTOB,
NOCTYMAIONIMX Ha MOPT, OblIa MEHBILE IISITH.

Ha BTOpoM 3Tare aHanm3a 1mo mpuUBEICHHOMY BBIIIE MTPABIITY Ha (a-
3e Map B KauecTBe KIFoua BbIOMpayach mapa <src_ip, dst_ip>. B kaue-
CTBE 3HAYCHUS OTIPABIUIACH QYHKIHA count(), OMpeAessIomas Koxmde-
CTBO TMAKETOB, MOCTYNUBIIMX Ha TOpPT (W3 TpEABIAYINEro J3Tama
MapReduce). Ha daze Reduce xoaudecTBO 3HAYCHUH MO KKIOMY KITIOUY
OKa3bIBAJIOCH PAaBHBIM KOJIIMYECTBY MOPTOB, HA KOTOPHIE IEepeIaBaINCh Ta-
keTbl ¢ ucxoadawero IP-agpeca Ha ueneBoit [P-anpec. CornacHo yciaoBHIO
3aJ]a4M, eCJIM KOJMUYECTBO MOPTOB Oosbie 10, TO KITI0Y M KOJIMYECTBO MOP-
TOB 3aIMCHIBAJTIMCH B BBIXOHOM (paiin.

Arperanus IpoBOJWIACH IO OJHOMY M3 IOJEH tcp-3arogoBka. JTa
3ajada pelrajgach Takke B JABa 3Tama. Ha mepBoM 3rTame, Hampumep, Ui
moist src_ip, B (aze Map KITIOYOM SABISUIOCH Ssrc_ip, a 3HAaYEHHEM —
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enunuia. Takum obpa3zom, B (ase Reduce myreM ciiokeHus1 3HAUCHHUI 110
KJII0YaM ONPEeNsIoch, CKOIBKO BXOXKAECHUI UMeeT TOT MM MHOH src_ip
B HMCXOJHBIX JioraXx. Ha BTOpoM »Tame B ¢asze Map mpuinemmias mapa
«KITI0Y — 3HAYCHHE) MepegaBaiock Ha Reduce B kauecTBe 3Ha4YCHHUS, a caM
KIIF0Y ocTaBaics mycTeiM. B (aze Reduce BEIMONHSIICS TOUCK MaKCHMAllb-
HOTO ¥ MHHHMMAJIbHOTO YHCJIa BXOKACHUH src_ip, a TAKKe BBIYMCIISUIOCH
CpellHEe YHCII0 BXOKICHUM.

B xone skcnepuMeHTaIbHBIX HCCIIEJOBAHUNA MPOBOIUINCH MHOIO-
KpaTHBIC 3aMepBl BpeMEHH 00pabOTKH OOJBIINX MAaCCHBOB JAHHBIX, COOT-
BETCTBYIOIINX BXOIHBIM ITOTOKaM CHCTEMBl MOHHTOpPWHTA CETEBOH 0e3-
OITACHOCTH, B 3aBUCHMOCTH OT 0OBEMOB ITHX (aiJIoB U KOJIHUYECTBA pabo-
YUX MaIlvH, BXoaanmx B kmactep Hadoop. O0beMbr paiinioB co BXOIHBIMA
MOTOKaMM uM3MeHsutich B auamnas3one ot 0,5 mo 3 I'b. KoanyectBo mammaa B
BBIYUCIIATENIFHOM KJIacTepe paBHSIIOCH 3, 5 Win 7 €OUHUI.

Pe3ynbTaThl SKCIIEPUMEHTANIBHOM OLIEHKH BpeMeHH 00paboTku (aii-
JIOB BXOJTHBIX ITOTOKOB B 3aBHCHUMOCTH OT 00BheMa Harpy3KH M KOJHYECTBA
y3JI0B B KJIaCTepE MPEICTAaBJICHBI B TaOJMIC 2 ¥ HA PUCYHKE 5. YUHUThIBa-
JIOCh «YHCTOE» BpeMsi 00paboTKK Harpy3ku 0e3 yuera HacTpoiiku Hadoop.
OKcneprMeHTaIbHbIE OIIEHKH PacCUUTHIBAIIMCH Kak cpeqHue apudmernye-
ckue 3HaueHus 3a S0 MpoTroHOB.

Tabnuna 2. nurensHOCTH 00pabOTKH BXOJIHOU HArPY3KH (CEK)

O0beM BXOTHOU KosnnuecTBo y3710B B Kiiactepe
Harpysku, I'b 3 5 7

0,5 76,41 61,85 51,65

1,0 135,98 106,38 102,00

1,5 208,18 161,35 158,93

2,0 322,28 202,32 179,05

2,5 409,81 259,08 210,91

3,0 522,30 357,98 245,12

Tak kak paccMaTpuBaemasi CUCTEMa MOHUTOPHUHTA CETEeBOI Oe3omac-
HOCTH siBisieTcs: pasHoBuaHocThio CEP-cucTeM, TO mpezcraBiisieT HHTEpec
3aBUCHMOCTh BpEMEHH 00pabOTKH JaHHBIX HE OT 00beMa BXOJHOM Harpys-
KH, a OT KOJINYECTBa COJEPIKAIIMXCS B Hel coObITHii. Onienka oobema J1aH-
HBIX, cojiepkanuxcs B (ainax ¢popmara *.pcap, MOKa3bIBACT, YTO CPEIHHUN
o0beM onHOW 3anucu B (Qaine ¢opmara *.pcap COCTaBIsieT MPUMEPHO
600...620 Oaiit. Beibepem aist Hero 3HaueHue 612 Gaiir.

Torma MOXXHO HIepeHTH OT AaHHBIX, IPEICTABICHHBIX B TabnHIE 2 U
Ha PUCYHKE 5, K 3aBUCHMOCTH BPEMEHH 00pa0OTKU JaHHBIX OT KOJIMYECTBA
Y3JI0B B KJIacTepe M OT KOJHYECTBAa COOBITHH, TMOCTYNHUBIINX Ha 00paboT-
Ky (PHCYHOK 6).
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Puc. 5. 3aBUCHMOCTD JUTUTENBHOCTH 00PabOTKH JAaHHBIX OT 00beMa BXOIHON
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Puc. 6. 3aBUCHMOCTD JUTUTENIBHOCTH 0OPaOOTKH AAHHBIX OT KOJIMYECTBA
00padaThIBaeMBIX COOBITHH M KOJMYECTBA Y3JIOB B KJIacTepe

OT 3aBHCHMOCTH, TIPHBEICHHON Ha PUCYHKE 6, TIepeliaeM K OICHKE
MPOU3BOUTEIBHOCTH CHCTEMbl MOHUTOPUHIA, KOTOPYIO OyZeM U3MepsTh C
TIOMOIIIBIO KOJIMYECTBAa COOBITHH, 00pabOTaHHBIX 32 €AMHUIYY BpeMeHH. BBe-
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JIEM B PacCMOTPEHHE MHTETPAIbHYIO U YACTHYIO MPOU3BOAUTEIBHOCTH CH-
crembl. IHTerpaiibHas mporu3BOIUTENILHOCTh CUCTEMbI ONIPEIENSIETCS KaK:

YucnoCobuvim uii
Humezpanvn asllpouzeo0 umenvnocms = D

BpemsObpab omxu ’

rae YucrnoCobvimuti — o01iee KoInm4ecTBO 00pabOTaHHBIX COOBITHI; Bpe-
m06pabomku — cpeaHee BpeMs 00paObOTKH cOObITHI (CeK).

YacTtHast MPOU3BOIUTEIBLHOCTh CHCTEMBI OMPEACIIACTCS CIICAYOIIIM
obpazom:

YucnoCobwvim uit

Yacmuasnllpo uzeooumens Hocmes =

)

BpemsaObpab omxu * YucnoyYsznos

rne Yucno Y3106 — KONMIECTBO Y3JI0B B BEIYHCINTEIHHOM KIIacTepe.
PesynbpraThl pacuera MHTErPaJIbHOM M YaCTHOM MPOU3BOAUTEIBHO-
ctu o opmynam (1) u (2) mpuBeneHs! Ha puUCyHKax 7 U §.
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-—a-5
——3

)
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=)

\

h{

\
\

_.
o
o

|

UHTerpanbHas npousBoauT-Th, cob/cek (10**3)
]
o
} \

o
o

o
=)

0,9 18 26 35 44 53
Kon-Bo co6bITUi, MIH.

Puc. 7. 3aBucHUMOCTb HHTETPAIEHON IPOU3BOJUTEIBHOCTH CUCTEMBI OT KOJIMYECTBA
00padaThIBaeMbIX COOBITHH M KOJTHIECTBA y3JIOB B KJIacTepe

AHanu3 3TUX JaHHBIX MO3BOJISIET CAENATh CIEAYIOIME BHIBOBL. Bo-
NIEPBbIX, YBEJINUEHHE KOJIMUECTBA y3JI0B B BEIYUCIUTEIBHOM KJIACTEpE MpH-
BOAUT K YBEJIHMUEHUIO UHTErPANbHOM MPOU3BOAUTEIBHOCTU CUCTEMBI. DTO
BUJIHO, €CJIM CPaBHMBATh MEXIy c000il rpaguku Ha pUCYHKe 7 TpW pas-
JIMYHBIX 3HaYCHUsX napamerpa YucioCobbimuil.
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Puc. 8. 3aBHCHMOCTb YaCTHOH MTPOU3BOJUTEIBHOCTH CUCTEMBI OT KOJIIMUECTBA
00pabaTbIBaeMBIX COOBITHI M KOTMYECTBA Y3JIOB B KJIaCTEpe

B T0 e BpeMs AJIsl YaCTHOM IPOU3BOJUTEIFHOCTH CHCTEMBI HaOIII0-
JaeTcst Apyrast KapTuHa. YacTHas MPOM3BOANTENBHOCTh CUCTEMBI IIPU KOH-
¢uryparmm, B KoTopoit YucioVsios = 3, mpakTHUECKH MPH BCEX 0ObeMax
BXOJHOW HAarpy3KH SBIsIeTCs MakcuManbHOW. [IpaBma, mpm OGompmoi u
CpenHeH Harpy3ke OHa HauMHAeT MajaTh. B 3TOM ciydae OHa MPaKTUIECKH
COBIAJIAET C YaCTHOM MPOM3BOAUTEIBHOCTBIO Il KOHQUTYpaluK, B KOTO-
poit YucnoVsnoe = 5. A npu 0oJbLIOI Harpy3ke Ui BceX TpeX KOH(DUTY-
panuii YacTHasi IPOM3BOAUTEIBLHOCT COBIAAET.

Kpome Toro, u3 pucynka 7 BUJHO, IPU KaKUX Harpyskax U KOHQH-
Typanusx 4acTHasl IIPOU3BOJUTENILHOCTD JJIOCTUTAeT CBOETO MaKCUMyMa.

Jns ycnoBust YucnoVsnos = 3 MakcuUMyM 4acTHOM MPOU3BOIUTEND-
HOCTH JIOCTUTAETCs IIPH MAJIOW Harpyske, Haxopsmeics B auamnazone ot 0,9
710 2,6 MIUIITMOHOB COOBITHI. B 3TOM cilydae yacTHast IpOM3BOJUTEILHOCTh
JOCTUraeT mHKa, paBHOro 4,3*103 cobwituii B cexynmy. Jlusa Kondurypa-
LMY, B KOTOpor Hucno¥Y3no6 =5, MakCUMyM 4acTHOW IPOU3BOAUTENBHOCTH
JIOCTUTAETCS TIpHU cpeaHer Harpyske (oT 2,6 no 4,4 MIJITHOHOB COOBITHIA).
DToT MakcuMyM pasHserca 3,5%10° coObitmii B cekynmy. Hakomew, s
ycnoBust Yucno Y3106 = 7 MakCUMyM 4aCTHOW NMPOU3BOJUTEIBLHOCTH JOCTH-
raercs mpu 0oJbIoi Harpyske (ot 4,4 1o 5,6 MUILTHOHOB COOBITHIT). TeH-
JICHIMSI YBEJIMUCHUSI YaCTHOW NMPOU3BOIAMTEILHOCTH COXpaHseTcs. MoKHO
OXKHJaTh, YTO NPH JajbHEHIIEM YBEINYEHUN BXOJHOW HArpy3KH 3HaueHHE
YaCTHOM MPOU3BOIUTENBHOCTH OyIET U JIANbIIE YBETMYHBATHCS.

Takoe moBeneHHE YacCTHOW NPOW3BOIUTEIBHOCTH TPH pasUIHOMN
BXOJHOW Harpyske OOBSACHAETCS CIEeIyIOIMMHU MpUYMHAMH. Bo-nepBbIX,
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st KoHurypauuu, B kotopoi YucrnoVsznoe = 3, kaxIplil y3en Kiacrepa
O4YeHb OblcTpo Harpyxkaercs. OHAKO TNpH JabHEHIIEM YBEIUYEHUU
Harpy3Ku KJIacTepHBIE Y3JIbl UCTIBITHIBAIOT MEPETPY3KY, YTO OTpaXKaeTcs Ha
CHIYKEHUH YaCTHOW MPOU3BOIUTENLHOCTH. HackleHne y3oB py yclioBUU
Yucno¥3noe = 5 NpoUCXOAUT MPU CpeAHEN BXOAHOW Harpyske. JlanmbHei-
iee ec yBEJIMUYCHHUE MOXKET IIPUBECTH B TEperpyske y3ioB kiacrepa. [Ipn
yermosun  YucnoVsnoe = 7 nmnsg paccMaTpUBaeMBIX OOBEMOB BXOIHOU
HArpy3KH HUKaKOH Meperpys3K y3J10B HEe HaOII0maeTcs. Y3Ibl IOCTETIEHHO
BXOJISIT B HACHIIIICHUE.

HekoTopsie pacxoxmeHNs W3MEpeHH Ha pUCYHKaxXx 7 U 8 OT omu-
CaHHBIX BBIIIC OOUIMX TEHACHIMH IMOBEJCHHUS] WMHTErPajbHOW M YaCTHOMN
MIPOU3BOUTENIEHOCTH MOXKHO OOBSCHHUTD PSAOM MPUIHH, KOTOPHIE OIpese-
JSIF0TCsl puHIMnaMu padotel Hadoop u, B wacTHOCTH, (ailioBOil cCHCTEMBI
HDFS. B nammx sxcnepumentax cuctema HDFS Obina pa3BepHyTa Ha of1-
HUX U TeX )K€ JKECTKUX [HCKax. B pesynbraTe B psife ciydaeB padoOTy
Hadoop wmormu TOpMO3UTH OJOKMPOBKH IpH OOpamieHUH K Yy3iaMm
DataNode, pacrnoyioyxeHHBIX Ha OZJHOM U TOM JK€ JKECTKOM Jucke. Ham cie-
JnoBayio Obl pasHecTH Bce y3ibl DataNode 1o pasHBIM JKECTKHM JHCKaM.
OnHako 3TOT ciydail Mbl paccMaTpHBaeM Kak OyIIyIHe HCCIIeTOBaHUs.

3aBepinas aHaU3 MOJIYYCHHBIX SKCIICPUMEHTAIBHBIX PE3YIbTATOB,
CJIEIyeT OTMETUTh, YTO OHH HE MIPOTUBOPEYAT Pe3yNIbTaTaM, IOITyICHHBIM B
JIPYTUX U3BECTHBIX padoTax [9, 10, 12]. DTo MO3BOISIET TOBOPUTH, UTO TPO-
M3BOAMTENBHOCTh Pa3pabOTaHHON HAMH CHCTEMBI SBISICTCS HE XyXKe, 4eM
JUT W3BECTHBIX CHCTEM, HECMOTpPSI Ha HAIMYHME BBHIYHCIUTEIBHBIX OTPaHU-
YEeHUM, CBOMCTBEHHBIX ceTsaM [oT.

6. 3axuouenue. B HacTosmeli craThe MpeaioskeH HOBBIN MOAXO0. K
TIOCTPOSHHIO CHCTEM MOHHUTOpHHTra Oe3omacHocTH cereit [oT, ocHOBaHHBII
Ha peajM3alliy MapauIeIbHOM MOTOKOBOH 00pabOTKU NaHHBIX O COOBITHIX
6e3omacHocTh. CornacHo 3TOMY HOAXOAY, CHCTEMa MOHHTOPHHIA CETEBOM
6e3omacHocTH peanusyeTcs Ha iardpopme Hadoop ¢ BO3MOXKHOCTBIO HC-
mons3oBanus Texaonoruun CEP. [pemraraemas apxuTekTypa pa3pabaTbiBa-
€MOI CHCTEMBI MapauIeIbHON 00paOOTKU JaHHBIX JJII MOHUTOpHHTA 0e3-
oracHoctH cereil [oT BkiIIOYaeT KOMIIOHEHTHI, OTBETCTBEHHBIE 3a cOOp,
XpaHCHHe, HOPMAIM3AIMI0 W aHAN3, a TaKXKE BU3yalH3alMI0 JTaHHBIX.
Hopmamm3zamus, aHamu3 ¥ BH3yaln3alus JAaHHBIX OCYIIECTBISIOTCS B pe-
KUME «HA JIeTy». XpaHeHHE JaHHBIX OCYIIECTBIIETCS B paclpeneleHHON
¢aitmoBoit cucreme Hadoop, 9To MOBHIIaeT HAAEKHOCTh XPAHEHHS M OIIe-
paTHBHOCTH 00Pa0OTKHU 3aIPOCOB K TaHHBIM.

Peanmaunﬂ CUCTEMBI [JIA TNPOBEACHUA €€ 3KCHepHMeHTaHBHOﬁ
OLICHKH ObIJIa BBIMTOJHEHA C YYE€TOM BBIYHCIIUTCIIbHBIX OFpaHH‘[eHHﬁ, CBOM-
cTBeHHBIX ceTaM [oT. BXxogHbie TOTOKM MOAECIUPOBATIUCH ITyTEM MCIOJbB30-
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BaHUs CICIHAILHOTO CTEH/A, TEHEPUPYIOIIEro COOBITHS OE30MAaCHOCTH BO
¢parmenre cetn [0T, u ncnonb30BaHus BHELIHEH 0a3bl TaHHBIX O Tpaduke
B peaJibHOW KOMITBIOTEPHOUM CETH. DKCIEePHUMEHTAJIbHAs OlCHKa pa3pabo-
TAHHOM CHUCTEMBI TOKa3aja, YTO, HECMOTpPS Ha HAJMYUE OTPAHUYEHUIl B
BBIYHMCIIMTENBHBIX pecypcax, CHCTeMa 00JIalaeT JOCTaTOuYHO BBICOKOH IPO-
WM3BOAMTENBHOCTBIO, CPABHHMOW, a B HEKOTOPBIX CIIydasiX 3HAYUTEIHHO
MIPEBBIAIONIEH U3BECTHBIE Pealu3allu.

JanpHeie ucciefoBaHus TUTAHUPYETCS IMPOBOIWTH B HAIlpaBlie-
HUU COBEPIICHCTBOBAHUS Pa3pa0OTaHHON CHCTEMBI MOHHTOPHHTA CETEBOU
0€30MaCHOCTH 3a CYeT IOBBIMICHUS CKOPOCTH OOpamieHui K OJoKaM JaH-
HeIX (aitoBoii cucrembl HDFS u Gojiee MIMPOKOrOo BHEAPEHUSI CPEACTB
peamm3armn CEP. B wacTHOCTH, TUTaHUpyeTCs pean30BaTh KOMIIOHEHT
HOpMaJM3allid M aHalu3a JaHHbIX B cpeae Spark. Tawoke IuiaHupyercs
U3Y4YHUTh BIIMSHHUE IPOMYCKHOM crocoOHocTH ycTpoucTB cetd loT Ha ad-
(eKTHOCTh PabOTHI CUCTEMBI.
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Abstract. Internet-of-Things networks are applied in many areas of people life now. A
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to analyze very large volumes of data, heterogeneous by the nature, in real time and with the
minimum computing expenses. Taking into account the features of computational capabilities
of Internet-of-Things networks the architecture of the system for parallel big data processing
based on the data processing technology named as Complex Event Processing and the parallel
computing platform Hadoop is offered. The issues directly connected to the architecture of the
system and with implementation of its principal components are considered. These components
are: data collection component, data storage component, data normalization and analysis
component, and data visualization component. An interconnection between components is
provided by means of the Hadoop Distributed File System that is a basis for creation of the
distributed data storage. The data collection component organizes the distributed data
acquisition and their storage in the data storage component. The data normalization and
analysis component transforms data to a uniform format and processes them by means of
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J.B. CAMOWMJIEHKO, M.A. EPEMEEB, O.A. ®1HBKO, C.A. JIMYEHKO
MAPAJUIEJBHBIN IMHEMHBINA TEHEPATOP MHOTO3HAYHBIX
ICEBJOCJIYYANHBIX IOCJEJOBATEJIBHOCTEM C
KOHTPOJIEM OLLIMBOK ®YHKIIMOHUPOBAHMUSI

Camotinenxo /1.B., Epemees M.A., @unvko O.A., Juuenko C.A. TlapanienbHblii JUHEHHbIN
reHepaTop MHOrO3HAYHBIX IICeBAOCTYYAHHBIX MOC/IeA0BATEILHOCTEHl € KOHTpOJIeM
omM00K (PYHKIMOHUPOBAHUS.

AnHotauusi. Ilpennoken mapayulenbHBIH — JIHHEHHBI TeHEpaTOp MHOTO3HAYHBIX
IICEB/IOCIYYaiHBIX IOCIEI0BATEIbHOCTEH, (QYHKIMOHUPYIOIMH B YCIOBHSAX TI'CHEpaLlHU
annapaTHeIX OMIMOOK, 00YCIOBICHHBIX JECTPYKTUBHBIMU BO3JCHCTBHSAMHM 3JI0YyMBIIUICHHUKA.
PaccMoTpeHBI OCHOBHBIE BHABI MOXH(MHKAMU IMICEBAOCIYYaiHOH MOCIETOBATEIBHOCTH IIPU
aTakax 3JI0yMbINUICHHUKA. OTINYUTEIbHOH 0COOEHHOCTHIO PacCMaTPUBAEMOr0 HTEPATHBHOTO
mporecca  o0ecredeHHs  JOCTOBEPHOCTH  BBIYMCIMTENBHBIX ~ ONEpaluil  sBIAETCS
«apuMeTH3alns»  BBIYUCIUTENBHBIX  ONEpalliii  IyTeM  MPEICTAaBICHUS  CHCTEMBI
MOPOXK/IAIOIIHUX PEKYPPEHTHBIX JIOTHYECKUX (OPMYT KaK CHCTEMBI MHOTO3HAYHBIX (DYHKITHH
anreOpsl Joruku. Ilocnenyromias peanm3anyiss MHOTO3HAYHBIX (YHKIUMH anreOphl JOTHKA
MIOCPEICTBOM apU(METHYECKHX MOJMHOMOB MO3BOJIMIA PacHapalUICIHTh MPOIECC TeHepaliu
MHOTO3HAUHBIX IICEBIOCIYJaiHBIX MOCICIOBATENBHOCTEl U HUBEIUPOBATH CYIIECTBYIOIIYIO
CJIOKHOCTh (CHenU(pHKY) KPUITOrpadhUuecKuX MpeoOpa3oBaHUil JIOTMYECKUX THIIOB JaHHBIX,
OTPaHUYMBAIOIINX IPUMEHEHHE METOJOB H30BITOYHOTO KOAUpOBaHHA. B pesymbraTe
MIPEJUIOKEHO pEIIeHHe, MO3BOJIIONIee HPHMEHHTh H30BITOUHBIE MOIYJLIPHBIC KOIBI JUIS
KOHTPOJIsI 6€30MIMO0YHOCTH NPOU3BOAMMBIX BBIYHCIUTENBHBIX OIEPaldi y3IaMH TeHeparin
TICeBAOCIyYaiHOM mocnenoBaTenbHOCTH. I[IpyueM B OTIAMYME OT U3BECTHBIX pELICHUI
mpeuiaraeMelii - MeTon — oOecrmedmBaeT — MONydeHHe  (PAarMEHTOB  IICEBIOCTydaifHOU
IIOCIIEZIOBATEIbHOCTH HA OCHOBAHHU OJHOHW DEKypCHUBHOH apudMeTHYecKoid (opMyisl ¢
MapajuleNbHbIM  KOHTpONeM omuOOK BbluucieHuil. IIpumeHeHme MomymspHEIX (opMm
MO3BONUIO MEPEeHECTH BBUHCICHHS U3 apH(METHKH IO pPAIMOHANBHEIX 4dHCEl B
LETOYHNCIICHHYIO apr(METHKY IIPOCTOTO MOJIS.

Cpeau CyLIeCTBYIOIIEr0 MHOT000pasHs KOIOB, UCHPABIISIONMX OLIMOKH (MaKCHMMalbHO

Pa3HECEHHBIX KOJOB), 0cO00€ MECTO 3aHHMAIOT MHOro3HauHble Koibl Puma — ComomoHa.
IMpumenenne komoB Puma — Comomona mnpu  (HOPMHPOBAHHUH — IICEBIOCIYYAHBIX
MOCIIeI0BATENbHOCTEH MO3BOJISIET (dopmupoBaTh KOJI0IIO0J00HbIE CTPYKTYDBIL,

OCYIIECTBIISIOMNE KOHTPOIb M 0OCCIEYCHHE JOCTOBEPHOCTH BBIYUCIHTEIBHBIX OINEPALHii.
IMoydeHE! pacyeTHBIC JaHHBIE BEPOSITHOCTU 0€30TKa3HOW pabOoTHI MapajuIeNIbHOTO JIMHEHHOTO
reHepaTopa MHOTO3HAYHBIX MCEBAOCTYYaiHBIX MOCICIOBATEIBHOCTEH ¢ (yHKIHEH KOHTPOIS
omubOK M0 NPHUHIMIY (GYHKIMOHHPOBAHUS — CKONB3SINEE Pe3epBUpOBaHKE. JJOCTHTHYTHIE
pe3yibTaThl MOTYT HaWTH INHPOKOE IIPUMEHEHHEe IpH pealH3aldH IePCIeKTHBHBIX
BBICOKOIIPOM3BOAUTEINIBHBIX CPEACTB KPUNTOrpahHIECKOH 3aIUThl HHPOPMALIUH.

KitoyeBble €10Ba: ¢-3HAYHbIC IICEBAOCIY4YalHbIC —IOCICIOBATEIBHOCTH, JIMHCHHBIC
PEKyppEeHTHBIE PETHCTPBI COBUTa, MOIYJIIpHAs apU(METHKA, MOIYJIPHBIE (JOPMBI MHOTO3HAYHBIX
(byHKIMI anreOpbl JIOTHKH, CPEICTBA KpUITorpaduyeckoit 3aimutbl vHGopMarmu.

1. BBeaenme. [lns 3aliMIIEHHBIX HHQOPMAIMOHHBIX CHCTEM
cpeactBa kpuntorpaduueckoi 3ammrtsl uHpopMaruu (CK3M) seistrorces
KIIOUYEBBIMH ¥ HallpaBJIEHHBI Ha  oOOecleueHne  KayeCTBEHHBIX
XapaKTepUCTHK 1ie7eBor (pyHKn — uH(popmupoBanus [1-3].
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Oco0eHHOCTh peanbHBIX ycnoBwid ¢yHKunonupoBanms CK3U
XapakTepu3yeTcs  HalWdheM  psja  HE3aBUCHUMBIX  JECTPYKTHBHBIX
BO3ACHCTBUI (aTak) 3JOYMBIIIICHHWKA, IENbI0 KOTOPBIX SIBJISETCS
cHkeHue OesomacHocTH (yHKIHoHMpoBaHus y3noB CK3U. I[Ipu stom
CpeAn CyIIECTBYIOMIET0 MHOTOOOpa3 s M3BECTHBIX aTak 3JI0yMbIIUICHHNKA
Ha CK3U [4, 5] ocoObiM cunTaeTcsl BHUA arak, OCHOBAaHHBIM Ha
MHUINWAIA3AIAN  almapaTHRIX ommOok ¢yHkuuonupoBanusts CK3U u
HalpaBJICHHBIH Ha TEHEepalui0 MacCOBBIX COOEB MX AJIEKTPOHHBIX
KOMIIOHEHTOB. JIerko 3aMeTUTh, YTO Cpeau OCHOBHBIX komnoHeHToB CK3U
HanOoJiee YyBCTBUTEIBHBIMU K aTakaM, OCHOBAaHHBIM Ha WHHUIMAIH3AIUN
anmapaTHbIX  OMMWOOK  (YHKIMOHWPOBAHUS, SBISIOTCS  T€HEPAaTOPHI
ncepnocayyaiiHeix nocnepoBarensHocTed (IICIT) [5]. Ha pucynke |1
IIpeicTaBlIeHa CXeMa OCHOBHBIX BUIOB Moxudukarun [1CII.

IIpu »TOoM oOueBuAHA mpsiMas  3aBUCHUMOCTb  OE30IACHOTO
¢ynkimonnpoBannss CK3U ot y3noB ¢opmupoBanus IICII, xauectBa
KOTOPBIX BO MHOT'OM ompeenstoT cBoiictBa CK3U B mienom.

B mHactosmee Bpems Juii  obecriedeHHs — 0e30MIMOOYHOCTH
MPOM3BOAMMBIX  mpeoOpazoBanuit  y3nmamu  ¢opmupoBanus  [ICIT
pa3paboTaHO MHOXECTBO METOAOB, HanOoyiee pPacCHpPOCTPAHEHHBIMU W3
KOTOpPBIX  SIBIIFOTCSL  CTPYKTYPHBIE METOJbl OOHApyKCHHS OLIMOOK:
MIO3JIEMEHTHOE PE3epBUPOBaHUE, TyOJIMpOBaHWE, HM30BITOYHAS JIOTMKA W
IpyTHe, 00ecIeYnBaIONINe TOCTATOYHYI0 O0OHAPYKUBAIOIIYIO CTIOCOOHOCTH,
OJTHAKO IIPU 3TOM TpeOyrome OONBIINX anmapaTypHbeIX 3arpar [6]. U3
obsracty IM(POBON CXEMOTEXHHKH M3BECTHBI PEIICHHS, 00CCIeUNBAIOIINE
0€3011M00YHOCTh MTPOU3BOAMMBIX NpeoOpasoBanuii Haja aBonyHbiMu [1CTI,
KOTOpBIE OCHOBaHBI Ha WCIIOJIB30BAHMH METOJOB M30BITOYHOTO OJIOYHOTO
komupoBanus. OpHako B page ciaydaeB  crenupuka  (CIOKHOCTB)
KpunrTorpaguyeckux mpeoOpa3oBaHMN  JIOTHYECKMX  THIIOB  JAaHHBIX
OTpaHUYMBaET MPUMEHEHHE JaHHBIX METOJI0B KOHTPOJIS.

B pabotax [7, 8] npemioxKeHs! pereHns, TPEeoa0IeBaOIINE CI0KHOCTD
NPUMEHEHHs1 KOJOBOTO KOHTpOJsl y31moB (opmupoBanusi asonunoi I[1CII,
OCHOBaHHBIE Ha <«@pu(MeTH3amum» JIOTHYECKOTO cYeTa M MPHMEHEHHS
ammapara KOJOB  CHCTEMBl OCTaTOYHBIX  KJIAcCOB, OOECHEUYMBAIOLIME
HEOOXOMMMBIN YPOBEHb JOCTOBEPHOCTH HX (DYHKIMOHMpOBaHMS. OmHAKO
OCOOCHHOCTh TMOJYYCHHBIX PEIICHHH OrPaHHYMBACTCS HCKIFOUMTEIIHHON
MpUMEHNUMOCThI0 TIpH  (opmupoBanuu aBonuHbIX IICIT. Bmecre ¢ tem
JaJbHelIIee pa3BUTHE M TpoekTHpoBaHHe nepcrnekTtuBHeIX CK3M mHOrme
CIIEUAINCTHI CBS3BIBAIOT C MPUMEHEHUEM MHOI'O3HAYHBIX (DYHKIMI areOpbl
norukn (M®AJI) [9, 10]. IpumenntensHo xk MHorozHaunbiM [ICII, Takue
petrenust o0yCJIOBJIEHBI B IEPBYIO OdYepellb HAJIMYMEM Oojiee IIMPOKOro
CIIEKTpa YHUKAJBHBIX CBOMCTB 10 cpaBHeHmto ¢ mBomuHoi IICIT [10-12].
BcenencrBue 3T0r0  BO3HMKAET HEOOXOIMMOCTH OOOOIIEHHMS IOJTy4YEHHBIX
pelreHni 1 0OecTiedeHHsl JIOCTOBEPHOCTH  (DYHKIMOHHWPOBAHUSA  y37IOB
(hopmupoBanus MHOro3HauHbIX T1CII.
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/h ..... v v eSIMHHOVIIIIIINAOVE HeLe /
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NHPOPMALIMOHHAA BE3OMNACHOCTb

2. JIuHeiiHble peKyppeHTHbIe MocjaeqoBaTeIbHOCTH Hag GF(q).

W3zBecTHO, 4TO 0MH M3 3P PeKTUBHBIX criocoboB dopmuposanus [1CIT nan
GF(gq) (¢>2) ocHOBaH Ha MPUMEHEHHH IMEPEKII0YATEIbHBIX CXEM

CICIHATBHOTO  BHIA, HA3bIBACMBIX  JIMHCHHBIMH  PEKYPPCHTHBIMHU
peructpamu capura ¢ ooparHoi cesswio (JIPPC) [13-15].
B ocuHoBe cumaTesa JIPPC wmanm GF(gq) TeXdT 3aTaHHBIA

IPUMUTHBHBIN HEMPUBOIUMBIH (XapaKTepUCTUYECKHUI) MHOTOUIEH:

P2)=z +p. 27+ p. 2 .+ Dy,
rae p; € GF(q), r — crenenp nonuHoMma P(z), re N, GF(q) — none

laya U3 g 37€MEHTOB M MOCTPOEHHOE B COOTBETCTBUHU C HUM OJHOPOIHOE
PEKyppPEHTHOE YpaBHEHUE:

Sprr = T PrSner—1 — Pro2Spar—2 7o+ T P1Spi1 T PoSu
WU
Sn+r = pr—lstz+r—1 @ pr—2sn+r—2 @ @ plsn+1 @ pOSn (mOd q)? (1)
rne n=0,1,2,...; p; €GF(q),0<j<r-1, @ — CUMBOJI CIOXEHHS
mo (mod ¢q) .
B o6mewm ciiyaae JIPPC vag GF(q) cCOCTOWT M3 KOHCTPYKTHBHBIX
DJIEMEHTOB: SYEEK Dj (j=0,1,...,r=1), cymmaropoB mo mod g,
ycunuTeneil mo mod ¢ M MMeeT Ha4albHOE 3ANOTHEHUE: S, Spy ... S, -

Ilox «suelikoi» MOHUMAaeTCs MNapayebHbIN [log2 q_| -pa3psIHbINA
perucrp (’—x-‘ — HanMeHbIIee IeJI0€ YHCIIO PaBHOE MIIM MPEBBIIIAIOIIee
x). Ilocme mepsoro Ttakta paborsr JIPPC mam GF(gq) comepxur
3allOJIHEHHUE S|, S, ..., S, . B nenom ¢g-JIPPC renepupyer OeckoHEUHYIO
@-3HaYHYI0 TIOCIEHNOBATEIBHOCTD ), S;, Sy, .cvs Sp_y5... C IEPHOTOM

¢ —1 (Upu HeHyIEeBOM HCXOJHOM COCTOSHHH), NPHYEM KaKIO€

HCHYJIEBOE  COCTOSIHME  MOSIBJIAETCS  OOUH  pa3  3a  IEepHoJ.
ChopMupoBaHHBII CErMEHT BBIXOZHON IOCIEAOBATENBHOCTH JUIMHBI

q" —1 snserca IICII nan GF(q).
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B TepMuHax nuHeHHOW aireOpbl OYepelHON ¢-3HAYHBIA DIIEMEHT

IICII s,,,, BBIUMCIAETCS MPOM3BEICHUEM [8]:
Spr ! Spar-1 ! Pra 1 0 .. 0
Spar-1 Spar-2 P 0 1 .00
= X : ,
Sn+2 Sn+1 p 00
! Sea ] L Se | P O 0 ... 0]

rne T — cuMBOJ TPaHCIIOHMPOBAHMSI.
Ha pucynke 2 mnpexacraBieHa o0oOmieHHass — rpad-cxema
¢ynkupronuposanus JIPPC nan GF(q) , reHepupytoniero g-3naunyto [1CTL

> Snir > Spirp T —» Spyg ————————————» Sp — >

l l l |

swr ~pn—>Q “pe—Q QR  p—Q
| l l
D < Do e DO

Puc. 2. I'pad-cxema pyukuuonuposanus JIPPC nag GF(q)

3. MHoro3HayHble (QYHKIUUA anaredpbl Jgoruku. OmuH u3
mpocrefimmx u B Toxke  BpeMs  3(QdexkTHBHBIX  crocoOoB
KoHTpouisl (OOHapykeHus omubok) B vU-M Onoke g¢-3HayHoit [ICII
3aKJII0YAETCsl B CyMMHUPOBAHUH 3JIeMeHTOB U -ro 6soka [ICII mo mod ¢ n
I00aBICHNH B MOCIIEOBATEIBHOCTD OJJHOTO KOHTPOJIBHOTO 3JIEMEHTa S, C
TeM, 4ToObl cymMma dneMeHToB 1o mod ¢  chopmMupoBaHHON

IOCIIEJIOBATENIBHOCTH ~ COOTBETCTBOBAJIAa ~ HEKOTOPOMY  JTaJOHHOMY
3HaYeHnto ¢, Hanpumep 0. IIpomemypa KoHTpOIsI U -TO 6JI0Ka g-3HAYHOU

TICIT OCYIIECTBIIACTCA B COOTBETCTBHUU C BBIPAKCHUCM!

r—1

G =5, ®5,, (modg), )

*
IIpA 3TOM BBIIIOJHCHHUEC YCJIOBHA ¢, =& CBHUIACTCIBCTBYCT 00 OTCYTCTBUH

00Hapy)KUBACMBIX UCKaKCHUH, B TIPOTUBHOM CITydae U - OIIOK g-3HAYHOU
[1CII conepxut OUIMOKH.

UroOb! 00ecnednTs BO3MOXKHOCTh MPUMEHEHUSI METOMOB KOJIOBOTO
KoHTponsi K  g-3HauHeM IICII, HeoOXxoguMo  pemuTh  3a4ady
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NHPOPMALIMOHHAA BE3OMNACHOCTb

pacnapajuienuBanus nporecca Beruucienni g-3Haunoit [ICII. Tlpu stom B
pabote [16] B oOmeM BHIOE H3IOXKEH MOIXOA CHHTE3a MapaiUIeIbHBIX
renepaTopoB g-3HauHoit [ICI1 Ha apudmMeTHyecKknux MOJTUHOMAX, CYIIHOCTh
KOTOPOTO 3aKJTI0YACTCS B CIICAYIOIICM.

ITycte 50,8, 8, ..., S,_y, ... — dnementsl IICII, ynosnersopsromue
MHOT'O3HaYHOMY peKyppeHTHOMY ypaBHeHHio (1). BBuay Toro, dro

MIPOU3BOJIEHBIN 3JIEMEHT s, (nzr) MOCJICIOBATEILHOCTH
805815825 ees 8y_y,... OHpEHEISETCA HO IPEIIECTBYIOUIUM 7 dIEMEHTaM,

npezactaBuM 31eMeHTsl yyactka [ICII pnunoit 7 s s

n+roPn+r+ls e Sn+2r—1 B

BH/JIE CUCTEMBI PEKYPPEHTHBIX YPaBHEHUI:

= pr—lanrr—l @ pr—2sn+r—2 @ o @ p()s (mOd q)s
Spr+l = Pr1Sn+r ®pr 28 n4r-1 D.. ®p0 n+l (mOd Q) > (3)

Sn+2r-1 = Pr1Sn+2r-2 ® Pr2Spi2r-3 ®...0 PoS nir-1 (mOd q) >

rue [sn wr Suersl o0 Sy +2HJ — Bektop 7-Toro cocrosuua IICIT (unm

BHyTpeHHee cocrosuue ¢g-JIPPC Ha r-M TakTe paboThI).
ITo amamorum ¢ [7, 8] BBIpa3uM MpaBble YacTH CHUCTEMEHI (3) uepes
3aJ]aHHbIC HAYAIIbHBIC YCIIOBHSL:

Spr = PraSusr-1 @pr—an+r—2 D.. ®p0 (mOd q)

n+r+1 =P l(pr Isn+r l@pr ZSn+r 2 .. ®p0s )@pr 2sn+r IG_)
"®p()sn+1 (mOd (’I)a

“)
Sp2r-1 = Pr— l(p; l(pr—lsn-H —1 @pr—an-H r—2 .. ®pOS )®p; —28n4r-1 ®..
. '®p()sn+l)®pr—2 (pr—lsn+r—l ®pr—2sn+r—2 @ . '®p0Sn) @ .
. '@pO(pr—ISnJrr—l (—Bpr—ZSn+r—2 D.. 'G_)pOSn) (mOd CI) .

VYnpoctuB BbelpaxeHue (4), 3amumieM IOJYYEHHYIO CHCTEMY
PEKYPPEHTHBIX YpaBHEHHH KaK CHCTEMY # MHOTO3HA4HBIX (DyHKIUHA
anreops! Jtoruku (M®AJ]) ot 7 HepeMeHHBIX:

J1(SpipetsesS,) = pfo)lsnw @pY@s,,, ,®.. . ®ps, (modg),
f2(Sn+r—l"' ) pr lsn+r I®pzl) @Sn+r 2® ®p Sy (l’l’lOd 61),

fr (Sn+r—1" . "Sn) = pi(";Il)Sn-H‘ 1 ® p() ! ® Sptr—2 ©...® p(V l)s (mOd q)
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Koa¢ppuumenrst pi(j ) €{0,1,...,¢g 1} ynpomaiorcst (hopMHPYIOTCs)

nocie cokpamieHus Boeipakenus (5). Ha pucynke 3 npeacraBieHa cxema
napaJuieJIbHBIX BEIYMCIICHUI TeHepaTopa.

Sniroi1 Snir-2 e Sn

=@\ P —®

-2
plrtl )

-3\ \pl @
Q/ ® :
WS\
o ® V“’g‘&t@{

, ~—

® 5] ® @
Sniar-1 Sni2r-2 ot Snir

Puc. 3. I'pad-cxema nmapaiurensroro g-JIPPC, GpyHKIIMOHUPYIOIIETro B COOTBETCTBUI
¢ BeIpakeHHEM (5)

IIponeypa KOHTPOIS MPOBOJAMMEIX MTPEOOpPa30BaHU (BRIYHCIICHUI)
11 cucteMsl (5) MOATT moxker ObiTh 00ecneuena (#+1) MDAJL, kotopas

dbopmupyer B U -M O5oke g-3HauHOoM [ICIT KOHTPOJILHBIN 3JICMEHT.
Torpa cucrema (5) npuMeT BUA:

fi(SnH‘—l"'"Sn) = p/(f(i)lsnﬂ‘—l ® p)((i)Z ® Sn+r—2 D...® p(()O)sn (mOd q)7
fZ(Sn+r—1""’Sn) = pil—)lsn-%—r—l @ p£1—)2 @ Sn+r—2 @ @ p(()l)sn (mOd q)’

-1 -1 r—1
.f;'(snﬂ'fl"”’sn) = pﬁil )Sn+r71 @ pi(’CZ ) @ Sn+r72 @ @ p(()) )Sn (mOd q)’

.i;'+1 (Sn+r71 LA ’Sn) = brflanrrfl @ br72 Ds ® e ® b()sn (mOd Q)a

n+r-2
r=l1 .

rie kodddurmeHTs! Zplf” @b, =¢(mod g) (1=0,1,...,r=1).
=0
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3.1 INonrmnomuanbHast apupmernka MPAJL. B coorBercTBUH
¢ [17-20] mpousBosbHast M®AJI Moxer OBITH TNPEACTaBICHA B BHIC
apu(pMETHIECKOTO MOJIMHOMA, OJJHO3HAYHBIM 00pa3oM:

r—1
q -1 .
i .
- 0 il ir-]

A(S) - z A;Sp Syl -+ Snr-%—r—l ’ (7)

i=0
rne  a; — i-i  kodpduiuenT  apudMETHUECKOro  MOJIMHOMA;
S =58,,8,115---sSysr.1 —  aprymentsl MO®AJL  5,€{0,1,...,9-1}
w=nn+l...,n+r=10; (@ 4 ... [, ), — UPEICTAaBICHUE NapameTpa i B

q—PI‘IHOfI CHUCTEMC CUHCIICHUS:
r—l1 ) .
(g dy-eipy )y = 200" ™ (G, €{0,1, ..., g —1});
u=0

(1 g, =0,
u —
st =9 .

y
S

u

i, #0.

Jna  MOAJI wu3BeCTeH  MAaTpU4HBII  METOJ  MOCTPOCHHMS
apudmerrueckoro nojuaoma [17, 18]. Ilpsimoe u oOpaTHOEe MaTpHYHOE
npeoOpa3zoBaHKe ONPEIENSIETCs BBIPAKEHUSIMU:

_ N1 .
A=N,K ,_S;
K ®)
S = K;r—lA:
rae Nk — HOpMaJIHSPIpy}OH.[I/Iﬁ MHOXHUTCIIb, qu—l n K;l—l — MaTpuibl

MPSIMOTO X MHBEPCHOTO apudMeTndyecKkoro rnpeodpa3oBaHusi pasMEpHOCTH

q"'xq'”" (6asuc npeobpazoBanus); S — BekTOp HCTHHHOCTH MPDAJT:

T
S= [s(o) sW s(qr_l"l)}

rae 50 — uncnoBoe 3Hauennme, npunnMaevMoe M®AJI Ha i-M HaGope

MepEeMEHHBIX; BEKTOp KO PUIIEHTOB apudMeTniecKoro nojarHoma (7):

T
A=la, a ...a . .
0 1 qr—171
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MaTtpuist qu,] 5 K;,l.,l OIPEIEISIOTC  KPOHEKEPOBCKUM

BO3BCACHHEM B CTCIICHD:

r—1
qu—l = ®K‘I ’
Jj=0
r—l1
a1 1
qu—l - ®K >
Jj=0

e K, wu K;l — 0a30BbIe MAaTpHIBI MOPSAMOTO U 00paTHOTO

npeobpaszoBaHus (Tabauna 1 —anma g = 2,3, ..., 6).

Hdius MOAJL  f(S)=2s; ®2s, (mod 3) BekTOp NPUHUMAEMBIX
sHaueHnit M®AJL  (r=2) wmeer Bug: S=[012210102].
CoOTBEeTCTBEHHO, IPsAMOE TIpeodpazoBaHue (8) MOXKET OBITH BBIPAXKEHO:

1

A=ZK3ZS=
(4 0 0 0 0 0 0 o0 ofo0o] [ o]
-6 8 -2 0 0 0 0 0 0]2 14 | s,
2 -4 0 0 0 0 0 O0f1 6 | 55
-6 0 8 0 0 2 0 0]2 14 | s
L Cins Zi2i6 4 3 4 1|1 =L 24 5,5, .
4 -3 6 -3 4 -8 4 -1 2 -1}]0 4 6 |55
2 0 0 -4 0 0 2 0 o0f1 6 | s
3 4 -1 6 -8 2 -3 4 -1}|0 6 |sis,
12 1 2 4 2 1 =2 1]2] |0 |ss

Torma B COOTBETCTBUH C BhIpaxkeHueM (7) anreOpaudeckas (opma
MPpUMET BUI!

1
A(S) :Z(14s2 — 652 +14s, —24s,5, + 65,5, —65, +65'5,) .
Hanpumep, npu s, =2, 5, =2 M®DAJI cOOTBETCTBYET 3HAUCHUE:
A(S):l(14><2—6><22 +14%x2-24x2x2+6x2x2> —6x27 +
4
+6><22><2):%><8:2.
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Tabmmua 1. Matpuigs! mpsMoro 1 o0paTHOro npeodpa3oBaHus

Marpuua obpatHoro
g | Marpuua npsmoro npeobpasosanus, K, npeobpasosarms, K-’
2 q
1o 10
2 0 0 Lo o
3 =3 4 -1 111
=21 124
6 0 0 0 100 0
A 11 18 -9 2 111 1
6 —15 12 -3 12 4 8
103 -3 1 13 9 27
24 0 0 0 0 Lo00 0 o0
~50 96 -72 32 -6 L1l 1
s 35 104 114 -56 11 L2 4 8 16
10 36 -48 28 -6 13 9 27 sl
-4 6 -4 1 1 4 6 64 256
(120 0 0 0 0 0] 1o o 0o o 0 ]
~274 660 —660 400 —150 24 111 1
225 —770 1070 —780 305 -20 12 4 8 16 32
6|l _gs 355 —590 490 -205 35 13 9 27 81 243
15 -70 130 —120 55 -10 1 4 16 64 255 1024
-1 5 -10 10 -5 1 | 1 5 25 125 625 3125]

Jus Tpex3HayHON (QYHKIMH anreOpbl JOTHKH, 3aBUCSIIEH OT JBYX
NIEpEMEHHBIX, B TaOJIHUIE 2 MPEACTaBICHBI COOTBETCTBYIOIINE MOIYJISIPHBIC
(hopMbI apuMETHUECKUX TTOTHMHOMOB.

Tabmuna 2. ApudmernuecKre HOIUHOMBL It ¢ =3, 7 =2

Ne DyHKIUSL ApudmMeTHiaeckuii MoJIMHOM
1 51 D@ sy 47 (4s, +4s, +21s;5, — 155,52 —155,5, +9s7s3)
2 51 D2s, 47'(14s, — 652 +4s, —39s,5, + 215,55 +155,57 —9s752)
3 251 @ s, 47 (4s, +14s, —39s,s, +155,5; — 657 + 215,57 —9s7s37)
4 | 29@2sy |47'(14s,—6s; +14s, —24s,s, + 65,55 —65] +65.5,)
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B rtabauue 3 B KayecTBe NpUMeEpa IMPEJCTaBICHbI PACCUUTAHHBIC
apu(MeTHYecKre TOJIMHOMBI il 3-3HaYyHOM (QYHKIMU aireOpbl JIOTHKH,
3aBUCSIIEH OT 3 epeMEHHbIX.

Tabnuua 3. ApupmernyecKue MOTHHOMBI Uit ¢ =3, 7 =3

Ne|  Dynknms ApudmeTrieckuil moJIMHOM

871 (85, + 85, + 425,58, — 305,57 — 305,57 + 185257 + 85, + 425,58, — 305,52 +
1| 51 ®sp @53 |+425;5, —2675,5,5; +1355,szs32 —30s,55 + 1355,52253 —63s,szzs32 —30335,2 +

2 2 2 2 2, 2 2.2 2. 2 222
+18s;55 —30s;s, +13557 5,55 — 63575,55 + 185755 — 63575355 +27575557)

87" (85, + 85, + 425,58, — 305,57 — 305,53 + 185357 + 285, — 78,5, +
2| 25 @sy D3 +30S|S32 —78s,5, + 78s,5,5; + 305,52 718slszzs32 —12s% + 423‘35']2 -

22 2 2 2, 2 22 2, 2
—18s7s3 + 42575, — 7257 5,5, +18s] 5,55 —18s7s; +18575;55)

871 (85, + 285, — 785,58, + 305,57 — 1257 + 425,57 — 185357 + 85, +425,5; —
3| 51®25) D3 | 308,57 —785,5, + 785,5,8; + 425,55 — 725,575, +185,5757 — 305,57 +

+18s7. 532 +30s7s, —18s7 ‘92532 —18s7s3 +18s S3s§ )

87'(285; — 1257 + 85, — 785,85, + 425,57 + 305,57 — 185357 + 85, —

4| 51®s) D253 | 78,5, + 425,57 + 42,5, + 785,55, — 725,5,5% — 305,52 +

1855252 + 305,57 — 185752 —30s7s5, +18525,57 + 185752 —18575,57)

871(8s; + 285, — 785,55 + 305,57 —1257 + 425,57 — 185357 + 285, —

785,53 +30s,s32 — 485,58, +2735,5,5; —135s,s2s32 +12s,52 —117s,s3s22 +
5| 25925, ®s3 2.2 2 2 2.2 2 2 2. 2
+63s,5553 —1257 + 425753 —18s753 +1257s, —117575,53 + 6387 5,85 +

2, 2 222
+455; 5,55 —27575553)

871(28s; —1257 +8s, — 785,55 + 425,57 + 305,57 — 185357 + 285, —
—48s,55 + 12s,s32 — 785,85, +2735,5,5, —1 17s|szs32 +30s,5% —

6 2S1 @Sz @25‘3 ) 2 ) ) ) )
—1355,555; + 6355555 =127 +1257 55 +4257s, = 11757 5,55 +

+45525,57 — 185257 + 63525552 —27525257)

871 (285, —1257 + 285, — 485,85, + 125,57 —1257 +125,57 + 85, —
~78s,55 + 423,332 —78s,5, +2735,5,5; —1 17s,s2s32 +42s,57 -

7| 51925, @253 2 2.2 2 2.2 2 2
—117s,5555 +455,5555 +30s755 — 185757 +30s7s, —13557 5,5, +

+63575,87 —18525% + 63525552 — 27 525257)

871(28s, — 1257 + 285, —48s,5, + 125,87 1257 + 125,57 + 285, —
—48s,5, + 125,57 —485,5, —575,5,85 +635,8,52 + 125,52 + 635,5,57 —
8 251('9252@253 1°3 1°3 1°2 1°2°3 1°2°3 1°2 10322

2 2 2 2 2 2 2 2 2, 2
—455,5557 —12s; +125755 +1257s, —63s] 5,55 — 4557 5,55 — 45575557 +

+27s75353)
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3.2 Apudmernyeckuil MNOJMHOM [JIsl Ppeain3alMud CHCTEM
M®AJL. Peammsyem cucremy M®PAJI (6) mocpencTBOM BBIYHCICHUS
HEKOTOPOTO apH(METHUECKOr0 TMOJMHOMA. [l 93TOro mocTaBMM B
cootBercTBHe cucteMe M®DAJI (6) cucteMy apupMETHUECKHX MOJMHOMOB
Buza (7), OAWH U3 KOTOPBIX BEITIONHSET KOHTPOJb OMIMOOK BEIYMCIICHHH.

Torga nony4um:

r 1 1

A4(S) = Z a;s nO )1+1"'S711r+_rlflﬂ
i=0
r 1 9

A=Y ay, 08, sl
i=0

............................................. )
r—l 1

A4.(S)= z a,; sOsl sl
i=0
r 1 -1

r+1(S)_ Z CZH“S Snl+1"'S;r+_rl—l'

YMHOXHUM TONHHOMEI CcHCTeMBI (9) Ha COOTBETCTBYIOIIHE Beca
TA=1,2,...,r+]):

1—l 1

4 (S)=4"4(S)= Z ar ;s

ir—1

n+1 < Spr-1o
i=0
qr—171
* _ 1 _ * io i (]
4O =q'HS)= 2 @550 -5
i=0

qr—l_l

A(S)=q""4.(S)= Y ap 505k sk
i=0

qr—171
0 _r _ ~* i0 o ie_]
Ar+1 (S) =q Ar+1 (S) - Z ar+1,i Sn Sual o Spar-1o
i=0

* -1 * r -1 _ s r—1
e a;; =q a;, a4y, =9 a,y; ¢ (=L2,..,ri=01,...,g"" —1).
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B pesyibraTe nomyyum:

rl rl1

-1 r

_ 2 11 (]
D(S) Z zall IO n+1 nr+r11+ Z ar+lt n Spl "‘Sn’Jrrfl . (10)

i=0 /=]

OCHOBHBIM HCAO0CTATKOM MOJIYYEHHOI'O BbIpaXXCHUA, Kak

MPAaBUJIO, CUYHUTAETCS BO3MOXKHOCTH IPHHATHA K0d()(UIHEHTaAMH azi,
A¥ o

.,); KaK TOJOXHTENbHBIX, TaK M OTPHUIATENbHBIX 3HAYEHUH, YTO
TpeOyeT yJABaMBaHMA 4YMCJIOBOIO JAMAma30Ha IO CPaBHEHUIO C
WCIIOJIb30BaHNEM HEOTpHUIATeNbHBIX Kod(hduuuentos. B padore [18]
npencraBieHbl  peuieHus — npencraBieHuss  M®AJI  Ha  ocHOBe
MOAYJSpHOW  (GOpMBI  apUPMETHYECKOTO  IOJMHOMA,  KOTOPbIE
OCYIIECTBIISIIOT «IIEPEHOC)» BBIYUCICHUH W3 TOJIS PAllMOHAIBHBIX YHCEI
R B none GF(q). C ucnonpzoBaHueM MOAYJSIpHBIX ¢popm MDAJI[16,

18] Beipakenue (10) mpumer Bu:

qr—l 1

M(S)= @ ¢ sPsi -5yt (modg), (1D

i=0
rae c; 7@41,,@@“, (i= g =),

Bpiuucium 3HaueHust uckombix M®PAJL. Jlns 3TOro pesynbrar
BbUMCcAeHUs M(S) TpeacTaBUM B ¢-WYHOH CHCTEME CUHCICHHS U

OPUMEHUM OMepaTop MackupoBanust =' {M (S)} :

M(S)

t

(t) (") ) }

JHipre /+n

)

=) (mod q),

I/ie ¢ — UCKOMBIA ¢-WYHBIN pa3psn npezacraBieHus M(S). Ha pucynke 4
IpeJCcTaBleHa CXeMa IMapajuleNIbHOI0 T'eHepaTopa ¢ KOHTPOJIEM OIIMOOK
BBIYHMCIICHUH, COOTBETCTBYIOIIAs BbIpaskeHuto (11).
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S,

n+r-1

S

(7]

n+r-2

M(S)

r-2 =0

—r
S Sni2r-1 Sni2r-2 Spir

Puc. 4. Cxema napamiensHoro ¢g-JIPPC ¢ koHTposieM om0k BEIYHCICHHH,
(YHKIMOHHUPYIOIETO B COOTBETCTBUH C BhIpaxkeHHeM (11)

[1]

Paccmotpum moctpoerne 3-JIPPC, renepupytomero 3-3naunyio IICII,
3a]]aBaeMyI0 XapaKTePHCTHUECKUM YPAaBHEHHEM: S 5 = S;,, @ 25, (mod 3)

Y Ha4aJIbHBIM 3amoyHeHueM: s, =0, s;=0, s, =2.
CoOTBETCTBYIOIIMI XapaKTEPUCTUYECKUI MHOTOWIEH HMEET BHI:
P(z):z3+222+1.
Torma cucrema xapakTepucTHUecKuX ypaBHeHHH 1y ydactka [1CIT
JJIMHOU TPH 3JIEMEHTA IMMPUMET BU!
53 =5, ®2s, (mod 3),
s, =5, D2s; (mod3),
55 =5, D2s, (mod 3).
Jlanee 3amuiieM CHCTEMY XapaKTEpPUCTUYECKUX YpPaBHEHUM Kak
CUCTEMY C IIPaBbIMU YaCTAMU PABCHCTB, BBIPAXKCHHBLIMU 4YCPEC3 3aJaHHBLIC

HavyallbHbIE YCJOBUS, C BBIYMCIECHHBIM YypaBHEHHEM, (HOPMHUPYIOIINM
KOHTPOJIbHBIHN 3JIEMEHT:

f3(s5,8,80) =15, 1 @ | 25, (mod3),
o o

Ja (85,8, 8) = i S, i D25, @ i 2s, (mod 3),
e e

ﬂ(s23S19S0)= i i 2Sl @ i 2SO (mOd 3)9

f(sz,sl,so): isz i(—BZsl® i 0 (mod 3).
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B coorBerctBuM ¢ (7) NONydyuM cUCTEMY apU(PMETHYECKUX
HIOJINHOMOB CJIEAYIOLIEro BUJa:

1
A, (S) = Z(4s2 +14s, —395,5, +155,53 — 655 + 215,55 — 95053 ),

1
A4,(8)= g(8s2 +28s, — 7855, + 305,55 —1257 + 425,57 — 185755 + 285, —

— 7855, +305,5; — 485,85, +273505,5, —1355085,55 +125,57 —
—1175,5,57 + 635,755 12575 + 42505, — 185055 +125s, —

-1 17s§sls2 + 63s§s1s22 + 45s§szs12 - 2733312322 ),

1
A (S) = Z(14s1 — 657 + 145, —24s,5, + 65,5] — 655 +65.5,),

- 1
A(S) = Z(4S2 +14s, —39s,5, +155,5; — 657 + 215,57 —95753).

Hanee cucremy apudMeTH4ecKuX BBIpRKEHHH pealu3yeM B BUJIE
apu(pMETHIECKOTO MOJTMHOMA!

1
D(S) = Z(4s2 +14s, =395y, +155,55 — 655 + 215,57 —95353 ) +

1
+3! (g(gs2 +28s, — 7855, + 305,55 — 1257 + 425,57 — 185753 + 285, —
—78sy5, + 30s0s22 —48sy5, +2735,5,5, — 135505‘1522 + 1250312 -1 175032512 +
+ 63soslzs§ - 12s§ + 425552 -1 8s§s§ + 12s§s1 -1 l7s§sls2 + 63s§s,s§ +

1
+45505,50 —27s505053)) + 32(1(14s1 — 657 + 145, —24s,5, + 65,5 — 657 +
1
+6505,))+3 (Z (4s, +14s, —39s,5, + 155,55 — 65 + 215,57 —9s753)).

MonynspHas moJIMHOMHUANbHAs GopMa IPUMET BHL:

M(S) =55y +21sy +155, + 95,5, + 18505, + 6357 +18s,57 +31s, +425,5, +
121505, + 725,85, + 72805,y +27505,5, + 36575, + 275,575, +
12755508, + 15555 + 725055 + 728,55 + 54sgs,55 +

+5457s3 +54s,sts; (mod 81).

SPIIRAS Proceedings. 2018. Issue 4(59). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 45
www.proceedings.spiiras.nw.ru



NHPOPMALIMOHHAA BE3OMNACHOCTb

B cooTBeTcCTBMM C 3aJaHHBIM HAa4YaJdbHBIM 3allOJHEHHEM MOXKHO
HONY4uTh cieayronme Gpparmentsl 3-3HauHoi [ICI1 ¢ 1 koHTpoNBbHO# 1IMdpOi:

s =262} ==°{(2, 0, 2, [2]);} =2,
s =2'{62)=2"(2, 0, 2], 2);} =2,
wae 1 0 _ 22 =2
S5 = {62} = {(2’ @’ 27 2)3} = 0’
§=2'(621=2"{(2] 0, 2, 2);} =2;
s =E0(521 = 2°4(1, 2, 2, [Ih} = 1,
s =E'152) =21, 2. 2L D33 =2,
wae 2
(3> =252 =20 [2) 2,153 =2,
§=2(524 =21, 2,2, 1)} = ;
s =27 =2°{(0, 0, 2, [1]);} =1,
sf(? -2'73=2"10, 0,2l 1} =2
wae 3 3 _ =2 =2
s =22 =20, [0l 2, 0,3 =0,
s==1y=2%((0], 0, 2, 1);} = 0;

s =229y =2'{(1 0,]0], 2),} =0,
s =229 ==%{(1,]0], 0, 2);} = 0,
§=2%029y=2((1], 0, 0, 2);} = 1;

sO =213 =2°(0, 1, 1, [1]);} =1,
wae 5

s =2°{291 =2°{(1, 0, 0, [2)),} =2,
wae 4

s =2'013=2"0, 1,1 3 =1,

s =203 =220, [, 1, 1y} =1,
s=2013 =220, 1, 1, 1);} =0;

s =215 =2"{(0, 1, 2.[0]);} =0,

sy =215t =2'40,1,[2], 0),1 =2,

wae 6 5 _ o >

s =225 =22((0. [1. 2, 0),} =1,

§=2015y=2((0], 1, 2, 0);} = 0;
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s ==%4703 =2°4(2, 1, 2, [} =11,
s@ =270y =22, 1, [2 151 =2,
s@ =270y =22, [1] 2, 133 =1,

s=210)=2%{(2] 1. 2, Dy} =2

s =257 =2%{(2, 0, 1, [0]),} =0,
sg? =457 =242, 0,[1] 0);} =1,
s =257 =222, [0 1, 0);1 =0,

s=2257y=2((2], 0,1, 0)3} =2

wae 7

wae 8

Paccmorpum 3-it 6mok 3-3Haunoit TICIT [1,2,0, 0], KOTOpBI HE
CONICPXUT OIMMOOK. B coOTBETCTBMU ¢ BBIpakeHHWEM (2) BBIYHCIAM

3TAJIOHHOC 3HAYCHHC g; :
G =|1+2+0+0], =3, =0

IIycte B 8-M Gmoke 3 IICII mpowmsonia ommbka {+2} BO BTOpOM
paspsiae [0,(),0,2]. Torna g; =‘0+6+O+2‘3 :|2|3 =2.

sk
[lonyueHHOoe STaloOHHOE 3HAUEHUHE Gz =2 HE COOTBEICTBYET

3alaHHOMY 3HA4YeHHIO, ciemoBarenbHo, 8- Omok 3 TICII comepxwur
OmInoKy.

ITonoxenuamu  [17]  BbIUMCIWTENBHBIE  3aTpaThl  Ipolecca
npeacrapienss M®PAJL ¢ momompio apuMeTHYecKux MOIMHOMOB IIO
KPHUTEPUIO BBIYUCIUTENBHON CIIOKHOCTH KOJIMYECTBA ONEPALU CIOKEHUS
U YMHOXEHMS MpPH CHUHTE3€ IOJMHOMOB M BBIYHCICHHM HX 3HAYCHUH

IPEANONAraloT:  KOTMYECTBO  omepaumii  cuoxenms (¢ ' —1)g’;

KOIIMYECTBO onepauuii ymaoxerus — (¢’ )*

4. Koutpoar omuboxk  ¢yHkuuonupopanusi ¢-JIPPC
MHOTro3HaYHbIMH KoaamMu Puga — Conomona. M3BecTHO, 4TO cpenu
CYIIECTBYIOIIEI0  MHOrOOOpasus  «MOIIHBIX»  IIOMEXOYCTOMYHMBBIX
KOJIOB (IIMKJIMYECKUX OSKBUJIUCTaHTHBIX, Puma — Manepa, Boysa —
Yoynxypu — XokBuarema (BUX)) nambompmiee pacmpocTpaHeHHE
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noxyuunu koasl Puna — Conomona (HeaBouunbie koasl bUX) [21]. Bo-
MEePBBIX, MOTOMY YTO UMEIOT MaKCHMAJbHO JOIMYCTHMOE MHUHUMAIBHOE
KOMOBOE€ paccTosHue d,; , U CIeJOBaTEeIbHO, 00JafaloT HauboJbLIeH
KOPPEKTUPYIOMIEH  CIOCOOHOCTBRIO, a  BO-BTOPBIX, MOTYT  OBITh
cuctematuueckumu. Kak mpasBmio, xomel Puma — Conomona (PC)
331aI0TCSI C  TIOMOINBIO  TOPOXKAAIONIMX  MHOTOWICHOB g(2),

obo3Hauatorcst kak (m, r, d,;, ), TA€ m — JJINHA KOJOBOM KOMOHMHALNH,

F—  KONMYECTBO HMH(OOPMANMOHHBIX  CHUMBOJOB. Ilpm  3ToM
HecucreMaThdeckuii Bug koma PC obpasyercs IyTeM IPOU3BENCHUS
nopoxkzpamomero g(z) wu uHbpOpMauMOHHOrO MHOro4wieHoB b(z).
CucreMaTH4eCKUl — MyTeM CABUIa HH(GOPMALMOHHOIO MHOrOYJIEHA
b(z) na k paspamos, ero AejeHue Ha NOPOXKAAKOMMN MHOrowIeH g(Z) u

nobaBlieHHe — MONYYeHHOTO  ocratka  h(z) K COBHHYTOMY
uHpopMmaoHHoMy MHorowieHny b(z). Bmecte ¢ TeM He MeHee

WHTEPECHBIM SIBISICTCS penieHue cuHTe3a kojgoB PC, ocHoBaHHOE Ha
KIIACCHYCCKUX TpPeoOpa3oBaHUAX B JMHEHHBIX IIPOCTPAHCTBAX —
Matpunax Bannepmonaa.

4.1 Cucremarnyeckuii kog PC, ocHoBaHHBIE Ha MaTpuuax
Bannepmonna. Matpuma Bannepmonnma B, cocrosimas w3 7 CTpoK U m
CTONOLIOB, ONpEIENAETCs MOCIENOBATENBHOCTEIO [by,b,,...,b, | dneMeHTOB,

IIpY 3TOM KXl b, ynoBIeTBOpsieT ycinoButo b, € GF(q) , TO ecTb:

| A R (RPN
by b b, .. b,,

B=|b B b ... bl (12)
S

Xoporio u3BecTHO, 4yto mus mMarpull B wan GF(g) xapakrepHoi

CTPYKTYPHOH  OCOOCHHOCTBIO  SIBIISIETCS ~ HaIW4YWE  BHYTPEHHHX
BBIPOXKICHHBIX KBaJpaTHBIX moaMatpull [21, 22], KOTOphIe MPETATCTBYIOT
0e3 JOMOJHUTENBHBIX NPEeoOpa3OBaHU HMX HCIIONB30BAHHIO A CHHTE3a
cucremMaTnyeckux kosos PC.

B [21, 22] mnpenioXeHB pEUICHUS, MO3BOJSIOMINE CTPOUTH
ropoxxaarontye (reaeparopusie) MaTpunbl G cucteMaTnyeckor (hopmbl Ha
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OCHOBe MaTpul] B s mocneayromiero cunresa kogos PC. Ha mepBom
mare mopokaaromas Matpuiia G mpeacTaBiseTcs B BHIE BYX MAaTPHIL:

nepsoii B
Brxm 2

HMHBEPTHPYETCs U yMHOKaeTcs Ha Matpuny B, . IIpu aToM npoussenenue

00pa30BaHHON MEPBBEIMH 7 CTOJOIAMHA BTOPOM MAaTPHIIBI

rXr 2

ompeneneHHoW panee. Ha BTopom mare mepsas marpuna B, .

-1

marpun B, u B, , ob6pasyer pesyiabrupylomyro wMarpuny G,

COCTOSIIYI0 B UTOT€ U3 JABYX OJIOKOB: eAMHMYHON Marpuuel E, mopsgxa r
W CIeNyIomed 3a Hel MaTpumbl pasMmepa »x(m—r). B obOmem Bume

Mpoleaype IMOCTpoeHHs Nopokaatomeil marpune G cucTeMarniyeckon
(hOpPMBI COOTBETCTBYET COBOKYITHOCTD BBIPA)KEHHH:

G=B

-1
rxr X Brxm = |:E) |Br><r X Brxm:| = |:E) |Vr><(mﬂ') ] . (13)
4.2 KonupoBanue u nexoauposanue ICII konamu PC. Tenepn
MPEICTaBUM CHUCTEMYy XapaKTECPUCTHUCCKUX ypaBHeHHH (4) B BHUIE
MaTPUYHOTO YPaBHEHUS:

T 0) (0) (0) T
Sntr Pra P e Po Sptr-1
1 1 1
Sptr+l — pi—)l pﬁ—)Z ce p(() ) Sp+r—2
Seaet) | pU prh | L,

e P = |: pﬁ’)] — MAaTpHULA IOPSAKa 7 .
Jlanee, 3aMeHHB B HOPOKIAONIeH MaTpulie G eIMHAYHYIO MATPUILY

E, Ha maTpumy P,.T , TIOJTy4uM:

G'= [PrT |er(m—r) J: (14)

TO €CTh UTOTOBOE BBIpa)KEHHE, MTO3BOJISTIONIEe (hOpMHUpOBaTh (PparMeHTs! g-
sHayHoit [ICIl mnwHBI # C KOHTPOJEM BBIYMCIHTEIBHBIX ONEpaIlHid,
KOTOpBIE OTOXKAECTBIISIOTCS KaK KOJI0MO0100HbIe KoMOuHanuu koja PC.
OcHOBBIBasiCh ~ Ha  KJIACCHMYECKHX  IIOJIOKEHUSIX  TEOPHUH
IIOMEX0YCTOHYMBOTO KOAUPOBAHHUSI, BIIOJIHE OYEBUIHO, YTO HA MOJTy4YEHHBIC
kononooouele g-3HauHple [ICI1 mmuHbl m ¢ 7 WHMOPMAIMOHHBIMH
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OJICMCHTaMH U (m—r) KOHTPOJIBHBIMH DJIEMEHTAMHU COOTBETCTBEHHO,

TaK)Ke PACIPOCTPAHSIOTCS KOPPEKTHpYyIomme CcBoiictBa koma PC,
XapaKTEePU3yOIIHECs YHCIOM rapaHTUPOBAHHO OOHAPYKUBAEMBIX

Xobu < dmin -1 >
1 rapaHnTUPOBAaHHO HCIIPABIIAEMBIX OIINOOK

(i =) |

Xer < 2

B MeTpHKe X3MMHHTa, T d,; =m—r+1, | e | — nporenypa okpyrieHus

70 OMKaNIIero MEHBIIEro LEJIOro YUCTa.
[Ipu sTOM momydenue v -ro ¢parmenta g-3HauHoil I1CII nnmHBI 7 €

KOHTPOJBHBIMH (m —r) mmdpamu (komomnonobHsii 610k koxa PC)

SU = |:su,r—l Su,r—2 su 1 su 0 u m—r—1 3:u,m—r—z §u,l 51},0 :|T
HaXOOUTCA KaK CKaJIAPHOC MPOU3BECIACHUE!
SU :Su—lc”l (15)
rac

T
S, = |:Su—1, r=150-1,r=2 **+ So-1,1 Sv-1,0 Svo-1, m—r-1 Sv-1, m—r-2 *+* Su—l,lsu—1,0:| .

W3BecTHO, YTO MpoIeaAypa ACKOTUPOBAHHS 3HAYMTEIBHO CIIOXKHEE
MpoIeAyphl KOAMPOBAHMUS, BCJIECACTBHUE Yero mpoBepouyHoi matpuie H
HEOOXOIMMO 3a1aTh CIICIHAIBHYI0 (OPMY, TIPH KOTOPOH ITOCIIEIYIOIast
mporeaypa JCKOAWPOBAHUS — ympomaercs. JIust  3TOro  BBIMOIHHAM
CIIEYIOIIHE IPe0oOPa30OBaHUS:

H=(P)'xG"=[-A,, , B, |=[-Al, . IE, ] (16)

CkamsipHOE  TIpOM3BENEHWE  U-TO  (parMeHTa  g-3HadYHOH
IICII (xononono6noro 61o0ka xoga PC) S, Ha nposepounyro matpuuny H

MO3BOJIAET NOJIyYUTh BEKTOP-CUHIPOM 0, = [au Y SR » 2 0] ,

v :SUHT' (17)
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OueBuzHO, YTO HpPH OTCYTCTBMM MCKaXEHMH CHHIDOM @,

IIPUHUMAET HYJIEBOE 3HAYCHUE!

Paccmorpum  cunates  11-JIPPC, renepupyromero |1-3HauHyto
IICII (kon PC), 3amaBaeMyl0  XapaKTEpUCTHYECKHM  ypaBHEHHEM:
Spa7 = 18516 D984y @95, @65, (mod 11) M HAYANBHBIM 3aMONTHEHHUEM:!

so =1, §=0, 5,=3, 5,=0, 5,=0, s55=1, 56=7.

CoOTBETCTBYIONIHMI XapaKTEPHUCTHUECKHIf MHOTOUJICH IMEET BHUI:
_ 7 6 4
P(z)=z"+4z>+2z" +2z+5.

Torna cucrtemMa XapakTepHUCTHUeCKUX ypaBHeHHH amst ydacTka I1CIT
JUITMHOW CeMb AJIEMEHTOB NPUMET BUJ:

5, =Tsc ®9s, ®9s, @ 65, (mod 11),
Sq =75, ®9s; ®9s, @ 65, (mod 11),
Sy =15 ©9ss @95, @ 65, (mod 11),
S10 =789 ®9s; @9s, @ 655 (mod 11),
81 =780 D9sg ®9s; @ 65, (mod 11),
81, =181, D95y @ 9s¢ @ 655 (mod 11),
513 =181, D95,y @95, @ 655 (mod 11).

I[anee 3alIMIIEM CHUCTEMY XapaKTCPUCTUICCKUX ypaBHGHI/Iﬁ KaxKk
CUCTEMY C IIPaBbIMH YacCTSAMU PABECHCTB, BBIPAXKCHHBIMHU 4Y€PE3 3aJaHHBIC
HavaJIbHbIC YCJIOBUA:

5, =715, ®9s, ®9s,; D 65, (mod 11),

Sg =55, ®9s; D8s, D s, D35, ®9s,(mod 11),

Sy =855 D5, D9s; D 3s, D10s, @ 8s, (mod 11),

S0 =856 D55 D 9s, @ 3s; ®10s, @ 8s; (mod 11), (18)
811 =25, D 9ss @ 9s, D10s, @ 8s, @ 65, D45, (mod 11),

S =86 D9s; D 6s, D 8s; @ 65, D s, (mod 11),

S13 =58 D 655 @ 65, D 65, D105, D 65, (mod 11).
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IToctpoum Matpuiry B, cooTBeTCTBYIOIIYIO BRIpaXkeHHIO (12):

111 1111 1 111
01 2 345 6 7 8 910
01 4953 3 5 9 4 1

B=[01 8 59 4 7 2 6 3 10
015 439 9 3 451/
01101 1 110 10 10 1 10
01 9 3 45 5 4 3 9 1|

Ha OCHOBaHMM KOTOPOW, B COOTBETCTBHH ¢ BhIpakenuem (13),
chopmupyeM mopoxnarmomyo wMatpuny G (mms xoma  PC)
CHCTEMATHIECKON (POPMBI:

100000O0O0|1 76 7
010000 0[4 79 1
001 0000[108 1 2
G=[0001000[9 779 (19)
00001002 1810
000001 0[1 97 4
000000 1[7 67 1]

[IpencraBuM cucTeMy XapaKTepHCTHUECKUX ypaBHeHu# (18) B Buzme
MAaTPHIHOTO YPaBHEHHS, M3 KOTOPOTO H3BIIeUeM MaTpuily P, :

7009 0 9 6
598 0 39
081 9 3 10 8

P,=|8 1 9 3 10 8 0.
29910 8 6 4
196 8 0 1
5 6 6 0 10 6

Hanee B Belpaxkenuu (19) egunuunyio marpuny E, 3amenum Ha

T
Mmatpulyy P , B pe3ynbTaTe HONTyuUM:
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75 0 8 2 1 51 76 7
09 8 1 9 9 64 7 9 1
981 9 9 6 610 8 1 2
G'=[0 0 9 3 108 6[9 77 9
09 3 10 8 6 02 1 8 10
9 310 8 6 0101 9 7 4
6 98 0 41 67 67 1]

Hakonen, ¢parmentst 11-3naunoit IICII, ¢dopmupyemsie B
COOTBETCTBHH C  BEIpakeHHeM (15) ®  OTOXHECTBIIsIEMBIE  Kak
cucremaruyeckuii kox PC ¢ d;, =5, uMeroT BUI:

1 2 3 4
Sé,)7 =0, Sé,l)4 =1, 52,%1 =% Sé,%s =/
1 2 3 4
sy =3, ssls =4, 555, =9, 55 =0,
1 2 3 4
SA(L)9 =3, 34(1,1)6 =9, Sz(l,%S =3, Sz(t,3)o =8,
n _ 2) _ 3) _ 4) _
Sg,;o =10, S§,1)7 =8, 35,24 =10, 53,3)1 =0,
1 2 3 4
55,;1 =7, 55,1)8 =9, 55,%5 =4, Sé,gz =4
wae 1 sl(’liz =2, waz?2 31(,21)9 =7, waz3 31(26 =10, waz4 sl(’43)3 =2, ..,
n _ 2) _ 3) _ 4 _
S((),}a =3, S((>,20 =5, S((),%7 =6, S((>,3)4 =2,
=2, 50 =, §0 =4, 59 =10,
5 =10, 5 =4, 59 =10, §Y =3,
i =s, 5 -4, -, 59 =7,
g 80 =4, 8 =8 S0 = o;

NpU 3TOM ¥ 5, <4 > & Myen <2.

Hamee mnpoeepounas Matpuiia H cucremarmyeckoro koma PC
BEIUHCIIAETCS 10 popmyte (16) u mpencrasisieTcs B cuenyromeit Gpopme:
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PaccmoTpum 3-it 010K 11-3na4yHOI
TICII [4,9,3,10,4,10,6,4,10,1,8], ne comepxammii ommbok. B
COOTBETCTBHH C BbIpaskeHHeM (17) moayunM BEKTOP-CUHIPOM .

476 1 9 10
5 7 2 4

3013 8 0 1

10 |5 10 9 9

Ol 14l la 0 21
Ol-t10]x[10 9 0 3
g 6] (10 1 2 7
1 0 0 0

100 1 0 0
1flo 0 1 0

18] |0 0 0 1]

Kak BugHO, Bce YeThIpe KOMIIOHEHTHI IIOJyYEHHOTO BEKTOpa-
cuanpoma paBHbl 0, crmemoBartensHO, 3-if Omok 11-3maunoit IICIT He
COZIEPKUT UCKAKEHUM.

Brecem ommbky. HamprumMep, Ha CUMBOJIBI s R s\ BosmeiicTByer
3,315 50,34

HCKaKeHue {+2} , To ecTh mpuMmeM 3a 4-it 6mok 11-3naunoit [1CII cremyromiee

3HayeHue [7, 0,8,8224,10,3,7, OJ . Haiiziem BeKTOp-CHHIpOM @, :

77 [6 9 10]
0|15 2 4
8|13 8 0 1
815 10 9 9
2014 0 2 1
=[2|x[10 9 0 3
ol [&] w0 1 27
101 0 0 0
3110 1 0 0
7110 0o 1 0
ol [0 0o 0 1]

IlonyueHHbI BEKTOP-CUHAPOM @, HE SBIAETCA  HYJEBBIM,
clenoBaTenbHo, 4-i 610k 11-3rauHoi [ICII cogepxut ommoOku. [lpu sToM
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npolieypa HWCIpPaBICHUS OOHAPYKEHHBIX HCKWKEHUH MOXET OBITh
peann3oBaHa ¢ TOMOIIBIO U3BECTHBIX MPaBU [6].

5. Orka3zoycroiiuuBocTh  GyHKkuuoOHMpoBanus  ¢-JIPPC.
PaspaGoTanHblii B HacTosmedl padoTe MOIXOA SBISIETCS, MO CYTH,
WHCTPYMEHTOM PEIICHUS 3a7auu 00eCreucHHs 0E30MacHOT0 (HaIeKHOTO)
(YHKIIHOHUPOBAHUS IUCKPETHBIX YCTPOUCTB. [IpH 3TOM pe3ynbTaTHBHOCTh
paccMaTpuBacMOro PEIIeHHsT MOXKET ObITh OXapaKTepU30BaHA CBOHCTBOM
OTKa30yCTOWYMBOCTH. TOra B KauecTBE TMOKa3aTeis 0TKa30yCTOWYMBOCTH
OTpe/IeSIMM  BEPOSITHOCTh O€30TKa3HOH paboThl B TEYCHHUE BpPEMEHHU
t (nokaszarens P(t)). Torma BeposTHOCTH O€30TKa3HOU paboTel £ (1)

mapajuienbHoro MHoro3HagHoro rereparopa [ICII ¢ dbyHKkumei KoHTpoIs
OommOOK 10  TPUHOWANY  (QYHKIAOHHPOBAHWS  —  CKOJB3sIIee
pe3epBUpPOBaHUE COOTBETCTBYET BRIPAKEHHE:

m _ =1Ni 1
})Sl (Z) — 2 ((g m)/lg t) e*(gfm)lg t ,

i=0 i!

rae g — oOllee YKCI0 3JEMEHTOB CXEMBI, 7 — YHCIO PE3EPBHBIX
9JIEMEHTOB CXEMbI, A — MHTEHCHBHOCTBH OTKa30B, € =2,71828 — gucio
Olinepa.

OlleHUBaHUE MPOU3BEEM, HANPHUMEP, MOPH IPOJOKUTEIEHOCTH
sKcmTyaTaiuu 56450 yacoB u uHTEHCHBHOCTH 0TKa30B — A = 0,00001 yac™l.
B kavecTBe MCXOHBIX JAHHBIX PACCMOTPHM MapaylieibHble MHOTO3HAYHBIC
rerepatopel  [ICIT crenyromux crpykryp: g =145,9, 11}, m=2 — const.
Pe3ynbTaThl OT1ICHUBaHUS MTPUBEICHEI B TaOIHIIE 4.

Tabnuna 4. PacueTHble JaHHBIE BEPOSITHOCTH O€30TKa3HOH padoThI
mpotcmmnocrs | 1@ Ry (0) Ryy(0)
skerutyarawn £, wac | § = M=2 g=9,m=2 g=13, m=2

2400 0.999999 0.999999 0.999999
6050 0.999992 0.999983 0.999978
13250 0.999921 0.999831 0.999784

20450 0.999719 0.999404 0.999241

27650 0.999328 0.998588 0.998207

34850 0.998696 0.997288 0.996569

42050 0.997782 0.995428 0.994237

49250 0.996549 0.992952 0.991146

56450 0.994966 0.989814 0.98725
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I'pacduueckoe NpeJCTaBJICHHUE MOJIy4Y€HHBIX pe3ynpTaToB
MIpEACTaBIEHO HA PUCYHKE 5.

Pgi(t)
1.000

0.998
0.996
0.994
0.992
0.990

0.988

1000 20000 30000 40000 50000 ¢
Puc. 5. 3aBucumocts BepossTHOCTH Oe30TKa3HOU paboTsl rereparopa [ICII ot
qrcia HHPOPMALOHHEIX 31€MEHTOB g IpU GUKCHPOBAHHOM UHCIIE

KOHTPOJIBHBIX M — const

6. 3axmiouenue. IlpexcraBneH mapayUIeNBHBIA  JTHHEHHBIN
TeHepaTop MHOTO3HAUHBIX IICEBAOCITyYalHBIX IOCIEIOBATEIBHOCTEH ¢
KOHTpoJieM omunOoK (yHKunoHupoBaHus. OTIMUUTENbHAs OCOOCHHOCTD
IpeUlaraeMoro  pemeHus 3aKiIio4yaeTcs B HTEpaTHMBHOM mpoleaype
apu(HMETHIECKOTO MpeACTaBICHUS MOAIJI u MIPUMEHEHHUS
apuMeTHIecKkoro  MonyispHoro kojaa. COBOKYMHOCTh — YKa3aHHBIX
pemieHnii obecneunBaeT napauienbHyro peanusanuio ¢pparmenros IICII ¢
KOHTpPOJIEM OIIMOOK BBIYMCICHHWH B paMKax OJHOW pPEKypCHBHON
apudmernyeckoil Gopmynsl. IIpu 3ToM B peanpHOM Macimitabe BpeMEHH
obecrieunBaeTcsi yHKIMOHAIBHBIN KOHTPOIb 000PYIOBaHUS, YTO SBISIETCS
npuHImnHanbHeIM st CK3U. Takke mpennoXeHbl pemieHuss KOHTPOIS
ommOOK  (PYHKIIMOHHUPOBAaHUA MHOTO3HAuHBIX reHeparopoB  [ICII,
OCHOBaHHblE Ha MHOTO3HA4YHBIX IIOMEXOYCTONMUYMBBIX Komax Puma —
ConomoHa, TMIO3BOJISTIOIHE CYIIECTBEHHO MOBBICUTh  YPOBEHb
OTKa30yCTOMYMBOCTH 0€3 yBENWUYEHHs amnmapatHod wu30eITouHoctu. U
HECMOTpsl Ha TO, YTO B paboTe paccMOTpeHbl kiaccuueckue ¢-JIPPC,
HOJTyYeHHBIE PEUICHHs MOTYT JIe)KaTh B OCHOBE CHHTE3a 0oJiee CII0XKHBIX ¢-
JIPPC, mpenHa3sHaYeHHBIX JUIS TEPCIEKTUBHBIX BHICOKOIPOU3BOIUTEIBHBIX
CPE/CTB KpUNTOrpaguIecKon 3auThl HHOOpMAIIUH.
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OueBUIHO, YTO B paMKax 3TOW pabOThl HE yIeNseTcs BHUMAaHUs

Ba)XHOW o0OmacTh — oueHuWBaHWsA © npoBepkn kadectBa I[ICIT ¢
KOHTPOJIbHBIMU  (M30BITOYHBIMK) 3JieMeHTaMu. OJHaKo CylecTBYIOIIee
MHOT000pa3ye Pa3INIHBIX KPUTEPHUEB (TECTHI aBTOKOPPEISIIUH, TMPOGUIIst
CJIOKHOCTH JIMHEWHOH, CepUil, 4aCTOT LIETOUEK U T.1.) TpeOYyeT OTAEIBbHOIO
paccMOTpPEHHMs KaK HalpaBlIeHNUE NaTbHEHIINX HCCIIETOBAHUM.
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D.V. SAMOYLENKO, M.A. EREMEEV, O.A. FINKO, S.A. DICHENKO
PARALLEL LINEAR GENERATOR OF MULTIVALUED
PSEUDORANDOM SEQUENCES WITH OPERATION ERRORS
CONTROL

Samoylenko D.V., Eremeev M.A., Finko O.A., Dichenko S.A. Parallel Linear Generator of
Multivalued Pseudorandom Sequences with Operation Errors Control.

Abstract. A parallel linear generator of multi-valued pseudorandom sequences, which
operates under conditions of generating hardware errors caused by destructive adversary
actions is proposed. The main types of modification of the pseudorandom sequence in case
of adversary attack are considered. A distinctive feature of the iterative process of ensuring
the reliability of computational operations is the "arithmetic" of computational operations by
representing a system of generating recurring logical formulas as a system of many-valued
logic algebra functions. The subsequent realization of multivalued logic algebra functions
by means of arithmetic polynomials allowed us to parallelize the process of generating
multivalued pseudorandom sequences and level out the existing complexity (specificity) of
cryptographic transformations of logical data types which limit the use of redundant coding
methods. As a result, a solution that allows to apply redundant modular codes to control the
accuracy of the computational operations performed by the nodes of pseudorandom
sequence generation is proposed. Moreover, unlike the known solutions, the proposed
method provides obtaining fragments of a pseudorandom sequence on the basis of one
recursive arithmetic formula with parallel calculation errors control. The use of modular
forms made it possible to transfer computations from the rational numbers field arithmetic
to integer arithmetic of a simple field.

Among the existing variety of codes correcting errors (maximally spaced codes), a special
place is occupied by multivalued Reed-Solomon codes. Reed-Solomon codes usage in the
formation of pseudorandom sequences allows the formation of code-like structures that
monitor and ensure the reliability of computational operations. The calculated probability of
failure-free operation of the parallel linear generator of multivalued pseudorandom sequences
with an error control function based on the principle of functioning — sliding redundancy is
obtained. The achieved results can find wide application at realization of perspective high-
efficiency cryptographic information protection facility.

Keywords: g-valued pseudorandom sequences, linear recurrent shift registers, modular
arithmetic, modular forms of multivalued, logic algebra functions, cryptographic information
protection facility.
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J.B. EDAHOB
CUHTE3 CAMOIIPOBEPSEMbBIX KOMBUHALIMOHHBIX
YCTPOMCTB HA OCHOBE KOJOB C Y®®EKTUBHbIM
OBHAPYXEHUEM CUMMETPUYHBIX OHNINBOK

Eganos /].B. CuHTe3 caMonpoBepsieMbIX KOMOMHAIIMOHHBIX YCTPOWCTB HA OCHOBE KO/I0B
¢ 3¢ dexTHBHBIM 00HAPY:KEHHEM CUMMETPHYHBIX OLINGOK.

AnHotamusi. [lpy co3maHMM HageKHBIX U OE30HACHBIX KOMIIOHEHTOB CHCTEM
aBTOMATHYECKOTO  YINPABJIEHUs 4YacTO  HCHOJB3YIOTCS  METOAbl  HOMEXOYCTOHYHBOIO
KOJHUPOBaHMS — KaK IIPU Iepelade JaHHBIX MEXTy y3JIaMH CHCTEMBI, TaKk U Ha YpOBHE
ApXUTEKTYphl aNIapaTHbIX W NPOrpaMMHBIX cpenacts. llInpoko mpumeHseTcs: W30BITOYHOE
KOJHPOBAaHUE IPH OPraHH3alluH KOHTPOJS KOMOMHALMOHHBIX JIOTMUECKHX YCTpoHcTB. Ilpu
9TOM HCIOIB3YIOTCS KOABI, OPHEHTHPOBAHHBIC UMEHHO Ha OOHApyXEHHE, a He HCIIPaBICHHE
onmoOok. Takue OCOOEHHOCTH KOJOB IIO3BOJISIIOT PEAJM30BBIBATH KOHTPOJCHPHUIOJHBIC
CHUCTEMbI aBTOMATHKH € TIPUEMIIEMON N30BITOYHOCTHIO, HE MPEBbINIAIONIECH H30BITOUHOCTH TIPH
HCIIONB30BAHUU TyOIMpOBaHUA. B cTaTbe OCBemIaeTcss METOA CHHTE3a CaMOIPOBEPSEMBIX
KOMOWHAIIMOHHBIX YCTPOWCTB, MO3BOJISIONINI YYUTHIBATE NPH PELICHUH 33Ja4l ITOCTPOCHHUS
TEXHHYECKHX CPECTB AUATHOCTUPOBAHMSA OCOOCHHOCTU apXUTEKTYPhl HCXOIHBIX YCTPOHUCTB, a
TaKKe CBOWCTBA OOHApPYKEHUs OLIMOOK U30BITOUHBIMU KOJaMu. JlatoTcsi 6a30BbIe CBEICHUS U3
TEOPHU CHHTE3a KOHTPOJICIIPUTOIAHBIX JAUCKPETHBIX CHCTEM Ha OCHOBE M30BITOYHBIX KOIOB C
cymmupoBaHueM. OrmpezeneHbl  KIIOYEBbIE  ATalbl  aHAJIW3a  TOMOJOTUil  O0OBEKTOB
JUarHOCTHPOBAHUS C BBIIETCHUEM CHELHAIbHBIX IPYII BBIXOJOB — IPYMI CTPYKTYPHO U
(YHKIOHAIFHO CHMMETPHYHO HE3aBHCHMBIX BBIXOJOB ycTpoicTB. IlpuBomsrcst ¢opMyisr,
MO3BOJIAIONINE YCTAHOBUTH HAIMYHE MM OTCYTCTBHE CUMMETPHYHOH 3aBHCHMOCTHU BBIXOJIOB
o0beKTa JUarHoCTHpoBaHus. JlaeTcsi mpumep, WILTIOCTPUPYIOIIUHA IMPOLECC BBIYUCICHHUH.
C¢opMynipoBaHbl OCHOBHBIC OTallbl aHalM3a IPUMEHEHHS] H30BITOYHBIX KOIOB IIpU
BBISIBJICHUU OIIMOOK Ha (DYHKUMOHAJIPHO CUMMETPHYHO 3aBUCHUMBIX BbIXOoJax. JlaH anropurm
CHHTE3a CaMOIIPOBEPSAEMBIX JOTHYECKHX YCTPOHCTB C Y4eTOM OCOOCHHOCTEH CTPYKTYpHI
00BeKTa IUarHOCTUPOBAHNS H CBOHCTB N30BITOYHBIX KOJIOB.

KimioueBble c/10Ba: TOrMYECKUE YCTPOKNCTBA aBTOMATUKH, KOHTPOJEIPUTOIHAs CTPYKTYpa,
TEXHMYECKass IMArHOCTUKA, JAHArHOCTHPOBAHHE, KOHTPOIb TEXHHYECKOTO  COCTOSHHS,
PpaBHOMEPHBIH OJIOUHBIH KoJI, K01 beprepa, Kozbl ¢ CyMMHIpOBaHHEM, 0OHAPYKEHHE OLIHOOK.

1. BBenenne. Baxxnas 3amaua pa3pabOTKH U KOHCTPYHPOBAHUS CO-
BPEMEHHBIX aIllapaTHO-IPOrPaMMHBIX CHCTEM aBTOMATHYECKOTO yIpaBJie-
HUSI ¥ KOHTPOJsSI — OOecHeYeHne BBICOKOTO YPOBHSI HaJeKHOCTH M 0e3-
OIMacHOCTH (YHKIIMOHUPOBAHUS X KOMIIOHCHTOB. DTa 3a/iadya pelraeTcs 3a
CUeT pa3sHOOOpa3HbIX METOJIOB KaK Ha alllapaTHOM, TaK M Ha IIPOrpaMMHOM
YPOBHSX CHCTEMBI: IIMPOKO HCIIONB3YIOTCSI METOABI CTPYKTYPHOTO, Bpe-
MEHHOTO W MH()OPMAIIMOHHOTO PEe3epBUPOBAHUS M TEXHHYECKOTO JHUATHO-
crupoBanus [1-7]. Jnsg KOHTPOIS KOPPEKTHOCTH BBHIMIOIHAEMBIX BBIYHCIIH-
TENBHBIX MPOIEAYp MO pean3aluy OTBETCTBEHHBIX TEXHOJOTHUECKUX aj-
TOPUTMOB MIPUMEHSIOTCSI METOABI CUTHATYPHOT'O aHAJIM3a U CKAaHHPOBAHHUS,
HCHOJB3YIOTCSA CTPYKTYPBI YCTPONCTB, 00J1aatole CBOMCTBOM CaMOIpo-
BEPSIEMOCTH, & TaKXKe IMPOBOAUTCS TECTUPOBaHUE OJIOKOB M KOMIIOHEHTOB B
CBOOOJTHOE OT BBIMTOJHEHUS UMK CBOMX (PyHKIHI Bpemst [8, 9].
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Eme Ha »Tame pa3paboTKM U CHHTe3a KOMIIOHEHTOB CHCTEM
YOpaBJICEHUS B CTPYKTYpPHl OyIyIIMX YCTPOWCTB 3aKJIaJbIBAIOTCSA TakKue
TEXHUYECKHE PELICHHUs, KOTOpBIE MO3BOJISIIOT OOecrneynTs Hanbosee pa-
LUOHANBHYI0 pEaTU3allui0 MHpoLeAyp TEXHHYECKOTO JUarHOCTUPOBa-
Hus [10, 11]. D10 obecneunBacT peaM3aIii0 KOHTPOJICIPUTOIHBIX CH-
CTEeM aBTOMAaTHYECKOTO yIpaBieHus. IIpM 3TOM 4acTO YUYHUTHIBAIOTCS H
Jpyrue TpeOOBaHMUs 0 peann3anii KOMIOHEHTOB, OpDUEHTHPOBAHHBIC HA
CHIDKEHHE HM30BITOYHOCTH allapaTHBIX CPEJCTB, MOBBIIICHHE UX OBICT-
POIEHCTBYSI, CHIDKEHHE YHEPronoTpeOIeHNns M B KOHEYHOM HTOTE CHH-
KEHHE KallNTAJIOBJIOKEHUI Ha WX pa3pabOTKy M 3aTpaT Ha MOCIEAYIO-
IIyTo 3KcIuryaTanuio [12-15].

Bonpocam cuHTE3a KOHTPOJIEHIPUTOIHBIX JUCKPETHBIX CHCTEM IIO-
CBSIIICHO MHOXECTBO ITyOJMKAaIlMi OTEYECTBEHHBIX M 3apyOEXHBIX yde-
HbIX [16-21]. Cpenn MeTONOB CHMHTE3a IMOJOOHBIX CHCTEM 0CO00E MECTO
3aHUMaeT MPUMEHEHHE PABHOMEPHBIX OJIOYHBIX KOJOB, B KOTOPBIX TIIyOOKO
npopaboTaHbl BOIIPOCHI MCIOJIBb30BAaHHS PAaBHOBECHBIX KOJIOB M KOJOB C
cyMMupoBaHueM [22-27]. 3auacTyro cHIDKas TpeOOBaHUS K KiIaccaM HICH-
TUQHUIUPYEMBIX HEHCHpaBHOCTEH (M, HaNpUMep, OTPaHUYMBAsICh HEKOTO-
poli OOLIENPUHATOW MOJENBI0 HEUCIIPABHOCTEH), MOXKHO CHHTE3MPOBATh
YCTPOMCTBA C MPOCTHIMH M KOHTPOJICHPUTOJHBIMH CTPYKTypamH, a n30bI-
TOYHOCTh KOHEUHBIX OJIOKOB CTAaHOBHUTCSI MEHBILCH, YeM IPH HCIOJIb30Ba-
HUU TPAIUIIMOHHOTO IToAX0aa KyommpoBanus [16, 28].

JanHas paboTa MOCBSIIEHA Pa3BUTHIO METOAOB NMPUMEHEHHS M30bI-
TOYHOTO KOJMPOBAHUS MPU MOCTPOSHUN KOHTPOJICTIPUTOIHBIX AUCKPETHBIX
CHCTEM M OCBEIIAaeT HOBBIN ITOJXO0M, KOTOPBIH YYUTHIBAeT KaK 0COOCHHOCTH
TOIOJIOTUU UCXOJHOTO KOMOWHALIMOHHOTO JIOTHYECKOTO YCTPOMUCTBA, TakK U
CBOMCTBa BBIOMPAEMOTO Ul OPraHU3alUU TEXHUIECKOTO THArHOCTHUPOBA-
HUS U30BITOYHOTO KOJIA.

2. IlocranoBka 3agaum. PaccmarpuBaemblii KJacC JIOTMYECKUX
YCTPOUCTB — 3TO KJIACC YCTPOWCTB, HE 0OJIAAIONIMX MaMsAThio (KOMOWHA-
LIMOHHBIE JIOTHYECKHE cXeMbl). Takue yCTpoHCcTBa MOTYT OBITH (POPMaAJIEHO
OITMCaHBl pa3IMYHBIMKU criocobamu. Ecnu peus maer o paspabarbiBaeMoM
YCTPOMCTBE ¢ N3BECTHOMN 3JIEMEHTHON 0a30ii, HarpuMep MpOCTEeHIINE JIOTH-
YECKUE JJIEMEHTBI, Pean3yoNIue dJIeMeHTapHble (DYHKINH anreOpsl JIOTH-
KH, TO OIMCaHNE COAEPKHUT: HabOp BXOJOB M BBIXOJOB YCTPOMCTBA; COCTaB
JOTUYECKUX 3JIEMEHTOB; KOH(QHUIYPAIMIO JIOTHUECKUX CBSI3€H MEXIy BXO-
JaMHU 1 BBIXOJAMHU YCTPOMCTBA, a TAKXKE MEXKTY BXOJAMH M BBIXOAAMH JIO-
TMYECKUX DJIEMEHTOB. Takoi MOAXOA B ONMHMCAaHWU HCIOJB3YETCS BO BCEX
COBPEMEHHBIX CPEZCTBaX JIOTHYECKOTO MMPOSKTUPOBAHUS — KakK ¢ M300pa-
JKCHHEM CTPYKTYpHOW CXEMBI, TaK U C OMHMCAaHHEM Ha YPOBHE S3bIKa JIOTH-
YEeCKOT0 IMPOEKTUPOBaHU [29].
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,ZI.HH OpraHnu3anun KOHTPOJIA TEXHUYECKOI'0 COCTOAHUA KOM6I/IHaHI/I-
OHHBIX JIOTHYECKUX yCTpOﬁCTB HCIOJIB3YIOTCA CXEMbI KOHTPOJIA, KOTOPBIC
peanu3yroTcs UCXO0ls W3 TPeOOBaHMI MOKPBITHS MaKCHMAIBHOTO KOJIMYe-
cTBa (U3HYEeCKUX Ae(EeKTOB (COrIaCHO BBIOPAHHOW WJIM 33aJaHHON MOJIENN
HEHCIPABHOCTEH), a TaK)KE C YCTAaHOBJICHHBIMU OIPaHUYEHHUSIMH Ha CTPYK-
TYpPHYIO H30BITOYHOCTh MOIYyYaeMOW CHCTEMBI, €€ JHEpronoTpedieHue,
ObIcTponeiiCTBHIE U TaK JaJiee.

B nanHo#i paboTe craBHTCS Clleqyromas 3adada: pa3BUTh U3BECT-
HBIE aNTOPUTMBI CHHTE3a KOMOWHAIIMOHHBIX JIOTHYECKHX YCTPOMCTB Ha
OCHOBE WM30BITOYHBIX KOJOB C OOHApyXKEHHEM MOHOTOHHBIX OIIMOOK C
LeNbl0 Ooiee TMOIHOTO ydeTa CBOWCTB KOJOB MO OOHAPYKEHHIO APYTHX
KJIACCOB OIIMOOK AJISI CHIDKEHHSI CTPYKTYPHON M30BITOYHOCTH CHHTE3HUPY-
€MOH KOHTPOJIEIIPUTOJHOM CUCTEMBI.

3. OcoOeHHOCTH OOHApYKeHMs OIIMOOK KOAaMU ¢ CyMMHMpPOBa-
HueM. Vcrnionb30BaHue M30BITOYHBIX PABHOMEPHBIX KOJOB, OPHEHTHPOBAH-
HBIX Ha OOHapyXeHHEe OIMOOK, a He Ha UX MCIpaBIICHHE, IIPH NOCTPOSHUU
CHCTEM aBTOMAaTHK{ C OOHapy>KeHHEM HEUCIIPaBHOCTEH CBSI3aHO C AMArHO-
CTUYECKUMH CIOCOOHOCTSIMH TEpBBIX. Te CBOMCTBA, KOTOPBHIE MPUCYIIU
M30BITOYHBIM KOJIAM W HCIOJIB3YIOTCS IIPU OpraHU3alUH CeTel Iepeaadn
JaHHBIX, MPUMEHSIOTCS W ISl PeIleHHs 3a7ad TeXHWYECKOW IMAarHOCTH-
ku [30-32]. U3BectHO [33, 34], uTO paBHOBECHBIE KOJIbI, a TAKXKE Kiaccuye-
CKHe KOJBI C CyMMHupoBaHHeM (Koxbl beprepa) o61amaoT BO3MOKHOCTBIO
oOHapy>XeHHsI JIOOBIX  OJHOHAIPABICHHBIX HWCKaKEHUH (MOHOTOHHBIX
ommOOK) B pa3psaax KOJOBEIX CJIOB. JTa OCOOCHHOCTH TaHHBIX KOJIOB
IPUMEHSETCS TIPH YCJIOBUHU HCIOJIb30BAaHUS aCHMMETPUYHBIX KAHAJIOB IIe-
pelauy JaHHBIX (B TaKUX KaHalaX BO3MOXKHBI TOJIBKO MOHOTOHHBIE IIPOSIB-
neHust momex). C Ipyroi CTOPOHBI, TP MOCTPOESHHM HaJCKHBIX CHCTEM
ABTOMATUYCCKOTO YHPpaBJICHHUA UCIOJb30BaHUEC CBOMCTBa 06Hapy)KCHl/ISI
JII0OBIX MOHOTOHHBIX OLIMOOK PaBHOBECHBIMM KOJaMH M Kojamu beprepa
MI03BOJISIET OCYIIECTBISITH KOHTPOJIb TEXHUYECKOIO COCTOSHUS MX KOMIIO-
HEHTOB MMEHHO 10 CBOHCTBY MOHOTOHHOTO ITPOSIBIICHUS JTIOOBIX OIIHOOK B
CTPYKTYpE Ha X BBIXO/IaX. DTO CBOWCTBO LIMPOKO HCIIOJIB3YETCS KaKk IpH
peIIeHUN 3a/1a4 TECTOBOTO, TaK M pabodvero AuarHoctupoBanus [32, 35-39].
Kpome Toro, pu cuHTE3€ yCTPONWCTB aBTOMATHKH €IIIe Ha ATale KOANPOBa-
HUSI COCTOSTHUH aOCTPaKTHOTO aBTOMAaTa 4acTO NMPHMEHSETCS KOJUPOBaHHE
9THX COCTOSIHUI KOJIOM C OOHapy>XEHHEM MOHOTOHHBIX OLIMOOK, YTO HC-
KITFOYaeT HAJIMYUE COCTA3aHMi IpH paboTe yCTPONCTBA, a TaKXkKe o0Ierdaer
MPOIEAYPHI TEXHIYECKOTO AuarHocTupoBanus [40]. CBOCTBO MOHOTOHHO-
TO MPOABJICHUA HeHCHpaBHOCTeﬁ YUUTBIBACTCA U B COBPEMCHHBIX CUCTEMAX
ABTOMATU3UPOBAHHOTO HNPOCKTUPOBAHUA JIOTHYCCKUX yCTpOﬁCTB aBTOMa-
THUKH Y BBIYUCIIMTEILHON TEXHUKH.
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C TOUKHM 3peHHs HCIOIB30BaHNS PABHOMEPHBIX OJOYHBIX KOJOB IpU
pelIeHNH 33/a4 CHHTE3a KOHTPOJICHPUTOAHBIX YCTPOWCTB aBTOMATHKU U
OpraHM3alii WX JWarHOCTUYECKOro oOecIieueHHs, OUIMOKH B KOJOBBIX
ciioBax (WM ke B MH(OPMAIIMOHHBIX BEKTOPaX KOJOBBIX CIIOB) Kiaccupu-
LIUPYIOTCS HA MOHOTOHHBIC M HEMOHOTOHHBIC OmHUOku (pucyHok 1). B
KJIacce€ MOHOTOHHBIX OIIMOOK BBIIENSIOTCS OJMHOYHBIE OIIMOKH, KOTOpPBIC
00HapY KUBAIOTCS JIIOOBIMU TIOMEX0YCTOHYUBBIMH KOolaMH. HeMOHOTOHHBIE
OUIMOKH TPHHATO Pa3leisTh HA KJacC CUMMETPHUYHBIX U KJIAacC aCHMMET-
puaHbIX ommbok [41]. [Ipy BOZHUKHOBEHHH HEMOHOTOHHOW OIIMOKH YeT-
HOW KPaTHOCTBIO W PABHOM KOJIMYECTBE UCKAKEHUH HYJEBBIX M CIMHUIHBIX
pa3psmoB OMHUOKY OTHOCSAT K CHMMETPUIHOMY THITy. OCTaIbHBIE HEMOHO-
TOHHBIE OIINOKH, CBSA3aHHBIC C MCKAKEHISIMA HEPABHOTO KOJIMYECTBA HyJIe-
BBIX ¥ €IUHUYHBIX PAa3PAI0B, SBISTIOTCS ACHMMETPHYHBIMU.

OmuMOKH B KOJOBEIX

BEKTOpax

MoHOTOHHBIE — — HemonoTOHHEIE
OMHOYHbIE CuMMeTpuYHEIe
Muorokparsbie AcuMMeTrpuyHbIe

Puc. 1. Kimaccndukanms om0k B KOJOBBIX CIIOBax (MM MHG)OPMaIMOHHBIX
BEKTOpaxX KOMOBEIX CJIOB)

B [41] noka3aHo, 4TO ¢ yBeJTHUEHHEM KOJIMYECTBA Pa3psaIoB B KOJO-
BbIX CJIOBAax WJIHN I/IH(I)OpMaI_II/IOHHI)IX BEKTOpax KOJOBBIX CJIOB HOJII MOHO-
TOHHBIX OIIMOOK OT OOIIEro KOJMYECTBA BO3MOXKHBIX OINUOOK CTPEMHU-
TEJIEHO YMEHBIIAeTCs (B TOM YHUCIIC ¥ OJMHOYHBIX), TOT/Ia KaK JOJS aCHM-
METPUYHBIX ONIMOOK OT OOIIEro MX KOJMYeCTBA, HA00OPOT, CYIIECTBEHHO
Bo3pactaeT. CHMMETPUYHBIC K€ OIMHOKHM MOTYT HMETh TOIBKO UYCTHYIO
KpaTHOCTh, U WX JIOJIA OT OOIIEro KOJNMYECTBA OMIMOOK SBISICTCS CYIIC-
ctBerHO#. K mpumepy, npu xonmdecTBe pa3psaoB, paBHeEIM 10, pactpene-
JICHWE OMMOOK MEXIY OJMHOYHBIMHA, MOHOTOHHBIMH, CHMMETPHYHBIMH U
acMMMeTpUYHbIME ommbkamu cremytomee: 0,978%, 10,101%, 17,539%,
71,383%. AnanoruuHasi 3aKOHOMEPHOCTb HAOIIOACTCS U MPH YBEIHYSHUU
KpPaTHOCTH MOHOTOHHBIX, CHMMETPHYHBIX 1 ACHMMETPUYHBIX OLIMOOK.
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OcTraHOBHMCSI Ha PacCMOTPEHHH IIMPOKOTO Kilacca KOJOB C CyMMH-
poBanueM [42]. BBexeMm ux o6o3HaueHne — (,k)-KOmIbI, T1Ie m U k — KOIH-
4ecTBO MH(OPMALMOHHBIX M KOHTPOJIBHBIX Pa3psiioB (JUIMHBI MH(pOpMaLH-
OHHBIX M KOHTPONBHBIX BeKTOpoB). Kmaccmueckme komer beprepa (S(m,k)-
KOJIbl), KOTOPBIE CTPOSATCS IyTEM II0/ICUEeTa YNCIIa HYJIEBbIX MM €ANHUYHBIX
pa3psioB B MHGOPMALMOHHBIX BEKTOpAaxX W 3alHMCH MOIYyYEHHOTO YHCIa B
JIBOMYHOM BHJIE B pa3psi/ibl KOHTPOJIBHOTO BEKTOpa, 00JIaaf0T CBOMCTBOM
nAaeHTH(UKAINN JTFOOBIX MOHOTOHHBIX W aCHMMETPHYHBIX OmmoOok. Kimace
TaKUX KOJ0B 0003HauuM kak UAED(m,k)-xozp! (unidirectional and asymmet-
rical error-detection codes). OmHaKo IIEHOH 3TOTO CBOHCTBA SABJISIETCS HEBO3-
MO>KHOCTh OOHApY>KeHHs JTIOOBIX CHMMETPUYHBIX OIIMOOK, YHCIO KOTOPBIX
CPaBHUTEINILHO BENUKO (K mpumepy, 310 50% nBykpaTHbIX U 37,5% deTsipex-
KpaTHbIX OMHOOK B WH(POPMAMOHHBIX BekTopax [43]). N36eiTouyHOCTH

S(m,k)-KoOB OmpenenseTcs BeNMUMHOH Kk = ’_10g2 (m+ 1)—‘, Ie 3anmch

[—| 0003HauaeT LEJIOC CBCPXY OT BBIYHCIIACMOI'O0 3HAYCHUA. Ilo cBomm xa-

paKTepUCTHKAM m W k W CBOWCTBY OOHapy»KEHHs JFOOBIX MOHOTOHHBIX U
ACUMMETPHUYHBIX OIINOOK KOAbI Beprepa SABJIAKOTCA ONITUMAJIBHBIMU KOJaMH,
00HAPY)KHBAIOIIMMHI MaKCUMyM 0003Ha4eHHBIX BHJIOB OIIHOOK.

CymecTtByeT GOJIBIIOES KOIMYECTBO KOAOB ¢ CYMMHPOBAaHHEM, OpHCH-
THPOBAHHBIX Ha COXPaHEHHE CBOMCTBA OOHApY)KEHHUS JIOOBIX MOHOTOHHBIX
OIIOOK MITH JTFOOBIX MOHOTOHHBIX OIIMOOK IO ONPENeICHHON KPaTHOCTH d
— TaK HazbiBaeMbIx, UED(m,k) wmu dy-UED(m,k) konoB [25]. Takue Kombl
CTPOSATCS MyTeM Pa3IMYHbIX MOIU(pHKALMHA Kiaccuueckux komos. Hekoro-
pble U3 HUX peaU3yeMbl TOJIBKO JUISl YACTHBIX CIy4acB 3HAYEHWH JUIMH HMH-
(opMaIMOHHBIX BEKTOPOB. Hampymep, n3BecTHBI MOAU(UKALIMN KOJIOB, CBS-
3aHHBIE C MCIIOJIb30BAHUEM OIepallii KOHKaTeHAIIMH KOHTPOJILHBIX BEKTOPOB
WHBIX Pa3INYHBIX («0a30BBIX») KOIOB MPH 00pa30BaHUH HOBHIX KOJOB C 3a-
JTAHHBIMU CBOIcTBaMU. VI3BECTHBI TakKe M KOJbI, KOTOPbIE BO3MOXKHO CTPO-
UTh JUIs JNOOBIX 3HAYeHWH JUIMH MH(OPMAIMOHHBIX BekTopoB. HaepHoe,
CaMBIMH U3BECTHBIMH U3 TaKHX KOJIOB SIBIISIFOTCS KOJbI boy3a — JInnHa (ko/p1
C CYMMHPOBaHHEM €JHHHYHBIX HH()OPMALIMOHHBIX Pa3psAIOB B KOJBLE BBIYE-
TOB 110 Moxymo M=4 v M=8 (SM(m,k)-xozp1)). DTH KOABI OTHOCSTCS K 4-
UED(m,k) n 8-UED(m,k) konaM COOTBETCTBEHHO.

[Tpu ucronb30BaHUM CBOMCTBA OOHAPY)KEHHS JFOOBIX MOHOTOHHBIX
oIMOOK B MpOIeCCe PEIICHNUS 3a1ad TeXHUYECKON IMarHOCTHUKH U CHHTE3a
KOHTPOJICTIDUT'OJHBIX CHUCTEM AaBTOMATUKKW HHKAaK HC YUYHWUTBLIBAIOTCA BO3-
MOYKHOCTH KOJ/IOB I10 OOHapy>KEHHI0O CHMMETPUYHBIX M aCHMMETPHYHBIX
omnbok. S(m,k) u SM(m,k) xoas! He oOHapyxuBatoT 100% cHMMETPHUYHBIX
ommOok. OHAaKO M3BECTHBI MOAU(UKAIIMK JaHHBIX KOJOB, KOTOpBIE 00I1a-
Jal0T YMEHBIICHHOH JoNeil HeoOHapyKMBAeMBIX CHMMETPHYHBIX OLIMOOK B
MHQOPMAIMOHHBIX BeKTopax. [Ipyn 3TOM MMeeTcsi HEKOTOpas JOJIi MOHO-
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TOHHBIX W aCUMMETPUYHBIX OIMUOOK. Takue MOTUGBHUIIMPOBAHHBIC KOIBI C
CYMMHpPOBaHHEM CTPOSITCS 3a CYET Pa3IMYHBIX IPABWI, BKIFOYAIOIINX B
ce0s1 B3BEIIMBAHUE Pa3psIOB WM HEPEXOA0B MEXIy paspsaaMu, 3aHUMa-
OIMMHA COCEIHHE TMO3WIHNU B WH(POPMAIMOHHBIX BEKTOPaX, BBIYHMCIICHHE
MONIPaBOYHBIX KOI((HUIMEHTOB B BHE CBEPTOK MO MOJIYJIO JBa, BBIIEIE-
HHUE TIOJMHOXKECTB Pa3psAa0B WHPOPMAIIMOHHBIX BEKTOPOB M OTACIBHBIN MX
KOHTpOJb U mpouee [42, 44, 45]. Ucnonb3ys cBOWCTBAa KOJOB C CYMMHUPO-
BaHWEM, a TaK)Ke OCOOCHHOCTH TONOJIOTHH YCTPOWCTB aBTOMATHKH, MOKHO
CHUHTE3UPOBATh CHUCTEMbl aBTOMATHKH C YMCHBIICHHOW IO CPaBHEHHIO C
nyomupoBanreM M30BITOYHOCTRIO [16, 30, 37]. Bo3moxkHOCTH OOHapyxe-
Hus (m,k)-KOIOM HEKOTOPOH JONMH CHMMETPUYHBIX OLIMOOK IpH OOHapy-
JKCHHU JIFOOBIX MOHOTOHHBIX OMIHOOK (MO0 JFOOBIX MOHOTOHHBIX OIMTHOOK
JI0 OTIPENICIIEHHON KPATHOCTH) MOTYT OBITh HCITOJIB30BAHbI [UTSI COKPAIICHUS
CTPYKTYPHOH H30BITOYHOCTH IPH MPEOOPA30BAHUAK CXEM OOBCKTOB JHa-
THOCTHPOBAHUS (PUCYHOK 2).

PaccMoTpuM 0COOEHHOCTH MCIIOJIB30BaHUS CBOMCTB KOJIOB 110 OOHA-
PYKESHHIO MOHOTOHHBIX ¥ CHMMETPHYHBIX OIMUOOK MPH CHHTE3¢ YCTPOICTB
C KOHTPOJICIPUTOHBIMH CTPYKTYPaMHU.

KommiekcHsrit

YHeT CBOHCTS OCco6EHHOCTH TOTIOIOTHH

00beKTa AMArHOCTHPOBAHHU ST
...l

< ¢ 1 ¢
B03MOKHOCTB pe3epBUPOBAHHS ITEMEHTOB
Hammyue cHMMMETPUYHO 3aBUCUMBIX CHUMMETPHYHO 3aBUCHMBIX I'PYTI, HEHUCTIPABHOCTH
TPy BBIXO/I0B KOTOPBIX BBI3BIBAIOT CHMMETPHYHBIC

HEeOOHAPY KMBAEMbIE KOZIOM OLIHOKH

OGHapyKeHHE JTI0OBIX MOHOTOHHBIX OLIHGOK
WK TF00BIX MOHOTOHHBIX OLIHOOK
J10 oM pejieJIeH HOI KPaTHOCTH d

T T

XapakTeprCTHKH 00HapyKEHHs OLIHOOK
B MH(OPMAIIMOHHBIX BEKTOpax (1,k)-KonoB

OOGHapyKeHHE 10U CHMMETPH YHBIX OLIHOOK
0T 00LIEro YUciIa CHMMETPHYHBIX OLIUGOK

Puc. 2. XapakrepucTuku 00beKTa HArHOCTUPOBAHUS U (m1,k)-Ko1a

4. CTpYKTYPHO CHMMETPHYHASI 3aBUCUMOCTh BBIX010B. O003Ha-
YUM KaK po U p1 — YMCIO MyTeH, BEAYLUIUX OT BBIXOJA JIOTUYECKOIO 3Je-
MeHTa G, K BBIXOZaM JIOTMYECKOT'O yCTPOMCTBa depe3 4eTHOe U uepe3 He-
YETHOE YHCJIO MHBEPCUN COOTBETCTBEHHO (TaKUE MYTH O0O3HAYKM 719-ITyTH
U ni-mytH). Torma MakcUMaabHas BO3MOXHAsh KPATHOCTh OIIMOKH OTpee-
JII€TCSL CyMMOM:

Aax =Py + D1 (1)
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By BbI3BIBaEMONM BHYTPEHHEM HEMCIIPABHOCTBEO JIOTHYECKOIO Je-
MEHTa OIIMOKU Ha BBIXOJAX JIOTMYECKOTO YCTPOMCTBa ONpENessieTcsl CoOoT-
HOLICHUSIMUA MEXIy YuciiaMu po U pi. OmmbOka Ha BeIXOAax OyaeT MOHO-
TOHHOH B TOM CJIy4ae, €CIIH BCE Mo-IIyTH WU XKe BCE 711-IIyTH OT KOHKPETHO-
T'O JIOTHYECKOTO JJIEMEHTa He OyIyT CYIIECTBEHHBIMU U3-3a KOMITCHCAIMN
CHTHAJIOB OIIMOOK B CXE€Me YCTpOHCTBa (IIOA KOMIEHCAIWEH MOHUMAeTCs
COOBITHE MOTJIOMIEHHS OINOKNA KOPPEKTHBIM CHTHAJIOM C HUCIIPABHOTO BXO-
Jla JIOTHYECKOTO 3JIeMEHTa). B mpoTHBHOM ciydae, ecinM Ha KakoM-IHOo
BXOJHOM Habope OyIyT akTUBH3UPOBAHBI XOTsI OBl OWH CYIIIECTBEHHBII 710~
MIyTh W XOTS OBl OAMH CYIIECTBEHHBIN 711-IlyTh, BEAYILIHE K Pa3HBIM BBIXO-
JlaM, 3TO NPHUBEAET K BO3HUKHOBEHHIO HEMOHOTOHHOW OINMOKH (CHMMET-
PUYHON WJIM aCUMMETPUYHOMN).

AHanu3upysi TOMOJOTHIO JIOTHYECKOTO YCTPOWCTBA, MOXXHO YCTaHO-
BUTDH «IIPE/IBAPUTEIIHHBIC» YCIIOBHS, KOTOpble OyAyT yKa3blBaTh Ha HEBO3-
MOYXHOCTb BO3HHKHOBEHHSI MOHOTOHHBIX OIIMOOK OIIPEAEICHHON KPaTHOCTH.

max max

ycts py™ m p™ — 3TO MaKCHMaJIbHOE 4HCIIO Ho-ITyTEH H ni-

MyTeH, BEAYIINX OT BCEX JIOTUYECKUX SJIEMCHTOB CTPYKTYPHI JIOTHYECKOTO
YCTPOMCTBA K €ro BeIXOAaM. Tora CripaBeyTUBBI CIICAYIOIINE TIOI0KCHUS.

Ymeepowcoenue 1. MoOHOTOHHAsT OIIMOKA HA BBIXOJAX JIOTHUECKOTO
yCTpOCTBa OY/IET UMETh KPATHOCTh:

d, < maX(pé““;pf“ a ) 2

Ymeepoicoenue 2. CummerprdHas ommoOKa Ha BBIXOAAX JIOTUYECKOT0
YCTPOUCTBA OYJET UMETh KPaTHOCTH!

d, <2ng, 3)

The 7y, — MaKCHMaJbHOE YHCJIO CIy4aeB p, = p; IJIi OJHOTO JIOTHYe-

CKOT'0 3JIEMEHTA.
Ymeepowcoenue 3. AcummeTpudHas onrOKa Ha BBIXOAAX JIOTHYECKO-
TO yCTpOICcTBa Oy/IeT IMETh KPaTHOCTh:

- max(p0+pl), mpu  py,py #0; @
‘" |max(py+p)-1L  mpm  py=pp.

s mpumepa noucka gucen d,, ds U dy pPaCCMOTPUM KOMOHWHAITHOH-
HOE JIOTHYECKOE YCTPOICTBO, MPUBEIEHHOE HAa pUCyHKe 3. JlaHHOE ycTpoi-
CTBO MMEET JBYXypPOBHEBYIO CXEMy, CHA0KEHO UYETBIPbMsI BXOAaMH U IlIe-
CTBbIO BbIXOZaMH. OmHcaHUE CTPYKTYpPBI JIOTHYECKOTO YCTPOMCTBA aHO B
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tabnuue 1, T7e nepeyrciIeHbl BCe JIOTHUECKHE 3JIEMEHThI BTOPOTO paHra u
yKa3aHbl XapaKTEPUCTUKU IyTeH, BeAyIIUX OT KaXKJOTO JIEMEHTa K 3Je-
MEHTaM IEpPBOTO PaHra, BBIXOJbl KOTOPBIX SBJSIOTCA HEMOCPEACTBEHHO U
BBIXOJIaMU CaMOT0 yCTpOICTBa.

Tabmuna 1. XapakTepucTHKH 3a1aHHOT0 KOMOWHAIIMOHHOTO JIOTHYECKOTO

yCTpoicTBa
JloruuecKuii 3IeMeHT Po pi no-IyTH n1-1y T
Gi 2 2 Gs, Go Gs, G7
G2 3 0 Gs, Gro, G11 -
G3 1 1 G7 Gio
G4 2 1 G, G Gs
Gs 1 0 Gy -

HewucnpaBHocTu snemeHTa Gs MOTYT BBI3bIBaTh TOJBKO OJIMHOYHBIC
OLIMOKH, TaK KaK OT JJAHHOTO MYTH UET BCEro OJHH Ko-11yTh. HencnpaBHo-
cTH 3JeMeHTa G3 MOTYT BbI3BIBATh JIMOO OAMHOYHBIC OINHMOKH, JUOO IBY-
KpaTHbIC CHMMETPHUYHBIC OIUOKH, TaK KaK JUIsl JaHHOTO 3JIEMCHTA UMEETCS
0 OJIHOMY Mo-IyTH U 1;-ITyTH, BEAYIIUX K eMeHTaM G7 u Gyo. Ommbka
Ha BBIXOJIC 3NieMeHTa G4 MOXKET TPaHC(HOPMUPOBATHCS JIMOO B OJAUHOYHYIO
OImuUOKy, JTUOO0 B JBYKPATHYI0 CUMMETPUYHYIO MJIH MOHOTOHHYIO OINUOKY,
00 B TPEXKPATHYIO aCHMMETPHUYHYIO OIIMOKY. DTO CIEAyeT M3 COOTHO-
MICHAN MEXKIY YHCIOM Ho-ITyTel u n-myTei. Ommoka Ha Bexoqe G| MOXKET
BBI3bIBATh HA BBIXOJAX YCTPOMCTBA TE K€ BAPHAHTHI OLIMOOK, ILIIOC €Ile
OJIMH — YeTBIPEXKPATHYI0 CUMMETpPHUHyIO oumnOKy. M, HakoHel, Hewc-
MIPaBHOCTb 3jieMeHTa (G2 MOXKET MOBJIeYb 32 COOO0 TOJBKO OJMHOYHYIO N
e JIByX- WM TPEXKPAaTHYI0 MOHOTOHHYIO OLIMOKY. AHAajH3 IMOKa3bIBaeT,
YTO JJIS1 TIPUBEICHHOIO Ha PUCYHKE 2 JIOTMYECKOI'0 YCTPOMCTBA, COTJIACHO

dopmynam (2)-(4):
d, =3 <max(py™; p™ ) = max (3;2);
d, =4<2n0™ =2.2;
d, =3<max(p,+p, )—-1=max(2+2)-1, Tak Kak p, =p, =2.

Hanmmuue uadopmarmm o uncnax d,, ds U dy IS KOHKPETHOTO JIOTH-
YEeCKOro yCTPOWCTBA JaeT BO3MOXHOCTh 10JI00pa KOAa C CyMMHPOBaHUEM
JUISL OpraHu3aiuy KOHTPOJIsL. [T0CKOIBKY MPH MAaloM KOJHYECTBE Pa3psioB
B KOHTPOJIBHBIX BEKTOpax Bceria OyayT MPUCYTCTBOBATh CHMMETPHYHBIC
HeoOHapyskuBaeMble ommOku [46], To M 4nuCIO ds JUIA OONBIIOrO YHcia
KOZIOB OyzeT paBHBIM ds=2 100 ds=4.
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F(x)
f )
X3 J Gs — /i
2 Gz
Xq4 —
Gs — /s
A 4D
X3 J
Gy — fa
X1 G
X4 ¢
=55 Dan
X2 GS
X3 J
Gll T f6

TAN TAN

2 paHr 1 panr
Puc. 3. KoMOuHaIMOHHOE JIOTHUECKOE YCTPOHCTBO

BeiOepem 111 KOHTPONS HPHBEICHHOTO JIOTMYECKOTO YCTpOiicTBa
IBYXMOIYJIBHBIN ko1 TM(6,4), onncanusrii B [47]. JlaHHBIM KOIOM HICH-
TUOUIIPYIOTCA TF00BIE MOHOTOHHBIE M ACHMMETPHUYHBIE OIINOKH, OTHAKO B
Kj1acce HeoOHapyKHMBaeMbIX uMeeTcss 336 CUMMETPHYHBIX oImuoOok (192
IByKpaTHBIX U 144 dyerslpexkparHbix). Kak mokasano B [48], reHeparop
TM(6,4)-koa IpakKTUYECKH BABOE IPOIIlEe TeHepaTopa KJIACCHYECKOro Kofa
Beprepa, S(6,3)-xona, o0mamaromero CBOMCTBOM UACHTU(DHUKAIIMH JTFOOBIX
MOHOTOHHBIX M aCUMMETPHYHBIX omuOoK. [Ipu satom S(6,3)-ko0M He 00-
HapyxwuBaeTcs 860 cummeTpuuHbIX omHnOOoK (480 nByKpaTHBIX, 360 YeThI-
pexkpaTHbBIX 1 20 MIeCTUKPaTHBIX).

Hcxons u3 mpencTaBiIeHHbIX XapakTepucTuk TM(6,4)-koxa u ycTa-
HOBJICHHBIX OCOOEHHOCTEH TOIOJIOTMH KOMOMHAIIMOHHOTO JIOTHYECKOTO
YCTpOIcTBa MOXKHO CIENaTh BEIBOJA O HEOOXOANMOCTH 3aIIUTHI OT CHMMET-
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PHUYHBIX JBYKPATHBIX U YETHIPEXKPATHBIX OIIMOOK, YTO pean3yeTcs MyTeM
pe3epBUPOBAHUS JIIEMEHTOB 10 METOJIMKE, OTMCaHHOM B [36, 37].
Onpeodenenue 1. HazoBeM rpymmy BBIXOJOB CTPYKTYPHO CHMMET-
pUYHO 3aBUCHMOH Tpymnmoil BeixonoB (CC3-rpymnmoii), eciau aHaiu3 TOMO-
JIOTUM [OKa3aJl HaJIMuue ClIy4aeB p, = p; XOTs Obl [ OJHOIO JIOTHYECKO-

'O 3JIEMEHTA B CTPYKTYpPE JIOTHUECKOTO yCTPOUCTBA.

W3 tabnuuel 1 cneayer, uro Tpu Jornyeckux sneMedta Gi, Gz u Gy
CBSI3aHbI MYTSIMU C BBIXOAAMH TaKMM 00pa3oM, 4TO 00pa3yioT CIeIyIoIne
CC3-rpynnsr: {f1; /23 f3; fa}, o5 S5} 35 55 S}

5. ®OyHKNHOHAJLHO CHMMETPUYHAS 3aBHCHMOCTb BBIXOJ0B.
CTpykTypHas CHMMETpUYHAsl 3aBUCHMOCTH BBIXOJIOB €Ile HE O3HayaeT
peanbHOM (QYHKIMOHAIBHOW 3aBHCHMOCTH, IMIOCKOJIBKY BU3yalbHBIH aHa-
JIU3 CXEMbI TOBOPHUT TONBKO O IMOTEHIUAIbHOH BO3MOXHOCTU BO3HUKHO-
BEHUsI CUMMETpPUUHON omuOku. Takolf aHalu3 HUKAaK HE 3aTparuBact
(YHKIIMOHAJIBHBIX OCOOCHHOCTEH JIOTMYECKHX 3JIEMEHTOB CTPYKTYPHI
JIOTHYECKOTO YCTPOHCTBA.

Onpedenenue 2. HazoBeM rpyniy BBIX00B (DyHKIIMOHAJIBHO CHUMMET-
PUYHO 3aBHCUMOM Tpynmoi BeixoaoB (DOC3-rpymmoit), ecmu XoTs ObI Ha OfI-
HOM BXOZIHOM HaOope Ipu HEUCIPaBHOCTH KaKOTro-JMOO 3JIEMEHTa, CBSI3aH-
HOT'O TIYTSIMH C IaHHBIMH BBIXOJ[aMH, (DOPMHUPYETCSl CHMMETPUYHAS OILIOKA.

[Tonck ®C3-rpyni HO3BONAET y4ECTb U OCOOEHHOCTU CTPYKTYPBI
JIOTHYECKOTO YCTPOMCTBA U MCKIIOYUTH CIy4au H30BITOYHOTO PE3epBUPO-
BaHUSA 3JIEMEHTOB IIPU IPeoOPa30BaHUH CXEMbI YCTPOUCTBA B CXEMY C KOH-
TPOJIEHPUTOAHON TOHOJIOTHEH.

Teopema 1. HencnpaBHOCTB JIOTHUECKOTO 31eMeHTa Gq BHyTpeHHEH

CTPYKTYPBI JIOTHYECKOTO YCTPO#CTBa OyIeT BBI3bIBATH Ha BBIXOJAX i, H

Jf;, CMMMETPHYHYIO OLIHOKY B TOM CIIy9ae, eCII BBIIOTHEHO yCIIOBHE:

o o
20 i i
== f, ®f, )£0, 5
v, o, (491, ®
rIe yq — GyHKuus, peajauzyemMas Ha BEIXO/E JJOTHYecKoro anemeHTa Gg.
of. of.
Jloxazamenvcmeo. B dopmyne (5) cCOMHOKHUTEND ié ompe-
v, o,

JACISCT YCIOBUsL OAHOBPEMCHHOIO MCKaXCHHs BBIXOAOB f, Hu f, (Te
BXOJIHBIC HAaOOPBI, KOTOPHIC BBI3BIBAIOT JBYKPATHOE HCKAXCHHE), a
COMHOKHUTEIb (fl] 69f,2) II03BOJIICT YCTAaHOBUTH BMJ owmmOKu. Ecnm

3HaueHHS (QYHKIUH HAa KaKUX-THOO0 BXOMHBIX HaOopax OBLIM pPaBHBI, TO
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JBYKpaTHasi OIIMOKa Ha THX K€ BXOJHBIX Habopax OyaeT MOHOTOHHOM,
B NPOTHBHOM cllyyae — CHUMMeTpuyHOW. Takum oOpa3oM, BbIpaxe-
Hue (5) ompenensier Te BXOJHbIE Ha0OPHI, HA KOTOPHIX BO3HHMKAET CHM-
MeTpHYHas OmMOKa Ha BBIXOZAaX f, ¥ f, . D10 M 3a(MKCUPOBAHO B

1)

YCIIOBHHU TE€OPEMHI 1.

®opmyna (5) ucrons3yercs Ui MOUCKAa MOHOTOHHO HE3aBHCHMBIX
rpynn BeIxoJoB [16, 36, 37].

Teopema 2. HencnipaBHOCTD JIOTHYECKOTO 31eMeHTa Gy BHyTpEHHEN
CTPYKTYpPBI JIOTHYECKOTO YCTpoiicTBa OyJaeT BBI3BIBATH CHMMETPHUYHYIO
OIIKMOKY HA YETHOM KOJIMYCCTBE BBIXOJIOB f‘1 , fi2 , .- f;, BTOM CllyYae,

1

€CJIN BBIIIOJTHEHO YCJIOBHE!

d d
v =FF° %0, (6)
of. of. of;
d i i i d
rpe Fé=—"-—-2. .4 Fpo_ v fiyfy e fiy s TRE FY —
8.1/(1 a.yq ayq fi] fi2 f’d <R
e
(QYHKIYUA, ONpeNeNsomas NCKaKeHUE KpaTHOCThI0 d; F° — (ynxmus,
TTO3BOJISIIOIIAS BBISIBUTD, SIBIISICTCS JIM OLMIMOKa KpaTHOCTHIO d cMMMeTphd-
HOM WM HeT; f; f,, -... f;, — KOHBIOHKLS 3HAYCHMI BBIXOHBIX (yHK-

i amuHON d; R — MHOXECTBO KOJOBBIX BEKTOPOB C BECOM E W JUIMHOK

d
d (ux oOi1ee YKCIIO ONpeaesnsieTCs] BETMIHHON CdA ).

Jlokaszamenvcmeo. Oyukmus F d ompenersieT BXOAHbIe HaOOphI, Ha

KOTOPBIX UCKAKAIOTCS BCE PACCMATPHBAEMbIE BBIXOBI, 8 GyHKuus F° —
TE BXOJHBIC HAOOPBI, Ha KOTOPBIX ITOJIOBHHA 3HAYCHHUH BBHIXOZOB B IPYIIIE
paBHa HYJIO, a MOJIOBHHA — €IUHMIE (IIPU YETHOM 3HAYEHHH d OmmudKa
OyneT CHMMETPUYHOM, eclii XOTs ObI OfHAa M3 KOHBIOHKIUI PaBHOBECHOTI'O

d
KozJa «5 u3 d» He OyneT paBHa HyI0). TakuM oOpa3om, Gopmyna (6) mo3-

BOJISIET ONPEICIHUTh T€ BXOIHBIC HaOOPBI, MPU KOTOPBIX MPOUCXOAUT YeT-
HOE CHMMETPUYHOE UCKKCHUE PACCMaTPUBAEMOM TPYyIIIBI BEIXOJIOB.
VYcnosue (6) HE0OXOANMO MPOBEPSTH AT BCEX 3HAUCHHH YETHOM
KPAaTHOCTH T€X BBIXO/OB, KOTOPbIE CTPYKTYPHO IOITyCKAIOT BO3MOKHOCTb
BO3HHUKHOBEHHE CHMMETPUYHBIX OIIHOOK.
OmnpenenuM Uil paccMaTpUBAaeMON CXEMbI, Ha KaKHX BXOJHBIX
HabOpax BO3HUKAIOT CAMMETPHYHBIEC OLITHOKH.
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HewucnpaBHoctu 31emenTa G3 MOTYT J1aBaTh TOJBKO ABYKpaTHBIC
CUMMETPHYHBIE OIINOKH:

Jo =X VX0 =523V 3,

/s :x2x4vﬁvx_4x3 =X Xy VXXV )35
af _ _ = —
—Zz(xlx3 \/(y3 :O))@(x1x3 v(y3 :1)) =x%; @l =xx;,

3

of —
fz(xz)% v v (s :0))@(x2x4 vy v (s :l)):
3

=l®(x2x4 vx1x4)=x2x4 VXX, = Xy Xy X)Xy =

=(x, vy ) xx, = X,

Xx5 v x4x3)@x2x4 V XXy V Xy Xy ) =0.

(x_]x3)(x]x4)((

TaxuMm 00pa3zoM, HENCIIPAaBHOCTH BbIX0/1a (3 HE BBI3BIBAIOT CHMMET-
PUYHBIX OMIAOOK.

HewncnpaBHocTn snemenTa G4 TakKe MOTYT J1aBaTh TOJIBKO JABYKpaT-
HbIE CUMMETPHYHBIE OMIMOKH, ITPUYEM, KaK CleAyeT U3 Tabnuisl 1, mubo B

nape BBIXOJIOB {f3; fs}, Tu00 {f3; fo}:

H=XX VX VX, =XV XV Yy,

J5 = XX, VXX4 V XXy =Xy X4 V Vg VXX,

J6 = XXV XXy =X,V Yy,

276:(;1)63 VX VM)G)(’C—%V"I V(s :1)):

:l®(x1x3vx])=x1x3vx] =X (x1 vx3):x]x3,

L (530 (3 =0) v ) @ (v (34 = 1) v rgs ) -

0y
:(x2x4 VZ)%)@I ZEVZ)% =
=(x4 vx_3)(x2 YEA LS vng,
8 —
%z(xzx4 v(y4 :0))®(x2x4 v(y4 :1)):x2x4 =X, V Xy,
4
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%%(st ® f5 ) = (E)(M Vv ng)x

x((x1x3 VX VX, ) @ <x2x4 VXX,V XX )) =

= (Xl X3 Xy V XXy X5 )(x1x3 VXV Xy ()C2 X4 VX[ Xy V Xy X5 ) \

v(xlx3 VX, vx4)x2x4 VXX, vx4x3):

= (x, XX, V x1x2x3)(<x, v x3)x1 X4 (x2x4 V XXy VXX )v

v(x1x3 VX, vx4)(x2 VX, ) XX, (x3 VX, )) =

= (x, X3X, V x,x2x3)<x, Xy X3 Xy V x,x4) =0.

o o,

aa}q (ﬁ@fs):(ﬁ)(xz\”h)x

(5 v v o (v =

= <x1x2x3 V X X3Xy )(x1x3 VXV Xy ()Cz Xy V XXy ) \

v(x1x3 VX, vx4)x2x4 vxlx4) =

= (xlx2x3 vx1x3x4)((x1 vx3)x1x4 (xl vx4)v
v(x1x3 VX, vx4)(x2 vx4)x1x4) =

= (xlx2 X VX x3x4)(x1 X3, V xlx4) = XX, X3 % # 0.

HewncnpaBHoctn Beixozna snementa Gs (ommoOka Tuna xoHcraHta ()
BBI3BIBAIOT CUMMETPUYHYIO OMINOKY B TTape BEIXOMOB {f3; fs} TpW moaade Ha
BXOJIBI yCTpoiicTBa ABoMYHOTO Habopa <0100>.

AHanu3 TONOJIOTHH JIOTHYECKOTO YCTPOWCTBA ITOKA3bIBaeT, YTO He-
HCIIPaBHOCTH dNieMeHTa G| MOTYT J1aBaTh ABYKpAaTHbBIE M YETHIPEXKpaTHbIC
CUMMETPHYHbIE OIHMOKH. [IByKpaTHbIE CHMMETPUYHbBIE OIIMOKKA MOTYT BO3-

HUKAaTh Ha BeIXoAax nap {fi; 3}, {fi; fa}, {f2; 3} u {f2; fa}. UeTbpexkpaTHbie
OLIMOKY BO3HUKAIOT BO BCEil IPYIIIE BBIXOIOB {f1; f2; f3; fa}.

N =X0X VXX, =y VXX,

Jr = XXV X4 X5 = Yy VXX,
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L=V VY, =)V VX,

Ja =XV 05 =3 VXX,
a —_—
i:((yl =0)\/x2x4)(-i3((y1 =l)vx2x4)=x2x4 =X, V Xy,

M

a - - R

Gyizl:((yl :O)vx4x3)®((y1 :l)vx4x3):x3vx4,

a RS

$=((y1 =0)va vy )®((y =1) v vy ) =xx,,
1

2o (5, -y sun)((n - ) 5)- v
1

2—;(112—;(31(/’1 ® 1) =(x, V)Q)(E)((Txévxzxﬁ)@(xlx} VX vx4))

= XX, X, (xlx3 VX, X, <x1x3 VXV x4) (x1x3 VX, x4)x1x3 VX VX )

= XX, X, (x1x3 (x, vx4)(x1x3 o vx4)v(x1x3 \ 162354)()61 VX, )x1x4) =

= XX, Xy (x,x2x3 VX X3, VX Xy Xy

)=
%%(ﬁ@ﬁ)=(x2vx4 X,V Xy (x1x3vx2x4)®(;1x3vx2x3))=
1 N

x2x3x4 Y x1x2x3x4 #0,

= (x2x4 V Xy X3V X3Xy )(

X1 X3 V Xy Xy (x1x3 vx2x3)v

v(x1x3 V X, X4)X1)C3 \ x2x3) = (x2x4 V X, Xy Vx3x4)><

x(x1x3 ()C2 V Xy )(x1x3 V Xy X3 ) \2 (x1x3 V Xy Xy )(xl V X3 )(x2 V X3 )) =

= <x2x4 V Xy Xy vx3x4)(x,x2x3 VXX, vx3) =X XX V Xy X5V X3 X, %0,

%Y

oy, Oy, (fz ®f3):(ZVM)(E)((EVZ%)@(;@} VX vx4)):

=X, X3, (x1x3 V XXy (x1x3 VX VX, )v(x1x3 V X4X; )x1x3 VXV x4) =

=X X3 X, (x1x3 (x3 vx4)(x1x3 VX, vx4)v(x1 VX, vx4x3)(xl vx3)) =X X%, 20,
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L2 )= (5 () (s ol )

= (x3 \Y x2x4)(xlx3 V XXy (x1x3 vx2x3)v(x1x3 vx4x3)x1x3 vx2x3] =

= (x3 \Y x2x4)(x]x3x4 VX Xy V Xy ) =X XXX, V X XX VX5 £ 0.

W3 nmpuBeeHHBIX BBIKIIAI0K CIIEIYET, YTO BCE YETHIPE BBIX0/1a 00pa-
3yI0T nonapHo rpymnmsl @C3-BEIX0J0B.
OO6parumMcest K aHaJTU3Y TPYTITEL U3 YETHIPEX BBIXOJIOB.

BDBLL (¢ o5 ) -

:(x2x3 vx4)(xlx2x4 vx1x3x4) = X)Xy X3 Xy

Tak Kak CyIIecTBYeT TOJBKO OAWH BapUaHT BO3HHKHOBCHHS YCTHI-
PEXKpaTHOH CHMMETPHYHOW OIIMOKM B TPYIIIC PACCMATPUBAECMBIX BBIXO-
0B (CM. pHCYHOK 3), HEOOXOIMMO TPOBEPHUTH TOJNBKO YyCIOBHE

Fo = fhifaN fifo fofs 20

hOfafe = (xlx3 vx2x4j[xlx3 vx4x3J(x1x3 VX vx4)(x1x3 vx2x3) =
= (x1x3 (x vy ))(x1x3 (x3 v, ))(xlx3 VXXX V x2x3x4) =

= (x1x2x3 V XXX, )(x1x3x4 )(x1x3 VXXX V x2x3x4) = XXXy

hhG = (x1x3 vx2x4)(x1x3 vx4x3)(x1x3 2 vx4)(x1x3 vx2x3) =
= (xl VX vx2x3x4)(x1 vx3)x1x4 (x1 vx3)(x2 vx3) =

=X X4 (xlx2 vx3):x1x3x4.

[IpoBepum ycnosue (6):

‘//d=4,0'=4 — Fd=4FO'=4 —

= (x1x2 X3 X4 )(xl X3X4 V x1x3x4) =XX, %%, %0,

OTKyJla CIIEAyeT, YTO CHMMETPUYHAs OIIMOKa HA paccMaTpUBAEMBIX BBIXO-
Jlax BO3HHUKAET IPH YCIIOBHMH IOCTYIUIEHHMsS Ha BXoJsl Habopa <0100> n
(hopMHpoBaHMH Ha BBIXOZE 37eMeHTa (G| CUTHAJIA TUITa KOHCTaHTa 1.
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6. YdeT CBOICTB KOJOB ¢ CyMMHPOBaHHeM NPH NMPeoOpa3oBaHUH
CTPYKTYp. Ecim a1 KOHTpOJI JIOTHYECKOro YCTPOMCTBa BBIOMpaeTcs
knmaccuueckuit ko beprepa (S(m,k)-kom), To aHaIM3 BO3HUKAIOIIAX OIIH-
00K He moTpedyeTcs, MOCKOIBKY JII00as CHMMETpPHYHAs OIIMOKa UMH O0Ha-
pyxeHa He Oyner [43]. B aToM ciy4ae UCTIONB3YIOT CIEAYIONIMN alropuT™M
npeoOpa3oBaHusl CTPYKTYpP JIOTMUYECKUX YCTPOIMCTB B KOHTPOJEHNPHIOAHBIE
CTPYKTYpHI [36, 37].

Aneopumm 1. PexoH(pUTypanns 2IEMEHTOB U CBs3el B cxeMe 00beK-
Ta JUarHOCTHPOBAHMS:

1. Onpenensercs MHOXKECTBO W TakHX 3JIEMEHTOB, KOTOPBIE OIyC-
KarOT BOBHUKHOBCHHUE CUMMETPHUYIHBIX HCKaXXEHUM Ha BbIXOAax (TaK Ha3bI-
BAEMBIX HEMOHOMOHHBIX DNEMEHINOS).

2. JInst Ka)KAoro 3J1eMeHTa U3 MHOXeCTBa W MpOBOAWTCS aHANU3 ITy-
Tel B CXeMe JIOTHIECKOTO yCTPOHCTBA, BEAYIINX K BBIXOJaM CXEMBI: €CIN Ha
MYTH K BBIXOJy OT HEMOHOTOHHOT'O JIOTHYECKOTO 3JIEMEHTa BCTpeyaeTcs Ka-
KOM-JTOO0 JIOTMYECKUH IIEMEHT, TO OH TaKkKe BKITIOYAECTCSI BO MHOXKECTBO W.

3. Kaxnptit anement G, €W 3aMeHsIeTCsl ABYMsi CBOMMH KOITHSMH
G uG.

4. B nonyueHHOW CTPYKType PEKOH(GHUTYPHUPYIOTCS COCAMHEHUS
BXOJIOB Y BBIXOJIOB DJIEMEHTOB I10 CJICYIOLIIM IIPaBHIaM:

— €CJIM B MCXOAHOM CXEME JIOTMYECKOI'0 YCTPOMCTBAa BBIXOJ 3Jie-
MeHTa G; COEMHEH CO BXOJOM 3jeMeHTa Gj U COSAMHEHUE COAEPKHUT YeT-
HOE YMCII0 MHBEPCHUH (IIPU 3TOM YUHUTHIBAIOTCS HHBEPCHH BBIXO/A 3JIEMEHTA
G, u Bxoza anemenTa (), TO B IpeoOpa3oBaHHON CXEME COCTUHSIIOTCS JJIe-
MeHTHl G; 1 G ¢ OAMHAKOBBIMH BEPXHUMH WHIEKCAMH, B TIPOTUBHOM CIIy-
Yyae — C pa3sHbIMU BEPXHUMHU HHICKCaAMH;

— ecnu 3neMeHT G; He ObUI KyOarpoBaH (He BXOIMI BO MHOKECTBO
W), TO ero BBIXOJ] COEMHSIETCS ¢ 00enMH Komusimu sniemeHTa Gj;

— €C/Iu BBIXOAHOH 351eMeHT (; Ha CBOEM BBIXOJIE MMEET HHBEPCHIO,

TO COOTBGTCTByIOHII/Iﬁ BbIXOJ CXEMbI COCAUHACTCA C OJICMCHTOM Gzl , B IIPO-

THUBHOM CJIy4Ja€ — C Gl-o;

— BCE HECBSI3aHHBIE C BBIXOJIAMH CXEMbI JJIEMEHTHI yIAJISIOTCS.

[IpuBeneHHbIH anropuT™ Uil U300pakeHHOH Ha pucyHke | cxembl
JaeT pe3ynbTaT MpeoOpa3oBaHuUs, MPEACTABICHHOTO Ha pucyHke 4. Jlpa
JIOTUYECKUX DJIEMEHTA BHYTPEHHEH CTPYKTYphl JIOTUYECKOTO YCTPOMCTBA
oTpeOOBaIOCh PE3EPBUPOBATb.

IIpu ncnonp30BaHUU IBYXMOYJIBHOIO KOJA AJIsl KOHTPOJIA 3aJaHHO-
r0 JIOTMYECKOI0 YCTPOMCTBA LIENeCO0OpasHO MPOaHAIU3UPOBATh T€ BXOI-
HbIe HAa0OPBI, HA KOTOPBIX BHI3BIBAIOTCS CHMMETPHYHBIE OIIMOKH U KIIacCH-
¢ummpoBaTh X Ha OOHApYy>KUBaeMble M HE OOHApy>KUBaeMble KOJOM. DTO
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NO3BOJIUT YCTAHOBUTH HCO6X0}_II/IMOCTB PE3CPBUPOBAHUSA KaKHX-11u00 3Je-
MCHTOB. prFI/IMI/I CJIOBaMH, MHOKECCTBO HEMOHOTOHHBIX 3JICMCHTOB MOKHO
YMCHBIIUTD 3a CUCT YCTAHOBJICHUS CBOIICTBa CXCMBI, CBA3aHHOI'O C TCM, YTO
Ha ONPEACICHHBIX BXOIHBIX Ha60an CUMMETpHUIHAA omurOKa MOXET OKa-
3aThbCs 06Hapy>1<eHH0171 JABYXMOYJIbHBIM KOJIOM.

X3 ] P

n—_J i

X2

G,
X4 | SR

PHORITIIIIOY

ITpu KOHTPOJIE HA OCHOBE
JIBYXMOJIYJIbHOTO KOJia
JtyOnupoBaTh He HYXKHO

ofs

X2

B
|/

X3

G y— Dfs

Puc. 4. KoMOrHAIIMOHHOE JIOTHYECKOE YCTPOHCTBO C KOHTPOJICTIPUTOJHOMN 110 KOy
beprepa cTpyxrypoit
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Onpeoenenue 3. HazoBeM rpymiy BBIXOAOB ()YHKIIMOHAJIBHO CHM-
METPUYHO HE3aBHCHMOH I'PYIIIOH BEIXOIOB PH KOHTPOJIE KOJOM C CyMMH-
poBanneMm (CH-rpymmoif), ecnmu ommOKa, BbI3bIBaeMas HEHCIIPAaBHOCTHIO
Ka)XKJJOTO JIOTMYECKOTO 3JIEMEHTa, CBSI3aHHOTO IYTSMH C 3THMHU BBIXOJIAMH,
uneHTHGUIIpyeTCs 3aJaHHBIM KOIOM C CyMMHPOBAaHHEM.

s Toro 94TOOBI YCTaHOBHTH, SBISIETCS JH Tpymmna BeixomoB CH-
IpynInoi, HeoOXOAMMO MPOAHAIU3UPOBATH «IIOBEIEHHE» JIOIMYECKOTro
yCTpOMCTBAa PH BO3HUKHOBEHHH HEHCIIPABHOCTEH IPHU Mojadye Ha BXOJBI
TeX KOMOHMHAIMH, KOTOpPBIE CO3AAIOT YCIOBHsS ()OPMHPOBAHUS CUMMET-
PUYHBIX OIIMOOK Ha BBIXOJAX ycrTpoiicTBa. Pemmm »Ty 3amady, BHecs
JIaHHBIE B TA0IHILy 2.

W3 Tabmump! 2 cnemyer, YTo TPYyMIBl BRIXOAOB {f3; fo}, {f1; fa}, {f2
fa} sBastorest CH-rpynmamu, a rpynnsl BEIXOAOB {f1; 3}, {f2; 3} 1 {f1; /2 /3
f4} TakoBbIMHU He siBIsitOTCA. OTMETHM, YTO IpyIla M3 YeThIPEX BBIXOJOB
CH-rpymnmoii He ABJIS€TCSA B CHILY TOTO, YTO B HEE HOJIHOCTBIO BXOJAT IPYII-
sl {fi; 3} u {f>; f3}. Takum oOpa3oM, IpuU KOHTPOJIE CXEMbl Ha OCHOBE
JBYXMOJYJIBHOTO KOJia ieMeHT G4 IyOJIMpoBaTh He TpeOyeTcs.

OTMeTHM TaKXKe, 4TO JJISI KOHTPOJISA CXEMBl MOJKHO MCIOJIB30BATh
U 000# ApYroil Kol, HMEKOLIMH YMEHBIICHHOE YHCIO CHMMETPHUYHBIX
HeoOHapykuBaeMbIX omubok. Hampumep, kK TakoMy KOAY OTHOCHUTCS
onucaHHbIi B [49] mogudunupoBanasii RS(6,3)-Koa, MIsl KOTOPOTO TI0-
PaBOYHBI K03 dHIMEHT BhIUKCIieH 110 popmyne a = f; @ f, . B kimacce

HeoOHapy)XMBaeMBIX y TaKOro Kojaa INpHUCYTCTBYeT 224 NBYKpaTHBIX
CUMMETPHYHBIX OIINOKH, 56 YeThHIpEXKPaTHBIX MOHOTOHHBIX U 168 cum-
METPUYHBIX OmMHUOO0K M 20 IMIECTHKPATHBIX CHMMETPUYHBIX W 12 acum-

METPHYHBIX OIIKOOK. 32 CUeT JOIMONHHUTENbHON TpoBepkd o = f3 @ f,

OyneT obecredeHO 0OHAPYKECHUE JTIOOBIX CUMMETPHYHBIX OIMAOOK B Ia-
pax {f3; fo}, {15 fa}, {f2s fa}, {15 3}, {f2; f3}. OnHako yeThipexkpaTHas
CUMMETpHYHas omunoOKa oOHapyxeHa He Oyaer. OTo morpedyer myOnu-
poBaHus 3ieMeHTa (i, HEHUCIPABHOCTH KOTOPOTO BBHI3BIBAIOT JIAHHYIO
omunOKy Ha BXo1HOM Habope <0100>.

Kpome npuBeneHHBIX KOAOB I KOHTPOJISI pacCMaTPHUBaEMOro JIo-
THYECKOTO YCTPOMCTBA MOAXOAMT B3BemeHHbIH WS(6,4)-kox ¢ mocieno-
BaTENLHOCTHIO BECOBBIX K03 duIeHToB [we ~ wi|=[112211] [50]. Han-
HBI K0 00Hapy>XKUBaeT I00bIe MOHOTOHHBIE OIIMOKY U HE OOHApy KHUBa-
eT 224 nBykpaTHble CUMMETpUYHble, 120 4eThIpeXKpaTHBIX CUMMETPHY-
HBIX, 12 IIECTHKpPATHBIX CUMMETPUYHBIX M 2 aCHMMETpPUYHBIC OLIMOKH.
B3BemuBanue pa3psaos f3 U fi obecrniedutT oOHApYKEHHE CHMMETPUYHBIX
omnOok Bo Bcex rpynmnax ®@C3-BHIXOOB 3a CUET pa3J/eNeHHUs B3BEIINBA-
€MbIX BBIXOJIOB NpU KOHTpoJie. B Tabnuiue 3 npuBonasTcs napameTpsl 00-
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HApYKCHHSI MOHOTOHHBIX W CHMMCTPHYHBIX OIIMOOK OCHOBHBIMH
UED(m,k) n d,-UED(m,k) xonamu.

Tabnuna 2. [louck CH-rpynn BEIXOZ0B

dopmupyemoe dopmupyemoe
KOJIOBOE CIIOBO 0€3 | KOJOBOE CIOBO C
Bu Kom HEHWCTPaBHOCTH HEHUCIIPABHOCTHIO
One A I'pynna P P Tun
men | P ko Ou- Wn- omub
TEI npaB- JI0B Hal I/IH(I)Op- Kon- (bop_ Komn- -
HOCTH 5054 Manu- TPOJIb Ml TpOJb
OHHBIN HBIN . HBIN
OHHBII
BEKTOp | BEKTOp BEKTOP
BEKTOP

Gs | Kon. 0 {f5;f6} | 0100 | 110011 1010 | 111000 | 1100 OO0H.

Kow. 1 0100 | 110011 | 1010 | 011011 | 1010 |Heo6k.
Gi {i; 5}
Ko 0 0110 | 001100 | 0101 | 100100 | 0101 |Heo6m.
Kow. 1 0001 | 111010 | 1101 | 011110 | 1010 | O6H.
Ko 1 0100 | 110011 | 1010 | 010111 | 0111 | OGH.
Kow. 1 0101 | 111010 | 1101 | 011110 | 1010 | O6H.
Gi |Kom. 1| {fi;/4 | 1001 | 111010 | 1101 | 011110 | 1010 | O6H.
Kon. 1 1011 | 111010 | 1101 | 011110 | 1010 | O6H.
Ko 1 1100 | 111010 | 1101 | 011110 | 1010 | OGH.
Kow. 1 1101 | 111010 | 1101 | 011110 | 1010 | O6H.
Kow. 1 0000 | 110011 | 1010 | 101011 | 1010 |Heo6m.
Gi 5 /5
Kon. 1 0100 | 110011 | 1010 | 101011 | 1010 |Heo6H.
Ko 1 0000 | 110011 | 1010 | 100111 | 0111 | O6H.
Ko 1 0001 | 111010 | 1101 | 101110 | 1010 | OGH.
Ko 0 0011 | 001110 | 0110 | 011010 | 1001 | O6H.
Kow. 1 0100 | 110011 | 1010 | 100111 | 0111 | O6m.
G, |Komw 1| (o n [ 0101 | 111010 | 1101 | 101110 | 1010 O6m.
Ko 1 1000 | 111010 | 1101 | 101110 | 1010 | OGH.
Kow. 1 1001 | 111010 | 1101 | 101110 | 1010 | O6H.
Kow. 1 1011 | 111010 | 1101 | 101110 | 1010 | O6H.
Kon. 1 1100 | 111010 | 1101 | 101110 | 1010 | O6H.
Ko 1 1101 | 111010 | 1101 | 101110 | 1010 | OGH.

Gi | kom 1| Y5/ o100 | 110011 | 1010 | 001111 | 0111 | O6n.
S fa}
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Ta6muua 3. [TapameTpbl 0CHOBHBIX UED(m.k) u dy-UED(m.k) xonos npu m=8+15
[Mapametpsr | 1o HEOOHAPYKUBAEMBIX CHMMETPUYHBIX
oOHapyKe- | ONIMOOK OT OOIIETO YUCIIa CHMMETPUYHBIX

Kon M k HHUS MOHO- omrOOK KPaTHOCTHIO d
TOHHBIX ) 4 6 3
OIIHOOK
S(m,k) | 2** k* VED(m f)- 100% 100% 100% 100%
Koxn Vm
8-
S8(m,k) 8 3 UED(m,k)- 100% 100% 100% 100%
Kox Vm
4-
S4(m,k) 4 2 UED(m,k) 100% 100% 100% 100%
-xkon Vm

- M- | 42,875% | 20,769% | 42.857% |50,272%
RSy |2 | k* | UED(m)- - _ - _
Kox Vm | 46,667% | 54,286% | 49.65% | 100%
4 42,857% | 50,769% | 42,857% |50,272%
RS4(mk) | 4 | 3 | UED(mR - _ - -
xon Vm | 46,667% | 54,286% | 49,65% | 100%

UED(m o)~

KU | 42.875% | 36,508% | 25.714% (27.646%
™Mmj) | 4 | 4 o _ _ _ i

UED(me- | 46:667% | 37.143% | 30.07% [30.159%

Koxn Vm

UEDd- | 85T% | 50 760%, | 42857% [S0272%
WS(mkw) | 25|k 1 s4286%| . -

A 46,667% | 27071 49.65% | 100%

Tpumeuanue. k* = [log,(m+1)]-

7. AJITOPUTM CHHTe3a CaMOINPOBEpPsieMOro KOMOMHALIMOHHOTO
ycTpoiicTBa. AKKyMYJIMpPYsI IPUBECHHBIC BBIIIE CBEJCHHS, TIPUBENIEM aJIr0-
PHUTM CHHTE3a CUCTEMBI BCTPOEHHOTO KOHTPOJISI JJIsl JIOTHYECKUX YCTPOUCTB C
Y4ETOM 0COOCHHOCTEW MX TOIIOJIOTUH M CBOMCTB KOZIOB C CYMMHUPOBaHHEM.

Aneopumm 2. CHHTE3 CaMONpPOBEPSEMOTr0 KOMOHHAIIHIOHHOTO
YCTpOMCTBA:

1. Ha ocHOBaHMHM aHaiHM3a TOIOJIOTHH JIOTHYECKOTO YCTpOMCTBA
onpenersarorcs CC3-rpynibl BEIXOIOB.

2. Tyrem ¢yuxumonansHoro ananuza CC3-rpymnmn BbIXOIOB BbIE-
nsroTest @C3-TpyITsl BEIXOJOB.

3. BriOupaercst koJl ¢ CyMMHUpPOBaHHEM, CBOHCTBA KOTOPOTO MO3BO-
JISIFOT peliaTh 3a/1a4y 0OHapyKEeHHUsI MAKCUMAJIbHOTO YMCIia CHMMETPUYHBIX
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OLIMOOK ¢ MUHUMAJIbHBIM PE3€PBUPOBAHUEM IJIEMEHTOB B CTPYKTYPE JIOTU-
YECKOT0 YCTPOHCTBA MPH MUHUMAIBHOW M30BITOYHOCTH KOJIA.

4. BemosHseTCs MpolLeypa NpeoOpa3oBaHus CTPYKTYPBI HCXOIHO-
IO JIOTMUYECKOTO YCTPOHCTBa B YCTPOMCTBO C KOHTPOJIETIPUTOJHON MO BHI-
OpaHHOMY KOy CTPYKTYpOW C Y4€TOM YMEHBIICHHs MHOXXecCTBa W HeMo-
HOTOHHBIX 3JIEMEHTOB (CM. aITOPHUTM 1).

O1eHNM CIIOKHOCTB aldropuTMa 2.

Cam anropuT™M BKJIIOYAET B ceOs YeThIpe MOAYMHEHHBIX AITOPUTMA.
IIepBbIil nOgAIrOPUTM NOAPA3yMEBAET AaHANIU3 CBSI3€H BHYTPEHHUX JIOTHYE-
CKHX 3JIEMEHTOB HMCXOJHOTO JIOTMYECKOTO YCTPOMCTBA C €r0 BBIXOAAMH.
CI0XXHOCTh JaHHOTO IMOJANTOPHUTMA HANpPsIMYIO CBS3aHAa C YHCIOM BHYT-
PEHHUX JIOTHYECKHX DJIEMEHTOB Ge3 3JIeMEHTOB IepBoro kackama ( Ng ) u
YHCIIOM BBIXOJIOB CaMOro ycTpoiicTsa (7). KonnuectBo omnepanuii nepBoro
MOANTOPUTMA OIpeeNsieTcs mpoussBeneHneM mN . Ilocne BBIMONHEHHS

orepanyii IepBOTo MOJANTOPUTMA B Ka4eCTBE BBIXOIHBIX TAHHBIX OymeT
nepedeHb CC3-rpymin BEIXOAOB U JIOTHYECKUX 3JICMEHTOB, HAJIMUUE CBS3CH
C KOTOPBIMH 00yCIIaBIMBAET TAKyH0 3aBHCHMOCTh. MaKCHMaIbHOE KOJIHYC-
CTBO BBI3BIBAIOIINX CTPYKTYPHO CUMMETPUYHYIO 3aBUCUMOCTD OIPEIEIISIET-
cs BenmmunHOH N (BCe JIOTMUECKHE DJIEMEHTHI), 8 KOIHYESCTBO BHIXO/IOB B

kaxnoi CC3-rpymre OyaeT HaXOIUThCS B AMANa30He OT 2 10 M.
JlanpHenmii pyHKIHOHAIBHBIA aHAIM3 BO BTOPOM MOAAITOPUTME OY-
JIET CBSI3aH C MPOBEPKOH ycioBus (6), rie TpeOyeTcst BEIYUCIATH OyJIEBBI PO-
W3BOZHBIE (DYHKIMII BBIXOZOB CXEMBI MO (PYHKIMSM, pean3yeMbIM Ha BBIXO-
JlaXx paccMaTpPHUBAaEMBIX JIOTHYECKHUX BJIEMEHTOB. JIJisl KaXKIOro JIOTMYECKOTo

dmax
9JIeMeHTa MOTPeOyeTCs] BBIIOIHUTH MAaKCHMYM Z Cf, (d — 4etHoOE) TIPOIIC-
d=2
dmax d
Ayp BuKcienus. OOlee KOJIMYECTBO ONepalyi — MakcuMyM N z C, -
d=2

Tperuil momanropuT™M OCYIIECTBISIET MPOIENypy BbIOOpa Kona c
y4eTOM OOHapyXE€HHsS CMMMETPUYHBIX OIIMOOK Ha BEIXOAax. Tpedyercs
c(hOopMHPOBATH CIIMCOK BXOJHBIX KOMOMHALNHN, HA KOTOPBIX BBI3BIBAIOTCS
CUMMETPHYHBIC OIIMOKHM BBIXOJOB YCTPOMCTBA, a 3aTE€M OCYILECTBHUTH
NOMUCK KOJa C Y4YeTOM HAaWIy4YlIMX XapaKTePHUCTUK OOHAapyKEHHs
CUMMETPHYHBIX  OmMOOK (aHasor Tabmuubl 2). MakcumanbHoe
KOJMYECTBO CTPOK TAaKOTO CIIHCKAa OMpeenseTcs YHUCIOM BXOIHBIX
KOMOMHaIMi, Ha KOTOPBIX BBI3BIBAETCS CHMMETpPHYHAs OIIMOKa s
K&KJOro JIOTHYECKOTO dieMeHTa, ¢opmupytomero DC3-rpynmy
BBIX0/I0B. UHMCIIO BXOJHBIX KOMOMHAIMH MOET OBITh Pa3IMYHBIM IS
BCEX JIOTWYECKHX JJIEMEHTOB. MakcumyMm mporenyp mnepebopa mis
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KaKJIOTO JIOTUYECKOTO 3jieMeHTa — 2' (f — YKCIIO BXOJOB YCTPOHCTBA).
Takum 006pasom, [Is Kaxa0ro kojga 2' N; omnepaiuii BBIYUCICHUN.
UYeTBepThIi MOJAITOPUTM CBSA3aH C BBINOJIHEHUEM IIPOLENYp MOUCKA
HEMOHOTOHHBIX JIEMEHTOB U UX PE3ePBHUPOBAHUEM N0 anroputMmy 1. 3xecs
OCHOBHas Tpoleaypa — I KaXJ0ro JIOTHYECKOro 3JeMEHTa IpOoBepKa
myTel, BEAyIMHX K BBIXOJaM M COCOMHEHUE BBIXOJI0B. MaKCHMallbHOE YHC-

JI0 IPOBEPOK MmN .

C0’)XHOCTh KOHEYHOTO alropuTMa ompenensercs (QyHKumed He-
CKOJIBKHX NE€PEMEHHBIX:

dmax
g=2mNg+Ng )., Co+2'Ng, (7)
d=2
Tae ¢ — 4YHUCIIO BXOJO0B yc’[‘pOfICTBa; m — YHCJIO BBIXOIO0B YCTpoﬁCTBa;

NG — YHCJIO JIOTHYCCKHUX DJICMCHTOB.

AcumnroTudeckas OLCHKAa TPYAOCMKOCTH aJIrOPUTMa OIIPEACIIACTCA
T1I0 BBIPAKCHHUIO!

dmax
0=0|2mNg; +Ng ). Co+2'Ng
d=2

OT uyuclla JIOTHYECKHX JJEMEHTOB B CTPYKType JIOTHYECKO-
T'O YCTPOMCTBA CIIOKHOCTh PEaM3allii aIrOPUTMA 3aBHCUT JIMHEHHO; OT
YyCcJia BXOJOB JIOTHYECKOTO YCTPONCTBA 3aBUCUMOCTH SIBJISIETCSl CTEICH-
HOM (PKCIIOHEHUHMAIBHOM) M OT KOJMYECTBAa BBIXOJOB YCTpOWCTBA —
(dakTopuanpHO. Jpyrum crmoBamu, anroput™M Hambosiee 3(hGheKTHBEH
JUIE KOMOMHAIIMOHHBIX YCTPOUCTB ¢ HebonbuuM (1o 20-30) unciom BXo-
J0B ¥ BBIXONOB. [Ipu GomnbiieM MX 4mcie MOTpedyeTcsl ITEeKOMITO3HIUS
YCTPOWCTBA M OTAEIHHBII KOHTPOJIb MOJICXEM.

Bomnpoc BeIOOpa Koma it KOHTPOJIST JIOTMYECKOTO yCTPOHWCTBAa MO-
JKET pelIaTbCsi AByMs MyTSIMHU: IOCIEIOBaTEIbHBIM MEepeOOpOM KOJOB U3
HMEIOIIETOCS] MHOXKECTBA, THOO 0OOCHOBAHHBIM aHAIM30M BO3MOYKHOCTEH
KOHTpOJISI B Pa3HbIX pa3psiaXx KOHTPOJBHOI'O BEKTOpa 3HAYEHWH paboumx
¢byHkImii 00bexTa AuarHoctupoBanus B @C3-rpymnmnax.

8. 3akawuenue. CHopMyIHMpPOBAHHBIC B MPEACTABICHHOMN CTaThe
YCIIOBHSI MOMCKA CTPYKTYPHO M (YHKIHMOHAIBHO 3aBUCHUMBIX BBIXOJIOB
MO3BOJISIIOT Ha TPAKTUKE YCTAHABIMBATh MHOKECTBO TEX JIOTHYECKHUX
9JIEMEHTOB CTPYKTYp KOMOMHALIMOHHBIX JIOTHYECKHUX YCTPOMCTB, HeEHUc-
MIPaBHOCTH KOTOPBIX OYyAYT BBI3BIBATH CHMMETPUYHBIE OMIHOKHM Ha BBIXO-
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Jax caMoro o0beKkTa auarHocrupoBanus. [Ipu aTom ycraHoBieHa Hanbo-
Jiee y00Has MOCIe0BaTeIbHOCTh aHAIN3a TOIIOJIOTUU 00BEKTa JIUarHo-
CTUPOBaHHS (COKpAMIACTCS YUCIIO BBIYHCIUTEIBHBIX MPOLEIYP), 3aKIIO-
Yaromascs B TOM, YTO CHadYajlla HAXOMATCS CTPYKTYpPHO CHMMETPUYIHO
3aBUCUMBIC TPYIIIBI BBIXOJOB, a 3aT€M CPEJHM HAWICHHBIX TPYII C HC-
MMOJIP30BAaHUEM TIPUBEICHHBIX B CTaThe YCIOBUIH HAXOIATCS TPYIIIHI
(hyHKIMOHAIBHO 3aBUCUMBIX BEIX0A0B. DHUHATBHBIM 3TAIlOM (YTO U SBIIS-
€TCsl MPUHIIUITHATHHO HOBBIM IO OTHOIIEHHUIO K M3BECTHHIM HCCIIECIOBa-
HUSIM), HETOCPEACTBEHHO OIPEIESNSIONUM MHOXECTBO PE3ePBHUPYEMBIX
3JIEMEHTOB, CIIEJYeT MPOBEpKa sl TPy (YHKIHOHAIBHO 3aBHCHUMBIX
BBIXOJIOB M KOHKPETHBIX JJIEMEHTOB, BBI3BIBAIOIIUX CHMMETPHYHBIE
OIHMOKH Ha BBIXOJ]aX YCTPOMCTBA, OOHAPYKHUBAETCS MM HET KOHKpETHast
omnOKa Ha KOHKPETHOM BXOIHOM HaOope BbIOpaHHBIM (71,k)-KOomoM. 3a
c4eT 0COOEHHOCTEH OOHapyKeHHsi omMOOK B MH()OPMAaIMOHHBIX BEKTO-
pax KOJIOB yIAeTCsl YMEHBIIMTh YHUCIO PE3ePBUPYEMBIX 3JIEMEHTOB IO
OTHOILEHHIO K TOMY, KaK 9TO CJIEJIaHO AJIsl KJIaCCHYeCcKuX KojaoB beprepa
B U3BECTHOM airoputme [36, 37].

[IpencTaBneHHBIH TOIXOM K CHHTE3Y CaMOIIPOIPOBEPSAECMBIX KOMOU-
HAITMOHHBIX YCTPOWCTB YHHUBEPCAICH W HE OPHECHTHUPOBAH HA KOHKPETHYIO
JNIEMEHTHYIO 0a3y, OH 3aTparuBaeT TOJBKO (YHKIIMOHAILHOE OIHCAHHE
JIOTHYECKUX YCTPOMCTB U MOXKET OBITh JIETKO aJalTHUPOBAH HA UCIIOIH30Ba-
HHUE TI000H 3JIeMEeHTHOH 0a3bl.
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this, are in use. Such features of codes make it possible to implement the checkable automation
systems with acceptable redundancy, which does not exceed the redundancy in the situation of
duplication using.

The paper highlights the method of the synthesis of self-checking combinational devices,
which makes it possible to take into account the features of the source devices architecture, as
well as the properties of error detection by redundant codes in solving the problem of the
synthesis of technical means for diagnosis. The paper gives the basic information on the theory
of the checkable digital systems synthesis on the basis of redundant codes with summation.

The basic stages of the analysis of the diagnosis objects topologies are determined with the
selection of groups of outputs — groups of structurally and functionally symmetrically
independent devices outputs. The formulas are given to determine the presence or the absence
of a symmetrical dependence of the diagnosis object outputs. The example illustrating the
calculation process is given. The main stages of the analysis of the redundant codes application
in the error detection on the functionally symmetric dependent outputs are formulated. The
algorithm of the synthesis of the self-checking combinational devices with taking into account
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M.A. TIIEPETY10B, A.C. CTELLKOBOU, A.A. BOIKO
BEPOSITHOCTHASI MOJEJIb ITPOLIEYPbBI CIYUAHOI'O
MHOXECTBEHHOT O JOCTVYIIA K CPEJIE TUITA CSMA/CA

Ilepezyoos M.A., Cmewrosoii A.C., bBoiiko A.A. BeposiTHOCTHasi MoJeJb HNPOUEAYPHI
CIy4aiiHOro MHOKeCTBEHHOr0 ocTyna K cpeae Tuna CSMA/CA.

AnHortanus. CeromHs Bompoc oOecrieueHHs Oe30IacHOCTH (DYyHKIMOHMPOBAHUS ceTel
(hPOBOH PAIHOCBA3H B yCIOBUSIX AE€CTPYKTHBHBIX BO3AEHCTBUH CO CTOPOHBI 37I0yMBIIUICHHUKA
nMeeT ocoboe 3HaueHwe. [ mpenoTBpaleHns eCTPYKTHBHBIX BO3ICHCTBHN Ha (U3HUECKOM
ypoHe OSI mpHMeHSIOTCS METOJbl HMOMEXO3AIIUTBl, a Ha CETEBOM M BBICIIMX YPOBHSIX —
nmdposanue. [IpakTika HokaspIBaeT, YTO HaHOOJIEE ONMACHBIE YS3BHMOCTHU IS ACCTPYKTHBHBIX
BO3JCICTBMI COCPEJIOTOYEHBI HAa KAaHAJIBHOM YPOBHE ceTeidl UM(pPOBOH pamuocBsi3u B
MpoLEypax, OTBEYAIOIIHX 3a CIIy4aliHbI MHOKECTBEHHBIH I0CTYN aDOHEHTOB K Cpejie.

M Tombko 1ns mpouemyphl Coy4ailHOTO MHOKECTBEHHOIO JIOCTyNa K cpeje ceTe
uudpoBoii  pamuocesisu  THna S-ALOHA  paspabotaHel  MaTreMaTH4eCKHE MOJCIH,
MIO3BOJIIONINE OLCHUBATH d(P(HEKTHBHOCTD €¢ (PYHKIMOHHPOBAHUS B YCIOBUSX IOTCHINATEHO
BO3MOXHBIX JIECTPYKTUBHBIX BO3#eiicTBHH. J[laHas mpomexypa INPHMEHSETCS B CETIX
uudposoii pagrocsszu crannaptroB GSM, TETRA, DMR, LTE. Oxnunako B Wi-Fi u Bluetooth
CEeTsAX, HCIONB3YEMBIX B HACTOAILEE BpEMs B KaXIOM JOM€, HpPHMEHsieTcs Npolexypa
CllyyailiHOro MHOXeCTBEHHOro jpocryna k cpeae tuna CSMA/CA. B paGore npencraBieHa
MaTeMaTH4yecKas MOJeIb MPOLeayphl CIydaiiHOro MHOXECTBEHHOIO JOCTyNa K cpele ceTei
uudposoi paauocsazu tuna CSMA/CA. Mopenb y4HMTHIBAE€T NOTEHLHUAIBHO BO3MOXKHBIE
JECTPYKTHBHBIE BO3IEHCTBHS CO CTOPOHBI  3JIOYMBIIUICHHHKA IIyTeM  yTOYHEHHS
AQHAIUTHYECKUX BBIPAXKEHUI A1 BEPOATHOCTHBIX M BPEMEHHBIX XapAaKTEPUCTHK B M3BECTHBIX
MOJIENAX, @ TAKXKE 3a CUET HCIIOJIB30BAHMS HOBOTO IIOKAa3aTels — BEPOATHOCTU 3aHSATOCTH
kaHana cBs3u. B Wi-Fi n Bluetooth cersix B ciaydae 3aHATOCTH KaHaja CBS3H 110 IPHYNHE
KOJUIM3UM WJIM YCIIEIIHOHM Iepelayd TalMep OTCPOYKU IEpefauyd Kaskaoro abOHEHTCKOro
TEepMMHAJIa OCTAHABIMBAETCS. B M3BECTHBIX MOJENX JaHHAs OCOOEHHOCTb ceTell 1uppoBoit
PamMoCBSI3M CO CIIy4allHBIM MHOXKECTBEHHBIM jgoctynoM K cpene tuma CSMA/CA He
YUHTBIBAaCTCS, a B HAcTosmell paboTe YYUTHIBACTCS C MCIIOIBb30BAHHEM BEPOATHOCTU
3aHATOCTH KaHaJla CBSI3U. Y CTAHOBIICHO, YTO IPH MOTEHIUAIEHO BO3MOMKHBIX JECTPYKTHBHBIX
BO3JCHCTBUAX J((PEKTUBHOCTh CYIIECTBYIOIIHX AITOPHTMOB pealH3allid CIydalHOro
MHOXECTBEHHOT0 JocTyma K cpeje tuna CSMA/CA crpemurcs K Hyimo. Pe3ynbrarel paboTh
NpUMEHUMBI B 00IacTM pa3pabOTKU aIrOPUTMOB aBTOMATHYECKOTO BOCCTAHOBICHMS
paboTtocrocoOHOCTH ceTeid 1 poBOIt paJuOCBA3M Ha KaHaIbHOM ypoBHe OSI.

KiioueBble caoBa: ceTh NH(POBOH PpaguOCBA3U, JECTPYKTUBHOE BO3ZNEHCTBHE,
mpoleaypa CiIy4ailHoro MHOXECTBeHHOro jaoctyna k cpene, CSMA/CA, uenp Mapkosa,
3 hexTuBHOCTD QYHKIIMOHUPOBAHUS.

1. Beepenne. Ocoboe 3HaueHHe UMeeT mpobieMa obecreueHus
6e3omacHOCTH (YHKIMOHMPOBaHHUS ceTei nn¢posoit pagnocsszu (CLIP)
B YCIOBHSAX JECTPYKTHBHBIX  Bo3aeWcTBuil (IB) co  cTopoHBI
3JI0yMBINUICHHUKA. 1[eNbl0 JaHHBIX BO3ICHCTBUI SBISETCA HapyIlICHUE
KOHOQUACHIIMAIBHOCTH, [EJIOCTHOCTH W JOCTYHHOCTH HH(pOpManun
nerutTuMHBIX ~ ycTpoiicte CHP. [ng mpemoTBpamieHWss JaHHBIX
Bo3zelicTBuii Ha ¢QusndeckoM ypoBHe CLP mnpuMeHSIOTCS MeTOomBI
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IMOMEXO03aIlnThl, @ Ha CETCBOM H BBLICIIHUX YPOBHAX — HII/I(prBaHI/IC.
IIpakTka moka3piBaeT, 4TO Haumboyiee omacHble ysa3BUMocTH s /IB
cOoCpenoTOUYeHbI Ha KaHanbHOM ypoBHe CIIP B mpoueaypax, oTBeuaommux
3a Ciy4alHbIi MHOXECTBEHHBIH AocTyn aboHeHToB K cpene (CMJIC). B
KauyecTBe JECTPYKTUBHBIX BO3JICHCTBHI CO CTOPOHBI 3JI0YMBINUICHHUKA
MOTYT BBICTYNaTh CO3/laHHE KOJUIM3WH B KaHajle Iepefadd JaHHBIX U
JIO)KHBIE COCIMHEHMS OT MMEHHM aOOHEeHTCKuX TepMmuHaioB (AT) cern.
Omnenke 3amumenHoctn CLP Ha kaHampHOM ypoBHE B ycnoBusax /B
mocBsmeH psng pabor [1-5]. OmHako cpemu 3TUX pabOT TONBKO B
paborax [1, 2] paccMOTpeHBI MOTEHIMATEHO BO3MOXHBIE /IB Ha ypoBHE
npouexypsl CMJIC. B Hux anamusupyercs mnpouenypa CMIC tuma S-
ALOHA, xortopas wucmomnp3yercs, Hampumep, B cramaptax GSM,
TETRA, DMR, LTE. He menee BaxkeH BOIpPOC OLEHKH 3(P(HEKTUBHOCTH
(YHKIIMOHMPOBaHUs ceTed IU(PPOBOH PpaAMOCBA3M B  YCIOBHUSAX
JECTPYKTHBHBIX BO3JIeHcTBUH Ha ypoBHe mpouenypsl CMJIC ¢
KOHTpOJIeM Hecymield u mnpeporBpauienueM konusuii (CSMA/CA), c
MIpUMEHEHHEM KOTOpOH (DYHKIIMOHUPYIOT, HApUMEpP, CETH PaJAHOCBSI3U
CTaHJIapTOB IEEE 802.11 (Wi-Fi), IEEE 802.15.1 (Bluetooth),
IEEE 802.15.4 (ZigBee).

B mpouenype CSMA/CA u3BecTHa ySI3BUMOCTH, CBSI3aHHAS C BO3-
MOJKHOCTBIO HETIPEAHAMEPEHHOTO 3aXBaTa BCErO paaHopecypca CeTH Of-
HuUM AT [6]. [laHHas ysI3BUMOCTh YCTpaHEHA MPUMEHEHHEM alTOPUTMOB,
pasrpannuuBatomux AT moctyn k paguopecypcey [7-9]. Onnako naHHbIE
AJITOPUTMBI HEC YYHMTBIBAIOT BO3MOXHOCTH 3axBaTa 3JIOYMBINIJICHHUKOM
paaropecypca CeTH € MCIOJIb30BaHUEM OJIHOBPEMEHHO HECKOJIBKHX a0o-
HEHTCKUX TEPMHHAJIOB, aJpeca KaHaJbHOTO YPOBHS KOTOPBIX MOTYT BXO-
JIUTHh WM HE BXOIHUTH B CIUCOK JIETUTUMHBIX aJpECcOB CETH. DTa ys3BH-
MOCTbH BBI3BaHa Te€M, 4TO Ha ypoBHe npouenypsl CM/JIC tunma CSMA/CA
B CLP ympasmsromas (ciyxebHast) napopmanust He mudppyercs [10].
Kpome TOro, akTyanbHOH sBIseTCS KiaccH4yecKas ysI3BUMOCTH CeTeH pa-
JVOCBS3H, CBSI3aHHAS C ITOCTAHOBKOW 3JIOYMBIIIJICHHHKOM C HEKOTOPOM
BEPOSATHOCTBHIO NPEIHAMEPEHHBIX NOMEX B panuokanaine. IIpakrndeckoe
MIPOTHUBOpEYNE B paccCMaTpUBacMON MPEAMETHONH 00IacTH CBSI3aHO C TO-
TpeOHOCTRIO B oOecredeHn: paboTOCIIOCOOHOCTH ceTei mudpoBoil pa-
nuocesizu ¢ nporexypor CMIC tuma CSMA/CA u OTCyTCTBHEM CBene-
HUI 00 ONAacCHOCTH NECTPYKTHBHBIX BO3JEHCTBHU B TaKHUX CETAX, KOM-
IJIEKCHO UCIOJB3YIOMINX BBIIICYKA3aHHBIC YSA3BUMOCTHU. I[aHHOC 00cTOs1-
TEJNBCTBO IMOPOXKIAET HAYYHOE MPOTHUBOpEUHE, CBSI3aHHOE C HaJIMYHMEM
OUYEBUIAHOI NOTPeOHOCTH M (PAKTUYECKUM OTCYTCTBUEM MaTeMaTHYECKHUX
moaeneit mpouenypbl CMJIC Tuma CSMA/CA, ciocoOHBIX MPEI0CTABUTh
BO3MOKHOCTh OIICHKH TOTO, HACKOJBbKO 3(()EeKTHBHO MOXeT (PyHKIHO-
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HUPOBATh CETh B YCIOBUAX KOMIUIeKca J[B, HanmpaBIeHHBIX HA UMHUTAITHIO
paboThl BXOJSIIMX M HE BXOJSIIMX B aTaKyeMyl0 CeTh YCTPOHCTB M Ha
(dopmMupoBaHME NpeJHAMEPEHHBIX MMOMEX B pajuokaHane. Lleab maHHOM
paboTel — yCTpaHEHHE YKa3aHHOTO NPOTHBOPEYHUs MyTeM pa3paboTKu
MaTemarndeckod mojenu s oueHku s¢pdexkrnBoctn CMJC Ttuma
CSMA/CA B yCIIOBHAX MOTCHIIMATHFHO BO3MOXKHEIX JIB.

2. AHauIn3 cymecTByImux pador. B HacTosmee BpeMs U3BECTEH
psan mopneneit nmpouenypsl CM/IC tuma CSMA/CA [11-23]. ba3zosoii mo-
JIeNbpI0 ITOW Tpouenypsl sBisercs Moxpenb Bianchi [11]. B pabo-
tax [12, 13] uccnenoBaH BONPOC OLEHKU KOJMYECTBA KOHEUHBIX MOIBI-
TOK Tepenad MHGOPMAIMOHHOTO IMaKeTa IS yCIENIHOTO YCTAaHOBIICHUS
coennHEHHUs, B padbore [14] yunThIBarOTCS HEMACAIbHBIC YCIOBUS KaHaa,
B [15] m3ydyeHa cTaOMIBHOCTH, TPOIYCKHAs CIIOCOOHOCTH W 3aJEPIKKH
pacnpocTpaHeHuss mpu paboTe B OJHOPOAHBIX Oy(EepU30BaHHBIX CETSIX
IEEE 802.11. Takxe ObUT MPOBEACH aHAIHM3 MPOMYCKHOW CIIOCOOHOCTH
6ecripoBosiabix cereit CSMA/CA, B KOTOPBIX Y4aCTHUKH MH(OpPMAIHOH-
HOro oOMeHa MMEIOT KOHEYHYIO TpeaiaraeMyro Harpysky [16]. beutm
MIPEJUIOKEHBI alrOpPUTMBI onTuMu3anuu npouenypst CSMA/CA B wactu
MHUHHUMH3AIUN BPEMEHU OXuIaHus U koyusuu [17]. B paborax [18-23]
paccMoTpeHsl npodieMsl onTumuzanun nporeaypsi CSMA/CA B yactn
(YHKIIMOHMPOBaHHUA OOJBIIOTO0 KOJIMYECTBA A0OHEHTOB M Pa3IMUHBIX
pexuMoB paboTHI ceTelt muppoBor paarocBs3u. OTHAKO CYIIECTBYIOIINE
MOJIeJI HE OLEHUBAIOT BIUSHHS MOTEHIMAIBLHO BO3MOXKHBIX JECTPYK-
THUBHBIX BO3JICHCTBHI CO CTOPOHBI 3JI0YMBINUIEHHUKA. TakuM 00paszom,
pa3paboTka MaTeMaTHUYECKON MOJIENH, TO3BOJISAIONMEH OIeHUBaTh P heK-
tuHOCcTh CM/IC Tnna CSMA/CA B ycnoBusix /1B, siBiseTcst akTyaabHOMN
3aaue.

3. OnucarenbHas wMoaedab mnpouenypst CMJC Ttuna
CSMA/CA. Meton cinydaifHOTO MHOKECTBEHHOI'O TOCTYIIA K CpeJie TUIa
CSMA/CA 0a3upyeTcsi Ha KOHTPOJIC KaHaa CBS3H Ha IMPEIMET HAIUYIUS
CTOPOHHHX Ilepeaad ¥ BbIOOpe CllydyaifHOro 3HA4eHUs] OTCPOYKH Iepesa-
yn. JlaHHas mpoueaypa mpeaycMaTpUBaeT J1Ba OCHOBHBIX alrOpUTMa pe-
amm3aruu CMJIC tuma CSMA/CA: ocHOBHOH (0€3 NpeaBapUTEIBHOTO
pe3epBUPOBAHMS pajnOKaHala) W JOMOJHHUTEIbHBINA (C MpeaBapHTENb-
HBIM PE3€PBHPOBAHNEM PAAHOKAHAIIA).

YuuteiBasg pe3ynbTaThl W3BeCTHBHIX padoT [11-13] m moTeHmmansHO
BO3MOXHBIE JIB €O CTOpPOHBI 370yMBIIICHHUKA, OMHCATEIbHYIO MOJENb
mporeaypsl CMJIC tuma CSMA/CA MOXHO TIPEeICTaBUTh B BUAE (PYHKITH-
OHAJILHOHM cXeMbl (PUCYHOK 1). OCHOBHBIMHU 3JIEMEHTAMH CETH SIBISIOTCS:
cpenctBo kommyTtanuu u yrpasienus (CKY), aboHEHTCKUE TepMHUHAIBI U
37IOYMBIIIJICHHUK.
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Mexny (N-1) abonentckumu tepmuHaniamu u CKY mpowucxomut
KOHKYPUPYIOIINHA JOCTYI K KaHaly CBsI3U. AGOHEHTCKHE TEpPMHUHAIBl U
CKY na ypoae CMJIC tTama CSMA/CA GyHKIIMOHHPYIOT IO OJTMHAKO-
BBIM aiNropuTMaMm. B cBs3u ¢ 3TUM jgajee MO TEKCTY IOJ YCTPOHCTBOM
CeTH UU(PPOBOW PaJHOCBS3H C MPOLEAYPOH CIy4ailHOrO MHOXKECTBEHHO-
ro poctyna k cpene tuna CSMA/CA Oynem monumats nubo AT, nu6o
CKY. CnenoBarenbHo, o0I1ee KOJUYECTBO PaBHOIPABHBIX YCTPOUCTB B
CETH COOTBETCTBYET V.

Kaxnmoe ycrpoiictBo Takoit CLIP ocymiectBisier nepenady HH)OP-
MAaIIOHHOTO Makera (MakeTa AaHHBIX WM MakeTa ¢ 3alpocoM Ha ycTa-
HOBJIGHHE CeaHca CBA3M) B CIy4alHbII MOMEHT BpEeMEHH C
BEpOSITHOCTHIO p. Ilepenada cumTaeTcst ycrmemrHOW, eciau B JII0OOH awmc-
KpPETHBI BpPEMEHHOW HHTEepBaj (TaliM-CIOT) OCYIIECTBIIIET Iepeaady
TOJIBKO OJHO YCTpOMCTBO. B mpoTHMBHOM cilydae B KaHaje CBSA3M IPOUC-
XOJUT KOJTU3US (CTOJKHOBEHHE TTAKETOB).

K norennuansHo Bo3MOXHBIM J[B €O CTOPOHBI 3/10yMBIIIJIEHHUKA B
HMHTepecax 3axBaTa paguopecypca U CO3JaHMs MpeAHaMepeHHbIX KOJUIU3UN
OTHOCATCS CIEAYIOIINE BO3/ICHCTBUSA:

— Tiepefada 3I0yMBIIUIEHHUKOM MH(OPMAIMOHHBIX MTAKETOB OT MMe-
HU N ycrpoiict (AT), BXOASIINX B aTaKyeMyI0 CETh, C BEPOSATHOCTRIO Ap;

— HMHUTaIWs 3JI0YMBIIUIEHHUKOM HH()OPMAIIIOHHOTO 0OOMEHa ¢ BEpo-
SITHOCTBIO D), 0T nMeru K ycTpoiicTB (AT), He BXOASAIINX B aTaKyeMYyIO CETb;

— ¢QopmupoBaHHe paanONIOMEXH HAa (U3MYECKOM YPOBHE ITAJOH-
HOU MOJEJIN B3aUMOJAECUCTBUS OTKPBITBIX CUCTEM C BEPOATHOCTBIO Pr.

4. MaremaTndeckass Moaeiab mpouexypst CMJIC THna
CSMA/CA. Ha ocHOBaHMHU M3J10KEHHOH OMHMCATENLHON MOAESIN I OICH-
ku dpdpexruBHocTH CM/IC THna CSMA/CA ¢ yueToM NOTEHIMANbHO BO3-
MOJKHBIX JECTPYKTUBHBIX BO3JEHCTBHI CO CTOPOHBI 3I0YMBIIITIEHHUKA
BOCTIOJIB3YEMCsI TIpe/IcTaBIeHHON B pabote [11] nBymepHOit nienmpro Mapko-
Ba C JMCKPETHBIM OTCYETOM BpEMEHHM, rpad) cOCTOSHUIA KOTOPOH MoKa3aH
Ha PUCYHKE 2.

Cucrema cocrossHUH 1ieni MapkoBa TMpencTaBisieT co0oi ycTaHO-
BUBHINICS peXUM paboThI ceTH. Llenb mokaspIBaeT, 4To B pe3yJIbTaTe KOj-
JU3UHA MHGOPMAIMOHHBIA MaKeT MOXKeT ObITh MOBTOpHO mepenaH (m+1)
pa3. KaxzaoMy sTany NOBTOpPHOM Nepenadyn COOTBETCTBYET ClydyallHOE 3Ha-
YeHHEe OTCPOYKH Tepenadu B muamazone (0, Wi-1), tne (W;) MakcumansHOE
3Ha4YeHHE CUETYMKA OTCPOUYKHU Mepeadyd MpU KaKIOoH MOBTOPHOM MOIBITKE
nepenaun. P. — BEpOATHOCTb BO3HUKHOBEHMS KOJUIM3HM MEPEIaHHOTO
kazapa ans kaxnoro AT.
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Puc. 2. I'pa¢ cocrostanit Mapkosckoii nerm npoueaypst CM/IC Tuna CSMA/CA

B uactu yyera /1B, HanmpaBiIeHHOIO Ha 3axBaT paguopecypca, B OT-
nmuane ot padot [11-13] mpemnaraercss yTOYHATh aHATUTHYECKOE OTHCAHHE
CYIIECTBYIOIIUX MEPEX0/I0B MIPEACTABICHHON e MapKkoBa B 4aCTH BEpO-
ATHOCTH KOJUIM3HH OJI KaXXI0I'0 AT u BBeCTH HOBBIE nepexoabl, yHYuThIBa-
IOIHE BEPOATHOCTD 3aHATOCTHU KaHaJia. HpI/I OTOM YTOUYHCHHAaA BEPOATHOCTH
komnu3uu Ans kaxgoro AT Py omnpenensieTcss BEpPOATHOCTBIO NEpeAadn
MH(QOPMAIMOHHOTO IaKeTa JIETHTUMHBIM ycTpoiictBoM CLIP p u kommue-
CTBOM YCTpPOICTB B ceTu N U UMEET CIEAYIOUIUNA BUA:

Py =1=(=(p+ap)" ' [[0-D,)1-P). )
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a BEPOATHOCTD 3aHATOCTU KaHaJIa CBA3U Pz OIPEACIACTCS BhIPAXKCHUEM
N K
P =1-(-(p+mp)"[[0-D,)(1-P)). ©)
p=0

B naHHBIX BBIp@XEHHUSAX Ap TPEACTaBISIET BEPOSTHOCTH NEpeladyn
3JI0YMBIIIJICHHUKOM HH(OPMAIlMOHHBIX IMAKETOB OT MMEHU N JIETUTHM-
HBIX ycTpoicTB (AT), BXOIAIMKX B arakyemylo ceTb, D, — BEpOSATHOCTh
repesadd 3710yMBIIUIEHHUKOM HH()OPMAIMOHHBIX MAaKETOB OT MMeHH K
ycrpoiict (AT), He BXOIAIIMX B aTakyemylo ceTh, Pr— BEpOSTHOCTH
(hopMHPOBaHUS 37I0YMBIIUICHHUKOM PaJNONIOMEX Ha (PU3NYECKOM YPOBHE
3TaJOHHOW MOJENN B3aUMOJAEHCTBUS OTKPBITHIX cuUcTeM. IIpu 3TOM 3110-
YMBIIIJICHHUK, TIOJNYyYHUB H3 paguoddupa CiIyKeOHblE aapeca BCeX
YCTPOWCTB B CETH, CIIOCOOCH CHIMUTHUPOBATh MH(OPMAIMOHHBIH OOMEH
MOJTHOCTBIO BCEX YCTPOMCTB B CETH HA OCHOBE OOIICTIPUHATHIX MPaBHI
JIOCTyTNa K KaHally CBSI3M, yKa3zaB B mepejaBaeMblx kaapax MAC-aapeca
JETUTHUMHBIX YCTPOMCTB, TEM CaMBIM IOBBICHB OOIIYIO BEPOSITHOCTH IIe-
penaun gerutuMHBIX AT ¢ p Ha (p + Ap).

BeposiTHOCTH Tepexona B paccMaTpHBaeMOM IEMH C YYeTOM BEpo-
SITHOCTEH KOJUIM3MH Uit Kaxkaoro AT M 3aHATOCTH KaHaja Hpeaaraercs
pacCUHTHIBATh CIIEIYIOLINM 00pa3oM.

1. Tlocne xaxmoil ycremrHoW nepenayn NHPOPMAITHOHHOTO ITaKe-
Ta 3HAYEHHE OTCPOYKHM IEPEAadn CIydailHBIM 00pa3oM BBIOMpaeTcs B Ana-
mazone (0, Wo-1) ¢ paBHO# BeposaTHOCTBIO. [Ipu 3TOM, BEpOSATHOCTH IIepe-
xona u3 coctosuus S(i,0), rae i € (0, m) — MOBTOPHBIE MONBITKU MEpeaay,
B cocrosinue S(0,k) toe k € (0, Wy-1) — HadanmpHBIA JUANa30H CUETUYHKA
OTCPOYKH, 33/1a€TCs CICAYIOIIUM 00pa3oM:

1-P
. cll
P{0,k|i,0} =—, 3)
W,
rac Pcll —_— BepOﬂTHOCTB CO3JaHUA KOJIJIM3UU B MOMCHT BpeMeHI/I t}:[.]'[ﬂ Kax-

JIOTO yCTPOMCTBa B ceTU B yciioBUsiX JIB co CTOpPOHBI 3710yMbIIUICHHUKA,
Wy— MakcuMmaibHOE 3HaueHHE Ha4aJbHOTO JHMana3oHa CUETYHKA OTCPOU-
KH, YCTaHABIIUBACMOEC KOHKPETHBIM CTaHIAPTOM CBSI3H.

2. CdeT4HK OTCPOYKH IEpeaud OCTAHABIMBACT OOPATHBIN OTCUCT
TIPH 3aHATOCTH KaHaNa CBs3H. [Ipy 3TOM BEPOSTHOCTH TOTO, YTO COCTOSTHHE
menu S(i,k) He M3MEHHTCS (IIETTh OCTAHETCS B TOM K€ CAMOM COCTOSIHUH),
COOTBETCTBYET BEPOSITHOCTH 3aHITOCTH KaHAaJa CBSI3H:

P{i,kli,k }=P.. 4)
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3. CyeTuuK OTCPOUYKH Mepeaadd MPOAODKAEeT OTCYET MPHU OCBO-
OOKIEHHN KaHala CBsI3H. BepOSTHOCTh Tepexoja IIeNH W3 COCTOSHHUS
S(i,k+1) Ha omHO cocrosiHMe BieBO (B cocrostaue S(i,k), rne k € (0, Wi+1))
JUTsl K&XKJIOTO dTara MOBTOPHOM MOMBITKK Tepeaauu i, tae i € (0, m) coort-
BETCTBYET BEPOSATHOCTH CBOOOIHOTO KaHaJa CBS3H:

Plik

ik+11=1-P.. )

4. Ecau B MOMEHT BPEMEHH ! OJIHOBPEMEHHO Ha4alu Iepenady n
YCTPOUCTB (IPOM30IIIa KOJUTU3KUS), TO KaKIA0e YCTPOUCTBO, BCTYIHBIICE B
KOJIJIU3UIO, YBCJIMYMUBACT 3HAYCHHUC HOBTOpHOﬁ MONBITKH IIE€pEaadIn i U UH-
TepBaJl 3HAYEHHI CUETUNKA OTCPOUKU. B TaHHOM cilydae, BEpOSATHOCTH Iie-
pexoja u3 cocrosinus S(i-1,0) Ha OMH 3Tall MOBTOPHOU MOMBITKU MEepeaavn
BHU3 (B cocrosiaue S(i,k), rae i € (0, m), k € (0, W;+1)) cOOTBETCTBYET:

P{i,k|i-1,0} =%. (©6)
-+

1
5. Tlpu nOCTMXKEHWH MaKCUMAJBHBIX 3HAYCHWI MOBTOPHBIX TO-
MBITOK TEpeayd /7 ¥ CUYEeTUYMKAa OTCPOUKHU nepenauu k, rae k € (0, W,+1),
YCTPOMCTBO OCTaHABJIMBAETCS Ha JOCTUTHYTHIX 3HaYEHUsIX. B aToMm ciryuae,
BEPOSATHOCTP Iepexoa lenu u3 cocrosuus S(m,0) B m0b6oe U3 COCTOSHUIA
S(m,k), e k € (0, W,,+1), obycnaBnuBaeTcs BEpOSTHOCTHIO KOJJIM3HU JUIS
kaxaoro AT Pen:

Fill

P{m,k|m,0}=W . @)

Takum 00pa3om, MpU Kaxkao# nepenade HHOOPMAIHOHHOTO MaKeTa
CETh MOXKET U3MEHHUTH CBOE COCTOSHUE HA OJAWH IIar: U3 cocTostHus S(i,k) B
cocrostane S(0,k) (tne k € (0, Wy)) — mipu ycHenrHoi mepenade Wi B CO-
crosiaue S(i+1,k) (tme k € (0, Wi+1)) — B cirydae KOJUIH3HN.

IIpencraBmnsis BEpOATHOCTH Tepexoaa u3 coctossHus S(7,0) B cocTos-
Hue S(i+1,0), He yuuTHIBast BEIOOp 3HAUEHHUsS OTCpouku mnepenaun (k, Toe k
€ (0,W;-1)), MeTo1OM WHAYKIIUH BBIPAa3HM BEPOSATHOCTH IEepexoa memu P;o
B coctosinue S(1,0):

Pl,o = Po,op-n

c

Pz,o = P],oPm = Po,opcnp

cll

P3,o = Pz,opcn = Po,op PRy,

=P,=P,P,,0<i<m. ®)

cl >

cll
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BepositHocTh P mepexona nenu B coctosiHue S(m,0) ¢ yderom
MaKCUMAaJIbHOTO KOJIMYECTBA MMOBTOPHBIX MOMBITOK Mepenay /71 IpeiCcTaBis-
eTCsl B CIIE/YIOIEM BUJIE:

Bl

cll
= . 9
m,0 1 P‘1 l ( )

C

BeposaraocTs P mepexona menu B cocTosiHue S(7,k) o0yciaBmuBa-
€TCA CJIICAYIOIMMH COBMECTHBIMH COOBITUSMU: BEPOATHOCTBIO JOCTUKCHUA
3HAa4YeHHsI TIOBTOPHBIX HOMBITOK Tiepenad i, rae i € (0, m) 1 BEpOSTHOCTHIO
BEIOOpa cirydaifHOTO TaiimMepa oTcpouku k, rne k € (0,W;-1), u umeert cie-

JYIOLLIUNA BUA:
o Wik By

ik =

W, 1-P.

i

0<i<m, 0<k<W,—I. (10)

W, -1
m i
3HaueHUA P, u P, 006pa3yoT momHyI0 TpYIIy COOBITHIL
i,0 0,k
i=0 k=0
11 Bcex cocrosumit i=0,1,...,m:

w1

Fo 2 B =1 (11)
=0

k=0

1

Ioncrasnss Beipaskenus (8)-(10) B Berpakenue (11), momyunm cre-
JyIollee ypaBHEHHE:

1 m W, -1 POO m-1 ; (ZP‘“ )m VVO +1
1 [)ZZ i,0 0,k 2(1_[)Z)>< Z( c/l) 0+ I—P

i=0 cll

=1. (12)

HauanbHoe 3HaueHne quana3zoHa ciydyallHOW OTCpOUYKH nepenauu Wy
U MaKCHMAaJbHOE KOJUYECTBO IMOBTOPHBIX IOMBITOK TI€penad /7 SBISIOTCS
MTOCTOSIHHBIMH ¥ YCTaHABJIMBAIOTCS B 3aBUCHMOCTH OT IIapaMeTpoB ceTh. M3
ypaBHeHu (12) monydaeM (GyHKIHIO 3aBUCUMOCTH BEPOSTHOCTH COCTOSTHUS
S(0,0) oT BeposATHOCTEN BOSHUKHOBEHHS KOJUTH3UH JJis Kaxkaoro AT B ceTu
P.;1 1 3aHITOCTH KaHana cBsi3u P.:

S = 2(1_Pz)(l_Pcll)
0,0 = po] _ .
%(1_%1)2(2]){11) +(2Pcn) W, +1

i=0

(13)
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Kaxxgoe ycTpoHCTBO OCYIIECTBISIET Iepeady, KOra CUeTUHK CIIy-

m
YalHOM OTCPOYKH JOCTHTaeT HyJsd, TO €CTh p = ZE’O . BeposiTHOCTH TIE-
i=0
penaun ycrpoiictBom CLIP B ciydaitHBIii MOMEHT BpeMEHH ¢ OTpeaenseTcs
Kak (QYHKIIHSI 3aBUCUMOCTH OT mapameTpoB m, Wy, Py u P::

S Boo 2(1-P)
p= ;E,o :l—Pcn = o . B : (14)
VV()(I_PCII)Z(chll) ‘*‘(chzl) Wy +1

i=0

s onpenenenus BeposTHOCTH nepenadd AT HeoOXOIMMO PEemnTh
cHCTeMy ypaBHEHHH, oTpaxaroiyto ocodenHoctu CMJIC tuna CSMA/CA
B ycnoBusix /[B:

. 2(1-2)
- m—1 X >
Wy (I_Pcn)Z(ZPczl )l +(2Pcll )m W, +1
i=0
K
Py =1-(-(p+ap)" ' [[0-D,)A-P,); (15)
p=0
K
P =1-(-(p+Mp)" ] 0-D,)1-P)).
p=0

JanHas cucreMa TMpencTaBisieT coOoi cucTeMy W3 3 HEJTHMHEHHBIX
YpaBHEHHH U 3 HEM3BECTHBIX, KOTOPYIO MOXKHO PEIIUTh YHUCICHHO.

C yderoM H3I0XKEHHOTro, ajst oueHkH dpdekruHoctn CMJIC Tuma
CSMA/CA u pa3paboTKH alrOPUTMOB aBTOMATH4ECKOTO BOCCTAHOBJICHUS
PpaboOTOCIOCOOHOCTH CeTH ITU(PPOBON PAIMOCBSI3U MPEIIAracTCsi UCIOJIb30-
BaTh CUCTEMY NOKa3aTeleil, MpeCTaBICHHYIO0 Ha pUCYHKE 3.

BeposiTHOCTB TOTO, YTO KaHal B CIy4aiHbIi MOMEHT BPEMEHH ! SIB-
JISieTCsl CBOOOHBIM, TIPEUIAraeTcsl ONPEETSTh CIEAYIONMMI COBMECTHBI-
MH COOBITHSIMH: OTCYTCTBHEM Iepenadd N JeruTuMHBIX ycrpoicts CLIP, a
TaKKe OTCYTCTBHEM BO3AEHCTBHUS CO CTOPOHBI 37I0YMBIIIIIICHHHKA.

K
Py =(=(p+ap)" [T-D,)(1-P)). (16)
p=0
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BeposTHOCTB ycneurHoi nepenadn HHGOPMAIOHHOTO MaKeTa JIeTH-
TUMHBIM yCTPOWCTBOM OOYCIaBIMBAETCS TEM, YTO B KOHKPETHBIH MOMEHT
BPEMEHH { MEPENAET TOJIbKO OMHO U3 N yCTPOMCTB M OTCYTCTBYET BO3JEHi-
CTBHE CO CTOPOHBI 37I0yMBIIIICHHHUKA.

K
P.=Np(l=(p+ap)" ' [](1-D,)(A-P)). (17)

p=0

VYcnemHas mepemada, KOJUIM3WS W CBOOOIHBIN KaHal 00pa3yroT
MOJIHYIO Tpymiy coObITHA. [103TOMY BEpOSITHOCTH KOJUIM3HM ISl CETH B
LIEJIOM OMPEJIENISETCS CIEIYIONINM BBIPAKEHUEM:

Fy=1-P; = F, :l_ﬁ(l_Dp)(l_Pf)x
' p=0 (18)
<[ (=(p+ap))" = Np(=(p+ap)"" |

JUis pa3iuyHBIX CTaHAAPTOB CBS3W, HCIHOJB3YIOMUX IPOIEAYPY
CMJIC tuma CSMA/CA, OTIHYUTENBHBIMH OCOOEHHOCTSMH SIBIISIOTCS
BPEMCHHBIC XapaKTCPUCTUKH, OMPENEIIIEMbIC Pa3UYHBIMU aNTOPUTMAMHU
peanu3aun CIy4aifHOTO MHOKECTBEHHOTO AOCTyHa K cpene. s cranmap-
ta Wi-Fi cymecrByer nBa amroputma peanuzauuun CMJIC  tuma
CSMA/CA — 0CHOBHOU ¥ JOTIOJHUTENBHBIH [10].

OcHoBHo#i anroput™ peamm3ammua CMJIC tuma CSMA/CA 3axiro-
4aeTcs B CISAYIOIEM:

1. YerpoiicTBo, MHMLIMUpYIOIIEe Nepeady Kaapa JaHHBIX DATA,
OXXHUJAeT BpeMeHHOW uHTepBan DIFS, B TedeHHe KOTOPOro KaHal CBS3U
IOJDKEH OBITH CBOOOEH.

2. Ilo oxonuanuu wuHTepBana DIFS ocymecTBiseTcsS Iepenada
kanpa DATA.

3. [IpueMHOE yCTpPOHCTBO B OTBET HAa KOPPEKTHO MPHHATHIA Kamip
nmaaHbIx DATA nepenaer xaap ACK cmycts untepBan SIFS BHE 3aBHCUMO-
CTH OT 3aHATOCTH KaHana CBA3H.

Jonomaurensusiii anroput™ peanmnzanun CM/IC tuma CSMA/CA
OTIIMYAeTCS NpeABAPUTEIHHBIM PE3CPBUPOBAHIECM KaHaIa CBSI3W TIEpel Te-
penaueit kaapoB gaHHbIX DATA M 3aKiI04aeTcs B CIeAYIOUIEM:

1. Ilepenaroiiee yCcTpOMCTBO OTIpaBIAET Kaap 3ampoca Ha mepe-
nauy RTS.
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2. Ecnu 3anpoc RTS ycnemHo npuHAT, U YCTPOHCTBO, KOTOPOMY al-
pecoBaH 3ampoc, TOTOBO K MPUEMY JaHHBIX, TO MPUEMHOE YCTPOICTBO OT-
MpaBisgeT Kaap paspenieHus Ha nepenady CTS cmycts uarepBan SIFS. [la-
Jiee TIOBTOPSIETCS MEXaHU3M OCHOBHOTO ainropurma peanusanun CMJIC
turia CSMA/CA.

C yuaerom anroputmoB peanuzaiuun CM/IC tumta CSMA/CA B ceTsix
uudpoBoii paarocsszu crangapra Wi-Fi u necTpyKTHBHBIX BO3/ICHCTBHIA CO
CTOPOHBI 3JI0YMBIIIJICHHUKA BPEMsl YCIICIIHON Tepeiauu U BpeMsl KOJUTU3UU
OCHOBHOTO M JONOJIHUTENBHOro anropurmoB peanusanuu CMJIC umeer
CJIeIyFOLIMM BUIL:

T' =T, +SIFS +0+ ACK + DIFS +o;
T'* =T, + DIFS + o,(Ap = 0) " (Dp, = 0);
T’ = E[P_]+ DIFS + 0,
((Ap > 0)u(Dp, >0)NE[P_]>T,

D>

T = RTS + SIFS +6+CTS + SIFS +6 +

(19)
+T, + SIFS + 6+ ACK + DIFS +c;

T = RTS + DIFS +o,(Ap = 0)n(Dp, =0);

T = E[P_]+DIFS + o,

((Ap > 0)u (Dp, > 0))NE[P_]> RIS,
rae T — Bpems yCIEWIHOM Iepenayn OCHOBHOTO alrOpHTMa peannsa-
win CMJIC, 7)° — BpeMsl KOJUIM3MM OCHOBHOIO airopurma, 7,.° —
BpeMsl YCIICIIHOM Hepeiaun JOMOIHUTENIBHOTO aliropurMa, 7, — Bpems

KOJITU3MH JOIOJHUTENIBLHOTO alropuT™Ma, Ip — BpeMs Mepefadd MoJies-
HOH Harpy3kH, SIF'S — MeXKaApoBBIA UHTEPBAJ, G — 3aJ€p>KKa paclpo-
cTpaHeHus curHana, 4CK — BpeMeHs nepeaayy MakeTa MOATBEPKACHNUS,
DIF'S — yBeanueHHBIA MeXKaJApOBBIA HHTEpBal, RTS — Bpems nepenauu
kagpa 3ampoca, CTS — BpeMs Mepefayd Kajapa OTBETa Ha 3alpoc,
E[P.] — Bpems nepenaun naxkeTa 3J0yMbIIUICHHHUKA.

W3 ananmutryeckoro Beipakenud (19) Buano, 9to B cTanmapte Wi-
Fi B ycnoBusX JeCTPYKTUBHBIX BO3JEHCTBHI CO CTOPOHBI 3JI0YMBIIUICH-
HUKa BpeMsI KOJUTM3HH JIOTIOIHUTENBHOTO anroputMma peanusannn CMIC
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tina CSMA/CA T 5KBUBAJICHTHO BPEMEHH KOJUIM3HH OCHOBHOTO all-
roput™ma T,° .

C yueroM BblmeckazanHoro mox addexruBHocTeio CMJIC Tuna
CSMA/CA monuMaeTcst 051 OT CyMMapHBIX BPEMEHHBIX 3aTpat, Tpeoy-
eMasl Ha mepenady IOJe3HON Harpy3KH, C y4eTOM BEpPOATHOCTEH yCHell-
HOM mepenayu, KOJUIM3UHU U cBOOOAHOIO KaHaia. B coorBercTBuu ¢ [11],
sa¢¢pextuBHocTh CMJIC THma CSMA/CA ompenensieTcss OTHOLICHHEM
MIPOU3BEACHHS BEPOSITHOCTH YCIICLIHOM INepefadd MakeToB Py Ha UIH-
TEJIBHOCTh I0JIE3HON Harpy3ku Ip K CymMMe MPOU3BEACHUN BEPOATHOCTH
ycremHon nepenaun Py Ha BpeMs ycneurHoil nmepegauu nakerta 7., Be-
POSITHOCTH BO3HWKHOBEHHSI KOJUTM3UH P Ha BpeMs Komu3uu e ¥ Bepo-
ATHOCTH CBOOOJHOTO KaHana Pj Ha JIUTENbHOCTh OAHOTO BPEMEHHOTO
WHTEpBana (Ciora) 7.

TP
Q: D~ sc . (20)
PI +FT,+P

B ocHoBHOM W jomonHUTENbHOM anroputmax peammzaruu CMJIC
tuna CSMA/CA cranmapra Wi-Fi IIHMTeNbHOCTh IMONE3HOW HArpy3Kd
oTIpeneNsaeTcs mo GopmyIie:

Ep

T, = ,
Rate

D

e2y)

rae Ep — cpenHee 3HadeHHe pa3zMepa MOJE3HOM Harpy3Ku JeTUTUMHBIX AT
B Ourax, Rate — CKOpPOCTh Tiepeiaun HMHPOPMALINH, U3MepsIeMoe B OUT/C.

Cpennee 3HaueHHE pa3Mepa IOJIE3HOH Harpy3KH OIpeneNseTcs
CTaTHCTUYECKH B 3aBUCUMOCTH OT IPHMEHSEMOrO CTaHAapTa CBSI3M.
CkopocTh nepeaayd HHPOPMALUN TaKXKe 3aBUCUT OT KOHKPETHOW peau-
3alUM CTaHIapTa.

5. Metoauka ouenku 3¢ dexrunoctu CMIAC tuna CSMA/CA.
Meronuka orieHKH 3P (PEKTHBHOCTH CIyYaifHOTO MHOKECTBEHHOTO JIOCTYTIa
k cpene tana CSMA/CA yuuThIBaeT MOJIHYIO TPYIIy COOBITHH B KaHaie
CBSI3M, a TaKXKe HCXOIHBIX JaHHBIX, BKIIOYAs IapaMeTphl IOTECHLIUAIEHO
BO3MOJKHBIX JECTPYKTHUBHBIX BO3JICUCTBHH, U 3aKJIIOYAETCS B BBIOJIHEHUU
CIEeIyIONINX ACHCTBUM.
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Illae 1. 3amarotcst mapaMeTpbl cetd mudpoBoil paanocessu. K oc-
HOBHBIM TapaMeTpaM OTHOCSTCS: KOJIMYECTBO YCTPOHCTB B CETH, MAaKCH-
MaJIbHOE KOJIMYECTBO MOBTOPHBIX HOMBITOK MEpeaad, HadyaJbHOEC 3HAUYCHHE
UHTEpBaJia OTCPOYKH Iepeladl, BPEMEHHBbIE HWHTEPBAJbl HCIIOJIB3yEMOIrO
CTaH/apTa CBS3U.

lae 2. Onpenenstorcs: 3HAYCHHUST BEPOSITHOCTH NEPEAAYN MAKETOB p
U BEPOSATHOCTH Koyum3uu Py g kaxaoro ycrpoiictBa CIIP B cooTBer-
CTBHH C CUCTEeMOH ypaBHeHHH (15).

lae 3. OnpenensioTcs BEPOSATHOCTHBIC XapaKTEPUCTUKU CETH: Be-
POSITHOCTH CBOOO/IHOTO KaHaia Pp, BEpPOATHOCTh YCHEUIHOW Mepeiauu IaKe-
TOB Ps. 1 BEPOSITHOCTh BOSHUKHOBEHUS KOJUIM3UH JJIsl CETH B LIENIOM P 1o
tdopmymnam (16), (17), (18) cooTBeTCTBEHHO.

Ilaz 4. Onpenensorcss MO MEXKaJAPOBBIM HHTEpBalaM M BPEMEHU
nepenayd IaKeTOB BPEMEHHBIE XapaKTEePUCTHUKH CETH B 3aBHCUMOCTH OT
MIPUMEHAEMOTO CTaHAapTa CBsI3U U ero anroputMa peammuzauun CMIC tu-
na CSMA/CA. [Ins crannapra Wi-Fi ucrions3yercs Beipaxenue (19).

Illae 5. Onenusaercst 3¢ dpextuBHocts CMJIC tima CSMA/CA 1o
tdopmyme (20).

6. Pe3yJbTaThl YHCJIEHHOI0 IKCIIEPUMEHTa. B kadecTBe 9acTHOro
MIPUMEHEHHs] TIPOLEYPhl CIIy4aifHOr0O MHO>KECTBEHHOTO JIOCTYIIa K Cpejie
tumta CSMA/CA paccmorpuMm cranaapt uudposoit panuocssizu IEEE
802.11 (Wi-Fi) [10].

3aBucuMocTH BeposTHocTeH Py, P u Py oT mapamerpoB JIB ompe-
JIEJISIFOTCSL HACTPOMKaMu ceTu: m, Wy U KOIMYECTBOM YCTPOMCTB N, U He
3aBHCAT OT WHcCHoib3yemMoro amroputma peanmsammun CMJC  Tuma
CSMA/CA.

Ha pucynke 4 mpejcraBiieHbl pe3yJbTaThl MOJICIUPOBAHHS BEPOSIT-
HOCTEH BO3HMKHOBEHUSI KOJUTM3HUHU P, CBOOOTHOTO KaHana Py M YCIEIIHON
nepenaun Py oT mapamerpoB /B, a MMEHHO: OT BEpOSTHOCTH Iepeaadn
UH(OPMALIMOHHBIX MAaKETOB OT MMEHH N a0OHEHTCKHX TEPMHHAIIOB, BXO-
ISIIIAX B aTaKyeMyIo ceTb Ap U OT BEPOSTHOCTH MMHUTAlUH HH()OpPMAIMOH-
HOro oOMeHa oT MMeH K=3 yCTpoICcTB, HE BXO/SIINX B aTAKyeMyIo ceTb D).
B kadecTBe mapaMeTpoB CETH BBICTYINAIOT CIIEAYIONIME 3HAYCHUS: m=3,
Wo=16, N=10.

Ha pucynke 4 m300pa’keHO BO3pacTaHHE BEPOSITHOCTH BO3HUKHO-
BEHUSl KOJUIM3UM P, M yMEHBIIEHHE BEPOSITHOCTH YCIEIIHOW Nepenadn
nakeToB P, JTO BBI3BaHO TEM, YTO 3JIOYMBIIIJIEHHUK OCYIIECTBIISET Ie-
penady MHGOPMANMOHHBIX MAKETOB, UTHOPHUPYS OOIINE MpaBMWIN AOCTY-
I1a K KaHaJIy CBSI3H.
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Puc. 4. 3aBHCHMOCTH BEPOSITHOCTHBIX XapaKTEPUCTUK ceTH oT JIB ¢ mapameTpamu:
2) Ap; 6) D,

JecTpykTuBHOE BO3/I€HCTBHE, HAIIPABICHHOE Ha Ilepe/iady aKeToB
OT MMEHH BCEX YCTPOMCTB, BXOAAIIMX B aTaKyeMyI CEThb, C BEPOSTHO-
CTbI0 Ap oOKa3bIBaeT OoJiee CYNIECTBEHHOE BIIMSHHE Ha BEPOSATHOCTHBIC
xapaktepuctuku mpouenypsr CMJIC tuma CSMA/CA. D10 BBI3BaHO
IIpeAHAMEPEHHBIM YBEIHMYCHUEM BEPOATHOCTEH Mepemadyy BCEeX JICTUTHM-
HBIX yctpoiictB CIIP.
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3apucumoctH 3¢ dexruHoctd CMJIC tuma CSMA/CA a1t 0CHOB-
HOTO U JIOMOJIHUTENBHOTO AJITOPUTMOB OT KOJIMYECTBA YCTPOUCTB B ceTU N
B ycnoBusix JIB, HanpaBneHHbIX Ha uMuTanuio AT, BXOASIIKX U HE BXOIS-
IIMX B aTaKyeMylo ceTh, ¢ mapameTrpamu Ap = 0,15 u D, = 0,7, K = 3 npen-

CTaBJICHbBI Ha PUCYHKEC 5.

Qbasic/rts A
1
0,8 Pu
o Qrts,|Ap=0
Qbasic, |Ap=0 TTEee——l
0,4
Qrts, Ap=0,15
0,2
Q Qbasic, Ap=0]15
0 10 20 30 40 50 N
a)
Qbasic/rts A
1
0.8 . Qrtsy Dp=0
TTeelll Qbasic, Dp=0
0,6 ==
0,4
Qrts, Dp=0,7, K=3
Qbasic| Dp=0,7, K=3
0,2 —/
L’—" L
| m—
——
0 10 20 30 40 50 N
6)

Puc. 5. Pesynbrats! onienku 3¢ dexrusaoctd CMIC tuma CSMA/CA B ycrnoBusax
B mst: a) Ap=0,15; 6) D,=0,7 u K=3
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AHanu3 npesCTaBICHHBIX Ha PUCYHKE 5 3aBUCUMOCTEH MO3BOJISIET
CAENaTh BBIBOJ O TOM, YTO B YCJIOBHSX JECTPYKTHBHOI'O BO3AEHCTBHS CO
CTOpOHBI 370yMbInuIeHHUKa 3¢ dexrnBHOCTE CMJIC THma CSMA/CA
JUIS  JIOTIOJHHUTENBHOTO aliropuT™Ma DKBUBAJICHTHa J((PEKTUBHOCTH
ocHoBHoro anroputma. [lpu /1B ¢ mapamerpom Ap=0,15 3¢ppextuBHOCTH
OCHOBHOTO airoput™Ma cHmwkaercs B 30 pa3, 3(QexkTUBHOCTH
JOTIOJHUTENIBHOTO aJIrOpUTMa CHuXkaercs B 45 pa3, a mpu B c¢
napamerpoMm D,=0,7 3¢PEKTHUBHOCTF OCHOBHOTO alTOPUTMa CHUXKAETCS
B 5,5 pa3, >QQeKTUBHOCTh JONOIHUTEIHHOTO AJTOPHUTMA CHIDKACTCS B
6,2 pa3za. Kak crneactBue, NpPUMEHEHHE H3BECTHBIX aJITOPUTMOB,
OTPaHUYMBAIOIIUX YCTPOHWCTBAM JOCTYI K PagHOPECypCy B YCIOBHUSX
paznuunbix B, sBasiercs wmanodddekruBubiM. IlosToMy, BO3HHKaeT
MOTPEOHOCTE B pPa3padOTKE JOMOJHUTEIBHBIX MEXaHH3MOB 3allUThI
npouenypst CMJIC tunna CSMA/CA.

JloCTOBEpHOCTh TPENCTABICHHBIX Ppe3yabTaToOB OblIa IMOATBEp-
XKJ/I€HA 3KCIIEPHUMEHTAIbHBIMU HCCIEAOBAaHMAMH. B OCHOBY JaHHBIX HC-
CJIeJOBaHNH OBUIM TOJIOXKEHBI CYIIECTBYIOLIME arnapaTHble YacTH Oec-
MpoBOAHBIX Moayyed cranmapra 802.11 a/b/g/n/ac (USB Adapter Alfa
AWUSO036ACH) ¢ nm3meHeHHON TporpaMMHO# dacThio. JlaHHAsT peanm-
3anys MO3BOJIMIIA OCYIIECTBUTH (DOPMHpPOBaHHME U Tepenady uHpopma-
UOHHBIX KaJIpoB C H3MEHSEMBIMU I1apameTpamMH (MHTEHCUBHOCTBIO,
mmrenbHoCcThio, MAC-ampecamu). IlomydeHHBIE SKClepUMEHTAIbHBIC
pe3yJIbTaThl MOJIHOCTHIO TOATBEPIKIAIOT aJ€KBATHOCTh INPEICTaBICHHON
MaTeMaTU4YeCKON MOJEIH.

7. 3akmiodyenme. TakuMm o0Opa3oM, MpeAroKeHa MaTeMaTHIeCKas
MOJIENTb TPOLENYPHl CIIy4aiiHOTO MHO)KECTBEHHOTO JIOCTYIa K CpeAe THUIla
CSMA/CA, ocHOBaHHasi Ha MPUMEHEHHH MapKOBCKUX IPOILIECCOB M METO-
JIOB TEOPHH BEPOSATHOCTEH, MO3BOJIAIONIAS MPOBOJAUTH OLEHKY 3(dexTus-
HOCTH CJIy4ailiHOTO MHO>KECTBEHHOT'O JIOCTYIIa K CPEJEe B YCIOBHSAX IOTEH-
LUaJIBHO BO3MOXHBIX JECTPYKTUBHBIX BO3JACHCTBUNA CO CTOPOHBI 3JI0-
YMBIIUICHHUKA. Pe3ynpTaTsl MOJETHPOBaHUS MOTYT OBITh IPUMEHHMBI IIPU
pa3paboTKe JIOMOIHUTEIBHBIX METOJOB 3aLIUTHI MPOLEAYPHI CIy4aiHOTO
MHOXECTBEHHOT0 stoctyna K cpene thna CSMA/CA niis cynecTByIOmuX u
MIEpPCIIEKTUBHBIX CPEACTB HU(PPOBOI PagHOCBs3H.
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Abstract. Nowadays the issue of digital radio network security during destructive
impacts by intruder is particularly important. For destructive impacts on physical OSI level
prevention noise protection methods are applied and encryption is applied on network and
higher levels. In fact most dangerous vulnerabilities from destructive impacts are focused
on digital radio network channel level in procedures random multiply access procedure to
the digital radio network medium. Only for procedure of random multiply access to digital
radio network of S-ALOHA type math models have been developed which allow to
estimate it functionality efficiency in conditions of potentially destructive impacts. This
procedure applies for GSM, TETRA, DMR, LTE digital radio networks. But for Wi-Fi and
Bluetooth networks, which are used currently in every house, random multiply access
procedure for CSMA/CA is used. The paper presents a math model of the procedure for
random multiple access to the digital radio networks of CSMA/CA type. The model take
into consideration potential destructive intruder impact by analytic expression adjusting for
probabilistic and time characteristic in well-known model and because of usage new
indicator — network channel occupancy probability. In Wi-Fi and Bluetooth networks in
case of channel occupancy due reason collisions and successfully transfer delay timer for
each abonent terminal is stopped. In well-known models this feature of digital networks
with random multiply access to CSMA/CA is not considered. It established that existing
CSMA/CA random multiply access algorithm functioning efficiency tends to zero because
of possible destructive impacts. Work results can be used in the digital radio network OSI
channel level automatic recovering efficiency area of algorithm development.
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Abstract. Nowadays, the systems developed to integrate real physical processes and
virtual computational processes — the cyber-physical systems (CPS), are used in multiple
areas of industry and critical national infrastructure, such as manufacturing, medicine, traffic
management and security, automotive engineering, industrial process control, energy saving,
ecological management, industrial robots, technical infrastructure management, distributed
robotic systems, protection target systems, nanotechnology and biological systems technology.
With wide use, the level of IT and cyberrisks increases drastically and successful attacks
against the CPS will lead to unmanageable and unimaginable consequence. Thus, the need in
well-designed risk assessment system of CPS is clear and such system can provide an overall
view of CPS security status and support efficient allocations of safeguard resources. The nature
of CPS differs from IT mainly with the requirement for real-time operations, thus, traditional
risk assessment method for IT system can be adopted in CPS. Design of a unified modelling
language based domain specific language described in this paper achieves synergy from in IT
industry widely used UML modelling technique and the domain specific risk management
extensions. As a novelty for UML modelling, especially for simulation purposes, the presented
DSL is enriched by a set of stochastic attributes of modelled activities. Such stochastic
attributes are usable for further implementation of discrete-event system simulators.

Keywords: Cyber Physical System, IT, Risks, Risk Assessment, Domain Specific
Language, Modelling, UML, CORAS, Disaster Tolerance Cyber Physical System, Structure
Dynamic Control System.

1. Introduction. New competitive approach to the physical and
virtual world integration with cyber-physical systems is one of the European
Union research priorities. Cyber-physical systems (CPS) will change the
way people interface with systems, the same way as the Internet has
transformed the way people interface with information.

Concept of cyber-physical systems, their history and main
components and characteristics are considered in this paper. Main accent is
directed to the great influence of effective risk management on profit
abilities in modern business systems, especially highly automated ones with
complex use of Information Technology. IT risk consists not only of
breakdowns in computer software or hardware, or lack of expertise of the IT
staff. IT risk also may relate to risk of loss resulting from theft of
company’s data or client information. IT risk also may be the risk of loss
that originates from computer software malfunction, such as a
manufacturer's software license expiration or glitches, and the ways it
affects corporate activities [1, 2]. A risk assessment initiative for IT systems
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generally helps management understand areas in which significant losses
may arise. IT risk assessment is carried out by identifying and evaluating
assets, vulnerabilities and threats of using information technologies in
business. An asset is anything that has value to the company — hardware,
software, people, infrastructure, data, suppliers and partners, etc [3].

Taking into consideration the extreme complexity of IT risk
assessment, we conclude that there is necessity to apply international
frameworks of IT governance and risk management, such as Enterprise Risk
Management Framework by Committee of Sponsoring Organizations of the
Treadway Commission, Control Objectives for Information and related
Technology, Code of Practice for Information Security Management,
Information Technology Infrastructure Library, etc [4, 5].

Within our research, an IT risk management domain specific
language is developed [6]. Nowadays, in the IT industry, majority of
system specifications and procedure descriptions are made using the
Unified Modelling Language (UML). UML is a graphical language and it
consists from diagrams which are united in a model. The description of a
system can be made from just a few diagrams in case of simple system or
from hundreds of diagrams in case of a complex system. These diagrams
are designed by system architects and system analysts.They are used in
whole life cycle of a system. These models are frequently the main
documentation for the system that is used for its operation and
maintenance. That is why the authors have chosen UML as the base for
designing the IT risk analysis DSL. UML uses general system
organization terms such as Use Case, Activity, Action, State, Event etc.
However, risk analysis professionals work with terms such as Threat,
Vulnerability, Asset, Incident, Risk, Treatment etc. Therefore, to create
an IT risk analysis tool, it was necessary to extend UML modelling
approach with elements used by risk analysts. In fact there was an
attempt to develop our own Risk analysis Domain specific modelling
language, suitable for system developers and maintenance personnel and
for risk analysts as well. Design of modelling tools necessary for risk
analysts was based on CORAS language which is well known in
professional community [7]. The CORAS language is a graphical
modelling language for communication, documentation and analysis of
security threat and risk scenarios in security risk analyses. This paper
explains how the authors use CORAS Threat and Treatment diagrams,
connecting them with UML Uses Case and Activity diagrams [8]. The
result of this work provides means to unify both risk analysis model
and IT system model.
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2. Concept of a cyber-physical system. Cyber-physical systems are
developed to integrate real physical processes and virtual computational
processes. Many objects used in modern daily life are cyber-physical
systems. Concept of CPS is complicated, it can be illustrated with a concept
map (see Figure 1), developed in Berkley University [9, 10].

The definition of Cyber-physical system from Cyber-Physical
Systems Week (www.cpsweek.org): “Cyber-physical systems (CPS) are
complex engineering systems that rely on the integration of physical,
computation, and communication processes to function.”

Cyber-physical systems have not appeared from nowhere, they have
a long history of development, which continues. This paper is an
introduction to cyber-physical systems, their history and overview of the
main components and characteristics.

Always growing need for different purpose information management
systems leads to optimization of computing tools design techniques. Most
of the world’s currently used information management systems are
embedded systems and networks. They are closely related to the control or
management objects.

From certain common computing systems’ classifications best suited
to the modern situation is classification proposed by David Patterson and
John Hennesy [11]. Their classification was guided by the use of the
system. They divided computing system into 3 categories: desktop
computers, servers and embedded systems. Embedded systems by the area
of use are separated into:

— Automatic control systems;

— Measuring systems and systems that read information from
Sensors;

— Real-time “question — answer” type information systems;

— Digital data transmission systems;

— Complex real-time systems;

— Moving objects management systems;

— A general purpose computer system subsystems;

— Multimedia systems.

The concept of embedded systems appeared in the early 50°s and it is
in rapid development even today. It is interesting to view the evolution of
embedded systems:

— Information management systems, 60’s;

— Embedded computing systems, 70’s;

— Embedded distributed systems, 90’s;

— Cyber-physical systems, from 2006.
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Information management system is a computing system designed for
management purposes, but it is the most alienated from the control object.
Integrated micro-scheme and microprocessors development led to information
management system bringing directly to the management object. World had
entered the era of embedded systems. System elements are gradually
becoming cheaper and their integration increases, as well as the security level
and the opportunity to combine them in controlled networks.

Downturn in embedded systems’ elements prices and increasing
connection with physical management objects led to appearance of cyber-
physical systems.

Cyber-physical systems are specialized computing systems that
interact with control or management objects. Cyber-physical systems
integrate computing, communication, data storage with real world’s objects
and physical processes. All above said processes must occur in real-time, in
safe, secure and efficient manner. Cyber-physical systems must be scalable,
cost-effective and adaptive. Cyber-physical systems are in use in various
areas such as smart medical technologies, environmental monitoring and
traffic management.

Wireless sensor networks can become an important part of cyber-
physical systems, because of high sensitivity capability it is one of the main
driving factors of cyber-physical systems application distribution. The rapid
development of WSN, medical sensors and cloud computing systems makes
cyber-physical systems impressive candidates for use in inpatient and
outpatient health care improvement [12]. Cloud computing maturity is a
direct result of few technologies such as distributed computing, internet
technology, system management and hardware development [13].

Cyber-physical systems integrate computing and physical processes.
Compared with embedded systems much more physical components are
involved in CPS. In embedded systems, the key focus is on the computing
element, but in cyber-physical systems, it is on the link between
computational and physical elements. Cyber-physical system parts
exchange information with each other that is why the third component -
communication is added there. For this reason, cyber-physical system is
denoted by the symbol C3 (Computation, Communication and Control).
Links improvement between computational and physical elements, extends
cyber-physical systems usage possibilities.

Cyber-physical systems are used in multiple areas such as medicine,
traffic management and security, automotive engineering, industrial and
process control, energy saving, ecological monitoring and management,
avionics and space equipment, industrial robots, technical infrastructure
management, distributed robotic systems, protection target systems,
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nanotechnology and biological systems technology. In all cases increased use
of CPS are closely tied with cyber and IT risks, that need to be managed well.

3. Common IT risk management problems. It is possible to
indicate a set of IT risks management problems which are typical for
Latvian business [4]. They are:

— customer service malfunction due to interruptions of continuous
access to IT services;

— unsatisfied demand for qualified IT personnel;

— delayed modernization of information systems software and
hardware;

— insufficient IT qualification of information system users;

— inadequate level of existing IT services quality monitoring;

— inadequate level of cooperation between IT specialists and other
employees;

— inadequate assessment of financial losses resulting from failures
or interruptions within information systems;

— absence of IT system development strategic plan, based on a
general development plan of company;

— inadequately low IT security level;

— absence of strategy of IT system restoration after potential
failures and interruptions.

Taking into consideration the extreme complexity of IT risk
management within the framework of operational risk management system,
it could be concluded that it is necessary to apply international standards
and frameworks of IT governance, such as Information Technology
Infrastructure Library, Control Objectives for Information and related
Technology, Code of Practice for Information Security Management.

The proposed technique for IT risk assessment and management could
be successfully used as a start point for development of the IT risks
assessment support systems prototype, based on an IT risk management
domain specification language with a metamodel that defines an abstract
UML based language for graphical approach to identify, explain
and document security threats and risk scenarios. The next chapter describes
the Domain Specific Language (DSL) for IT risk analysis modelling and
simulation. The presented tool will provide both IT process modelling and
documentation as well as connection of these processes with identified risks.

4. DSL for IT risk analysis. A Domain specific language (DSL) is
language for programming, specification or modelling suitable for particular
problem domain specialists to solve their specific technical tasks [14, 15].
This chapter describes domain specific language for IT risk analysis
designed by the authors. This language has organically emerged from

120 Tpyas CMIMMPAH. 2018. Bbin. 4(59). ISSN 2078-9181 (ney.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



ARTIFICIAL INTELLIGENCE, KNOWEDGE AND DATA ENGINEERING

unifying several methods and graphical languages which are used by
developers and maintenance specialists from information systems domain,
and also analysts responsible for risk analysis and risk mitigation activities
for IT systems. The designed DSL (see Fig. 2) is based on approach to
Unified Modelling Language (UML), CORAS method and Misuse Case
Alignment Method [7, 8, 16, 17].

Currently, using UML is one of the most commonly used
approaches in IT system modelling. The authors’ experience acquired
while working in IT and UML belongs to the group of graphical
modelling languages. Initially UML was built for information systems
modelling to facilitate the development and maintenance processes.
Nowadays the usage of UML is broadened. This language is used for
building business models, which exceed the initial task of modelling of
information systems. Industry shows that UML modelling is used to some
extent in all medium and large scale projects.

UML belongs to the group of graphical modelling languages.
Initially UML was built for information systems modelling to facilitate the
development and maintenance processes. Nowadays the usage of UML is
broadened. This language is used for building business models, which
exceed the initial task of modelling of information systems.

As regards system modelling, UML modelling is widely used at systems
development or enhancement phases. UML modelling describes the structure
and behaviour of the system. This language consists of graphical notations
called diagrams and builds up an abstract model of a system. The UML
standard is maintained by OMG (Object Management Group). In the beginning,
UML was built for specification visualization and documentation of IT systems
development. Nowadays usages of UML are not only limited to tasks of
software engineering. UML is also used for business process modelling and for
the development of systems which are not pure information systems.

Modelling with UML promotes model-driven technologies, such as
Model Driven Development (MDD), Model Driven Engineering (MDE) and
Model Driven Architecture (MDA). Supplementing graphical notations with
terms such as class, component, generalization, aggregation and behaviour,
helps save system designer’s time for system architectural tasks and design.

A UML model consists of a set of diagrams. A diagram is a partial
representation of the model. A system model could be divided into two
parts. The first part is a functional model, which reflects functionality of a
system from the system user’s point of view. This kind of model is
constructed using Use Case diagrams. The second part is the dynamical
model that reflects internal behaviour of the system. A model of that kind is
constructed using Activity, State, Sequence and Collaboration diagrams.
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A system model to be created with UML language should not
necessarily contain all diagrams. For example, when creating Information
System vision model or requirement specification, it is enough for the
system analyst to create Use Case and Activity diagrams. Use Case diagram
answers a question — what a system does. Activity diagrams describe
scenarios of every Use Case, i.e., Business processes. Therefore we prefer
this work use only Use Case and Activity diagrams.

As mentioned above, IT industry use of UML is mostly directed to
specification and documentation of a system [14].

The authors as representatives of simulationist community would
like to improve this situation and to add more dynamic to this static
construction. Obviously simulation of the model can give to developer’s
possibilities to evaluate and forecast behaviour of a target system. The
authors already addressed this issue in [8]. During development of the
presented DSL for IT risk analysis, which is based on UML, one of the
objectives was possibility of simulation of a model. Activity Diagram
elements are complemented with stochastic attributes for simulation
purposes (Table 1).

Table 1. Stohastic attributes of Activity diagram

UML element Stohastic attribute
Task Duration
Branch Decision probabilities
Start Delay

Number of Events in group

Timer
Delay between groups

Number of Groups

One more approach for the developed DSL is application of Misuse
Case in a UML Use Case model. Misuse cases improve UML diagrams
with a better support to analyse problems of IT risk management. The Use
Case diagram is extended with graphically black Use case, called Misuse
Case and black Actor called Misuser. Misusers are related with Misuse
Case. Misuse cases are related to Use Cases with relation <threatens>.
During risk analysis stage Use Case diagrams are extended with
additional Use Cases for risk mitigation, which are connected with system
Use Case with relation <include> and with Misuse Case with relation
<mitigate> (see Figure 2).

Considering that the task to be solved by the authors was to
provide a government institution responsible for IT risk evaluation with
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tools necessary for such tasks, the third technology used in this work is
security risk modelling, analysis and documentation language CORAS.
The initial CORAS approach was developed within the CORAS project
funded by the European Commission that ran from 2001 until 2003.
CORAS is both a language and a methodology for its application,
described in the book [7]. Although initially CORAS was designed for
security risk analysis, its syntax and semantics allows applying this
language to complete IT risk analysis scope. In the developed prototype
only one CORAS language diagram — the Treatment diagram — Is used.
Treatment diagram is CORAS method all-inclusive diagram, in which all
main risk analysis entities — Threat, Vulnerability, Risk, Asset, Threat
Scenario, Unwanted Incident and Treatment Scenario are included. In
turn, by methodology developed by the authors, Unwanted Incident is
common entity, which connects risk analysis Treatment diagram
with UML Activity diagram used in IT system Activity diagram
model (see Figure 3).

Additionally, we did similar enhancements to CORAS Treatment
diagram as we did with UML activity diagram. For simulation purposes,
Treatment diagram is complemented with stochastic attributes (Table 2).

Table 2. Stohastic attributes of Treatment diagram

Diagramm element Stohastic attribute

Relation between Risk and Asset Impact

Used as connector between risk and
system models. Transfer events from
treatment scenario to system model. Event
raises a disability of selected activity of a
system model

Duration of disability

Unwanted incident

Start Delay

) Number of Threat events in group
TreatmentScenario

Delay between groups

Number of Groups

Using the DSL described in the paper, a corresponding Activity
diagram describing IT system functionality should be designed for each
system Use case, a corresponding risk mitigation Activity diagram for each
risk mitigation Use case should be designed, and Treatment diagram should
be designed for each Misuse Case (see Figure 3).
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Simulation will allow to perform simulation experiments on two
models simultaneously — the risk analysis model (see Figure 4) and IT system
model (see Figure 3) and gather more adequate risk estimation results.

For such IT risk analysis approach, a tool prototype which is based
on Microsoft Visualization and Modelling SDK (VMSDK) is developed
while designing DSL. This implemented modelling tool is functioning
inside Microsoft Visual Studio Shell. It could be distributed either with
Microsoft Visual Studio Shell, or as Microsoft Visual Studio Add-In (see
Figure 5). Additionally this approach ensures ability of simulation program
code generation, compilation and execution for any Microsoft .NET
Framework supported language. Specially designed templates ar used for
code generation purposes, and they consist of code snippets for simulation
of diagram elements. The authors currently are working on this solution.

Another approach is code generation from DSL diagrams for some
general purpose simulation package (for example ARENA).

5. Reducing managerial risks by the use of disaster-tolerant CPS.
Currently, there is a widespread of opportunities, provided by the Internet of
Things and the Industrial Internet of Things both in terms of created systems
of technologies and services, provided by these systems [18, 19]. In these
conditions, ensuring the continuity of business-processes (BP) and improving
disaster tolerance of relevant business-systems (BS) are one of the most
important strategic directions of any organization (company) development. At
the same time ubiquitous implementation of cyber physical systems as basic
components and subsystems in existing and perspective information
systems (IS), that make up the main core of large and commercial crucial
infrastructure, leads to the need of giving them such an important system-
cybernetic property as disaster tolerance [20]. Further, under the disaster
tolerance of CPS should be understood the ability distributed computer
complex, consisting of several CPS, to store critically important data and
structure, and also continue to perform their functions after a
massive (perhaps, purposeful) destruction of their components as a result of
various cataclysms not only natural character, but also human-inspired [20—
22]. This definition is accurately corresponds to the English term "Disaster
Tolerance" (DT), but generally the term "Disaster Recovery" (DR) (literally
"recovery after catastrophe") can also be translate as "Disaster Tolerance".
The difference between DR and DT is that DR focuses on the security of
data (with strictly controlled losses, if they unavoidable), and the means for
continuing full-fledged work are in many cases assumed external to the actual
disaster-tolerant part of the complex. Thus, the disaster tolerance of CPS
supposes first of all ensuring the safety of data, and the possibility to recover
the data after a major local or global cataclysm, and at the same time an
appropriate level of reliability (traditional, "local", fault-tolerant) of all or
critical subsystems is provided by the same means [20-22].
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As subsystems of modern corporate IS (CIS), which include the
CFS, are distributed, in case of mass failures on one site, the main
performance can be removed to another site. The listed features of disaster-
tolerant CPS lead to the need for principally new approaches to solving
bothproblems of creation and development of this class CPS, and the
problem of assessing the managerial risks associated with their application,
that is considered at this paper.

Studies have shown, that in order to neutralize threats and minimize
losses caused by abnormal, emergency, extreme and catastrophic situations,
leading to an avalanche-like increase in degradation processes and
destruction of CPS, management of the relevant organizational
structures, (business-systems (BS)) must be prepared in advance for the
solution of at least the following five groups of interrelated problems [23]:

— identification of potential threats to possible emergencies due
to socio-economic crises, natural and technogenic disasters, development
of model options solutions for their prevention, localization
and stabilization;

— development of proposals and draft decisions aimed at increasing
sustainability objects of the BS infrastructure to the action of destabilizing
and destructive factors possible emergencies;

— identify trends and early detection of potential threats, estimate
and predicting the possibility of emergencies;

— prompt formation and justification of decisions on management
of all types of CPS and BS resources as a whole in order to minimize the
negative consequences of destructive and destabilizing factors in the
conditions of the emerged emergency situation;

— assessment of the negative consequences of an emergency
situation and the development of draft decisions, aimed at their elimination
with minimal costs.

Preliminary analysis of problems and tasks that need to be solved at
various stages of CPS life cycle and the existing theoretical methods and
approaches to their solution shows that within the framework of the earlier
developed theories and methodologies for managing complex systems,
these issues, as a separate subject of research, from a single system-wide
point vision was practically not considered. In this case, the subject area
covering them has a number of significant features, radically different from
the subject of research existing theories of managing complex systems.
Among them you can specify, in particular following features [21, 23]:

— extreme and catastrophic situations, as a rule, are difficult to
predict and arise suddenly (temporary uncertainty in the provision of
readiness for management);
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— the scale of the negative consequences associated with them is
also difficult to predict; they can quickly increase over time and have
various long-term negative consequences for heterogeneous, including
territorially distributed objects (uncertainty boundaries and content of the
subject area);

— information about such situations, as a rule, is contradictory and
bad predictable in its composition and volume character and enters the
management system with different time delays (uncertainty in the
identification of current situations);

— decision making in such situations is carried out in conditions of
a strict limit time, risks and various limitations in the options for selecting
and implementing managers effects, etc.

Accounting for these and a number of other specific features of
management processes of complex systems in emergency and catastrophic
situations requires the development of fundamentally new, special
principles and methods of monitoring, analysis and forecasting situations,
developing options for management decisions, procedures for their selection
and implementation.

Thus, for example, analysis shows that the principles and methods
of traditional diagnostic systems are conceptually failures, faults, defects
and oriented to diagnose the standard mode. This does not take into
account a number of important properties of the dynamics of the
functioning of complex objects in abnormal and critical conditions
situations. In particular, the specificity of their probabilistic properties is
not taken into account, the possibility sudden appearance of dynamic
chaos in the form of disordered processes in deterministic systems, the
"fine" structure of the dynamics of the mechanisms of aging and
destruction materials and structures, as well as a number of other
practically important properties of the dynamics of non-standard and
critical situations. Many conceptual problems related to management of
the structural dynamics of complex systems with their various
degradations, assessments and forecasting of risks of occurrence of
supernumerary and critical situations, and also risks selection and
implementation of relevant management decisions, etc. [21, 23, 24].

In these conditions, it is necessary to investigate and solve the
problems of ensuring the disaster tolerance of CPS within the framework
of the interdisciplinary approach, interpreting them as tasks of structural
dynamics control (SDC) of these systems. The tasks of SDC of CPS in its
content belong to the class of problems of structural and functional
synthesis of CPS shape and formation appropriate programs to manage
their development (modernization). The main difficulty and singularity of
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the class problems solution under consideration consists in the following.
Determination of optimal programs and laws of main elements and
subsystems of CPC management (planning) in a dynamically changing
environment can only be carried out after the list of functions and
algorithms of information processing and management becomes known,
which should be implemented in the specified elements and subsystems.
In its turn, the distribution of functions and algorithms for CPS elements
and subsystems depends on the structure and parameters of the laws
governing the management of these elements and subsystems. The
difficulty of resolution this contradictory situation is aggravated by the
fact that under the influence of various causes (objective, subjective,
external and internal) over time, CPS composition and structure at various
stages of its life cycle differs. By now the class of structural-functional
synthesis tasks and management of CPS development has been
investigated not deep enough. New scientific and practical results have
been obtained in the following directions of research [21-24]: the
synthesis of CPS technical structure under certain laws of functioning of
the main CPS elements and subsystems (1st direction); synthesis of CPS
functional structure, or, in another way, the synthesis of management
programs of the CPS main elements and subsystems under the well-
known CPS technical structure (2nd direction); of synthesis programs for
the creation and development of new generations of CPS without taking
into account the stage of joint functioning of the existing CPS and the
implemented CPS. A number of iterative procedures for obtaining a joint
solution of problems, the research of which is carried out within the
framework of the 1 and the 2 directions. In general, all existing models
and methods of CPS structural-functional synthesis appearance and the
formation of programs for their development (modernization) are used in
stages of external and internal design of CPS shape, i.e. when the time
factor is not essential. However, in practice, when non-standard, critical
and emergency situations in CPS, characterized by inaccurate and
contradictory information, time becomes one of the most important
parameters by means of which the effectiveness of activities, related to the
maintenance and restoration of business processes.

Existing foreign and domestic business continuity planning
tools (Business Continuity Planning) allow: using universal database
architectures to simplify procedures for risk analysis and development plans
for recovery and business continuity; simplify the processes of supporting
current business continuity plans; synchronize and maintain up-to-date
information using the interfaces of other applications; to adjust the
management of the company taking into account business continuity plans.
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At the same time, they do not provide for the comprehensive automation of
the processes of managing the structural dynamics of CPS in order to
improve their security, are poorly adapted to situations in which it is
possible to create unrealistic abnormal situations.

Thus, at the present time it becomes very important to develop
methodical and methodological foundations for the integrated automation of
adaptive planning and scheduling of the modernization and operation of
disaster-tolerant CPS based on the development of concepts, principles,
models, methods and algorithms for analyzing and managing the structural
dynamics of CPS in real conditions of incompleteness, uncertainty,
inaccuracy and inconsistency of information about the emerging situation
and in the presence of an unavoidable threshold time limitation on the cycle
of the formation and implementation of solutions to prevent possible
critical, emergency and extreme situations.

An important role in management theory development of complex
organizational and organizational and technical systems in crisis
situations should be given to issues of creation of appropriate model-
algorithmic support for problem solving, planning and management of
these systems under dynamically changing conditions.Resulting from
what has been said so far, a conceptual scenarios of creation and
functioning of CPS, possible approaches to organization and carrying out
of complex modeling and multicriteria options estimation for the
functioning of CPS under different conditions of the situation, as well as
relevant risks of the choice of management decisions related to the
application of both CPS and whole BS, in which they are included. In
particular, the following list was proposed main CPS performance
indicators: CPS availability indicators (total IS downtime for any reason,
indicators that assess risks occurrence and development of accidents and
disasters), indicators that assess the consequences of accidents and
catastrophes for specific business processes (duration, scale and extent of
damage), indicators that estimate the total time and completeness of the
operations performed restoration of CPS working capacity, indicators
evaluating, capital and operational costs to ensure the required level of
catastrophic stability, costs of other types of resources, indicators
assessing the degree of criticality of operations performed in CIS, the
importance of resources and information used to provide the required
level of disaster tolerance.

By now, a polimodel process description of creation and operation
of disaster-tolerant CPS has been developed, providing work of the
virtual enterprise (VE) in conditions of RFID technologies
implementation. Part of this complex includes: deterministic and
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stochastic static and dynamic models of CPS program management at
various stages of their life cycle, allowing to describe both business
processes performed within the framework of the VE, and processes of
CPS modernization and functioning. Coordination of all listed models is
based on the concepts and approaches developed by the proactive
management theory of structural dynamics of complex technical
objects (including CPS). Conducted preliminary analysis of the
implementation of the concept of system modeling in the tasks of
proactive CPS planning and scheduling shows the following advantages
of joint use of the proposed static and logical-dynamic models of
CPS proactive management:

— static models of CPS functioning allowed to take into account
those factors (information losses, bandwidth limitations), which with
dynamic modeling lead to the corresponding phase constraints;

— on the basis of static models, initial data are generated, dynamic
model would not be possible (in this case, in fact, the aggregated variant of
the technology of receiving, storing and processing data is determined);

— static models allowed, in the first approximation, to take into
account the distribution and structural dynamics of the considered CPS,
allowed to quantify the overall planned amount of data received,
transmitted, processed or lost.

At the same time, a detailed description of the processes of
information distribution and processing the operation of the VE with
reference to specific time points in a static model is quite difficult. To do
this, it was suggested to use a dynamic model of CPS functioning. In this
case, the proposed dynamic description of the processes allows:

— to form and optimize such quality indicators of a manageable
systemic dynamics (MSD) of CPS, which are difficult to describe in
a static model (for example, estimating the uniformity (unevenness) of
the use of CPS resources on the entire interval management and at
each current time);

— to study the processes of CPS MSD involve an extremely rich
mathematical apparatus of the theory of optimal control, allowing to solve a
wide range of actual tasks of analysis and synthesis of management
programs of CPS and its main subsystems.

In the Table 3 in its left part are the fundamental scientific results
that have been obtained to date in modern management theory of complex
technical objects. In the right part of this figure are those new scientific
and applied results that were obtained within the framework of the
developed theory of CPS proactive management, based on these
fundamental scientific results.
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Table 3. Results of a qualitative analysis of proactive management processes of
disaster tolerant CPS

Contents and ways of implementing results

Ne |The main results of qualitative
analysis of the management of  |Ways of results implementation
complex technical objects (CTO)

Analysis of the solutions Checking the adequacy of the description of
1 |existence in control problems of |cyber physical systems (CPS) proactive
CTO management

Verification of the feasibility of CPS
Conditions for controllability  |control technology. Identifying the main

2 |and attainability in control factors (constraints) affecting the indicators
problems of CTO of the target and information technology
capabilities of CPS

The uniqueness condition for
optimal programmed controls in [Assessment of the possibility of obtaining
the tasks of planning the optimal plans for CPS use

operation of CTO

Preliminary analysis of the structure of
optimal program management, obtaining
basic relationships for constructing
scheduling algorithms of CPS application
Estimation of stability (sensitivity) of CPS
proactive management to disturbing effects,
Stability and sensitivity to a change in the composition and structure
conditions in control problems |of the initial

data, calculation of management risk
indicators

Necessary and sufficient
4 |conditions for optimality in
control problems of CTO

6. Conclusions. The current situation within business indicates the
necessity for more complicated and more effective IT risk management
system development. In the presented paper the given approach allows to
perform IT risk analysis which is based on the unified IT system model
specification. In this way the one window approach is realised for both system
developers and maintainers and for those responsible for the security policy of
a system. The presented DSL and modelling based tool are in design stage.
Further work will be performed to improve the Domain specific language.
The second group of further activities will be devoted to implementation of an
appropriate simulation engine, including generation of experimental frames
from available business data and maschine learning approaches for model
parameter finetuning. Model repository and tools for storing and processing
simulation results will be developed for domain specific decision support.

This approach will be approved on state-wide IT systems and
Industry 4.0 solutions.
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Teiinanc A.A., Pomanos A.B., Mepkypves FO.A., [Jopoeos I111., Kneiinc A.A1., Ilompscaes C.A.
OneHka puCKOB KNOep(hU3NIecKNX CHCTEM € HCIOIb30BAaHHEM MO THPOBAHNS IOMEHOB
U UIMHTAIMOHHOT0 MO/eJIMPOBAHMS.

AnHoTanmusi. B Hacrosmee BpeMs CHCTEMBI, pa3pabaTblBacMble U HHTErpallHd
peabHBIX (PU3UYECKHX IPOLECCOB U BHPTYAJIbHBIX BBIYMCIHTEIBHBIX I[IPOLECCOB —
kubepduznueckux cucrem (KOC), ucnonb3yl0Tcss BO MHOTUX 00JACTSIX MPOMBIIUICHHOCTH M
HAI[OHANIBHOH HHQPACTPYKTYphl, TaKMX KaK IIPOM3BOACTBO, MEIHIMHA, YIIPaBICHHE
TPaHCIIOPTOM M 0E30HaCHOCTb, AaBTOMOOMIICCTPOCHHE, YIPABICHHE HPOMBINIICHHBIMU
MpoLIECCaMM, IHEProcOepeIKEHUE, IKOJIOTHUECKUIT MEHEIDKMEHT, MPOMBIIUICHHBIE DPOOOTHI,
yIIpaBlIeHHEe TeXHUUECKOH HH(PACTPYKTYpOii, pacipeeneHHbIe pOOOTH3HPOBAHHEIE CHCTEMBI,
LIeJIEBBIC CHCTEMbI 3aIlUTHI, TEXHOJOTHMU HAHOTEXHOJOTMH M OMOJOIMYecKHX cHcTeM. Ilpm
LIMPOKOM HCIOJIB30BAHUU TOAOOHBIX cucTeM ypoBeHb WT-pHUCKOB M KHOEPPHUCKOB PE3KO
BO3pacTaeT, B pe3yibTaTe dero ataku npotuB KOC MOryT mpuBecTH K HEyImpaBISeMbIM U
HeTpe/ICKa3yeMbIM IIOCIeICTBHAM. TakuM o0pa3oM, CyHIeCTBYeT HEOOXOAMUMOCTH B XOPOIIO
MpoxyMaHHOM cucteMe oneHku puckoB K®C, uro obecmeunT oOlee mpencTaBlieHUE O
cocrossHuu Oe3zomacHocT K®C, a Tawke »¢d¢ekTHBHOEe pacHpeneleHne 3alUiacMbIX
pecypcoB. Xapakrep KOC ornmuaercs or UT-cucteM riiaBHBIM 00pa3oM MOTPEOHOCTHIO B
OIepaIysix PealbHOr0 BPEMEHH, MO3TOMY TPaJULMOHHBIH METOJ OLEHKH puckoB it UT-
CHUCTEM MOXET OBITh ajanTupoBaH s ycioBudk pabotel KOC. Paspaborka s3bIka
MojenupoBanust joMeHoB  (“domain  specific language”, DSL), ocHOBaHHOrO Ha
YHUGHULIUPOBAHHOM si3bIke MozenupoBanuss UML u  omucaHHoro B JaHHOW —craTbe,
oOecreunBaeT CHHEPrU3M MIMPOKO HCToib3yemoit B WT-MHAYCTpUM METOOUKH C
HCTIONB3YeMBIMU B KOHKPETHBIX 00JIACTIX MOAXOJaMH K yIpaBJIeHHIO pHCKaMu. B oTianune ot
TpaguLMOHHOrO ucnonb3oBanuss UML g menedl MMMTalMOHHOTO — MOJEIMPOBAHMS,
ONHMCaHHBI B CTaThe s3bIK MojenupoBanusi DSL oOorameH HaOOpPOM CTOXaCTUYECKHX
aTpuOyTOB MOZENUPYEMBIX IporeccoB. I[IomoOHBIE CTOXacTHYECKHE AaTPHOYTHI MOXKHO
HCIIONIb30BATh JUIS JAIBHEHINCH peau3alii JMCKPETHO-COOBITUHHBIX CUMYJISITOPOB.
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A.C. M1POHOB, E.C. ®DOMHHA
METOAbI OBPABOTKHN CUT'HAJIOB B
T'HAPOJIOKAIIMOHHBIX CUCTEMAX ITPU PEHIEHUU
3AJIAYY 30HAUPOBAHMUSI JOHHOM IOBEPXHOCTH

Muponos A.C., @omuna E.C. MeToabl 00padOTKH CHUTHAJOB B THIPOJOKALMOHHBIX
cucTeMax NpH pelIeHHH 321244 30HTHPOBAHHUS TOHHOIl MOBEPXHOCTH.

AHHOTanus. B cratbe paccMaTpuBalOTCS BOHPOCHI OOPAaOOTKH TI'MAPOAKYCTHYECKHX
JAHHBIX, PETUCTPHPYEMBIX C IOMOIIBIO THAPOAKYCTUYECKUX UCCIIEN0BATEIbCKIX KOMIITIEKCOB.
Ocoboe BHUMaHUE YAENEHO OO30pHBIM U HHTEP(HEPOMETPUUECKUM THIPOIOKATOPAM.
IIpoBeneH aHanyu3 CyIIECTBYIOIIMX PEIICHHH IO TEME HCCIICIOBAHHS, OTMEYCHBl OCHOBHBIC
pe3yIbTaThl, JOCTUTHYTHIC POCCHHCKMMH KOJUIGKTHBAMHU DPa3pabOTUHMKOB-HcclieqoBaTenei. B
COOTBETCTBUH C HOPMATUBHOH JOKyMEHTAI[HeH OIPENEeNICHbl MHHHMAIbHO JOITyCTUMBIS
MOTPEITHOCTH M3MEPEeHHi NpH (HOPMHPOBAHUH KapT JOHHOW ITOBEPXHOCTH JUIS Pa3IMYHBIX
XO3SIMCTBEHHBIX OTpacieil.

B xadectBe OoJHON M3 BaXKHBIX IPOOJIEM, BIHSIONMX Ha J((PEKTUBHOCTH MPOBEICHHS
0030pHBIX pPabOT C IOMOIIBIO THIPOJIOKAMOHHBIX KOMIUIEKCOB aBTOPAMH OIpEAeIsieTcs
mpobiaeMa CKaTHA IEPBHYHBIX JaHHBIX, KOTOpas, KaK MpaBUIIO, NPUBOJUT K IOTepe
nHpopMmayu 6e3 BO3MOXKHOCTH €€ BOCCTAHOBIEHHS. YKa3aHHbIE HEAOCTATKU IPUMEHSIEMBIX B
KOMIUIEKCaX METOJOB CXKAaTHUS-BOCCTAHOBICHHS NEpBUYHOW HHpOpMAaMu H 0o06paboTKu
THAPOAKYCTUYECKUX JAHHBIX CHIDKAIOT 00LIYI0 3((heKTHBHOCT MIPHIMEHEHHS KOMIIIEKCOB KaK
IpH  HCIONB30BAaHHM  O030PHOrO  THAPOJNOKATOpPa, TaKk M HPH  UCIOJIB30BAHHU
nHTep(epOMeTpHIECcKOro THApojoKaTtopa OokoBoro o63opa. Crenyer OTMETUTh, YTO
yKa3zaHHas aBTOpaMH IpobiieMa XapaKkTepHa HCKIIOUUTENbHO IIPU HCIOIB30BAHHU B KaueCcTBE
30HAUPYIONMX HMIIYJIbCOB IPOCTHIX TOHANBHBIX CHTHAIOB. B paMKax YHCIEHHOro
JKCIIEPHMEHTa II0Ka3aHO, YTO JNCIOJb30BaHHE B KauyecTBE 30HIUPYIOIHX HMILYJIbCOB
CHTHAJIOB C JINHEHHO-4aCTOTHOH MOIY/IALUEH T03BOJIAET AOCTATOYHO () (HEKTHBHO IPHMEHSITH
KOMILIEKC B peXuMe 0030pHOTO THAPOIOKATOPA.

IIpuBeneHB! pe3ysbTaThl YHCICHHOTO AKCIEPUMEHTA IS OLEHKH IPOCTPAHCTBEHHOIO
MOoJNOXKeHUsI 00BEeKTa Ha JHE IO TUAPOJTOKAIMOHHBIM H300paKEHHAM C HPHMEHEHHEM
nabpopmauu 0  pasHune (a3 IOPUHMMAeMBIX ~ CHTHAIOB IIPH  UCIONB30BAHHU
nHTep(epOMETpHIECKOro THAposokaTopa. Ha OCHOBaHMM pe3yiabTaTOB OKCIICPHMEHTa
orpeiesieHbI TPEOOBAHUS I KAUeCTBA PETUCTPAIMU OTPaXKEHHBIX CUTHAIOB Pa3AM4HOTO TUIA
B HHTEP(PEepPOMETPHUECKHX THIPOIOKATOpax OOKOBOro 0030pa.

ABTOpaMH NIPEUIOKEH CII0CO0 Pa3pelIeHUs] OTPaXKCHHBIX (C YaCTHYHBIM IIePEKPHITHEM
U HaJlOXKEHHEM) TUAPOaKYyCTHYECKUX TOHANbHBIX CUTHAJIOB, OCHOBAHHBIH Ha MeToJle
JeneHusl CIeKTpoB. Jlus moBbIIEHHS 3(PPEKTHBHOCTH IpPH 00pabOTKe CHIHATIOB C
JIMHEHHO-4aCTOTHOM ~ MOAyNAIUeld aBTOpaMM Ipe/ularaeTcs yIydllaTh TOYHOCTB
ONpelesieHns] MOMEHTa OOHapyXeHHs CHrHala 3a c4YeT KOPPeKTHpPOBKM 1o dase,
paccYHTaHHOU Yepe3 HaKJIOH CKOPOCTH M3MEHEHHs YaCTOTH MOy IHPOBAHHOTO CHT'HANA.

KmioueBble cioBa: uHTep(epOMETPHUECKHI THAPOIOKATOP, TUIPOIOKATOP OOKOBOTO
0030pa, r’UIPOAKyCTHKA, TOHAIBHBINA curHai, JIYM, o6paboTka CUrHAJIOB.

1. BBeaenue. /[ npoBeneHus UCCIENOBAHUN MPHU SKOJOTHUYECKOM
MOHUTOPHUHTE, TOJBOJHOM CTPOUTENILCTBE W KAPTUPOBAHUU BOJOEMOB
OCHOBHBIMH cpelcTBaMu MOJTy4EHUs HHpOpMAIUU SIBIISIFOTCS
TUAPOAKYCTUYECKHME KOMIUIEKCHl. B COCTaB KOMIUIEKCOB MOTYT BXOIMTH
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THIPOJIOKAaTOPhl  OokoBoro o063opa (I'BO), MHOTOJIyYEeBBIE 3XOJOTHI,
npoduorpadbl, CUCTEMbl IO3MIMOHUPOBAHKMS M CEHCOPBI JBHKCHUS.
Takue  KOMIUIEKCBI ~ MOTYT  HCIOJB30BaTbCsi ~ aBTOHOMHO  Ha
monBoaHbIX (AHITA) M HaJBOMHBIX HEOOWTAaCMBIX ammaparax Jubo B
COCTaBEe UCCIIEZ0BATENILCKOTO CyTHA.

Pa3zpaboTkolf MOMOOHBIX KOMIIIEKCOB 3aHMMAIOTCS KpyMHEHIIne
naboparopun 1o BceMy mupy. Ha ceronusinanii nens B Poccnu paspabotka
1 WCIBITAHHE TaKMX KOMIUIEKCOB BEAETCSI B DsAIC OpraHM3aluid, B TOM
gmcine B Jaboparopusax Ha 6aze HUUII um. B.B. Tuxomuposa, UncTHTyTa
PanuOTEXHUKHU U paauoaiekTpoHuku uM. B.A. Korensaukosa PAH, ITH1
«Oxeannpudop» 1 UacTHTyTa TpobiieM Mopckux TexHonoruit JJBO PAH.

HUUIT wumvenn B.B. TuxomupoBa 3aHmMaeTcss pa3paboOTKoi
uHTEP(HEPOMETPUIECKUX THAPOIOKATOpoB OokoBoro o63opa (MI'BO), a
TaKke NPOBEIEHHEM HATypHBIX HcHbITaHuH. B crathe [1] mpencraBieHs!
pe3yibrarhl nonmydeHus M oOpabotku gaHHeix ¢ MI'BO  Heman-500,
NIPOBEJICHHBIX Ha MOJMIoOHe UHCTUTYTa. B padore [2] corpynaukamu HUNIT
nM. B.B. TuxoMupoBa mpom3BeAeHO TeopeTHYecKoe OOOCHOBaHME BBHIOOpA
napamerpoB cbemMku MHI'BO, paccMoTpeHa TIeoMeTpHs PpaclpOCTPAHEHUS
aKyCTHUYECKUX BOJH C Y4€TOM OCOOCHHOCTEH MX PaclpOCTpaHCHHUS B BOJAHOM
cpene. Takum 00pa3oM, IMOTPENIHOCTh M3MEPEHHS BHICOTHI O0BEKTa Ha JHE
MOXET OBITh BBIYHCIIEHA CIICTYIOIIUM 00pa3oM:

2 2 2 2
0y =02,+ 0 +0g, (D

2 2 2
rac O-Z(p 5 O-ZH 5 O'R — JUCIICPCHUU OLCHKHU OpAHWHATBI J3JICMCHTA
paspeiieHus Ha IiHE BOJOEMA Hu3-3a MOTPEUIHOCTEH

uHTEeppEepOMETpUUECKOil pa3HocTH (a3, H3MEpPEeHUs I[IyOUHBI WU
paccTosHHA A0 DJEMEeHTa paspemeHus. JlaHHbIE BBIYHCICHUS HE
OIICHMBAIOT 3aBHCHMOCTh TOYHOCTH OTpEICNCHUS OTHOCHUTEIBHOTO
MOJIOKEHHUsT O00BEeKTa Ha JHE OT TOYHOCTH OOHApYXEHUs INpUX0Ja
OTpaXEHHOT'O CUTHaja Ha MPUEMHHUK.

B coaBropctBe ¢ coTrpyaHuxkamMu HMHCTHTyTa paJiMOTEXHUKH U
paguodnextponuku uM. B.A. KotenpHukoBa cotpynnukamu HHUIT um.
B.B. TuxomupoBa OBUIO OIyOJIMKOBAaHO HECKOJNBKO pe3yibTaToB [3-4]
WCIIONIB30BAHUST MHTEP(EPOMETPHUIECKOTO THIPOJIOKATOPA HPOU3BOJCTBA
HHWU «OxeaHmipuOOp» B MHOTOIYYEBOTO 3XO0JI0Ta, a TAaKXKe COOCTBEHHOU
pa3pabotkn MHcTHTyTa pamgMoOTEeXHHKH M PaIUOdIEKTPOHUKH  HM.
B.A. KorenpHukoBa — MHOTO()YHKIIMOHAIBHOTO THAPOIOKAIIMOHHOTO
kommiekca «Kenp». Ilo pesynmpTatam ucciaeOBaHMN CHENTaH BBIBOJ O
COZICP’)KaHMU OCaJKOB HAa JHE BOJOEMa M THUIE TPyHTAa, MPOM3BEICHA
KOMITeHcalmsl kauku cyaHa-Hocutenass UT'BO. B pabore [S] mpoBoaurcs
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CpaBHEHHE OaTHMETPHUYECKUX ITAHHBIX, MOJYYCHHBIX MIPU 30HIUPOBAHUHU
OJTHOTO y4yacTKa MHoromy4yeBsIM sxosoroM (MJID) m MI'BO. Cornmacuo
MIPEACTaBJICHHBIM B CTaThe pe3yjbTaTaM, Ha CPEIHUX IIIyOMHAX OKOJO
110 merpoB (paiion B banrtuiickom Mope) ¢ pacwieHEeHHBIMH (opmMaMu
penbeda, pazopoc B mamepenusx MJID u UI'BO Ha HEKOTOPBIX y4acTKax
cocTaBisieT 2 MeTpa, 4To OKoio 2% oT rryOWHBI Bojoema. s NOHHOH
TIOBEPXHOCTH CO CII0KHOCOYJICHEHHBIM Pebe(hOM OTIMYHE B ONPEICIICHUN
IIIyOMHBI 3THMHM YCTpPOMCTBAMH Ha HEKOTOPBIX YYacTKax JOCTHraeT
2,5 meTpoB mpu TiryOmHe BogoeMa oT 75 mo 160 MeTpoB, Takke MpUBEICHBI
JaHHBIC JUIS U3MEPEHHUH Ha MOJIMTOHE, B YCIOBMSIX KOTOPOTO Ha ITyOMHaX
mo 40 merpoB ommbOka mocturaer MeHee 1%. OpHako aBTOpaMH He
MIPUBOJUTCS. METOJIUKA OIPEAEIECHNUs TIIyOUH BOJOEMa, YTO HE IO3BOJSIET
MIPOM3BECTH OLEHKY IOCTOBEPHOCTH TOIy4aeMbIX JAHHBIX.

Wuctutyt Ipobiem mopckux texuosoruii JIBO PAH 3anmmaercs
pa3paboTKO# CHCTEM yNpaBieHUS] U HABUTALMH MOJBOAHBIMH allllapaTaMy
U MX CHCTEMaMH, a Takxke pa3pabOTKOi aBTOHOMHBIX M OyKCHPYEMBIX
annapaToB AJIS BHIIOJIHEHNS! KOMIUIEKCHOM THIPOJIOKAIMOHHON ChEMKH. 3a
nocneauue roael B MHCcTHTYTE OBUIO  pa3paboTaHO  HECKOJIBKO
poboTH3npoBaHHBIX KOMILIEKCOB («['antens», «Mapk», «KiaBecun» u 1p).
Taxxe oqHUM U3 HampaBieHUil paboThl cCOTpyIHUKOB MHCTUTYTA sABIsETCA
oOHapyxeHHe 00BeKTOB Ha nHe no mHpopmamuu ¢ ['BO-cHUMKOB, 4TO
ABJIAETCA HEIPOCTOM 3ahauel, pelieHUue KOTOPOM 3aBUCUT OT CTPYKTYPBI
nHa, GopMBI 00BEKTA, €r0 PACIIONOKEHUSI W 3BYKOOTPAKAIOIIUX CBOMCTB
NoBepXHOCTH. Jlnsg  yTouHeHMss JaHHOW HHGOPMAMU  COTPYAHHUKH
WHctuTyTa mpennaratoT  MPOBOJAMTH — JAOOOCIENOBAaHMS — CPEACTBAMHU
TEJICBU3NOHHONW cHUCTeMBbl, MojaepHu3anuio [bO  nonmomHUTENTbHBIMU
MpUEMHHUKAMU U HcTioNb3oBaHue ero B kauectse MI'BO [6].

Eme ognum nampaBnenuem pabotel UTIMT JIBO PAH saBmsieTcs
pa3paboTka MeToI0B OOpadOTKM THAPOAKYCTHYECKHX CHUTHAJIOB JUISA
neneil ymydileHWs KadecTBa OTOOpakeHHsT OOCTaHOBKM Ha JHe. B
paborax [7-8] paccmarpuBaloTCS 3amadd  YJAyYIIeHHs ~KadecTBa
THJIPOJIOKAIIMOHHBIX H300paKeHUN myTeM BOCCTaHOBJICHHS
OPUHUMAaeMOT0  THUAPOAKYyCTUYECKOro  CcurHana.  I3BecTHo,  4TO
THIPOaKyCTUYECKUH KaHaJd JOCTaTOYHO CHEeNM(UYHBIH BCIEACTBHE
HEeCTalMOHAPHOCTH, pedpakuuu W JApyrux Qusnueckux >PQeKTos,
MPOSIBIISIIONIMXCS. B BHJE MHOTOJIYYEBOCTH M HHTephepeHInn. ITO
NPUBOJUT K CHIBHBIM HCK@XCHHMSM IeperaBaeMoil HMH(GOpMAlHU HIIH
Jake K TOJHOM ee moTrepe. ABTOpaMH IpeIUIaracTcsl A YIydHICHUS
KayecTBa PETUCTPUPYEMOI0 CHUTHAJa HCIOJB30BAaTh HWHTEPNONSAIMOHHBIC
METOJBI ¥ METO/IBI IBOMHON (pHUIBTpany, OJHAKO BONIPOC JOCTOBEPHOCTH
nonyuaeMbix ¢ MWIBO JaHHBIX W €€ 3aBHCHUMOCTh OT OIIUOKH
pEeTUCTpaIK CUTHAJIA B THAPOAKYCTHYECKOM KaHalle OCBEIeH c1alo.
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Bcemn HAay4YHBIMH KOJUJICKTHBaAMH, NPOBOAAIIUMHA UCCIICAOBAHUSA B
I[aHHOfI 06J'IaCTI/I, BBIACIISICTCA MEPCIIEKTUBHOCTDH HUCIIOJIb30BAaHUA
0030pHBIX U MHTEP(EPOMETPUUECKUX THIAPOJIOKATOPOB Ul ONIPEEIICHHS
MIPOCTPAHCTBEHHOI'O TMOJIOXKEHUsI OOBEKTOB Ha JHE Bojoema. OpHaKo
po0JiemMa TOBBILICHUS TOYHOCTH PEKOHCTPYUPYEMOH MOJeNu JHa 110
napopmanuu ¢ UT'BO ocesmieHa HEIOCTaTOYHO, B OTACIBHEIX paboTax
MIPEJOCTABIISCTCS CPAaBHEHHE MOJIYYaeMBIX KapT JHA C aHAJIOTHYHBIMHU,
MIOJIY9CHHBIMH B pe3yJbTaTe 30HIUPOBAaHUS JOHHOI moBepxHOCTH MJID.
Takxe B HcclIelOBaHMSAX HE 3aTPOHYT BOINPOC TNPSMOH 3aBUCHMOCTH
KagecTBa OOCIeNOBaHMSA [JHAa OT IIOTPEIIHOCTH JAETCKTHPOBAHUSA
OTPaKEHHOTO CHUTrHaya. M3BeCTHO, Y4TO TPH BBHINOJHECHUH MOHHUTOPHHIA
00BEKTOB MH(PACTPYKTYPHI, UMEIOMINX IOJBOJHBIE MEPEXOJBl, a TAKXKE
MIOPTOBBIX COOPYXCHHH, HEOOX0JUMasi TOYHOCTh 3aMepoB cocTaBisteT 10
CaHTUMETPOB, 4YTO 4aimie Bcero MeHee 1% oOT TiIyOMHBI BoJOEMa.
He}IOCTaTO‘IHOCTb I/IH(bOpMaLlI/II/I B MPUBCJICHHLIX BBILIC CTAThAX NPHUBOJAUT
K HEBO3MO>KHOCTH peanuzauu TOTOBOTO YCTPOMCTBA,
YIOBJIETBOPSIOIIETO BBIJIBUTaEMBIM TpeOOBaHUAM TOYHOCTH
peKkoHCTpyKuuu JoHHOM moBepxHoctu [10-12]. CormacHo 3TuUM
WUCTOYHMKAM, HeEoOXoguMa  cjexyomas TOYHOCTh  OIpeNeIeHus
IIPOCTPAHCTBEHHOTO TIOJIOXKEHUS 00BEKTOB JUTS Ppa3IMYHbBIX
XO3AMCTBEHHBIX OTPACIICH:

1) Jna HedTera3zoBoit orpaciu (IpoOBEpKa COCTOSHUM ITOJBOIHBIX
IepexofoB  He()TEIpOBOAOB), HCXOAS W3  HOPMBI  TIPOCEHAHUS
TpyOomposona, — 0,1 MeTpa o riryoune.

2) Hnst cTpouTenbCcTBA MOCTOB, HCXOJSl U3 HOPMBI TOYHOCTH
YCTaHOBKH OIOPHBIX 3aKiIafgHbIXx AeTtaier — 0,1 MeTpa B momepedyHOM
HanpasieHud u 0,25-0,5 meTpa B IpoI0JIEHOM HAIPaBICHUH KOHCTPYKITUH,
KpuBH3Ha — He Ooee 0,15 MeTpa Ha Kaxabie 2 MeTpa.

3) Jna oKcmiyaTallMd TOPTOBBIX COOPYXKEHMH M MpUYaJoB,
HPOMeEpHI BHIIIOJHAIOTCS ¢ TouHOCThIO 0,1 MeTpa myist rimyOun 1o 10 mMeTpos,
ceeiie — 0,2 Mmerpa. Ilpm gerambHOM 00CiEIOBaHMM HABUTAIIMOHHBIX
omnacHocteil — 1o 0,05 mMeTpa 1o riryOrHe U TaTBHOCTH.

Takum o00pa3oM, HEoOXOAMMOE pa3pelieHne TI'HAPOAKyCTHUECKON
CBHEMKH JIOJDKHO OBITh He Xyxe 0,1 mMerpa mo riryOMHE M AaIbHOCTH, YTO
TOBOPHUT O TOM, YTO TPOOJeMa TOBBIIEHHS TOYHOCTH IIOCTPOCHHUS
PEKOHCTPYKIMHU JHA HHTeppepomerpuueckuM I'bO s Hy K1 WHKSHEPHO-
CTPOUTETBHON 1 MH(PPACTPYKTYPHBIX CHep CTOUT TOCTATOUHO OCTPO.

2. CxxaTHe ruIpOaKyCTHYECKUX CHTHAT0B. ClieayeT OTMETHTh, YTO
B HCKOTOPBLIX THUAPOAKYCTHUYCCKUX CPEACTBAX MNPUMEHAIOT aJITrOpHUTMbL
CXaTud HW BOCCTAHOBJICHHA CHI'HAJaA. PaCCMOTpI/IM AJITOPUTM  CKATHA,
npumensiempii B UT'BO «l'umpa» co clemyromuMu XapaKTepUCTHUKAMMU:
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padoune yactotel — 100-700 xI'r ('BO), 620-790 (3x010T); TATBHOCTH — 10
300 MeTpoB Ha Kaablii OOPT, CyMMapHas mojioca 003opa — 550 MeTpoB;
muana3oH Toyoun — g0 70 merpos (I'BO), mo 120 merpor (3xonot). s
TOHAJBHBIX CHI'HAJIOB B KOMIUIEKCE NPEIYCMOTPEH CHOCOO CXaTusi H
TMIPEIOCTABIICHNST TIOJIB30BATENI0 CHIPOW HMH(OpPMAIMU Uil MOCIe Y oIen
00pabOTKH, OCHOBaHHBIH Ha MPEITOI0KEHUH, YTO KKABIHA IIEPHO/T TIPOCTOTO
CUTHaJa MOXKET OBITh BOCCTAHOBJIICH IO JBYM 3HAYCHUSM MTHOBCHHOMU
aMIUTUTY/IbI, YCIIOBHO Ha3BaHHBIMU Re u Im, u daze mexny Humu. Hmke
OITHCaH IIPOIIECC BOCCTAHOBIICHNS 30HUPYIOLIEr0 OTPAKEHHOTO UMITYJIbCA.
BeezieHsl cienyrone 0003HaueHUs: f, — 4acToTa OLU(pPOBKU —

4yacToTa clefoBaHus 3HaueHUMH Re—Re u Im-Im; f, — Hecymas
9acTOTa 30HAMPYIONIIETO HMIyNbca; f, —— 4YacToTa JUCKPETH3AINH,

MIEpUO KOTOPOH ONpeNersieT BEIMUMHY OTCTaBaHUS 3HAYCHUS] MTHOBCHHON
ammaTyasl Im ot Re. Ha pucynke 1 HarmsimHO TpencTaBieH IpoIece

C)KaTWsl U BOCCTAHOBJICHMSI CUTHaJla B KOMIUIGKCE, i€ f, U f; — TIEpUO]
4acTOThl OUU(POBKU U YACTOTHl AUCKPETU3ALUM COOTBETCTBEHHO, a f, —

TIepUoA Hecymiel 4acToTel. B 3aBHcHMOCTH OT mapaMeTpoB oOciemxyeMoin
aKBaTOpUM, B KOMIUIEKCE TIPEIyCMOTPEH BBIOOD M3 HECKOIBKHX
KOH(UTypamuii mapaMeTpoB 30HIMPYIOMIET0 HMITyJbca. B manpHeieMm
IIPY MOJEIMPOBaHMU B paboTe paccMaTpHBAeTCA CiIydai, KOT/a 4acToTa
curHana f, Bbuue f, B1,15pa3a,a f,/ f, =4.

e Re
Im

Bocemanoenennoiit
cuenan

Puc. 1. Cxxatne perucTpupyeMoro TOHaJIBHOTO CUTHAIA B KoMILIeKkce «['uapa

Ammmityna A U paccMaTpHBaeMOro IepHOoJa PacCUHTHIBACTCS
1o (opMyIie, OCHOBAaHHON Ha TEOPEME KOCHHYCOB:

A:\/Re2+1m2—2ReImcosa, (2
Tae o — (fpa30B0€ CMCIICHUE MCIKAY 3HAYCHUSIMUA MTHOBEHHOH AMIUIUTY IbL
Reulm.
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y‘-II/ITI)IBaﬂ HpI/IHHI/IH OOHO3HAYHOCTHU COOTBETCTBUS 3Ha‘IeHI/Iﬁ
BCIIMYMH MTI'HOBCHHBIX aMHHI/ITyI[ (ba3aM TOHAJIBHOI'O CHUIrHalJla, MOXXHO
JIOCTPOUTH HEIOCTAIONIUE TOYKH TEpHOJa HEeCYIIei ¢ 3aJaHHOW YacTOTON
JUCKpEeTU3aLuH f, .

Merton BOCCTaHOBJIEHHSI, OIHMCAHHBIM BBIIIE, HE MPUMEHUM JUIS
CHUTHAJIOB C IIMHEWHO-4acToTHOW Moxnyisimuedt (JIYM), m BOCCTaHOBUTH
CUTHAJI TaKUM 00pa3oM He mpeicTaBisieTcss Bo3MOXHbBIM. [loatomy B I'BO
«I'mapa» s cxatus M BoccTa”HoBieHuss JIYM-curHanoB peanins3oBaH
CIeNyIoNmMiA crnocob: AUCKpeTH3alls CUTHAlla U OOHApy)XKeHHE CHUTHaia
KOPPEJIALMOHHBIM METOJIOM. B kKoMIiekce mpeaycMoTpeHa AUCKpeTH3aLus
TOJIBKO C yacToTamu f; < f, .

3. OuneHka BbIYHCICHAS NPOCTPAHCTBEHHOIO IOJIOMKEHUS
o0bexkTa Ha AHe. CyIIeCTBYIOIINE METOABI, TO3BOJIIOLINE OIPEAEIUTH
MPOCTPAHCTBEHHOE IIOJIOKEHHE TOUYKH TOBEPXHOCTH, WCHOIB3Ys JaHHBIE
I'BO-CHUMKOB, OCHOBBIBAIOTCS Ha OIpPEIENCHHUH JJIUHBI aKyCTHYECKON
tenu [13-15]. Ha pucynke 2 mokasaH naHHBIA Meron, rae H — riryOuna
BOJOEMA B TOYKE M3IyYEHHs THAPOAKyCTHYECKOTO CHTHalla, y — YyTOoll

BU3UPOBaHusd, [, U L, — pacCTOSHUE 10 TOUEK, COOTBETCTBYIOLIMX HadaLy

U KOHIly aKyCTHYeCKOW TeHH, d — IJWHa aKyCTHYEeCKOH TeHu, h —
BBICOTa 00BEKTA, OTOPACHIBAIOIIETO PACCMATPHUBAECMYIO TEHb.

Puc. 2. ®opmupoBaH#e THAPOTOKAIIMOHHOTO H300PAKEHHS U OTPEICIICHHE BBICOTHI
o0BbeKTa Ha 1HE

Onpez[eneHI/Ie BBICOTHI OOBEKTa Ha AHE AaKBaTOPHUU CBOIUTCA K
YMHOKCHUIO BEJIMYUHBI TCHU d wHa tanreHc yrjia BU3UPpOBAHUA y :

h=dtany. (3)

Bricota o00OBexkTa MOXeT OBITh oOmIpeneleHa HEKOPPEKTHO
BCJICACTBHE HCKAXEHUS MPOEKUUH OO0BEKTa, HETOYHOW NPOPHUCOBKOM
aKyCTHYEeCKOM TEeHH u3-3a (QIIyKTyauuil aMIUIUTYIbl, HETOYHOCTBHIO
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onpeleNieHus] JJIMHBI 3TOW TEHW, a TakXKe TMOTCHIMAIbHO HU3KOI
KOHTPACTHOCTBIO ~ OOBEKTa, YTO MNPHUBOJUT K  HEJIOCTOBEPHOMY
BOCCTAHOBJICHHIO BBICOTHI 00BbekTa [16-17].

K o0mmMm Henocratkam — OmpenesieHHss  HPOCTPAaHCTBEHHOTO
MOJIOKEHHsT 00bEKTa Ha JHE IO JUIMHE TEeHW OTHOCHUTCS TO, YTO JIAHHBIN
CT0CO0 BBIYMCIICHHS JAaeT YIOBJIECTBOPUTEIBHBIC PE3yJbTAThl TOJNBKO IS
HCKYCCTBEHHBIX OOBEKTOB TPOCTHIX (OPM, TaKk Kak TEHb SBISCTCA
aKyCTHYECKOH MpOEeKIHel 00bEeKTa, U B TIONEPEYHOM CEUCHUH OIPEAEIUTh
(dhopmy oOBeKTa CitokHOU (OpMBI 3aTpynHUTEIbHO. Heobxommmo Tak ke
YUUTBIBATh, YTO aKyCTHIECKHE TCHN HA THUAPOJIOKAIMOHHOM M300paKeHUN
HE BCerja IOCTOBEPHO OTPaKaroT OOCTAaHOBKY Ha JHE, B YAaCTHOCTH IpH
Hanuuuy 0ojiee BBICOKMX 4acTel, HalpuMmep OOJOMKOB MauT 3aTOHYBILHUX
Kopabieit, KOTOpBIe He OpocaroT oOHapykuBaeMyro TeHb [18-19].

HawnGonplryro HorpeniHoctTs B ONpenelieHne JJIMHBI TeHH Ha JIHE
BHOCHT OIIMOKa OOHApy)KEHUs OTPAXKEHHOTro curHana. I[lorperHocTsb
OIpe/ieJICHUs] JUIMHBI TEHW 10 perucTpupyeMomy Ha mnpuemuuke ['BO
CHTHAJy COCTaBJISICTCS M3 CyMMBI ITOTPEIIHOCTEH ONpenesieHHs] Hadaiga U
KOHIIa (PUKCHUPOBaHMS OTCYTCTBHSI OTP)KEHHOT'O CHI'HANa, ONpe/elIeHHas B
pe3ynbTaTe BeicoTa s MpuoOpeTaeT ClenyIOIyI0 omuoKy Ah :

Ah= f(AL,ALy), S

rae AL,AL, — TIOTPEIIHOCTH ONpeNeNIeHHs HAKIOHHOW IaJbHOCTH Ha

TOYKA JIOHHOM TIOBEPXHOCTH, COOTBETCTBYIOIIME Ha4daly ¥ KOHILY
AKyCTHYECKOU TEHH.

Ha pucynke 3 moka3aHa 3aBHCHMOCTh OIIMOKH —OIPEACICHUS
OTHOCHTENIFHOH TITyOMHBI TOYKHU MIOBEPXHOCTH Ha JJHE TI0 aKyCTHIECKOW TeHU
npu pabodel TmyOouHe L B auamasoHe oT 2 10 60 MeTpoB, U JaJbHOCTH,
BEIPOKCHHOW B OTHOCHTEJBHBIX ITyOMHAX, B AWamna3one oT L 1o 6L .

OCHOBHYIO TIOTPEITHOCTH B ONpEACICHHE MPOCTPAHCTBEHHOTO
MTOJIO’KEHHSI 00BEKTa BHOCHUT OLTHOKA OIIPEAeIIEHIsI BRICOTHI THAPOJIOKATOpa
HaJA JHOM: B KOMIUICKCE BBIYHCICHHE BBICOTHOTO  TOJOXKEHHUS
MPUEMOM3ITyJaTeNsi  CBOAWTCS K  ONpPEICNCHWIO  TIyOMHBI  TOJ
THJPOJIOKATOPOM C MOMOIIBIO 3X0J0Ta. JIJisi ciydasi, pe3ysibTaT KOTOpOro
MOKa3aH Ha PHUCYHKe 3, ommbOKa ompeseNieHus BBICOTHI OOBEKTa Ha JIHE
BCJIEJICTBHE OLIMOKH 3XO0JIOTAa B OJWH OTCUET TUCKPETH3AI[H COCTAaBIAET
0,06-0,11 wmetpa. Takum o0pa3om, @pH TaKOH OIIUOKE TOYHOCTH
JIETEKTHPOBaHMsI cUrHajioB B pexxume ['BO nmocrarouna s onpeneneHus
TTyOWHBI, UCXOJS M3 PErJIaMeHTOB TOYHOCTH TPOBEICHUS PadOT Ha JHE,
KaK TIPU HUCIOJIb30BAaHUH HJCATBHOTO, TAK M BOCCTAHOBIICHHOTO CHUTHAJIA
MOCTIC CXKATHS CUTHAJIA.
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o
w

MNorpewHocTe
onpedeneHua rmyGuHs, M
(=]
o o

a

30

FnyGuHa,m
15 % L e

A——x 4L 5L
LaneHoeTs obvekra D(L)
Puc. 3. I'padiik 3aBHCUMOCTH HOTPELIHOCTH ONPEACIICHNUS [NIyOUHBI OT
HOTPEIIHOCTH JIETeKTUPOBaHHs CUTHAJIA IPHEMHUKOM, [0 TEHH OT 00BEeKTa Ha
runpoaxkyctudeckom nzoodpaxenun (I'bO)

Meronsl  opmupoBaHMS  OATUMETPHUUECKOM  KapThl JHA C
ncnionszoBanneM MNI'BO ocHoBanel Ha o00paboTke (ha30BOM pasHMIBI
CHTHAJIOB, IPHHUMAEMBIX Ha PA3HECEHHBIC B MPOCTPAHCTBE NMPHUEMHUKH B
cocTaBe KOMIUIeKca. BennunHa pasHeceHHs OByX WM Oosiee TPHEMHHUKOB
Ha3pIBaeTcsi 0Oa3oii wmHTepdepomerpa. DHUKCHpOBaHHME HA TPHUEMHHKAX
OTPa)XEHHBIX OT OJHOr0 OOBEKTa pa3pelIeHUs] CUTHAIOB C Pa3lIUuHOMN
($a3oif MO3BOJIAIOT ONPEIETUTh IHPOCTPAHCTBEHHOE IOJOXKEHUE TOYKU
IIOBEPXHOCTH JIHA B IIMPOKOIi mojoce 0630pa. Pa3pemaromas cnocoGHOCTH
no pansHocTH MI'BO ompexnensercs aAauHOW BOJNHBI, 0a30if U TOYHOCTHIO
nsMepenus paznoctu dasz. s narepdepomerpoB B odmiem cinydae [20-21]
CIpaBeInBa ¢dopmyna 3aBUCHMOCTH OLIHOKH OIpeeTICHUS
I'TyOuHBI (OTHOCUTENBHON BBICOTHI O0BEKTa OT AHA) O), OT OIIMOKH

OTIpefieNenns PasHOCTH a3 O, KOTOpasi, B CBOIO OYEPENb, ONPEAEIIETCS

Kak omuoKa ACTCKTUPOBAHUA MMPUHHUMACMbBIX CUT'HAJIOB Ha Pa3HECCCHHBLIC B
MIPOCTPAHCTBC NPUCMHUKU!

rsina A
0, =-"2 L0, 6)

B 4r
TAC€ 7 — HAKJIOHHAasA HAJIbHOCTH OO TOYKH IMOBEPXHOCTH AHA, X — YIrOJI
Bm3upoBaHusi, B — 0a3a wuHTEepdepomerpa, A — [IMHA BOJHBI

N3IIYYCHHOTO CUTHAJIA.
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CornacHo ¢opmyne (5) HaOmomaeTcss 3aBUCHMOCTb TOYHOCTH
ompeneeHus ryOuH HHTepPEPOMETPHUCCKIM THAPOIOKATOPOM OOKOBOIO
0030pa oT (ha30Boil pazHULEI X01a Tydei. Pasauma ¢az d¢p ompenensercs
10 BPEMEHHOI pa3HHUIIC JETCKTUPOBAHUS CHTHANA KaXKIBIM IPHEMHUKOM,
YTO TO3BOJSICT BBIYUCIHTH YTON Ha OOBEKT WIM TOYKY JOHHOM
moBepxHOCTH [22-23]:

6(/)=27ZTBCOS(,B+0{) s (6)

rie [ — yrom TmoBopotra 0a3el  mHTepdepomerpa.  Yrom

BU3UpPOBaHUs (IPUX0OJAa OTPAKEHHOTO CHUTHAla) «  ONIpenenseTcs
COOTHOLICHHEM:

a= arccos(Z—H) , @)
ct

roe H — miyOuHa 3JeMeHTa pas3pelleHus AHa, ¢ — CKOpPOCTh 3ByKa B
BOJE, ! — BpeMs IIPOXOXKICHHUS CHTHaJIa OT U3JTydaTels 10 JHA U 0OpaTHO.

3aBHCUMOCTh MAaKCUMAJIBHOW HOTPEIIHOCTH OIPENSNICHUs TIyOuH
UHTEPHEPOMETPUIECKIM CIIOCOOOM IPH TOYHOCTHU OIpPEeTIeHHs MOMEHTOB
PETHCTpalMd CUTHAJOB IIPUEMHHMKOM J(Ba OTCYeTa JUCKPETHU3ALUH
MIpUBEJICHA HAa PHCYHKE 4.

MNorpewHocTL
onpeaeneHua rnyGnHo, M

el

B 5L
ngesiene 4
3L L

nybuka L, v 0 2L DNanbHocts o6vexta D(L)
Puc. 4. 'paduk 3aBUCUMOCTH MOTPEIIHOCTH OTpPEIeIEHUs ITyOMHBI OT

HOTPELIHOCTH IeTEKTUPOBAHNS CUTHAJIA IPUEMHUKOM NPH (OPMHUPOBAHUH TaHHBIX
o riryOuHe Bogoema 1o Gpa3opa3HOCTHON HHPOPMaIHH
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4. OOpa0doTka TOHAJBHBIX THAPOAKYCTHYECKHX CHIHAJIO0B. B
THAPOAKYCTHUECKUX KOMIUIEKCAX A1 OOHApyKEHHSI B KaHAlIe OTPAKEHHOTO
CHTHaJa IPUMEHAeTCS CcHoco0d Ha 0asze CHEeKTPaTbHO-KOPPEISIIMOHHOTO
anamm3a BpeMmeHHbIX psnoB (CKABP) [24]. CKABP ocHoBeIBaeTcs Ha
PaBHOCHJIBHOCTH TPE/CTaBIICHUs] (DYHKIIMM BO BPEMEHHOM W YacTOTHOU
obmacTsix ¢ momompto npeobOpasoBanust Pypwee. Ilpu oOHapyxeHHH
OTPaKEHHOTO 30H/MPYIOIIET0 UMITYJIbCA JIAHHBIM alTOPUTMOM BBIACISIOTCS
JIOKQJIBHBIE 3KCTPEMYMBI B3aMMOKOPPEIALMOHHON (DYHKIIMM MPUHUMAEMOTO
CHUT'HAJIa ¥ 30HANPYIOIIEr0 UMITYJIbCA.

s OuleHKM TNPUMEHMMOCTH JaHHOTO crocoba Obuia mpoBeleHa
cepHsl BBIYMCIUTENBHBIX OKCIICPUMEHTOB. B pesynbTare mpejacTaBieHa
OLICHKa OMIMOKM JICTEKTHPOBAHWS TOHAJIBHBIX CHUTHAJIOB C pa3HBIM
mokazareneM curaan-myM. [Ipn oO6paboTke peanbHBIX THAPOAKYCTHIECKUX
CHTHAJIOB CIIEIyeT YYMTHIBAaTh, YTO MX PACIPOCTPAHEHUE COIPOBOXKIACTCS
CIlyJalHBIMH aAJUTUBHBIMHA NOMEXaMH{, MEIIAIOIIUMH CUTHAJIAMH, a HpPHU
OTpaXEHHM BOJH OT IIOBEPXHOCTH IapaMeTpbl IPHUHUMAEMbBIX CHIHAIOB
¢ayktynpytor [25]. Beuta paccMoTpeHa Monenb THAPOAKYCTHYECKOTO
CUTHaJIa TIpU BeJMYKHe IryMa B kaHase oT 0 o 50 nb.

Jonyctrmasi TOYHOCTh OOHapy»XEHUWsI CUTHajla Obula TNPHHATA B
ONVH  JUCKpeTHBI orcuer. OIEHKAa BEPOSITHOCTH  JOCTOBEPHOTO
OOHapy)XeHHsT MOMEHTa MpHeMa OTPAXEHHOTO CHrHana (TpH YCIIOBHH
OTCYTCTBUSI HAJOXXEHHMS OTPAKCHHBIX KOMIIOHEHT CHTHAJA), a TaKkKe
KOPPEKTHOCTH OTIpeNIeIeHUs HadalbHOU (a3sl curHama s meroga CKABP
Obula MpoBeAE€HA NPU JOBEpPHUTENbHOM BeposTHocTH (O =0,9 u Ha

nosepurenbHoM uHTepBane & = 0,05, cormacHo dopmyne bepuymmm [26].
Ha pucyske 5 mpuBeaeHa 3aBUCHMOCTh KOJHUYECTBA IPAaBHIIBHO
OTIpeNIeIeHHBIX MOMEHTOB TpueMa 3X0-uMIiyinbcoB MetogoM CKABP or
Pa3sIMYHOrO COOTHOIIEHUS CUTHAN-IIYM Ul OTHOmeHus f,/ f, =4 npnd

HACTEHOTO M BOCCTAHOBJIIEHHOTO CHTHAJIOB.

I'maopoakycTiueckuii  CUTHAN, PErHCTPUPYEMbIH Ha TNPHEMHHKE
THIPOJIOKATOPA, CKIAABIBACTCS M3 CYMMBI 3XO-CHI'HAIOB, OTPA)XEHHBIX OT
KaXJOr0 3JE€MEHTa pa3pelleHHus JAHa [0 Mepe IBIKeHus (poHTa
aKyCTH9ecKoil BONHBI. lIpWHMMaeMBI CHTHalX BO BpPEMEHHOW o0iacTu
MOJKHO OTIACATh CIeAyIomer GopMyIon:

N
S, (0)= S, () + Dk, S, (1—7,) +e(t), ®

n=1
rae S, (f)— moBepxHOCTHas cocTapisiomas, k, — Kodpduument
aMIUTUTYZABl 71 -0 OTPaKEHHOM COCTaBIAIOINEH, 7, — 3aJepiKKa n-on

OTpaXKEHHOM COCTABISIIONIEH, e(f) — IIyMOBasi KOMIIOHEHTA.
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—WpeanbHblii curHan
----- BoccTaHoBneHHbI
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—

Owwnbka obHapyxeHus, %
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o

% 5 10 15 20 25 30 35 40 45 50
OTHolleHne curHan-wym, ab
Puc. 5. Onenka nomexoyctoitunocti meroa CKABP

[IpoBenenubie panee uccienoBanus [27] MOKa3bIBAIOT, UTO B CIy4yae
YaCTUYHOI'O MUJIK ITOJTHOI'O HAJIOXKECHUS 3X0-CUT'HAJIOB OT TOYCK OCBeIHeHHOﬁ
runponokatopom mnojockl Meron CKABP He mpumMeHuM mpu pelieHuu
3aJ]a4y UX paspelieHus U 00HapyKEeHUsL.

B paanorexHuke maisi OOHApY)KEHHs HAJIOKEHHBIX OTPa)KEHHBIX
COCTaBJISIIOIIMX OTPAXEHHOTO CHTHAJIA YCIIEHIHO HCIONB3YeTCs METO]
nenenust cnekTpos (mamee JC) [28]. CymHOCTh MeTOma 3aKiIrodacTcs B
JICTICHUN CIIEKTpa PErHCTPHPYEMOT0 CHTHAJIA Ha CIEKTp OJTaloOHa, B
KadecTBe KOTOPOTO MPUHUMAETCS] CUTHAN ¢ orubaromeii Gpopmoii pyHKINN
laycca. ObpatHoe mpeobOpasoBanne Dypre HAL pe3yIbTATOM JCICHUS
MMO3BOJISICT TIONYYUTh THKA B BHAE JeNbTa-QYHKIMA B MOMEHTHI
(buKCHpOBaHUs IXO-CUTHANIOB (PUCYHOK 6a). ClieyeT OTMETHTh, YTO METO[]
JICTICHUS CIIEKTPOB B IH(PPOBBIX CHCTEMaX MOXET YCIEIIHO MPUMEHSITHCS
IIPH YCIOBUH, YTO BEIMYMHA OIMIMOKM DPErHCTpPaliy HadalbHOW Qas3sl
curnana na ALII e npessimaer /3.

Jis ouenku nmpumenumoctd Metoma JIC ObLia mpoBeneHa cepus
BBIYHMCIIMTENBHBIX 9KCIIEPUMEHTOB TIPH BEJIMUMHE IIyMa B KaHaje oT 50 10
20 nb n HauanbHOH (haze perucTpupyeMoro cursana ¢, =0 ¢ gomycTumoi

TOYHOCTBIO OOHApy)KeHHs CHI'Hala B OIWH JHUCKPETHBI oTcyer. Ha
pHCyHKe 60 MPHBEICHO OTHONICHHE YacTOThI KOPPEKTHO OIpeIelIeHHBIX
MOMEHTOB NpHEMa 3XO0-MMITyIbCoB MeToJoM JIC OT MpHCYTCTBYIOILETO B
KaHaJle LlyMa JUisi OTHoweHus f, / f, =4.

W3 pucynka 66 BHIHO, YTO METOJ AEICHHS CIEKTPOB (P (EeKTUBEH
npu paboTe C WACATbHBIMH M C BOCCTAHOBJICHHBIMH CHUTHajdamu. Ho B
CIy4ae €  BOCCTAaHOBJICHHBIM  CHTHQJOM  IIOMEXO3alIMIIEHHOCTh
CYIIECTBEHHO MCHBIIIE. Pa3HI/II_Ia Ipu CpaBHCHUM C WACAJIBHBIM CHI'HAJIOM
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cocraBnger 3 nb. [y MOBBIICHUS TOMEXOYCTOMYMBOCTH CHUCTEMBI IpHU
pa60Te C BOCCTAaHOBJICHHBIM CHUT'HAJIOM MOXKHO IPUMECHUTH
KOMOWHHUPOBAHHBIA CrOCcO0, OCHOBAaHHBIH HAa COBMEIICHUU pPabOTHI
meronoB JIC u CKABP.

hnd

=)
T
\

AmnnmTyaa, ab

&
o

1 1
1000 1200 1400 1600 1800 2000
OTcueThl

a)

100 ; : - .
e _H,ﬂeaﬂbeIH curHan

R BoccTanoBneHHeIn
80 :

60 1
40

20

Owwnbka obHapyxenus, %

%% 25 30 35 40 45 50
OTHoLleHWe curHan-wym, ab

0)
Puc. 6. Pe3ynpTaTsl MOJAEIMPOBAHHS METOAA JICTICHHS CIIEKTPOB: a) OOHAPYKECHHE
OTPa)XCHHBIX COCTAaBIIIONINX B THIPOAKYCTHIECKOM KaHaje; 0) OleHKa
[IOMEXO0YCTOHUNBOCTH METO1a

B cnywae morpemHOCTH OOHapyXeHHs TOHAJIBHOTO CHTHAJA
METOOM [ICJICHHSI CIHEKTPOB HA BEIWYMHY, MCEHBIIYI0, 4YeM IIEPHOJ
30HIUPYIOLIETO HMMILYJIbCa, aBTOPaMHM IIpeUIaracTcsi KOMOWHHMPOBaHHBINA
METOJ, OCHOBAHHBI Ha KOPPEKTHPOBKE BPEMEHH IPHUXOAa CHIHAIA
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YTOYHEHUEM MIHOBEHHOH (ha3bl JJIsl ONpe/ieNieHHsT KUCTHHHOTO MOMEHTa
MPUXOJa CUTHANIA Ha IPUEMHYIO aHTEHHY.

Juis perieHust TaHHOHM 3a1a4M HEOOXOIMUMO BBIYHCIUTH CABHT (a3
MEXAy MPUIIEANINM CUTHAJIOM M KBaJIpaTypHBIMH MacCHBaMHU OTCUETOB,
YTO MOJKHO CJellaTh HPU H3BECTHBIX KO3((UIMEHTaX MHUMOW 4YacTh
curHana A, (kBagpaTypHOH COCTaBISIoLmlel) U peanbHOM uacTu

B, (cundasnoii COCTABIISIONIEH). [pu HCITOJIb30BAHUA

KOMOWMHHPOBAHHOTO METOHa OMmHNOKa OOHApyKCHHsS CHWTHama OyneT He
XyXe, 4eM OJIMH OTCUeT ITUCKPETH3alnH. B paccmarpuBaeMoM cirydae ais
BOCCTAHOBJICHHOTO CHTHajla 3HA4YEHHE COOTHOLICHHS CUTHAI-IIYM IpHU
3aJaHHOM TOTrpemHoCcTH OOHapykeHUst cocraBisier 34 nb 1npu
HCIoNb30BaHuU Tolbko Metona JIC (pucyHOK 60); MpH HCIIONB30BAHHUU
KOMOWHHMPOBAHHOTO METOJIa 3HAYCHHE BEJIMYMHBI COOTHOILIEHHS CHTHA-
mryM coctasnsgeT 28 ab. Ilpumenumocts metona CKABP B nononnenue x
JAC pomycTuMo, Tak Kak H3HadajgbHas I[IOMEXOYCTOMYMBOCTb METOJA
CKABP Brrie yem y metona JIC (pucyHok 5).

Ha pucynke 7 mnokasaH pe3yibrar paboThl KOMOHMHHPOBaHHOTO
MEeTo/ia P JIETEKTHPOBAHUH BOCCTAHOBJIEHHOTO CHI'HAJIA.

100 ' : .
801 1
60 |
40+ 1

20+ 1

AN

% 25 30 35 40 45 50
OTHoleHue curHan-wym, nb

Puc. 7. Ouenka noMexoycToHYMBOCTH KOMOMHHPOBAHHOIO METO/1a O0OHAPYKEHUSI
OTpa)KEHHBIX CHT'HAJIOB B BOCCTAHOBJICHHOM CUTHAaJIe — C TOYHOCTBIO B OAUH
OTCYET AUCKPETU3ALMI

Ouwwubka obHapy»xeHun,%

MeTton neneHus CIEKTPOB, UCHOIB3yeMblii coBMecTHO co CKABP,
npelaraetcs  Kak  0a3oBbIA  IpH  OOHApY)XEHHH  OTPaKEHHBIX
COCTaBIISIFOLIMX, OJJHAKO OH KpaifHe 4yBCTBHTEIEH K (a3oBoi omMOKe NpH
perucTpalMi CuUrHajia, 4to TpeOyeT Uil pacuiMpeHus o0JIacTH ero
NPpUMEHCHUA  YBCIMYUBATHL YaCTOTy JUCKPCTU3AlIUH IIPUHUMAEMOT'O
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curHana. B paccmarpuBaeMoM cilyuyae BelIMYUHA [, JOJIDKHA OBITH OOJIbLIE
f,, XKakx MHHMMYM B 28 pa3, To ecTb f, = 7,3 MI'I] B3aMeH HCIOJIb3yEMBIX

Ha JaHHBI MOMEHT B KoMIuiekce 1MI 1.

5. Oopadorka JIYM-curHanoB. lcmnonp3oBaHHEe CUTHAIOB C
JIMHEIHO-YaCTOTHOM MOAyJsiMeil mo3BoysieT B Oosiee 4eM 2 pasa
yBenuuuTh nAaigbHocTh aedictBus ['BO u WI'BO, coxpansisi mpu sToM
BBICOKOE paspelieHue. Taxke K JIOCTOMHCTBaM Hcmoib3oBaHus JIUM-
30HIUPYIOLINX CHUTHAJIOB MO>KHO OTHECTH TIOBBIIIICHUE
ITOMEXOYCTOWYHNBOCTH, YTO TIO3BOJISIET HCIIONBb30BaTh THIPOAKyCTHUECKOE
o0opymoBaHue B 00JIee CIOKHBIX M JHHAMHUYECKUX YCIOBHSX.

Ha pucynke 8 npuBeneHsl GparMeHTH THAPOAKYCTHIECKON CHEMKH
THIIPOJIOKATOPOM OOKOBOTO 0030pa ¢ TOHaNbHBEIM W JIUYM-30HAHpPYIOMIIM
HMITYJILCOM. Y CJIOBHS TIPOBEICHHS CheMKH B 000MX CIIy4yasx aHaJOTW4HBI,
nekenue Hocurenst I'bO He cTrabmmm3npyeTcs, TpaeKTopHs IPOJIoKEeHa Ha
PaBHOM DPACCTOSIHUHM OT pacCMaTpHBaeMOro oOBEeKTa (3aTOHyBIIAs Oapika).
CbeMKa ¢ TOHAIBHBIM CHTHAJIOM MPEAOCTAaBIISIET IPH aHAIN3E OIepaTopy
BH3YaJIIbHO 0ojiee TOHATHYHO uHpopMammio o ¢dopMme, pasMepax u
OTHOCHTENIIFHOM TOJIOKeHHH o0bekrta Ha JjaHe. OjHako B ciydae
MIPOBEJCHUSI MOJICIBHOTO JKCIIEPUMEHTa pa3pellaomias CcrocoOHOCTh
JIYM-30HIupyIOIIEro  CUrHaja BBIIE, YeM TMPU  HCIIOJb30BaHUU
ToHanbHOTO [39-30].

Puc. 8. ®parmenTs! rusipoakycTHueckoil cheMku aHa cpeacrsamu I'BO, akBatopus
p- Amyp, 2015 rox: a) UCTIONB30BaHUE TOHAILHOTO CUTHAJIA; 0) UCTIOIE30BAHUE
JIYM-curnana B KauecTBe 30HIUPYIOIIETO
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Cienyer OTMETHTh, YTO «ChIpash HH(pOpMAIHs, NperocTaBisieMas
MOJIB30BATENII0 MPU TMPOBEACHHH CHEMKH JAHHBIM KOMIUICKCOM TIPH
3oHAMpoBaHuM curHaioM ¢ JIYM, mnpexacraBiseT co00OH OrHOArOIIyIO
KOPPEISIIMOHHON (DYHKIMH, TIPU 30HAUPOBAHHUH TOHATBHBIM CHIHAIOM —
OTHOAOIIYI0 AMIUTUTY JIBI.

B  obmem cnywae  obnapyxenme  JIUM-curnaioB = B
THIPOAKYCTHYECKOM KaHalle ¢ TOYHOCTBIO HE XyXKe, YeM OJHMH OTCYeT,
Opd  YacToTe  AMCKPETU3allMM,  YJOBJCTBOPSIOIICH  Teopeme
KoTenpHHKOBa, MOXHO CBECTH K  ONpPENCNCHHI0O  MaKCHUMyMa
KOppemsInrnoHHONW GpyHKIMH (PUCYHOK 9).

Amnnutyaa, ab
o o e
N @ o —

o
[N]

o

3.8 4 4.2 4.4
OTcueTbl x10*

Puc. 9. OGHapyxeHHUE TpeX oTpaxkeHHBIX Komuii JIYM-30HANPYIOMIEro CUurHaia B
KaHaJIe METOIOM 00IIeil Koppersnun

PaccmarpuBaeMblii  BBIIE KOMIUIEKC IIO3BOJISIET paboTaTh ¢
HecKoJIbKUMH KoH(purypauusmu JITUM-30HAMpYIOMMX HMIYJIbCOB. bbin
MPOMOJIETUPOBaH cioy4yail ¢ yactoramu 295-335 xI'm um dyacrotoii
muckpetusanuu 59 k[ (pucyHok 10a) ¢ TpeMs oOTpakeHHBIMH
COCTaBJIAIOLIMMHU, CMELIEHHBIMHU APYT OT Apyra kaxjast Ha 200 oTcueTos.

JlaHHBINM CUTHaN 3aTyXaeT B YCJIOBHSX MEJIKOTO MOps, OTHOILEHHE
curHai-iyMm — 0 nb. Bug xoppensiuoHHON (YHKIMH, NPUBEICHHBIH Ha
pucynke 100, TO3BOJSIET cAeNaTh BHIBOJ O HAJIMYUHM TPEX OTPAXKEHHBIX
COCTABJSIIOIINX ¥ KOPPEKTHOM (C TOYHOCTHIO B OJMH OTCYET YaCTOTHI
JVCKPETU3aNH) ONPEAETICHNH NX MOMEHTOB (DMKCHPOBAHMS HMPHEMHHKOM
TI0 PACTIOJIOKEHHUIO TUKOB KOPPEIAMOHHON (DYHKIHH.

IIpu omenke obOHapyxenus JIUM-curHama KOppPESIIHOHHBIM
METOZOM OBIIM TOJy4eHbl PE3yNbTaThl IOTPEIIHOCTH OOHAPYKEHUS
CHUTHAJOB C TOYHOCTHIO HE XYK€, YEeM J(Ba JAUCKPETHBIX OTCUETa,
MpecTaBiIeHHbIC B Tabmme 1.
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Puc. 10. IIpumenenue JIYM-curnanos: a) JIMM-curnan, pacrpocTpaHsIOIIMHCS B
YCIIOBUSAX «MEJIKOTO MOPsD» C TpeMsl OTPa’KeHHBIMHU COCTaBJIAIOIINMY;
0) B3anMOKOpPpeALHOHHAs (YHKIUS PETHCTPUPYEMOTO U M3TyUYSCHHOTO CUTHAJIOB

Tabnuua 1. MoaenupoBaHue OnpeaeieHus HaualbHON (a3bl BOCCTAHOBICHHOTO

JIUM-curnana

TMokasarens Ornomenue fd/fu

100 10 4 2
CKO, (Mkc) 93 95,7 97,9 124,1
MIN, (MKc) 86 88 92,6 113
MAX, (MKc) 98 98,3 148 157

PesynbraThl, npencTaBicHHbIC B TaOIUIe 1, MOTYT OBITh YTOYHEHBI
PACCUUTAHHOW 4Yepe3 HAKIOH CKOPOCTH
u3MeHeHust yactotel JIYM-curnana [31].

KOPPEKTHUPOBKOI 1o  (ase,
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D¢ dexTBHOCTh anropuT™Ma ObLTa OIEHEHa IO  CJIEAYIOLIUM
NOKa3aTessIM:

1) MakcMMaJibHOE  3HAY€HHWE  OIPEJEJICHHOH  IOTrPEelIHOCTH
Beruncienus (MAX);

2) MuHHMaibHOe 3HaueHue norpenrHoctu(MIN);

3) cpennekBaaparuuHoe oTkiaoHeHue 3HaueHus (CKO).

Cxartue JIUM-curnaioB B  paccMaTpUBaeMOM  KOMILIEKCE
M0/Ipa3yMeBaeT UCIOJIb30BaHUE 30HIUPYIOIINX UMITYJIbCOB C BEIHIMHOMN
fs!f,<2. Takas pguckperusanus He IO3BOJSIET INPOBOJIUTH

KOPpPEKTUPOBKY (aspl, Tak KaKk He NPEJCTaBISETCS BO3MOXKHBIM
MIPOBECTH aHAIM3 CHEKTpa CUTHaNa. 3aBUCUMOCTh OIMIMOKU ONpeesIeHUs
MOJIO’KEHUsI 00beKTa Ha JHEe Bojoema OT omuOku oOHapyxenus JIYM
CUTHaJa B OJAMH JHUCKPET JUIS PAa3JIMYHbIX TDIIyOMH M JaJbHOCTEH
MpUBeJeHa Ha pucyHke 11.

Kak BugHO, mnpu TOH 4YacTOTE CEMIUIMPOBAHMSA, KOTOpas
HCIIONIB3YETCSI B KOMITIEKCE Ha JaHHBIM MOMEHT, TaKas IIOTPELIHOCTh OyIeT
MIPUBOANTH K OIMMOKE BBIYHCICHUS TITyOMHBI BomoeMa 1o 1,76 metpa mpu
HEeOONBIINX yIJax 0030pa M HMMETh MCEHBIIYIO BEJIMYMHY Ha OoJjbliei
JAIbHOCTH TPH Hcnonb30BaHu JIYM cuUrHanoB B KauecTBE 30HAUPYIOIINX
B MHTEP(HEpOMETPHUUECKOM THIPOIOKATOPE.

-
- w

Paspelwenune, M
o
(4]

6L

200 T 2L

[nybuxa, L 0 NansHocTs D(L)

Puc. 11. I'pachux 3aBUCHMOCTH MOTPEIIHOCTHU ONPEAEICHHS NIy OHHBI IpH
UCIIOBb30BaHUN 30Hupytomero JIJIUM-curaana npu omuoke oOHapyKEHHs B OIUH
OTCYET TUCKPETU3ALNU

YroObl OLEHHUTH IMPUMEHUMOCTH KOPPEJSIIMOHHOTO MeToja JUIs
paspemennss JIYM-coCTaBisIONMX B THIPOAKyCTHYECKOM KaHane, ObLia
MIPOBEJICHA CEpPHsI BHIYMCIUTENBHBIX SKCIEPHUMEHTOB IPH BEIWUYMHE IIyMa
or 0 no -50 nb u HawanbHOW Qaze perucrpupyemoro curnama @o=0, c
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JOMYCTUMON TOYHOCTBhIO OOHApYKEHHsI CUTHAlla B JIUCKPETHBIH OTCYET.
Pesynprar  MopenupoBaHus — JIUM-curnama ¢ koH(puUrypanuei,
NIPECTABJICHHOI BhIIIE, TPUBEJCH HA pUCYHKE 12.

(=2 |
o o o

N W BoOg
o o

Owmnbka obHapyxenus, %
o

—
o o

ol
=

-40 -30 -20 -10 0
OTHoweHue curHan-wym, ab
Puc. 12. Onenka noMexoycTOHYUBOCTH METO/Ia KOPPEISILIMOHHOM 00paboTKH Juist
obHapyxenus JIUM-oTpakeHHBIX COCTABISIOUIMX B THAPOAKYCTHYECKOM KaHaJle

Kak BugHo mno pesyapTaTam mogaenupoBanus, JIYM-curnanst
00J1aatoT OOJIBIIIEH TOMEXO03AMMIIEHHOCTHIO IEPE TOHATBHBIMU.

7. 3akaiodenue. [lomyuaemble IaHHBIE B THAPOAKYCTHYECKHX
KOMILJIEKCaX 3a4acTyl0 HE OTPaXKalT pealibHyl0 OOCTAaHOBKY Ha JiHE
aKBaTOPHM, TaK KaK HCIOJb3yeMBbIE METOMABI CXKATHS-BOCCTAHOBICHUS
MEepPBUYHON WH(OPMaMK HMMEIOT DSJ HEIOCTATKOB, KOTOpBIE BEAYT K
norepe WHGOPMALUK K HEOAHO3HAYHOCTH BOCCTAHOBJICHHS CHUTHAJA.
Mupoko ucnons3yemslil B rugpoakyctuke Meron CKABP He no3Bonser
0o0Hapy>KUBaTh OTPAKEHHBIE 3XO-CHTHAIBI B THAPOAKYCTHYECKOM KaHale
B ClIydae MX HaJIOKEHMS IPYT Ha Ipyra IpU UCIIOJIb30BAaHMH TOHAIBHBIX
HUMITYJIbCOB B KayecTBe 30HUPYIOIIHX. HUcnonb3oBanue
KOMOWHHUPOBAaHHOTO METOJa, NPEUIaraéMoro aBTOpaMH, OCHOBAaHHOTO Ha
JIOTIOJTHEHWU METOJia AEJCHMS CIEKTPOB HMH(poOpManuei, NOIy4eHHOH B
pe3ynpTaTe  CIEKTPaJbHO-KOPPEISIMOHHOTO  aHaiu3a,  IO3BOJET
MIOBBICUTH TOYHOCTh MOJTYYaeMBIX AaHHBIX. [[pIMeHEHNE JaHHOTO METOa
JUId  pas3pelieHus TUAPOAKYCTHUECKHMX CHUTHAJIOB C HE0O0XoAMMOn
4acTOTOH JUCKPETH3aINU CrocoOCTByeT MIPOBEACHUIO
THAPOAKYCTUYCCKOW CBHEMKH C TpeOyeMbiM s pabOT Ha JHE
paspemenuem B 0,1 merpa. JlocTHkeHHe TaKOro paspelieHus: CrocoOHO
NPUBECTH K OONBIIEH pa3IMYMMOCTH MajJopa3MepHbIX OOBEKTOB Ha JTHE U
YBEIMUYUTh TOYHOCTb ONPEJENIEHUS HX pa3MEepoOB M PACHOJIOKEHHUS.
PesynpTaThl  4MCIE€HHOTO  MOJENHUPOBAHMA  IOKAa3bIBAalOT,  YTO
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UCIIOJIb30BaHHE KOMOWHHPOBAHHOTO CIOCo0a OMpeaeacHHs MOMEHTa
puxoja CHTHana TaKKe CrocoOCcTByeT YBEIUYEHUIO
TIOMEXO0YCTOHYMBOCTH CUCTEMBI.

Ucnons3oBanne JIYM curHajioB B KadyeCTBE 30HIUPYIOIIUX
Mo3BOJISICT A()(EKTUBHO MPUMEHITH KOMIUICKC B PEXHME THIAPOIIOKATOpa
O6okoBoro o63opa. [IpoBenmeHHE HYHCICHHOTO SKCIIEPHMEHTa IT03BOJIMIIO
ycTaHoBUTh, uTo JIUM curHamel ©MEIOT BBICOKMH  TOKa3aTelb
TIOMEX 03aIUIIEHHOCTH.
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A.S. MIRONOV, E.S. FOMINA
METHODS OF SONAR SIGNAL PROCESSING TO SOLVE THE
SENSING BOTTOM SURFACE PROBLEM

Mironov A.S., Fomina E.S. Methods of Sonar Signal Processing to Solve the Sensing
Bottom Surface Problem.

Abstract. The paper deals with the processing of hydroacoustic data recorded with help of
hydroacoustic research complexes. Particular attention to classic and interferometric sonars is
paid. In accordance to the regulatory documentation, the minimum permissible measurement
errors for the formation of bottom surface maps for various economic sectors are determined.

As one of the important problems affecting the effectiveness of survey work with sonar
complexes, the authors determine the problem of primary data compression, which, as a rule,
leads to information loss without the possibility of its recovery. These drawbacks of the
methods of primary information compression-recovery and processing of hydroacoustic data
used in complexes reduce the overall effectiveness of the complexes usage both with the use of
sidescan sonar and with the use of an interferometric side-scan sonar.

In the framework of a numerical experiment, it has been shown that the use of chirp signals as
probing pulses makes it possible to effectively apply the complex in the survey sonar mode.

The results of the numerical experiment for estimating the spatial position of the object at
the bottom of the sonar images using the phase difference information of the received signals
using an interferometric sonar are presented. Based on the results of the experiment, the
requirements for recording quality of reflected signals of various types in interferometric side-
scan sonar are determined.

A method of resolving the reflected (with partial overlap and overlay) hydroacoustic tones,
based on the method of dividing the spectra is proposed by the authors. To improve the
efficiency of the chirp signal processing, the authors suggest to improve the accuracy of the
detection of the signal detection time due to the phase correction calculated through the slope
of the frequency change rate of the chirp signal.

Keywords: phase different sonar, sidescan sonar, hydroacoustics, tone signal, LFM, signal
processing.
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B.A. CTENTAHEHKO, A.M. KALLIEBHUK, A.B. 'YPTOB
KOHTEKCTHO-OPUEHTUPOBAHHOE YIIPABJIEHUE
KOMIIETEHUUSMU B OKCITEPTHBIX CETAX

Cmenanenko B.A., Kaweenux A.M., [ypmoé A.B. KOHTEKCTHO-OPHEHTHPOBAHHOE
yHnpaBjieHHe KOMIeTeHIHIMH B IKCIIePTHBIX CeTAX.

AunHotanusi. B HacTosiiee BpeMs B YCJIOBHSX HECTAaOMJIBHOH SKOHOMHMKH OpPraHH3aLMsIM
KpaiiHe BaxHO H((PEKTHBHO YNPaBIATh KaAPOBBIMU DECypcaMH H 3HAHHSAMH, KOTOPBIMU
o0namaoT coTpymHUKH. [l yIpaBieHus 3HaHHSAMH KaJpPOBBIX PECYpCOB B IOCIEIHHE TOABI
LIMPOKO MPUMEHSIOTCS COOTBETCTBYIONIHE MH(OPMALMOHHBIE CHCTEMbI (CHCTEMBI YIIPaBIICHHS
KOMIICTCHIMSAMY). Takue CHCTEMBI aKTHBHO HCIHOIB3YIOTCA U aBTOMAaTH3ALMH IpoIecca
MIOHMCKa JKCIEPTOB IPH COBMECTHOM pelIeHHH 3ajad. 1lenbio TaHHOH CTaThU SIBISETCS aHAIH3
CYIIECTBYIOIMX CHCTEM YIPABJICHHS KOMIICTCHLIUSMHM: BBISBICHHE OCHOBHBIX CLICHAPUEB
HCTIONB30BaHUs TaKMX CHUCTEM M TpeOOBaHMI K HMM, a Takxke pa3pabOTKa KOHIIENTYaJbHOMH
MOJIENU CHCTEMBI KOHTEKCTHO-OPHEHTHPOBAHHOTO YIIPABICHHUS KOMIETCHIMSIMH B 3KCIIEPTHBIX
ceTsx. B pesyinbrare aHamm3a CyIIECTBYIOIIMX CHCTEM ObLI C)OPMYITHPOBAH CITHCOK OCHOBHBIX
TpeOOBaHUH K CHUCTEMaM YIPaBJICHHS KOMIICTCHLMAMHM, pa3paboTaHa KOHLENTYaJbHas MOJCIb
CHCTEMBbI KOHTEKCTHO-OPUEHTHPOBAHHOTO YIPABICHUS KOMIETCHIUSMH B DKCIICPTHBIX CETSX, a
TaKke MPOM3BEICHA KJIACCH(HKALMs BUIOB KOHTEKCTA, UCIOJIB3YeMOro s (opMalu3alun
TEKyILeil CUTYalLlu B 9KCIIEPTHOH ceTu. B craThe Oblia mpeaioykeHa Moieib KOHTEKCTa B paMKax
KOTOPOH pa3IndyaeTcs: KOHTEKCT yYacTHHKA, KOHTEKCT aKTHBA U KOHTEKCT IpoeKTa. J{Js oneHKH
9 (MEeKTUBHOCTH  NPEIOKCHHON  KOHIENTYaJIbHOH  MOJEIHM  CHCTEMBI  KOHTEKCTHO-
OPHUEHTHPOBAHHOIO YINPABJIEHHs KOMIIETEHIMSAMH B OKCIEPTHBIX CETAX B CTaThe OblLIa
paccMOTpeHa 3ajada MOMCKA TPYIIBI JKCIEPTOB C HEOOXOJMMBIM HA0OPOM KOMIIETEHIIHIL.
AHalM3 TOKa3aJ, 4YTO INpPH HEOOJNBIIOM KOJUYECTBE OSKCIEPTOB B CHCTEME YIIPaBIICHHS
KOMIETeHIHAMHY S peKTuBHA OyIeT KIacCH4ecKasi CHCTEMA, HO C POCTOM KOJIMYECTBA SKCIIEPTOB
NpEIIOKEHHAsT CHCTeMa MOKasblBaeT Jydllde pe3ylbTaTel. [IpencraB-TeHHas B CTaThe
KOHLIETITyaJIbHast MOJielb CHCTEMBI KOHTEKCTHO-OPHEHTHPOBAHHOTO YIIpaBIICHHS
KOMIIETEHLMSAMU  SIBJIIETCS. MHOrOOOEINAIoIEel JUIsl MCIONBb30BaHHSA Ul  COBPEMEHHBIX
opranusanuii kak B Poccuy, Tak u 3a pyoexom.

KiioueBble CJI0Ba: CHCTEMBl YIPABICHUS KOMIICTCHIMSIMU, OKCIIEPTHBIC CETH,
KOMIICTCHIIUH, 3HAHHS.

1. BBeaenne. B Hacrosmiee BpemMs 0coOyr0 EHHOCTH JUISl KOMITAHUH
MIPEACTaBIAET COOOM WHTEIUIEKTYAbHBIA KalHTajl, KOTOPBIM BJIAICIOT CO-
TPYIHHUKH. DTO JeJlaeT MpOLECcC YIPaBICHHUS YEIOBEYECKIMU PECypCcaMy O
HUM W3 KJIFOUYEBBIX JUIS MIPEAMPUATHS JIFOOOr0 poja, TaK KaK YIPaBIss deio-
BEYCCKHMH PECypCaMI, OPraHU3aIusl YIIPABISIET CaMbIM 3HAYUMBIM PECYPCOM
Ha CETOJHSIIHUN NeHb — 3HAHMSMH. YTIPaBJICHUE YeJIOBEYECKHMH pecypca-
MH JIOCTATOYHO LIMPOKOE MOHSTHE, BKIIIOYAIOIee B ce0s pa3inyHbIe Mpolec-
cbl B komnanuu [1-3]. Crneayer OTMETHUTh, YTO MOJ TEPMUHOM «yIpaBICHHUE
KOMITCTCHIIUSAMID TTOIPa3yMEBaeTCsl MPOIleCC MCHEKMEHTa KOMIICTCHITHIA C
OpraHW3aIMOHHON TOYKH 3peHus (0T aHIII. competence management).

Juis Toro 9ToOBI YIpaBIATh HEKOTOPHIM IIPOIECCOM, HEOOXOAUMO
ero ¢opmanm3oBats. OTHIM W3 BO3MOXKHBIX BAapHAHTOB (POpPMaIH3aLUN
Tporecca yrpaBieHUS YeIOBEUECKIMH PECypCaMH SIBJISIETCS MCIIONIB30Ba-
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HHUE CUCTEM YIPABJICHHSA KOMIICTCHIIUAMU KaK COTPYAHUKOB OpraHuU3aluu,
TaK W BHEUIHUX JKcHepToB. Takum 00pa3oM, MOKHO TOBOPUTH 00 3KCIEpT-
HOMW ceTH, B KOTOPOH yYacTBYIOT SKCIEPTHI PA3IMYHOTO YPOBHS M B3aHMO-
JICUCTBYIOT ISl COBMECTHOT'O pEIlIeHNs 3a/1au.

B nmanHO#1 cTaThe OBUTH NMPOAHATU3UPOBAHBI CYIIECTBYIOIINE CHCTE-
MbI YIIPaBJICHUSA KOMIICTCHIUAMUA JJIA IMPOU3BOJCTBEHHBIX Hpe}ll’[pI/IHTI/Iﬁ n
00pa3oBaTeNbHBIX yupexaeHuil. Kaxnas paccMoTpeHHast cUCTeMa CITYXKHUT
I pEeIICHU Pa3JIMYHBIX KOHKPECTHBIX npo6neM IMOJIB30BATCIIA, TAKUX KaK:
TIOVCK MCTIOTHUTEIS YJIH TPYTITBI NCTIONHUTEIICH JUTS BBITOJHEHUSI IIPOCKTA
WIA OTHIENbHOW 3aJayui; IOMOIIs B Pa3BUTUU KOMIIETCHIUH IOJIb30BaTENs
WIN TIOMCK MHBECTOPOB ISl MPOEKTa. Takoil cHnekTp pa3sHOOOpasHBIX CH-
CTEM II03BOJISICT BBIIBUTH OCHOBHBIE CIIEHAPUU UX UCIIOJIB30BAHMUS, a TAKKE
OIpeIeNINTh TpeOOBaHMU K TaKUM cHcTeMaM. BrusiBieHHbIe o0mue Tpedo-
BaHUS U CIIEHAPUHU HCIIOJIb30BAHM MOTYT OBITH NPUMEHEHBI KaK IpHU pas-
paboTke HOBOW CHCTEMBI YNPaBJICHHUS KOMIICTEHIMSMH, TaK U IPH COBEp-
[ICHCTBOBAHMH HJIM BHEJPEHHUH YK€ CYIIECTBYIOIICH B OpTaHU3AIHH.

Cremyer OT/IENBHO OTMETHUTh TEPMHHBI, KOTOPBIE HCIIOJB3YIOTCS B
crathe. [lon TepMUHOM KOMITETEHIHA (competence) Mmoapa3yMeBaeTCsi COBO-
Ky[HOCTh ~ 3HAaHWH, HABBIKOB M  KOMMYHHKAaTHBHBIX  CHOCOOHO-
crefi (knowledge, skill, attitude) ¢ ypoBrem mpoteccnoHaIFHOTO BIIAJACHUS,
MIPUMEHSEMBIX B HEKOTOPOM KOHTeKcTe. Pa3nuuaroT kak MUHMMYM 2 BHIA
KOMITETCHITHIA: KOMITETCHIINN OTIEIHHOTO YEJIOBEKAa M KOMITCTCHITUH OpTaHu-
3aiuu B 1esioM [4]. KommeTeHIuy OTaebHOIO YeIoBeKa MbI OyneM Hasbl-
BaTh «MHAUBUIyaJbHBIC KOMIICTCHIINIY, KOMIIETCHIINH BCEeH OpraHU3auud —
«OM3HEC-KOMITIETEHIIMH OPraHU3alimy», 3 KOMOUHAIMIO Pa3JIMuHBIX PECYPCOB
1 HaBBIKOB, KOTOpasl BBIICISIET OPraHU3aAIMIO HA PHIHKE U 0OecIieYnBacT ee
KOHKYPEHTHOE MPEUMYIIECTBO — «KJIFOUEBAss KOMIICTCHIIUS.

Ha ocHOBe BBISBIECHHBIX TPeOOBAaHUI M CIEHAPUEB HCIIOIH30BAHMS
CHUCTEM YIIPABJICHUA KOMICTCHIUAMU ObLIa pa3pa60TaHa KOHIICTITYaJIbHasA
MOJIENIb CUCTEMBI KOHTEKCTHO-OPHEHTHPOBAHHOTO YIIPABJICHUS 3HAHUSMU B
9KCMEPTHBIX CETSX, & TaKXKe KilacCU(HUKALUS BUIOB KOHTEKCTa, TPUMEHSsIE-
Moro 11l popMalTU3anny TeKyIeH CUTyalluy B SKCIEPTHON ceTH, pa3pado-
TaHHas Ha OCHOBE [5].

2. CymecTByIOI[HEe CHCTEMbl YNpaBJIeHUs KoOMIeTeHHHsMH. B
3TOM paszzesne OyayT MOAPOOHO PaCCMOTPEHBI CHCTEMBI YIPABICHUS HHIH-
BUAyaJbHBIMH KOMIICTEHIIMSMH M KOMIIETCHLMSIMA OpTaHHM3alllH, TaKHue
kxak DeCom [4], Knome [6, 7] TENCompetence [8, 9]. Cucrema Texnomap-
ka UTMO [10, 11], IMPAKT [12-15].

DeCom — cucrema yrnpaBiieHHs] KOMIIETEHIMSMH, IIpeHa3HaueHHast
JUTSL TIPOU3BOJICTBEHHBIX KOMITAaHWNA. MOJIENb CHCTEMBI COCTOHT U3 3-X MOJY-
Jiel: MOy POQUJIISE TIOJIb30BATENS], MOYJIb KOMIIETEHIIMHA U MOJYJIb KOH-
TekcTa. Momynb poduiIs MO3BOJISIET XPaHUTh HH(POPMALMIO O TIOJIb30BaTe-
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JISIX ¥ TOJT30BaTEIbCKUAX HACTpOMKax (MHTepdeiic, Oe30macHoCTh U T.1.). B
MOy Ie KOMIIETEHLMH XpaHHUTCS MOJENb IPEACTABICHHS KOMIETCHLIUH B
Buzie wuepapxuu, ocHoBaHHas Ha craHmapre IEEE RCD (Reusable
Competency Definitions). Co3natern DeCom pacmmpuiy JaHHBIA CTaHIAPT
1 J00aBWIM B MOJIENIb MPEACTABICHHs] KOMIIETCHIIMH CYIIHOCTH «Ipodeccu-
OHATGHBIN YpOBEHb BIAJCHUSI» M «3HAYMMOCTBH» (WIM weight, mo3Boiser
OIPENIeNTNTh, YTO BHIOpAaHHAss KOMIIETEHIIHs OoJiee 3HAUMMasl JUTsl JOJDKHOCTH
WM BBIIOJHEHUS NPOEKTa/3a1adu). MoJens MpencTaBIeHUsT KOMIICTeHIMH
TaKKe XPaHUT OIMCAHUE TIPOEKTOB M JIOJDKHOCTEH, KOTOPBIE CBSI3aHBI C Tpe-
OyeMBbIMH I UX BBITOJHEHHS KOMIIETCHIMSIMHE. MOIyab KOHTEKCTa Ipel-
CTaBJIeT cOOOH HAaOOp 3JIEMEHTOB, peaNH3yIOIMi claeayromue (QyHKIUH:
OIIpeNieNIeHHEe MECTOIIONIOKEHUS TTOJIb30BATENS; ONpeleNieHHe TEKyIIero
YPOBHS KaKIOM U3 KOMIIETECHLIMMH; ONPEAEICHUE BO3MOXKHOCTEN JUIsl pa3BU-
THS KOMIIETEHIII TOJIb30BaTEIIsl: COTPYAHUKH C 0oJiee BBICOKMM YPOBHEM
BJIQJICHUs JAHHBIX KOMIICTEHIMH, KOTOpBIE MOTYT CTaTh HAaCTaBHUKAMH H
(M3UYECKH HAXOJATCS PS/IOM; PECYPCHI, HaXO IIHecs B KOMIaHUU (HalpH-
Mep, KHWTH), a TaKKe COOBITHA B KOMIIAHHWH, WMEIOIINE MecTo B Oymy-
eM (HanpuMep, Kypehl 10 TIOBBIIICHHUIO KBATH()UKALIIN).

DeCom Oputa paspaborana [Isi pemieHHs HECKOJIBKHX OCHOBHBIX
0JIb30BaTENbCKUX 3aj1a4. [lepBas 3aaua — omnpeieneHne TEKyIIero ypoB-
HS BIIAJCHUS KOMIIETCHIMSMH I0JIb30BATEINs, a TAKIKE «IIPOoOEIIOB» B CBOHX
komreTeHIuax. DeCom moMoraer IOJb30BaTeNi0 HAWTH KOMIIETCHIUH,
KOTOpbIe eMy HEOOXOIMMO Pa3BUTh Ul TOTO, YTOOBI BHIIIONHATE CBOIO pa-
60Ty Ha BBICOKOM ypoBHe. CHCTEMa paH)XMPYET UCKOMBIE KOMIICTEHIINU B
nopsiike yObIBaHHS IPHOPHTETA, YTOOBI MOJIB30BATENb BHIEN, HAa YTO €My
CTOMT OOpaTUTh BHUMaHUE B IIEPBYIO o4epelb. Bropas 3ajxaua — mnpoaBu-
KEHHEe 10 KaphepHOW necTHMIE. CHCTeMa IPEACTABIISET I0Jb30BATEIIO
KOMIIETCHIIMM, KOTOPHIMH OH 00JIafiaeT, TpeOyemble KOMIETEHIUH JUIst
JOJDKHOCTH, KOTOpasi €ro MHTEPECYeT M BBIBOJUT CHHCOK HEIOCTAIOIINX
komrereHiuid. TpeTbs 3a1a4a — cMmeHa npoduis padotel. CucTema moka-
3bIBa€T TEKYIINH YPOBEHb KOMIICTEHIIUH IT0JIb30BATENS U PEHTHHT JOJDKHO-
CTeil B KOMITaHUH, B KOTOPBIX Pa3HULA B TPEOYEMBIX KOMIETECHIIUAX MHHH-
ManpHas1. 13 3Toro crucka oH MOXKET BHIOpAaTh MHTEPECYIONIYIO €r0 HOBYIO
cdepy DeATENPHOCTH U Pa3BUBATh HABBIKU B COOTBETCTBHHU C MH(pOpMAaIU-
el, TaHHOW MPUIIOKEHHUEM.

TpeboBanus, npeabspisemble kK cuctemMe DeCom aBTopamm pado-
ThI [4]:

—IPEeOCTaBICHHE BO3MOXKHOCTH HOOABICHUS, PEIAKTUPOBAHUS U
yIAJICHUs] KOMIIETEHIIMH I10JIb30BaTeNs] M BBIIBICHUS «IIPOOEIIOB» B €ro
HaBbIKaX;

—IpeIOCTaBIICHUE BO3MOXHOCTH TIOMCKa MOJIB30BaTelIs Mo Tpedye-
MBIM KOMIIETEHIIHAM;
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—IIpeIOCTaBICHNE BO3MOXKHOCTH OIpE/elieHns] YpoBHs nipodeccro-
HaJIHOTO BJIAJCHUS] KOMIIETCHIINEH BPYIHYIO;

—IpeIOCTaBICHHE BO3MOXKHOCTH OIPEIEIICHUs] 3HAUNMOCTH KOMIIe-
TEHILIMH [ KOHKPETHOW JIOJKHOCTH BPYUHYIO;

— MICTIONIb30BaHNE KOHTEKCTHO-3aBUCHMOM HMH(OpPMAIWK UL TIOHCKa
BO3MO)KHOCTEH Pa3sBHUTHSI KOMIIETCHIINH ITOJIb30BaTeNs C MCTIOIB30BAaHIEM HH-
(opmarmu 0 pecypcax KOMITaHHN; HH(OPMAIMH O TTOJI0KEHHUH TI0JIb30BaTelIs B
(bU3IIECKOM TPOCTPAHCTBE; HHPOPMAIHH O TIPEACTOSIINX COOBITHAX B cdepe
00y4eHHs: 0 Kypcax, CeMUHApaXx, JEKIMIX, KOHPEPEHIIMSAX U TaK Jajee.

Cucrema DeCom peanusoBaHa Ha si3bike C# C HCIIONIB30BaHHEM
texHonorun ASP.NET, koropas nmo3Bosisier cucteme paborarh Kak Ha cra-
LMOHAPHBIX, TAK ¥ Ha MOOWIBHBIX YCTpOMCTBax W OBITH HE3aBUCHMOH OT
WCIIOJIb3yEMON ONepalnnoHHOM cucrteMbl. Apanrtanus uHTepdeiica Ha
ycTpoiicTBax obecneunBaetcs ¢ momorisio HTML u CSS texHomoruii.

Cucrema ympasneHnst koMmmnereHnusiMu KnoMe ucronb3yeTcs s
HaXOXJICHUS! COOTBETCTBHI MEXJIy 3alpocaMH II0JIb30BATENSl CHCTEMBI U
KOMIIETCHIIUSMH COTPYAHHUKOB, KOTOPHIMU OHH OOJNaJar0T B JaHHBIH MO-
MeHT b0 OynayT obmamare B OymymeMm. Cucrema JeTko Macmradbupyema,
nMeeT MOOMIIBHYIO U BeO-BEpCHIO.

Co3pmaTenu cuCTEMBI yKa3bIBAaIOT, YTO MMOMHUMO KOHIEMIIWH, TPHBE-
JICHHBIX B CTaThe [6], Ipu paszpaboTke cuctembl KnoMe oHE pyKOBOJCTBO-
BAINCh TPEXMEPHOHM KapkacHOM Mmoxenbio neneil kommnanuu (hedgehog
concept): KOMIETECHIINU (HEOOXOIUMO KOHIICHTPHUPOBATHCS HA CBOMX CHJIb-
HBIX CTOPOHAX), MOKYNATEIbCKHUI CIIpOC (HEOOXOOMMO BBICTPAaMBATH JKO-
HOMHUKY KOMITaHWH TaK, YTOOBI OHA NMPHHOCHJIA MAKCUMYM IIOJIB3bI), SHTY-
3ua3M (HEOOXOMMO YUUTHIBATh HHTEPECHl COTPYAHUKOB KOMITAaHHUH).

B cucreme npuBencHHBIE BBIIE KOHIENTHI PEATH30BAHBI CIIEAYIO-
M 00pazom:

— KOMIICTCHINU — XPaHCHHUE I/IH(I)OpMaLII/II/I 10 KOMIICTCHIIUAM KaxX-
JIOTO COTpYZAHHKA WIIM MapTHepa B Mpo(uiie: MepcoHaIbHbIC AaHHbIE, 1aH-
HBIE 0 cepTH(HKATAX U IPOHICHHBIX KypcaxX, METOAOJIOTHYECKHX M TEXHO-
JIOTHYCCKHX HABBIKaX,

—IOKYIaTeIbCKUIA CIIPOC — XpaHeHne mHpopMamu 0060 Bcel uc-
TOpPUX PadOTHl C MOKyMAaTeJsIMU (TI0JIB30BATENSIMHA) U BHYTPEHHHUX IIPOCK-
tax. Mudopmanus BrimoyaeT B ces Kak ONHMCaHHME KaXJOTro MOKyIaTe-
7151 (TI0JTB30BAaTENS), TAK M ONMCAHUE BBHIMOJHEHHOTO MpoekTa. IIpoekT cBs-
3aH C KaXbIM COTPYIHHKOM, KOTOPBIH MMPUHUMAI B HEM Y4acTHe. 3/1ech ke
OIMCHIBAETCS €r0 POJIb B MIPOEKTE, U TpeOyeMbIe TEXHOJIOTUUECKHE HABBIKU
JUISL BBITIOJIHEHUS 3a]1a4 110 MIPOEKTY;

—DJHTY3Wa3M — XpaHEHHE OIEHOK MO 2-M HIKalaM sl KaKAO0To
OTJeJILHOMY HaBbIKa: ypoBeHb HaBbika (skill level) n uHTepec x ucmosb-
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30BaHUIO (interest to use it) B 1uuHOM npoduiie. ['eHepupoBaHue 0TYETOB
1 BHU3yaJln3anus JaHHBIX B BHJE 00JIAKOB HABBIKOB HA yPOBHE OTACIHHON
TPYIIBL COTPYOHHUKOB (tribes) muOO KOMIIAHWU B IEJIOM HAa OCHOBAaHUU
JNaHHOUM uHpOpMaIUH.

Tpeboanwst, npeabsiBiseMble kK cuctemMe KnoMe aBropamu paboTsl [6]:

— penaktupoBaHue npoduisd (o0mel nHpopManmu, nHPopMaIK 00
HMMEIOIINXCA cepTH(HKATaX U MPOHAECHHBIX Kypcax, HHpOpMannuu O TEXHH-
YECKHUX HAaBBIKAX);

—IOMCK MH(OpMALNH IO COTPYIHUKAM WA KOMIIETCHIIUSIM;

—CO3/[aHU€ OTYETOB I10 KOMIIETSHIHMAM HIIM TPyIIaM;

—ayTeHTH(UKALIKA UT1 BHELIHUX IOJIb30BaTeNeH (HanpuMep, depes
LinkedIn).

Cucrema paspadborana Ha JavaScript. CaMo NpUIIOKECHUE peain3o-
BaHo Ha Node.js u REST, nons3oBarensckuii uatepderic — na Angular.js,
a 0aza mamHbix wcronbdyer CYBJ] CoachDB W MOWCKOBBIA MEXaHU3M
ElasticSearch.

TENCompetence — 3TO cucTeMa YIPaBICHUS KOMIETEHIUSIMU CO-
TPYZIHHKA, KOTOpas TOMOTAET €My pa3BHBaTh COOCTBEHHbIC HaBbIKH. CH-
cTeMa OpPHEHTHpPOBaHAa Ha IOAAEp)KaHWe OOY4EHHS M pa3BUTHE IOJIB30BaA-
TeNs Ha TPOTSDKEHWH Bcell ero Jku3HHM. KoHmenTyanmbHass Monenb
TENCompetence BKIo4aeT B ce0s 4 KOHIEIINH: ASHCTBHS OJIH30BATEIS,
oOpa3oBaTenpHast ceTh (MIPAKTUKYIOIIee COOOIMIECTBO WM TPyIIa 00ydaro-
MXcs 0/ ), MOIETb MPEICTABICHI KOMIETCHIMHN 1 y4eOHbIE MaTepH-
aJIbl. DTH KOHIICTIIIMHU JIETaIbHO PACKPBITHI HHXKE.

JleiicTBUS TOIB30BATEIIS MPEACTABISIOT COOOM IIard, KOTOphIC OH
HpeANPUHUMAET YISl TOTO, YTOOBI JIOCTUYb CBOEH TIIaBHOM IeNH 00yUeHHUSsI:
TMOBBIIIATH WM MOJJIEPKUBATh CBOH MPO(EeCcCHOHATIN3M, Pa3BUBaTh KOMIIE-
TEHLMH M CPaBHUBATH MPO(ECCHOHANBHBIN YPOBEHb BJIaJCHUSI C YPOBHEM
JpyTrux nonb3oBareneil. [locnenHss uemns moMoraeT pacKpbiTh CyTh BTOPOH
KOHIIENIMu — oOpa3oBaTeinbHas ceTb. OOpa3oBaTenbHas CETh MPEACTaBIIC-
Ha B BHJIE IPYIIBI IPAKTHKYIOMIETO COOOIIECTBA, KOTOPOE MPUMEHSIET KOM-
TIETEHIINN B CBOEH AeaTenbHOCTH. CeTh HeoOXoauMa Al TOTO, YTOOBI CTH-
MYJIHMPOBATh MOJIH30BATENEH K PA3BUTHIO M COTPYIHHUYECTBY BO BpeMs 00y-
4yeHUs. TpeTbsd KOHLEMIUS — MOJENb NPEACTABICHUS KOMIICTEHINH —
BKIIFOYAeT B ce0s MH(GOpMAIHIO 0 KOMIICTECHINAX, OIHCAHHE TPeOyeMoro
YPOBHS NPO(QECCHOHATBHOTO BIIAJCHUS KOMIIETCHIIMEH Ul BBIOIHEHUS
3a7ja4 WIN PEUICHHUs IPoOJIeM M KapThl KOMIIETEHIINH — Ha0Op KOMIETCH-
Ui OIpeneNeHHONH TPYMIBl MPakTHKYIoImero coobmecTra. [locmenHss
KOHLENIUSI — 00pa3oBaTelbHble MaTepHallbl — IPEACTaBICHA B BUJIE HC-
TOYHHUKOB MH(OpMAaLUK, ONKCAHHs JIESTEIBHOCTH NOJb30BaTelsi (OLEHKa,
o0y4eHue M Jpyras akTHBHOCTB), @ TAKXKE B BHJE MEPCOHATU3UPOBAHHBIX
TUTaHOB PO ECCHOHATTBHOTO 00YYEHHSI OJIb30BaTEls.
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TpeboBaHus K CUCTEME, MPEIbIBIIEMbIC aBTOPaMHU paboThI [8]:

— OIpeZEIEHNE LeJIEBON KOMIIETEHIMU (TI0JIb30BAaTENh MMEET BO3-
MOYKHOCTh CO3[aTh NMPOQWIb IETCBOH KOMIETCHIUH, T.€. KOMIIETCHIUH,
KOTOPYIO OH XOTeJl Obl Pa3BHTh. JTO, B CBOIO OYEpPE/b, SBISETCS OCHOBOM
i (OPMUPOBAHUS TIEPCOHATU3UPOBAHHOTO ITPOQPECCHOHANBHOTO IUIaHA
Pa3BUTHS [TOJIH30BATENA);

— COOTHECEHHE MMEIOINXCSI KOMITETEHIUH C LeNIeBOH (I0Ib30BaTeb
OLICHWBACT CBOW MMEIOIIUECS KOMIIETCHIINH, a 3aT€M CPaBHHBAET UX C Te-
MH, 9TO OH XOTEJ OBl Pa3BHTH);

—OompezeneHre BO3MOXKHOCTEH Ul Pa3BUTHsI KOMIETEHIMI (Tocie
oIpeziesieHusl PO0EJIOB B HaBbIKaX IMOJIb30BATENs, EMY HEOOXOAMMO HANTH
MTOJIXO/ISIIINE TIPOrPaMMBbl Pa3BUTHSL: KyPChl, JTOKYMEHTBI, PECYpPCHI, U BBI-
Opatb Kakue-JM0o U3 HUX);

— dopmupoBanre npoduiIss KOMIETSHIUH (II0Jh30BATENb JA0JDKCH
MMETh BO3MOKHOCTH OTIPEIEISTh W ONMUCHIBATH MPO(MIN KOMIICTEHINH, a
TaK)Ke€ MHTETPUPOBATh HHPOPMAIIMIO O TIOJyYEHHBIX UM KOMIICTEHIMSX U3
Pa3NUYIHBIX UICTOYHUKOB U JOKYMEHTOB);

— (hopMHUpOBaHKE TTEPCOHATMIUPOBAHHOTO TUIAHA PA3BUTHSA (IIOIB30-
BaTelb JJOJDKEH UMETh BO3MOXHOCTH I0JTy4aTh KaKHe-IN00 peKOMEHAINH,
c(opMHUpOBaHHbIE HA OCHOBaHMH MH(pOpMALUK 00 yKe UMEIOIIUXCS B CHU-
CTEME MEPCOHATM3UPOBAHHBIX IUTAHOB MPO(ECCHOHANBEHOTO Pa3BUTHUS APY-
T'HX IT0JIb30BaTENeH ).

Cucrema TENCompetence siBisieTcsl KIHEHT-CEPBEPHBIM MTPUIIONKE-
mueM. Kimentckas gacte paspaborana Ha miardopme Eclipse Rich Client
Platform, 4ro 1aeT BO3MOXXHOCTH cUCTEME OBITh HE3aBUCHMOMW OT OIepary-
onnbix cucteM. Cepep TENCompetence pa3BepHyT Ha cepBepe MpUIIOKe-
Huit Tomcat, a 6a3a JaHHBIX pacroyiokeHa Ha cepBepe MySQL.

Texnonapk Yuuepcutera UTMO mnpezacrasisier coboii 0o0benu-
HCHUEC Ppa3JIMYHBIX KOMHaHI/II‘/II, Ha3bIBAEMBIX PE3UACHTAMU, B OAHO 0006-
mectBo npu yausepcurere UTMO. B yHuBepcurere CymiecTByeT ennHas
cHCTEMa YIpaBJICHUS KOMIICTCHIMSIMH Pe3UIeHTOB TexHomapka, peaiu-
30BaHHasa AJId TOro, '-IT06I)I HarjiiAHoO NpeACTaBJIATh KOMIICTCHIUU PE3U-
JICHTOB IOTEHIMAJIbHBIM MHBECTOpaM MO0 3aKa3yhKaM, KOTOPBIE XOTAT
HalTH MOAXOSMIETO KAHAWAATA JUIS BBITOJHEHHS IOCTAaBICHHBIX 3ajad.
CucreMa 1o3BoJISIeT XPaHUTh MHPOPMALUIO O PE3UICHTaX B UX JIMYHBIX
npoduisax: obmas nHGOpPMAaLKs, IMEIOIINECS KOMIIETEHITNH, IPOo(deccuo-
HaJIBbHBIA YPOBEHb BJaJICHUS KOMIETEHIMSIMH, CBUICTEILCTBA O MOJyYe-
HUM KOMIIETCHUMH. KoMmmeTreHIMM B CHUCTEME NpEICTaBICHBl B BHJE
HUCPpaApXUH. Taxxe B cucreme npeacraBjicHa BO3MOXHOCTH OITMChIBATH
3a/a4n yepe3 TpeOyeMble /sl €€ BBIIOIHEHHS] KOMIETEHIINH U ITpodeccH-
OHAaJIBHOTO YPOBHSI BIIa/ICHUS] MU PE3UACHTOM.
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TpeboBaHus K CUCTEME, MMPEIbIBIIEMbIC aBTOpaMu padboThl [10]:

—TIOMCK PE3UIEHTOB TI0 KOMIICTEHIIHUAM, B Pe3yJIbTaTe KOTOPOTro Oy-
JyT HalJIeHbI BCE MOX0XKNE MTPOPHIH;

— «arperanusi BO3MOYKHOCTEH» — MO3BOJISIET y3HATh BCE 3a/1a4H, KO-
TOPBIE MOXET BBITOJIHUTH HCKOMBIN PE3UICHT;

—cpaBHEHHE Npoduiell 3a1a4n U pe3naeHTa Juoo mpoduiel AByX
PE3UICHTOB;

— paEmXHUpOBaHNE TPOQHIIeH pe3UICHTOB HA OCHOBAHUHN HaWOOJIbIIIe-
I'O COOTBETCTBHS PE3UICHTA 3a1a4e.

Cucrema YHpaBJCHUA KOMIICTCHIUUAMU TEXHOIIApKa YHHUBEPCUTETA
UTMO sBnsieTcs KIMEHT-CEpBEPHBIM MpuiioxkeHneM. CepBepHas dYacTh
peanuzoBaHa Ha s3bike JAVA C HMCHONB30BaHMEM TEXHOJIOTHH Spring
Framework. ba3a nannbix pacrnonoxena Ha cepsepe MySQL. Knuentckas
yacTh pazpaboraHa ¢ momoursio Texaosoruii Spring Data JPA u Hibernate
JUTA W3BIIEYeHUs HaHHBIX M Spring MVC mns mpencraBieHHs MOIh30Ba-
TEeNLCKOT0 HHTEpdeiica.

IMPAKT — »T0 mMHTEeTrpupoOBaHHAasI CHCTeMa YIPaBICHUS Kaapo-
BBIMH pecypcamMy MpeInpUATHs, KOTOpas MOJAEepKUBAET BHIIIOJHEHHE 3-
X OM3HEC-IPOIECCOB KOMIIAHWN: M3BJIICYEHHE PAH)XKUPOBAHHOI'O CITMCKa
HaH60nee MOAXOAAINUX COTPYAHHUKOB JJIA BBIITOJHCHUA KOHKPCTHBIX 3a-
nad; ¢popmMupoBaHue pabodeil rpynmbl WM KOMaHABI JJIs HEKOTOPOH 3a-
Ja4y WM Kjacca 3a/ad; ¥ aBTOMaTUYeCKOe U3BJIEUEHUE KII0YeBO KOM-
METCHIUN KOMIIAaHUU. ABTOpPBI JaHHOW CTaTbU ONPEAEISIIOT KIIOUEBYIO
KOMIETEHIUIO OpraHU3alMi KaK KOJUJICKTUBHBIH AaKTHB, SBISIOMIMNACS
pe3yJIbTaTOM CHHEPrHMH BCEX YEJIOBEYECKUX PECypcoB KoMmaHuu. Pyko-
BOJCTBYSICh JJaHHBIM ONpEJENICHHEM, UCCIEA0BAaTENN PEACTABUIN AJIT0-
PUTM, KOTOPBIH MTO3BOJISIET BBIABISATH MHOXECTBO OOIIMX POMOBBIX 00B-
€KTOB JJISi CeTa, BKIIOYAIOUIETO B ce0sl KOMIETEHIUH KaXJO0Tr0 COTpYI-
Huka. OCHOBHOH Heell JaHHOTO aJifOPUTMA SIBIIIETCS BBIABICHHE 00IIeH
KOMIETECHIUH U3 ceTa Npoduieii KOMIIETSHIINH COTPYHUKOB KOMIIAHHH.
Jdns onpexnenenus npoduieil COTpyIHUKOB, KOTOpbIE MOTYT BOWTH B
aHaJ’[HSprCMBIfI CET, aHAJIMTHUK YCTaHAaBJIUBACT COOTBCTCTByIOH_[I/II‘/II mmopor
BXOX/IECHUS (HAIIpUMeEp, PACCMaTPUBAIOTCS TOJIBKO TEXHHYECKNUE HABBIKU
B o0yiacTi MHPOPMALMOHHBIX TexHosoruil). boyee nmoxpobdHoe onrcanue
aNropuTMa mpeacTaBiieHo B pabdore [12].

C nomompto cuctembl IMPAKT menemkep 1Mo mepcoHaly ONFCHIBa-
eT npodwib KaHAMIATA; BBHITOJIHAET MOWUCK KaHAWAATOB HAa JIOJKHOCTH,
paznensisi TpedyeMble KOMIIETEHIIMM Ha 00s13aTeNIbHbIE U JKeJlaeMble; TOITy-
YaeT paHKMPOBAaHHYIO MH(POPMAIMIO MO KAaHIUAATaM, a TakKe IMOSICHEHHS
T10 TIOJTy4YeHHOH MH(OPMAIHH.
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Cucrema IMPAKT mno3Bonser XpaHuTh NPOQUIN COTPYIHHKOB B
(dopmate, ynoOHOM Ui MOCTPOEHUS JOTHYECKUX BBIBOAOB C HCIIOJIB30-
BaHneM SQL-3ampocoB K pensuoHHOW 0a3e JaHHBIX OTOOpakeHHOW B
6a3y 3Hanuit IMPAKT. Cucrema IMPAKT ocHOBBIBaeTCs Ha MCIOJIB30-
BaHWH pa3paboTaHHOW aBTOpamu [12] oHTONIOTHH, KOTOpas BKIIOYAET B
ce0s okoio 5000 KOHIIENTOB, OTOOPaXKAIOMINX KaK TEXHUYECKHUE, TaK U
JOTIOJHUTENbHbIE KOMIIETEHIIMH COTPYAHMKAa MM KaHaupaata. Ilox Tex-
HUYECKMMH KOMNETCHIMSAMH IOJPa3yMEBAOTCS 3HAHUS COTPYAHH-
Ka/KaHIuaaTa Ha JOJDKHOCTh O KOHKPETHBIX TEXHOJIOTHSIX M WHCTPYMEH-
Tax, B TO BPEeMs KaK K JOIIOJHUTEIbHBIM HaBbIKaM OTHOCSTCS CIIOCOOHO-
CTH K B3aUMOJICHCTBUIO I KOMMYHHKAIIIH.

[Tonbop coTpyaHMKa ¢ yuyeToM 00s3aTeNbHBIX U JKEIaeMbIX TpeOo-
BaHu# (matchmaking) mpoBoauTcs B [Ba 3Tama: CHavana MOUCK COTPY/THH-
KOB, TOJHOCTBIO YAOBJIETBOPSIONIMX OO0S3aTeNBHBIM TpeboBaHISIM (Strict
Match), a 3aTeM Ha OCHOBaHMH MOJYYEHHBIX PE3YJIbTATOB ITOKMCK IO XKeJa-
eMbIM TpeboBanusaM (Soft Match).

TpeboBanms, npexabssisiemble k cucreMe IMPAKT aBropamu pabo-
THI [12]:

—XpaHeHHe HH(POPMAIMU O KOMIIETEHIUSIX COTPYAHUKOB;

—IPEIOCTABIICHUE BO3MOXKHOCTH TIOMCKAa KaHIWIATOB pPEKpYTe-
PoM (C yaeToM 00s3aTeIbHBIX U JKelTaeMBIX TpeOOBaHMiT);

—IOUCK M PAaHXHPOBAHHE KAHIUAATOB IO HAWIYy4YIEMY COOTBET-
CTBHIO 3a11pocCy;

—IPOCMOTP NMPOGHIIS KaXKIOT0 MPEUIOKEHHOTO COTPYAHHUKA;

—IOSCHEHHE Pe3yNIbTaTa PaHKUPOBAHUS;

—Ha3HaueHue 0oJiee 4eM OHOH 3aJaul IPyIIe COTPYJHUKOB;

—OIpeZeIeHNE KII0UEBOH KOMIICTEHIINM KOMITaHWHU (10 JIrobomy
KPUTEPUIO, OTIPEAEICHHOMY B OHTOJIOTUN).

Kaxnoe ommcanme 3amaud COCTOUT M3 TpPEX IEMEHTOB: 3HAHMUA,
TpeOyeMble I BBINOJIHEHHS 33/1a4d, HaOOp BPEMEHHBIX OTPAHUYCHHUH U
YHCIIO WIEHOB KOMaHJbI. [Ipolecc co3maHuss KOMaHAbl pacCMaTpUBAeT Bce
BO3MOJXKHBIE BapHaHThl KOMIIOHOBKH/CO3JIaHMS/COUETAHUS YWICHOB KOMAaH[
KaK paBHOBO3MOXHBIE. B cityuae, eciim HaAWTH KOMaHIy, MOJHOCTBIO YO-
BJICTBOPSIIOILYIO 3aIIPOCY, HEBO3MOXKHO, TO CUCTEMAa BO3BpAILAeT Pe3yJIbTaT
C KOMaH/I0H, KoTopast HanOoJiee MOJTHO YOBIETBOPSIET 3aIpocCy.

Cucrema IMPAKT peanm3oBana Ha s3pike JAVA 1 wmcmoms3yer
JENA API nns nocryma x onronorun u Pellet Reasoner. [{ns xpanenus
ucnons3yetcst B/ PostgreSQL.

BrusiBneHHBIE B TpoIecce aHaINM3a PacCMOTPEHHBIX CHCTEM YIIPaB-
JICHUSI KOMIIETEHIMSIMH OBLIM CHCTEMAaTH3MPOBAHBI B BU/IE CBOJHOM TaOIIH-
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116! (Tabnua 1), B KOTOpoii moka3aHbl OCHOBHBIE CIIEHAPHH UCIIOIB30BAHUS
CHCTEMBI yIIPABICHUSI KOMIIETEHIIMAMH, COOTBETCTBYIOIINE UM TPeOOBaHNS,
KOTOpBIE TOJDKHBI OBITH YUTEHBI JJIsl HOAJEP)KKN 3THX CIIEHapHEB, a TaKxkKe
BBIJICJICHHBIE CYIIHOCTH, KOTOpPbIE IOJDKHBI OBITH OTPaXKEHBI B KOHIICITY-
JIBHOI MOJIENH yTIPABICHUSI KOMIIETCHIMAMH.

Ta6JII/IHa 1. CooTBETCTBHE BBISBICHHBIX Tpe60BaHPII>1 CIICHApUsIM UCHOJIb30BaHUSL

Cy1HocTH
Cuenapun 4 .
TpeboBanus k cucreme KOHIETITYJIbHOH
HCTIONb30BAHUS
MOJEIH
—XpaHeHne HHPOPMALIH O [Tonb30Batens;

1. Yopaenenue

0JIL30BaTeNE / OpraHusanuu u

KOMITETeHIUS (C

npoduiem ero / ee KOMIETeHIHSX. aTpuOyTaMu HaBBIKH,
MOJIB30BaTENs / —VYnpasnenue nHpopManue | 3HaHUA,
OpraHU3aluH. npodus. KOMMYHHKATHBHBIE
2. YnpasneHue —®opMupoBaHue CIOCOOHOCTH,
KOMIETCHISIMHI MIePCOHANN3NPOBAHHOTO [UIaHA | MPpodeccnoHaIbHBII

[10JIL30BaTENS /
OpraHu3alliy B

PO eCCHOHATBEHOTO Pa3BUTHUS
MIOJIb30BAaTES.

YpPOBEHb BIIAJICHUS),
TUTaH

npodue. —BrisBrIeHne KITIOYEBOH npodeccnoHaIbHOTO
KOMIIETEHIIMN OpPraHU3aliH. Pa3BUTHSL
—Xpanenue onucanus 3a1a4d u | [Ipoekr, 3amaqa (¢
KOMIIETCHIINH B €ANHOM aTpudyTamu:
OHTOJIOTHH. Tpedyemas

3. VipapieHue —PasrpannyeHue npas o0si3aTenpHas

HPOEKTaMH. JOCTyTa. KOMIIETEHILIHS,
—ITonck KOMaH/bI UK Tpebyemas jxenaemast
OTZENBHBIX ITOJIb30BaTeNel BO | KOMIICTEHIHS),
BHEIIHEH cpere. KOMIIETCHLUS.
—XpaHeHne HHPOPMALIUH O
ToJIb30BaTeNe / OpraHu3anuy 1
ero / ee KOMIETEHITHAX.
—Ileproaudeckas nepeorenka | [Tonp3oBarens,

4. Onpenenenue

KOMIIETEHLIMHN TOJIL30BaTENS /

KOMITETeHIIUS (C

TEKYILETO OpraHU3aIny. aTpUOyTOM «ypOBEHBb
PO eCcCUOHATEHOTO —XpaHeHHue OHTOJIOTHH PO eCcCHOHATEHOTO
YPOBHSI BIaJCHUS KOMIIETEHIIMI BMECTE C BIIAJICHU»),
KOMITCTCHITUSIMH onrcaHueM OM3HEC-TIPOIIECCOB | cCepTH(HUKAT
oJIb30BaTeNs / OpraHu3alyy. (moATBEpKIATOIUI
OpraHu3aluH. —BrIsIBICHNE KOMIECTESHITHI BIIaJICHUE
M0JIb30BaTENIsl HA OCHOBAaHUU KOMITETeHIIUEH )
OU3HEC-IIPOLIECCOB
OpraHu3aliy U BBITOJIHEHHBIX
paHee uM 3aja4.
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Iponomxenue Tabmuiw! 1.

5. Onpenenenue
HEIOCTAIOIINX
KOMIIETEHI[UH.

6. [lepeonenka
KOMIIETEHIIMHI
Ha3HAYCHHOTO Ha
KOHKPETHYIO
JIOJIKHOCTh
T10JIb30BaTES.

7. OTcnexxuBaHue
po¢ecCHOHATEHOTO
pa3BUTHA
COTpyAHUKA (T10
HU3MEHEHUSIM
HMMEIOLTUXCS
KOMIICTCHITHH,
0TOOpaKEHHBIX B
cHucTeMe).

—XpaHeHne HHPOPMALUH O
TI0JIb30BATENIE U €ro
KOMITCTEHITUSIX.

—Xpanenne nHGOpMaIKH 0
MUHHMMaJILHOM Habope
KOMITETEHITNH, HE0OXO0IMOM
JUISL KOHKPETHOM 0JKHOCTH,
3a1auu, pabodeli TpyIIIbL.
—XpaHeHue onmucaHus 3a1a4 U
KOMIIETEHIIUHA B €IMHON
OHTOJIOTHH.

—OmnpeneneHne «mpodenos» B
KOMITCTEHIIVSIX.
—®opMupOBaHUE KaPOBOTO
pesepsa.

Tlonp3oBarens,
KOMITETeHIIHS (C
aTpuOyTOM «YpOBEHb
npodeccnoHaIbHOTO
BIIAJICHUA),
cepTudukar
(moaTBepxIaromunit
BIaZICHHE
KOMIIeTeHIUEH),
3a7a4a, IpOeKT

8. ITonck moaxomsImx
HUCTIOJIHUTENCH 11T
3a/1a4/IIPOEKTOB 110
3aJaHHBIM
KOMITETEHLIUSAM,
HEOOXOIUMBIM JIJIsT
BBITIOJIHEHUSI TIPOEKTA.
9. Co3nanue
PaHXHUPOBAaHHBIX
CITHCKOB COTPYTHUKOB,
MOAXOIAIINX JIsSk
BBITIOJTHEHHS
3a1a4n/TIpoeKTa.

—XpaHeHre HHPOPMAIUH O
MOJIb30BaTENIC M €0
KOMIICTCHITHSX.

—ITouck moaxomsamux
HCIOJTHUTEICH ISt
BBIMOJIHCHUS 32]1a4/TIPOCKTOB
10 KOMITETEHIIHSM.
—XpaHeHue ONucaHus 3aJ1a4 U
KOMIIETCHITUN B €IMHOM
OHTOJIOTHH.

—XpaHeHue cTaHgapra uiu
MaTpULIbl KOMIIETEHLUH.

Ilonp3oBartens, 3amaya,
MPOEKT, KOMIIETEHITHS
(c atpubytom
«YpOBEHBb
npo¢ecCHOHATEHOTO
BIIAJICHUSD» ), MATPHUIIA
KOMITETEHIU I

B tabnuie 2 npuBesieH CpaBHUTENBHBIN aHAIN3 PACCMOTPEHHBIX CH-
CTEM YIIPaBJICHHUS KOMIIETCHIMSIMU. B KadecTBe IoOKaszaTeneld CpaBHEHUS
ObUTH BBIOpaHBI OCHOBHBIE TPEOOBAaHUS, MTPUBEICHHBIC ISl KaXXIO0W U3 CH-
CTEM aBTOPaMH PAacCMOTPEHHBIX paboT, a TaKkke TpeOOBaHMUsI, BBIIBICHHBIC
B PE3yNbTaTe aHAIM3a apXUTEKTYpHl APYTUX CHCTEM YIIPABICHHS KOMIIC-
TEHUUSIMU (KOTOpbIE, OJJHAKO, HE UMEIOT Ha CErOJHSMIHUI JeHb pabodero

nporotumna) [16-19].
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Ta6n1411a 2. CpaBHHTeJ’ILHHﬁ aHaJIM3 CUCTEM YIPaBJICHUA KOMIICTCHIUAMU

Cucrema ynpasieHusi KOMIETCHLIUSIMU

. Cuctema
Kputepuii cpasueris DeCom | KnoMe | IMPAKT TEeIt\Ie(rig;nTeXHonapK
P a UTMO
TpeboBaHus K CHCTEMaM YIPaBJICHUS] HHAWBUIY AIbHBIMH KOMIETCHIMSIMH

Xpanenue napopManuu o
T0JIb30BATEIIC U €ro
KOMIETEHITHSIX

+ +

+

+

dopmupoBaHue
HEePCOHATU3UPOBAHHOTO
I1aHa MpogecCHOHATBEHOTO
Pa3BUTHS MOJIH30BATEIS

Hepnoz{nqecxaﬂ TNIEPCOLICHKE
KOMITETCHITHH IT0JIb30BaTEIs

BrisiBneHne koMneTeHInit
10JIB30BATEIISI HA
OCHOBaHUH OU3HEC-
MPOIIECCOB OPraHU3aIN 1
BBINTOJTHEHHBIX PaHee UM
3a7a4

TpeboBaHus K cUCTEMaM

IpaBJICHUA 6H3HCC-KOMHeTeHLlI/I

AMHA OpraHu3anu

XpaneHue uHpoOpMaIH 00
OpraHM3aluH U ee
KOMMIETEHITHAX

+

+

BrisiBiIeHHE KITIOUEBOI
KOMITCTCHIIUH OpTaHH3alul

XpaHeHHe OHTOJIOTUHI
KOMITIETCHITUH BMECTE C
onucaHueM Ou3Hec-
IPOIIECCOB OpTraHU3aluu

(aBTOMATH
YECKH)

DopMupoBaHUE KaJpOBOTO
pesepsa

(Bpy4HyI0)

OO6i1ue TpedoBaHMS

ITouck MoaXO0mSIINX
HCTIOJTHUTENICH JUIst
BBIITOJIHEHHS
3a7a4/IPOEKTOB IO
KOMIICTCHIUSIM.

VYupasnenue nHdopmanueit
npoduist

XpaHeHHe cTaHaapTa Win
MaTpHILbI KOMIIETSHIIUHA

XpaHeHue ONUCcaHus 3a1a4
M KOMIIETECHITUI B €IMHOU

OHTOJIOTUH
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[Ipomomxenue TabiuIp 2.
PasrpannucHue npas
JIOCTyTa
Omnpenenenne «mpooOeoBy
B KOMIICTCHIIHSIX
ITorck KOMaHIbI UITH
OT/ICJIbHBIX OJIb30BATEIICH - + - - -
BO BHEIIHEH cpene
Monennb KOMITETCHITUMH,
OJUICPIKUBAOIIAS + - - - -
crargapt IEEE RCD

W3 Tabmumpl 2 BUAHO, YTO CaMbIM MOIIHBIM WHCTPYMEHTOM YIIPaB-
JICHUs] KOMIIETEHINSAMH KaK OTAENBHBIX IOJIb30BaTEICH/COTPYJHUKOB, TaK
U KoMnaHuil B nenom sBisercsa cucreMa IMPAKT, koropast mo3Bosnsier Bbl-
MIOJHATH TaKWE 337a4M, KaK: BBISIBICHUE KIIIOYEBOW KOMIIETCHIMH KOMIIa-
HUM Ha OCHOBaHMHU MH(OpPMALMK O KOMIIETEHIUSIX COTPYAHUKOB OpraHH3a-
LY, CO3/laHME KOMAaH/BI IS BBIIONHEHMS 3a7ad (B HECKOJIBKHX BapuaH-
Tax), Ha3Ha4YEeHHE HECKOJIbKUX 33j1a4 OJHOMY COTPYJIHHKY, ITOUCK COTPYA-
HUKOB C yYETOM 00sI3aTeIbHBIX M HE00A3aTENFHBIX TPEOOBAHUH.

3. OcHOBHBIE CLIEHAPHH HCIMOJIL30BAHUSA M crnenupukanusa Tpedo-
BaHMIi I aBTOMATH3ALMH Npolecca MOUcKa 3kenepToB. Kaxmas u3 pac-
CMOTPEHHBIX BBIIIIE CHCTEM ObLIa CO371aHa JUIsl PEIeHHs pa3HbIX 3a/a4 B o0Jia-
ctu  ympaBrenuss  kommereHmmsiMi.  Cumcrembl  DeCom, KnoMe wu
TENCompetence pemaroT 3agadd OTAENBHOTO IOJb30BATENS: XpaHEHUEe U
OLICHKAa MMEIOIIMXCS KOMITETEHINH, CO3/1aHie MEePCOHATM3NPOBAHHOTO TIIaHa
pasBUTHS M TpeJocTaBlIeHHMe oOydarommx MarepuaioB. Hapsgy ¢ atum
IMPAKT u Cucrema ynpapieHHsT KOMIICTCHISIME T eXHOTIApKa Y HUBEPCHUTE-
ta 'TMO 103BOJISIIOT UCKATh IieJble KOMaH/bl WIIM OPTaHU3aI|K JUIS BBIION-
HEHHS 33/1a4 WK TIPOEKTOB, A TAKXKE BBISBIIATH KOMITETCHIIMH OpTaHU3ALIHHL.

Ha ocHoBaHNM aHann3a CUCTEM YNPABICHUS KOMIIETCHIUSIMU OBLIN
BBISIBJICHBI OCHOBHBIE CLICHAPHM HCIOJIb30BaHUA JUIs aBTOMAaTU3allUH IpO-
1iecca IMoMcKa 3KCIEPTOB, MPEACTABICHHBIC HIDKE.

— ynpasieHue npoduieM Tosib3oBarelns (1o0aBieHHe, peJaKTHpPO-
BaHME, yJaJeHHe oOmed MH(pOpPMAIMK O IOJb30BaTEle, TAKOH Kak UM,
(amMmus UM Ha3BaHUE U TOMY MOJO0OHOE, CBS3bIBAHNE KOMIICTCHIIUSAMH);

— yIpaBJIeHHE KOMIIETCHIMSIMH T0JIb30BaTeNs B Ipoduiie momp3oBaTe-
14 (mo0aBieHye, peJaKTHPOBaHIE, YIaJIeHHE UMEFOIINXCS KOMIIETEHIINHN );

— YIpaBJIEHHUE IIPOEKTaMH OpraHu3anny (I00aBIeHUE, pElaKTHPOBa-
HUE, yJalleHue, CO3/JaHUE CBSI3eH C KOMIIETEHLMSIMU );

— OIIPEZIEIEHNE TEKYIIEro NpOo(EeCCHOHATBHOTO YPOBHS BIaJCHHS
UMEIOIUMHUCS KOMIIETEHIUSIMHU MOIb30BaTENs;

— OIIPEZEIeHNE HEAOCTAIOINX KOMIETCHIMH (A7 BBITIOJTHEHMS 3a-
JIaYm/TIPOEKTa, MOJMYYEHHs JOJKHOCTH U T.I1.);
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— IIOMCK MOJIXOMAIINX UCTIONHUTENECH IS 3a1a4/TIPOEKTOB 110 3a/1aH-
HBIM KOMIIETEHIMSIM, HEOOXOJUMBIM /TSI BBITIOJTHEHHS IIPOEKTa;

— CO3JaHUE PAHXXHUPOBAHHBIX CIIMCKOB COTPYAHHUKOB, MOAXOIAIINX
JUIS BBIIIOJTHCHU ST 3a11aqH/HpoeKTa;

— IIepHOoIMUecKas IepeolieHKa KOMIIETEHIIMH HA3HAYCHHOTO Ha KOH-
KPETHYIO JIOJDKHOCTD COTPYTHHKA;

— OTCIIS)KUBaHUE TPO(PECCHOHATIBHOTO PAa3BUTHs COTpYAHHMKA (IO
M3MEHEHHSIM MMEIOIINXCSI KOMITETCHINH, 0TOOPaXCHHBIX B CUCTEME).

HernnmuHpIMH ClIEHApUSIMH HUCTIONIB30BAHUS (YHUKAIBHBIE JUTS KaXK-
JIOM OTJENTbHOM CHCTEMBI), pACCMOTPEHBI OoJiee MOAPOOHO:

— opMupOBaHKE MEPCOHATN3NPOBAHHOTO TUIAHA MPOQECCHOHATIBEHOTO
pa3BUTHSA IOJIB30BATEN. B TaHHOM CIIEHapHH HCIONB30BaHMUS ITOIb30BaTEIb
TIOJTy94aeT PEKOMEHJAIMH 10 COBEPIICHCTBOBAHHIO CBOMX KOMITETEHIINH;

—noncK uHGOpMAIH 151 CMEHBI IPOQIIs paboThl WK MPOIBIIKE-
HUS 10 KapbepHOW secTHuuE. [lonb3oBaTens MMEET TEKYLIMM CIHUCOK C
YPOBHEM €r0 KOMIETEHIIMH U PEUTUHT JOJKHOCTEN B KOMIIAHUM, pPa3HULA B
TpeOyeMbIX KOMIIETCHIMAX C KOTOPHIMH MUHHMMaibHas. M3 sToro crucka
OH MOXET BI)I6paTI) HHTEPECYIOUIYIO €0 IO0JDKHOCTh U IMOJYUYUTH CIIMCOK
HaBBIKOB/KOMIIETEHIINH, KOTOpBIE €My HEOOXOIMMO Pa3BHTh;

— oHyaiiH-00y4eHre. B 1aHHOM CIieHapuH WCIIOJIB30BaHMS IOJIB30-
BaTelb MMEET IOCTYNl K pa3jIMuYHBIM O0Y4YalollMM MaTepuainaM (KHHIH,
JJIEKTPOHHBIE JKypHAJbI, CTaThbH, ayJHo ¥ BHIEO MaTephajbl, BEOHMHAPHI,
COBETHI NMPO(eCcCHOHATIOB U TaK Jajee), a TAKXKE MEeTojaM KOHTpos (pas-
JWYHBIE TECTHI), YTO IMO3BOJIUT €My Pa3BHBATh KOMIIETCHIMH B COOTBET-
CTBHH €O c(hOPMHPOBAHHBIM NEPCOHATM3UPOBAHHBIM IUIAHOM Tpodeccro-
HaJIFHOTO PAa3BHUTHSL, a TAK)KE OTCIEKHUBATH CBOH IPOTPECC;

— TIONCK COTPYZIHMKA MO KOMITETEHIMSIM C YUETOM 00S3aTENbHBIX H Ke-
JaeMbIX TpeOoBaHMH. J[pyrMMuU CIIOBaMH, MOUCK JO/DKEH ObITh rHOkmM. OH
JIOJDKEH TI03BOJISATH TIOJIb30BATENIO YKA3bIBaTh, KAKHE M3 MCKOMBIX KOMIICTCH-
U SIBIISTFOTCSL 00s13aTEIbHBIMH, & KaKUe ONITMOHATLHBIMU. J[aHHBIN crieHapuit
WCTIONB30BaHMS SIBJISIETCSI JIOCTATOYHO DPAcIpOCTPaHEHHBIM, TaK KaKk BechMa
CJIOKHO HalTH MCTIONHUTEIS, Yeld Habop KOMITETEHIMI aOCOMIOTHO TOYHO CO-
OTBETCTBYET KOMITIETEHIIMSIM, HEOOXOAMMBIM JIJIsI BBITIOTHEHHS 3a]1a4H;

—TIOMCK TIOXOXKEW KoMmeTeHIMH. B ciyuae, ecim anst pa3BuUTHA
KOMITETEHIIMH HE HAIUIOCh TOXOJSIIUX PECYPCOB — 3KCIEPTOB MM 00BEK-
TOB M3YYEHHsI, — TO IOHCK IPOAOJDKACTCS 10 MOX0XKUM KOMITETCHIUSM U
CBSI3aHHBIM C HUIMH pecypcam.

— pacmpeaencHne KaapoBbIX PECYpCcOB B 3aBUCUMOCTH OT THMNA 3a-
Jlady: Ha3Ha4yeHUE OJTHOTO YeJIOBEeKa Ha OJHY 3a/auy; Ha3HAaueHHE HECKOJb-
KHMX 4YEJIOBEK Ha OHY 3a/ady; Ha3HAaUeHHE HECKOJBbKHUX 3a7ad Ha OIHOTO
yenoBeka. HeoOX0MMOCTh B TAaKOM CILIEHAPUH HCIOJIB30BaHUS IPOJUKTO-
BaHA CJICOYIOUIMMH BBIABICHHBIMHA HIoaHcamu: (1) moiHOE coBmajeHne
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MEXIy KOMIETEHLIHUSIMH COTPYIHHKOB W KOMIICTEHIMSMH, TPeOyeMbIMU
JUISl BBITIOJTHEHUS 33Ja4ul, CIIydaeTcsi KpaifHe penko; (2) CyImecTBYIOT Takue
3aJ]a4M, Pe3yJbTaThl BBHIIIOJIHEHUS! KOTOPBIX BIUSIOT Ha Jpyrue 3aJadH, TO
€CTh BBIXO/IHBIC JIAHHBIE OJHOM 3a/laudl SIBISIOTCS BXOIHBIMH JUISI IPYTOM.
Taxue 3amaun Jiydiiie BCEro peuiats 0JHOMY 4esoBeky. U, HakoHell, cyie-
CTBYIOT 33/1a4H, TpeOyIoIue KOMaH/IHOH paboThI;

AHaNoOrnYHO Ha OCHOBAaHHMHM aHaM3a paboOT B OOJACTH YIpaBIICHUS
KOMITETCHIIMSIMU U BBISBIICHHBIX CIICHAPUEB MCIIOJIb30BAaHMS OBUTH BBIJEIIC-
HBI CJIEIYIOLIME OCHOBHBIE TPeOOBaHMS K CHCTEMaM YIpaBJICHUSI WHIMBU-
JQyaJIbHBIMA KOMIIETEHIUSIMHA ¥ KOMIIETCHIMSMH OpraHU3aluHy.

OCHOBHBIMH TPEOOBAaHMSIMH K CHCTEME YNPABICHUS KOMIICTCHIIWS-
MU SIBJSIFOTCS CIIEYIOIIHE:

— 0becneuugams 603MONCHOCHb YNPABIEHU UHPOpMayuel 0 Noib-
306amene. CructeMa JIoJbKHa oOecrieunBarh JH0o0aBlIeHHE, pellaKTHPOBAHUE,
yaaneHue oOmed WHpOpMamuu O MONb30BaTeNe, TAKOW Kak: JIMYHAs WH-
(opmanys, ClIMCOK MMEIOINXCSI KOMITETEHIINH;

— 0becneuugame xpanenue ciedyoujeli uHghopmayuu 0 noIb306ame-
Jis1X: TIpo(heCCHOHATIBbHBIE HABBIKH; MPOPECCHOHANIBHBIA YPOBEHb BIIaICHUS
HaBBIKAMH; HaBBIKH, KOTOpPbIE HEOOXOAWMO DPa3BHUTh; NPOHICHHBIE MHPO-
rpaMMbl MOBBILICHUS KBaJH(UKAINU; XapaKTEePUCTHKH KaK y4acTHHKa KO-
MaH[bl; pe3yJIbTaThl, JOCTUTHYTHIE Ha MPEABIIYIINX IPOCKTaX;

—Xpanums uHGOpMayuio 0 MUHUMATLHOM HabOpe KomnemeHyuil,
HeoOX00UMOM OJi4 KOHKPEemHOU OOJHCHOCMU, 3adauyu, pabouell 2pyn-
nel (cmanoapm unu mampuyy Komnemenyuii). Ha OCHOBaHMM JTaHHBIX
CTaH/IapTOB WM MaTpHIl CHCTeMa OyIeT MMETh BO3MOXXHOCTH BBISIBIATH
HaBBIKH, KOTOPbIE HEOOXOAMMO Pa3BUTh MOJIB30BATEINIO;

— XPanHums OnuUcanue KOMRemeHyutl U 3a0ay 05l GbINOJHEHUs 8 eOu-
HOU oHmonozuu. IT0 TpeOOBaHME SIBISIETCS NPEIIOCHUIKON K pean3aluu
(YHKINM TTOVCKA NCTIONHUTENICH Ha 3a1a4d. BrInomHeHne faHHoTro TpeboBa-
HHsl HEOOXOJMMO JJIsl TOTO, YTOOBI HE JOIYCTHTh CUTYAIMU NIPH TTOUCKE, KO-
IJla MO ABYyMs pa3sHbIMH TEPMUHAMH IO/IPa3yMEBACTCsl OJTHO MOHSTHE WIIH,
Hao000pOT, MO/ OAHUM TEPMHHOM MOAPA3yMEBAIOTCS Pa3JIMYHbIC TOHSITHSL;

— 0becnequsams 603MOACHOCHb NOUCKA NOOXOOAWUX UCHOTHUMENel
071 8bINONHEHUSL 3A0AY/NPOEKMO8 No Komnemenyusm. B cucreme nomkHa
OBITh peann3oBaHa (YHKIMS MOUCKA UCIIOJHUTEIIS Ha 3a/a4dy 110 33JaHHBIM
nmapaMmeTpam (HampuMep, MOUCK COTPYIHMKA, UMEIOIIEro 3adaHHBIA Habop
KOMITETCHIINH C ONpEAEICHHBIM YPOBHEM IMPOQPECCHOHATIBHOTO BIIAJICHHUS;
MIOUCK COTPYAHMKA, Yel NpOo(ecCHOHAIBHBIN YPOBEHb BIAJCHHS KOHKPET-
HOM KOMIIETEHIMEH HAMBBICIINI; WM MOUCK HE OAHOT0. A HECKONBKHX
UCTIOJIHUTENIEH Ha OJIHY 3a/1ady, HaOOp 3a/1ay MIIH LEIbIH IPOEKT);

— Obecneyusamsv pazepanudenue 00CmMyna K uHpopmayuu 6 3a8uci-
Mocmu om npag noiv3oeameins 6 cucmeme. JlaHHoe TpeOOBaHUE SIBISIETCS
CTaHAApPTHBIM W O3HAa4aeT, YTO B CHUCTEME JOJDKHA OBITh peajn30BaHa
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(GYHKIMS pa3lesieHns TI0JIb30BaTeliei Ha TPYIbl U IPUCBOSHHSI UM OIIpe-
JEJICHHBIX MpaB JOCTyIa, HaNpUMeEp: TpyIIa aJMHHUCTPATOpPOB, TpyIa
UCIIONTHUTENEH, Tpynma paboTonateneld (pPyKOBOAMUTENEH MPOEKTOB, KOTO-
pble UIMEIOT IIpaBa Ha pa3MellIeHHe 3a1a4 JUTsl HCIIOJHUTENeH) 1 Tak Jajee.

K HECTAaHAAPTHBIM Tpe60BaHI/I$[M K CUCTEMC YIPaBJICHUSA KOMIICTCH-
LUSIMU MOYKHO OTHECTH CJISYIOIINE:

—onpedensams «npodenvly 8 KOMNemeHyusax noavb3oeamenei Ha oc-
HOBAHUU CMAHOAPMA UIU MAMPUybl KoMnemeHyuu (07 KOHKPEmHOU
oonocnocmu wau 3adayu). Peanuzanus naHHOro TpeOOBaHMS HEOOXO0qUMa
JUISL CUCTEM, IIEJIbI0 KOTOPBIX SIBJISIETCS HE TOJBKO OOBIYHBIN MOMCK MCIION-
HUTENEH Ha 3ajady, HO W CO3JaHWe BO3MOXXHOCTH ()OPMHPOBAHUS IEPCO-
HaJIN3UPOBAaHHBIX IUIAHOB PA3BUTHS MOJH30BATENs B MHTEPECYIOUIMX €ro
cdepe WK HANPaBICHUH ACATEIFHOCTH;

— hopmuposamsv nepCoHANUIUPOBAHHBII NIAH NPOPECCUOHATLHOLO
PAa3sumus NOab308amens i CHUCOK He0OX00UMbIX 071 9MO020 pecypcos Ois
CcoKpawenusa «npobenosy 6 e2o komnemenyuax. Jlannoe TpeboBaHUE TaK-
K€ B OCHOBHOM IPUMEHHMO K CHCTEMaM YNPAaBICHUS KOMIICTCHIMIMH,
IIPUOPHUTETOM KOTOPBIX SABIAETCS obecredeHre BO3MOKHOCTH MpodeccH-
OHAJIBHOT'O pa3BUTHUA IMOJIB30BATCIIA C IIOMOLIIBIO CPECACTB, KOTOPLIMU pac-
noJjiaraeT OpraHu3aius;

— NEPUOOUYECKU NEPeOYEHUBAMb KOMNEMEHYUU NOIb306amens U
OMCNeNHCUBAMb  NPOSPECcC UX NPOPECCUOHATbHO20 pa3gumus. J|aHHBIA
(YHKLMOHAT TIO3BOJIUT XPaHHUTh AKTyaIbHYE) MHOOPMALMIO O KOMIICTEH-
LUAX TOJIB30BATEINs, TAK KaK BCEra CYLIECTBYET BEPOSTHOCTH TOTO, YTO
MOJIB30BATENb yTPATWI KOMIIETCHIIMIO WM TPHOOpEN HOBYIO (HampHuMmep,
MTOJTE30BATENh KOTJa-TO 3HAJI pa3rOBOPHBIA HEMEIKHH S3bIK HA ypoBHE Bl,
HO HE HCIOJIb30BaJl €r0 B TEUCHHE JOJITOro MepHoia, Giaromaps demy 3a-
OBLJT MHOXECTBO CJIOB U YTpaTUil ypoBeHb B1);

— obecneuugams 803MONCHOCMYb UCKAMb KOMAHOY UU OMOETbHbIX
CReyuanucmos8 u3 GHewHell cpedvl Ol NPUBNIEYEHUs UX 8 OP2AHU3AYUIO.
JlanHoe TpeboBaHKeE aKTyabHO JUIsl CHCTEM, KOTOPBIE HalleleHbl HEe TOJIBKO
Ha CO3JaHMe KOMaH]| W3 MMEIOIIUXCS I0JIb30BaTeIel/COTPYIHUKOB, HO U
TIOVCKa HOBBIX PECYPCOB B Cllydae, €ClIi pacrojlaraeMble Kak-JIn0o He ynIo-
BJICTBOPSIIOT TPEOOBAHMSIM;

—noooepaicusamov cmanoapm IEEE RCD. Vicnionp3oBaHUE yxe To-
TOBOT'O ONHCAHUS KOMIICTCHIMI MO3BOJHUT OOJErYUTh BO3MOXKHOCTH MHTE-
rpaliy UMeroLIeiicss CUCTEMBI C APYTUMH CHCTEMaMH;

—Xpanums OHMONIO2UI0 KOMNEMeHYull emecnme ¢ ONUCAHUeM Ou3-
Hec-npoyecco8 U NOMOKO8 OAHHBIX KOMNAHuu. BBINOIHEHWE TaHHOTO
TpeOoBaHMs HEOOXOIUMO IS TOTO, YTOOBI UMETHh BO3MOKHOCTH CBSI3BI-
BaTh UX JPYT C APYTOM U OOJErduTh BBIABIEHHE KOMIIETEHIUH IMOJIb30-
Baress (CM. CIeNyIOIUi ITYHKT);
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— BLIAGNAMb KOMNEMeHYuu Noab308amens Ha OCHOBAHUU OusHec-
npoyeccos opeanuzayuu, a Maxdice GblNOIHEHHBIX PAHee NOAb308amenem
3a0au, ux cmeneHu ClLOHCHOCIU U WA208, NPEONPUHAMbIX NOb308aAMmeNeM
07151 ux @vinonHeHus. BrIIONHEHHE TaHHOTO TPeOOBaHHS MO3BOJIUT HAHOO-
Jiee TOYHO OLEHWBATh KOMIETEHIIMH MOJIb30BATENs U JACPIKATh 3TH OLICHKH
B aKTyaJIbHOM COCTOSIHHH;

— obecneuugams 803MONCHOCMb GbIAGNAMYb KIIOUesble KOMNemeHyuu
opeanuszayuu. Peanuzanyst JaHHOTO TpeOOBaHMS HeoOXoamMma Uit TOTO,
4TOOBI OpraHU3alMs MOTJIa TIOHSITh CBOU CHIIBHBIE M clla0ble CTOPOHBI M Ha
OCHOBE 3TOW MH(OPMAIMH CO31aBaTh IUIAHBI CTPATErMYECKOT0 Pa3BUTHSI.

4. KonnenryajibHasi MOJeJdb CHCTEMBbI YNPAaBJEHHS] KOMIIETeH-
HUSIMH YYAaCTHHKOB JKCNEPTHOI ceTH. Ha OCHOBE BBISIBICHHBIX CLIEHAPH-
€B MCIIOJIb30BAaHUS U TPeOOBaHUI K aBTOMATH3ALMH IIPOIIecca MOUCKA IKC-
MIEPTOB B JKCIEPTHOW CETH JJIsI COBMECTHOTO PEIIeHUS] MMH 3ajad Oblia
pa3paboTaHa KOHLENTYaJIbHAS MOJAEIb CHCTEMBI YIIPABICHUS KOMIICTSHIIH-
SIMU B DKCIIEPTHOM CeTH, Npe/cTaBlIeHHas Ha pucyHke 1. OCHOBHBIMU CyIII-
HOCTSIMH JaHHOW KOHLICNITYaJIbHOW MOJENH SIBISIOTCS: YYaCTHUK JKCIIEPT-
HOW CeTH, KOMIIETEHIIUS, KOMIIETEHTHOCTh, IIPOEKT, 33J][a4a U KOHTEKCT.

PaccMoTpHM Kaxayro U3 CYIIHOCTEH Oojiee IeTanbHo.

Yuacmuuk sxcnepmuoii cemu npencraiseT co00l Kak OTAEIBHOTO
yenmoBeka (dKCIepTa), TaK M LENYI0 IKCHEePTHYIO Tpymmy (pesuaeHra). Y
Ka)JIOT'0 Y4aCTHHKA €CTh MPOQHIIb, KOTOPBIH MPEACTABISET COO00H MOENb
YYacTHHKA B 3KCIEPTHOH CETH U COJNCPXKUT: JUYHYI MH(POPMAILHUIO, KOH-
TEKCT U UMEIOLIHECs] KOMITETCHIIHH.

Komnemenyus sBISETCS COBOKYITHOCTBIO 3HAHHMH, HABBIKOB, KOMMY-
HUKATUBHBIX CIIOCOOHOCTEH B ONpENEICHHOM KOHTEKCTE M XapaKTepu3yeT-
Csl ypPOBHEM ITPO(ECCHOHAIBHOTO BIaJCHNS] YHaCTHUKOM 3KCIEPTHOM CETH.
Ee Hammume MoXeT OBITh TOATBEPXKICHO CBUIETEIbCTBOM. IIpum 3ToM
Ha0Op KOMIIETEHIINH OIPEAEIICT KOMNEMeHMHOCMb, KOTOpasl TaKKe MO-
KeT OBbITh MOJTBEPIK/ICHA CBH/ICTEILCTBOM.

3a0aua wMeer cBolf Mpo¢MIb, KOTOPBIH TNpeACTaBiIsIeT coOOH ee
OIMCAaHHUE U CIUCOK TPEOYEeMBIX KOMIIETEHIMH, HEOOXOMUMBIX JJIsl €¢ BbI-
noiHeHus. TpeOyeMble KOMIIETEHIIMK MOTYT OBITh pa3ieieHbl Ha JIBE KaTe-
ropuu: o0s3aTenbHbIe U kenaeMble. O0s3aTenbHbIe KOMIIETEHIIMT — 3TO T€
KOMITETEHIINY, 0€3 KOTOPBIX BBHIIIOJHEHHE 337a4H He NPEICTaBIISeTCs] BO3-
MOXHBIM. JKeslaemble, B CBOIO OUepellb, SBJAIOTCS ONIMOHATIBHBIM CIIUCKOM
KOMITETEHIIMH JJIs1 TaHHOW 3aja4d. JTO O3HAYaeT, YTO NPH HAIMYHH BCEX
00s13aTeIbHBIX KOMIIETEHINH, HalIn4ue KOMIIETEHIIMI U3 CIINCKA JKeJIaeMBbIX
CO3/JIacT INPETEHAEHTY Ha BBHINOJHEHUE 33/1a4l KOHKYPEHTHOE IpenMylie-
CTBO. 3ajaya XapakTepu3yeTcsi KOHTEKCTOM U B 3aBHCUMOCTH OT TeKyILEeH
CHUTYaIlH B 3KCIIEPTHOM CETH MOKET UMETh Pa3JIMUHbII CIHCOK TPeOyeMBIX
U KeTaTeIbHBIX KOMIIETEHINH 171 ee BhlnoaHeHus . COBOKYIHOCTD 3ajiad,
OOBCIMHCHHBIX OOIEH TEMATHKOH, TMPEACTaBIsieT Cco0OW  npoexm.
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Konmexcm. CaM TepMHH KOHTEKCT HIMEET MHOKECTBO OTIPEETICHUI.
CornacHo pabote [20], caMbIM pacnpOCTpaHEHHBIM M3 HUX SBISIETCS Clle-
YOI KOHTEKCT — 3TO JF00as MHQPOpMAaIusi, KOTOpas MOXKeT OBITh UC-
MIOJIb30BaHa IS ONHCAHMSI COCTOSIHMA cymHocTu. Ilpm 3ToM cymecTByer
MHOKECTBO Pa3INUHBIX KIacCH(UKANNi KOHTEKCTa, KaXaast U3 HUX HMEET
CBOU IpEUMYIIECTBA U HEAOCTATKH, OAHAKO HU OAHA W3 HUX HC MOXKCT B
MOJTHOM Mepe yIOBJICTBOPHTH BCEM TPEOOBAHHSM, IPEABABICHHBIM K CH-
CTEeMe ITOUCKA HKCIIEPTOB B IKCIEPTHBIX CETSIX.

CortacHo paboTe [5], KOHTEKCT pa3NeNaeTCsl Ha CIACIYIOIINE KIIACChI:

— IIPOCTPAHCTBEHHO-BPEMEHHOM KOHTEKCT — OIUCHIBAET Pa3In4HbIC
aCIIeKTHI, CBSI3aHHBIC C TIPOCTPAHCTBOM U BpeMeHeM. Britouaer B cebs Ta-
KHe aTpUOyTHI, KaK BPEMsI, MECTOIIOJIOKEHHUE, CKOPOCTh, COLIMANIBHYIO Ce-
Py ¥ Tak nainee;

—KOHTEKCT OKPYXEHHUsS] — OIHCBIBAET CYIIHOCTH, KOTOpPBIE OKpY-
JKafOT TI0JIb30BATENS], & IMEHHO: CEPBHUCHI, TEMIIEPATYPY, CBET, BIAXKHOCTD U
TaK JlaJee;

— MHIUBUAYaIbHBIH KOHTEKCT — OIHCHIBACT (PH3MUECKOE COCTOSTHHE
nojb30BaTens (IIyJibC, OABICHUE, BEC, LBET BOJIOC, HACTPOCHHUE, MPEITO-
YTEHUS | T.1.);

—KOHTEKCT 3aJauyll — OIMCHIBACT 3aJady, KOTOPYH HEoOX0aAnMOo
BBITIOJIHUTD ITOJIB30BATCIIIO,

— COLIMAJIbHBI KOHTEKCT — COJIEPXKUT MH(OPMAIMIO O COLMAILHON
cepe 1MoIb30BATENSL, TO €CTh COCENSX, IPY3bsIX, KOJUIErax M POJICTBEHHHUKAX,
a TaKKe MH(POPMALUIO O COLMAJIBHON POJIM MOJIB30BATElls, HapUMEp, Kak
HavyaJbHUKA WM MCTIOHUTEA, CTYICHTa WM TIPEToiaBaTelisl ¥ TaK JlaJiee.

OCHOBBIBasACh Ha JaHHOW KiacCH(UKAIMK OBUTH BBIAEIECHBI OCHOB-
HBIE CYITHOCTH KJIaCCH(HKALMN KOHTEKCTa IKCIIEPTHON CeTH (PUCYHOK 2):

— KOHTEKCT Y4YacTHHKa OKCIEPTHOW CETH: IPOCTPAHCTBEHHO-
BPEMEHHOW KOHTEKCT, HHINBHUIYAIbHBIH KOHTEKCT, KOHTEKCT OKPY)KEHHS U
COITMAJIbHBIA KOHTEKCT;

— KOHTEKCT AaKTWBa: IPOCTPAHCTBEHHO-BPEMEHHOM KOHTEKCT H
KOHTEKCT HH(OpMaIUH;

— KOHTEKCT MPOEKTa U 33/1a4yu: MPOCTPaHCTBEHHO-BPEMEHHOW KOH-
TEKCT ¥ KOHTEKCT UH(OpMaLIUH.

Konmexem yuacmuuxa (3xcnepmuoui cemu) NEMATCS Ha IBE KaTCTOPHU:
KOHTEKCT JKCIepTa M KOHTEKCT pe3ujieHTa. KOHTeKCT sKcnepra BKIIIOYAeT B
cebs1 mHpopManuio 00 ero MeCTONOJIOKEHUN B (DU3MYECKOM IPOCTPAHCTBE,
craryce (IOCTYIEH WM HEe IOCTYIEH Ul paboThl), chepe JTNIHBIX HHTEPECOB,
YCTPOMCTBE NocTyTa (HalpuMep, KOMIIBIOTEp WM Tele(OH), a TAKXKE €ro Poilb
B CHCTEMe, OIpe/ielsieMyo IpaBaMu A0cTymna. KOHTeKCT pesuieHTa BKIFoYaeT
B ce0st Te e aTpruOyTHI, KpoMe chephl HHTEpecoB. BMecTo 3Toro st pe3uacH-
Ta MOXKHO OIpenenuTh cepy AesTeabHOCTH. Kpome TOro, pe3suaeHT MOXKeT
BJIA/ICTh aKTHBAMH, O KOTOPBIX OyZIET CKa3aHO Jajee.
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Konmexem yuacmuuxa (3xcnepmmuoui cemu) NEMATCS Ha TBE KaTCTOPHU:
KOHTEKCT JKCIEPTa M KOHTEKCT pe3ujeHTa. KOHTEKCT dKcmepra BKIFOYACT B
cebs1 MHpopManuio 00 €ro MeCTONOJIOKEHHN B (DU3MYECKOM IPOCTPAHCTBE,
craTyce (IOCTYIIeH WM He JOCTYIIeH IS paboThl), chepe IMIHBIX HHTEPECOB,
YCTPOKCTBE J0cTyMa (HAalpuMep, KOMIIBIOTEp WM Tee(OH), a TAKXKE €ro Poib
B CHCTEME, ONPEe/IeIIEMYO MpaBaMu A0CTyma. KOHTEKCT pe3ueHTa BKIFOYaeT
B ceDs1 Te ke aTpuOyThI, KpoMe cepbl HHTepecoB. Bmecto aToro st pesuieH-
Ta MOXKHO OMpPEAENHTh chepy AesTenbHOCTH. KpoMe TOro, pe3suaeHT MOXKET
BJIaJIETh aKTHBAMH, O KOTOPBIX OYJIET CKa3aHo Jajee.

Konmexcm axmuea npencTaBiseT co00 onmcaHWe MaTepHAIBHBIX
WM HEMaTepUalbHBIX PECYpPCOB PE3UICHTA. B maHHOM cityuae MaTepuaib-
HBIC aKTHBBI BKJIIOYAIOT B ceOsl MMpeAMETHl Tpy/Ja, 3/1aHWs, TPAHCIIOPTHHIC
CPEACTBa M Tak Jajee, a HeMaTepHalbHbIE aKTUBbI IPEICTABICHBI MHTEII-
JIEKTyaJbHBIM KalMTallOM, TO €CTh JKCIIEpPTaMH M HMX KOMIIETCHIMSIMH, a
TaKKe cepTuduKaramMyu, TOATBEPKIAIOIINMH HAIMYHe KoMIleTeHIuid. Kon-
TEKCT WHTEIJICKTYaJIbHOI'O aKTHBA MOXET UMETh aTpHOYT «00JIacTh Ipume-
HeHus». Hampumep, y4acTHHUK 3KCIIEPTHOM CETH, KOTOPBIH MMEET KOMIIe-
TEHILUIO «IIEPEBOJI TEKCTOB C AHMIMICKOTO SI3bIKa», MOXET IEPEBOJHUTH
TOJIBKO TEXHUYECKHE TEKCTHI B 00JIacTH MH()OPMALMOHHBIX TEXHOJOTHH, a
3HAYUT, OOJIACTHIO NMPHUMEHEHUs! OyAeT «HUH()OPMALUOHHBIE TEXHOJIOTHI.
KoHTeKkCT cBuaeTenbCTBa BKIIOYAET B ce0sl OMHMCaHWE BPEMEHHM M MECTa
BBIJIau JaHHOTO CBHJETENHCTBA. UTO KacaeTcsi MaTepualibHOrO aKTHBA, TO
OH MOJKET OBITh ONMCAaH TaKUMH aTpUOyTaMH, KaK CTOMMOCTh HCIIOJIb30Ba-
HUSI, MECTOTIOJIO’KEHHE, BPEMSI HCIIOJIb30BaHuUs (3UMa, JIETO U T.1.).

Konmexcm npoexma Hapsimy C KOHMEKCMOM 3a0ayu TIPEACTABISAET
co0oil onucanue 00JIaCTH MX NPUMEHEHHUs (Hanpumep, WHPOpMalMOHHbIE
TEXHOJIOTHH, JIa3€pHBIC TEXHOJIOTHH, MHIIEBAsl MPOMBIIUICHHOCTh U T.II.), a
TaKKe JIaTy Havaia ¥ OKOHYAHHUS MX BBITOJTHEHUSL.

5. Ouenxa 3¢dexTuBHocTH. [ oneHkH 3()(EKTHBHOCTH Tpen-
JIOKEHHOM KOHHCHTyaHBHOﬁ MOJECIIN CUCTEMBI YIIPABJICHUSA KOMIICTCHIUA-
MU OBbITa paccCMOTpEHa 3a/ada IOMCKa TPYHIIBI SKCHEPTOB C TPeOyeMbIM
HabOpOM KOMITETEHIIUI C HCIIOJIb30BAaHHEM OOBIYHON M MPEHSIOKEHHOH B
CTaThe CHCTEMBI yIpaBJIEeHUs KoMIeTeHIusIMU. Kputepruem orieHkn sddek-
TUBHOCTHU SIBJISETCSA CHIDKCHHE BPEMEHHM IOHCKa TPYMIBI KCIEPTOB IPU
WCIIOJIb30BAHUHN TPEJIOKEHHON CHCTEMbI 10 CpaBHEHHUIO ¢ oObIyHOW. Ta-
KuM o0pa3omM, nokaszareneM 3(Q(GEeKTUBHOCTH B paccMaTpHBaeMOW 3ajaue
OyzieT BpeMsi IOUCKA IrPYTIITBI 3KCIIEPTOB.

OKcnepTHasi CeTh MPEACTAaBICHA B BHJEC MHOXKECTBA KOMIICTEHIIWH,
KOTOPBIMH 00JIa1al0T SKCIIEPTHI WM PE3UCHTHI CETH:

Network = (c, ,cz,...,c,\,),
rae N — KOJIMYECTBO KOMIIETEHIUI B 9KCIIEPTHON CETH.

SPIIRAS Proceedings. 2018. Issue 4(59). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 183
www.proceedings.spiiras.nw.ru



WMCKYCCTBEHHbLIV UHTENNEKT, MHXXEHEPWA JAHHBIX 1 3HAHUIN

Ka)K}Iaﬂ 3aJa4da, nmocrynaromas g peliCHUsS B 3KCICPTHYIO CCTh,
OIIMCBIBACTCHA B CICAYIONIEM BUAC:

Task = (Cl,cz,.-.,CM ),

rae M — KOIMYecTBO KOMITETEHIINH, KOTOPBIMH JJOJDKHA 00J1a/IaTh TPyIIIa
SKCIIEPTOB sl pemreHus 3amaun. OOImiee KOJIMIeCTBO KOMIIETCHIINH B CH-
cTeMe Bceraa OyieT CiilbHO OOITbIIe, YeM HaOOp KOMITETCHIINH, TpeOyeMBbIit
JUTS pelIeHus 3aaa4u, mostomy N >> M.

Ha pucynkax 3 u 4 moka3zaH MmpoLecc MoMcKa SKCIEPTOB U PE3UACH-
TOB B CHCTEME YIIPaBIICHUS KOMIIETCHIMSAMH s 3amadu. Ha pucynke 3
WCIIOJIB3YETCS CUCTEMa YIPABJICHHUST KOMIIETCHIIMSAMH 0€3 ydeTa KOHTEKCTa,
a Ha pucyHke 4  wucmomp3yercs  paspa0OTaHHas  KOHTEKCTHO-
OpHEHTHPOBAaHHASA CHCTEMa YIIPaBICHHS KOMIIETCHIHAMH. B 1mepBoM ciry-
yae HEOOXOIUMO TepedpaTh BCEX IKCIEPTOB, 3aPETUCTPHUPOBAHHBIX B CH-
CTeMe yIpaBJICHUS KOMIICTCHIUSMH, B TO BpPeMs KaK BO BTOPOM CIydae
paccMaTpUBAIOTCS TOJIBKO T€ SKCIEPTHI U PE3UICHTHI, KOTOPHIE COOTBET-
CTBYIOT KOHTEKCTY 3aaqu.

Oxcnept / pesunent [

L Okcnepr / pe3usieHT 3

1

CuHcTeMa yTIpaBIeHHs!
KOMIIETEHIHAMH

Puc. 3. Beibop aKcriepToB [UIsl 3a71a4H ¢ C UCTIOJIb30BAHUEM CUCTEMBI YIIPABICHUS
KOMIIETCHLIUAMHU 0e3 yueTa KOHTEKCTa
Bpemst noucka Ipymmsl 5KCIEpTOB / PE3UIEHTOB AN 3aJaud C;, B

o0IIeM cllydae B CHCTEME YIIPaBICHHUS KOMIICTCHIMSIMU 0€3 UCIOIh30BAHUS
KOHTEKCTa OyNeT CKJIaIbpIBaThCSI U3 BPEMCHHU, 3aTPAYCHHOrO Ha mepedop
BCEX AKCIIEPTOB U PE3UICHTOB!

rae !, — BpeMs, 3aTpayMBacMoe Ha MPOBEPKY COOTBETCTBUS KOMITETEHIIHIT
sKcmepra [ A 3ajadM ¢, , a £ — KOIMYecTBO 3aperucTpHPOBAaHHBIX
9KCIIEPTOB / PE3UICHTOR.
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Dkcnept / pe3ujieHt 1

ta

OKenepT / pe3suieHT 3

KonTekc THO-OPHEHTHPOBAHHAA
CHCTEMa YIIpaBJICHHA
KOMIICTCHLIUAMH

Dkcernept / pesugent E

Puc. 4. BI)I60p OKCIEPTOB AJIA 3a1a4U Cj € UCTIOJIb30BAHUEM KOHTEKCTHO-
OpHCHTHpoBaHHOﬁ CHUCTEMBI YIIPAaBJICHUA KOMIIETCHIUAMU

B ciriydae ucnosb30BaHNA KOHTEKCTHO-OPHEHTUPOBAHHOMN CHCTEMBI
yIpaBJIEHUs] 3HAHUSIMUA BPEMsI TPYIIIBI SKCIIEPTOB / PE3UACHTOB JUIs 3a1a-

k
an C, (T k) B 0o0mem cimydae OyAeT CKIaAbIBaTHCS M3 BPeMEHH (HOpMU-
POBaHUS TPYIIBI KCIEPTOB / PE3UIEHTOB, MOAXOISAIINX C yYETOM KOH-
TeKcTa ({,) U BpEMEeHH, 3aTPayeHHOT0 Ha Nepedop BceX 3KCIEPTOB U pe-

3UJCHTOB U3 3TOM IPYMNIIbL:
g
L
T' =t,+ Zti,
i=1

rne k — HoMep paccMaTpUBaeMOW 3alaud, !, — BpeMs, 3aTpaudBaeMoe
Ha TMPOBEPKY COOTBETCTBUS KOMIICTEHLMH SKCrepTa i Il 3ajadd C,
f, — BpeMeHH (OPMHUPOBAHUA IPYIIBI 3KCIEPTOB / PE3UIEHTOB, MOIXO-

ISIIUX C YIETOM KOHTEKCTa, @ £’ — KOIMYECTBO IKCIICPTOB / PE3UICHTOB,
HNOAXOMAAIIUX JJIs PEIIEHNUs 3a1a4d C;, C Y4eTOM KOHTEKCTa.

B oOmiem ciydae CyiiecTByeT CHUTyalus, mpu kotopoit E=F |
TOr1a BpEeMs IMOMCKa I'pyHIIbl 9KCIICPTOB 683 HUCIIOJIB30BAaHHS KOHTCKCTA B
CHCTEeME yMpaBlICHUs KOMICTCHIUSIMH OyneT MEeHbIe, YeM C HCIOJb30-
BaHHEM KOHTeKcTa. Takas CHUTyalusi MOXKET BO3HHKHYTH B TOM Cllydae,
Korga IJjid pelueHusd 3aJavdu Ck HeO6XO}]I/IMO IMPUBJICYECHUE BCEX JOCTYII-

HBIX 9KCIEPTOB / PE3UICHTOB. B peanbHOil )XHU3HH Takas CUTyalus Mao-
BeposiTHa, 1 E* << E .

Ha pucynke 5 moka3aHbl rpadUKd 3aBUCHMOCTEH BPEMEHHM IIOUCKa
TPYIIbBI SKCIIEPTOB IS PEIICHHS 3aJa49d OT KOJIMYECTBA JOCTYMHBIX JKC-
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IEPTOB / PE3NACHTOB C UCIIOJIB30BAHUEM U 0e3 UCIOJB30BaHUsI KOHTEKCTA B
CHUCTEME YIIPABJICHUA KOMIIECTCHIHUAMU. HpI/I MOCTPOCHUHU JJId HAIJIAAHOCTH
OBLIO CACJIaHO JONYIICHUE, YTO BpEMs, 3aTpauyuBacMOC Ha 0T60p KaXXa0ro
H3 3KCIICPTOB, OJUHAKOBOC U PAaBHO Zcpa TOTrAa BPpEMs IMMOUCKA I'PYMIbLI 9KC-
IEPTOB / PE3UACHTOB IJIA 3a1a4u C 0e3 KCIONIB30BaHUS KOHTEKCTA B CH-

cTeMe yIpaBieHHs KoMrneTeHIusIMu 1 OyeT paBHO:

T=t,E.
Kiraccuueckas cucrema
T A
T=Et, \%;
to+Etg, T=to+Et, \\
_______________ q
: : TIpennoxeHHas cHcTeMa
| |
I 1
1 1
1
I 1
1 1
o : :
1 1
1 I
I 1
1 1
I I
I | >
0 i Ly -
o TE E(E)

<p
Puc. 5. 3aBucumocts BPEMCHU NOMCKA I'PYIIIbI SKCOEPTOB JJIA PpCHICHU 3aJa4Uu OT
KOJIMYECTBA JOCTYITHBIX JKCIIEPTOB /peSI/I)IeHTOB C MCITOJIb30BAaHUEM U 0€3
HCHOJIb30BaHUSI KOHTCKCTA B CUCTEME YIIPABJICHHUA KOMIICTCHIUAMU

B ciydae ucnonb30BaHUS KOHTEKCTHO-OPUEHTHUPOBAHHOM CHUCTEMBI
yIpaBJICHUs] KOMIIETSHIMAME IS 3a7a4u ¢, OyzneTr chopMupoBaHa IpyIina

u3 £’ okcrepToB / pe3niieHTOB 3a BpeMsl f;, W JainbHeHmmit otoop Oyner

OCYILECTBIISTHCS U3 SKCIEPTOB / PE3UIACHTOB STOU TPyl [Ipruem:
.
EDJ]

rac E — 3T0 KOIUYECTBO OKCIICPTOB, YYAaCTBYIOIUX B PCHICHHUU 3aJayqu.
Hpnqu, Y€M TOYHCC KOHTCKCT OIIMCBIBACT TCKYINYIO CUTyallul0, TEM
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Mmenblie Oyaer BennunHa E . Torma mis £ <E Bpemsi B3aMMOJCUCTBHS
YYaCTHHKOB C HCIOJIh30BAHUEM KOHTCKCTA B CHCTEMBI YIIPABIICHHS 3HAHU-
sIMU OyIeT OnpeaesAThCs Mo GopMmyJie:

T:tO +E’tcp’

amis N > E, o opmyie:

T =ty+,.

6. 3axaouenue. B cratbe npencrasieH 0030p CyIIECTBYIOIMINX CH-
CTEM YIPaBJICHHUS KOMIETECHIUSMH B PA3IMYHBIX NPEIMETHBIX 00JacTsX,
BBISIBJICHBI OCHOBHBIE CIIEHAPUH MX HCIOJIB30BAHUS U C(HOPMUPOBAHBI TpE-
0oBaHUS IJIs KJacca CUCTEM YIPABJIEHUS] KOMIETCHIMSIMH, OPHEHTHPOBAH-
HBIX Ha aBTOMATH3aIHMIO TPOIEcca ITOUCKA IPYIIIBI 3KCIEPTOB JUIS PEIICHHS
UMU TocTaBleHHOH 3amaun. CdopmyaupoBaHHbIE TPEOOBaHUS MO3BOJIIIOT
peanu3oBaTh JaHHBIE CLEHApUH, YTO CBHUJIETENBCTBYET O JOCTaTOYHOCTH
OIIPE/ICNICHHOT0 B CTaThe Habopa TpeOOBaHMU Ul paccMaTpUBAEMOro
kjacca cucreM. CaMbIMH paclpOCTPaHEHHBIMH CLIEHApUSIMH HCIOIb30Ba-
HUSL CHCTEM YIIpaBJIECHUs] KOMIIETCHLUSAMH SBIAIOTCS CIEAYIOLIME: MMOUCK
HEOOXOJMMOTO COTPY/IHHKA; BBISBICHHE KOMIIETCHIMH OpraHW3allNy;
OLIEHKa HMMEIOIUXCS WHIUBHIYaIbHBIX KOMIIETEHIMI; BBIIBICHHUE HEIO-
CTAIOIUX MHIUBUIYAIbHBIX KOMIIETCHINH; TOCTPOCHUE UHIUBUAYATbHOIO
IUTaHa Pa3BUTHUS COTPYAHUKA; BBIIBICHHE TPeOyEeMBIX HHIMBHIYaTbHBIX
KOMITETCHIINI; ONMCaHue KOMIETCHIIMI COTPYAHUKA M 3a/1a4 OPTaHU3aLIH,
WCIIONIB3YyS €AMHYIO0 TEPMHUHOJIOTHIO M Tak jaayiee. Ha ocHOBE BBIABICHHBIX
TpeboBaHH OblIa pa3paboTaHa KOHIENTyalbHash MOZAENb CHCTEMBI KOH-
TEKCTHO-OPUEHTUPOBAHHOTO YNPABICHUS 3HAHUSMH B 3KCIEPTHBIX CETSX,
KOTOpasi 00BEMHSACT BBIABICHHBIC MOJOKUTEIBHBIE ACTIEKTHl PACCMOTPEH-
HBIX paHee mojelneil. OCHOBHBIMH OTIMYMSAMH Pa3padOTaHHON MOJIENH SIB-
JSFOTCA: MOAJEPIKKa TpeOyeMBbIX U JKeNaTeNbHBIX KOMIICTEHLUH MpU OIH-
CaHUM 3a7]a4M U y4YeT TEeKyIlell CUTyalluu B 3KCIIEPTHOH CETH C UCIOIb30-
BaHHMEM NPEIOKEHHOW Kiaccu(UKaluy BUIOB KOHTekcra. Ilpu sTom B
paMKax pa3pabOTaHHOM KiIacCU(pUKAIUKM BHIOB KOHTEKCTa paboTe pasiu-
YyaeTcss KOHTEKCT Y4aCTHMKA, KOHTEKCT aKTHBAa M KOHTEKCT MpOEeKTa s
(dopManmzanyy TeKyuield CUTyaluu B SKCIEpTHOH cetu. st oueHku 3¢-
(DEeKTHBHOCTH TPEJIOKESHHON KOHIENTYAIEHONH MOJIETH CUCTEMBI yITpaBJie-
HUSI KOMITETEHIMSMH OBITa PacCMOTpPEHa 3aada ITONCKa TPyl SKCIIEPTOB
¢ TpeOyeMbIM HaOOpOM KOMIETCHLHMH C HCIOJIb30BAHUEM IIPEUIOKECHHON
KOHTEKCTHO-OPHEHTHPOBAHHON CHUCTEMBI YIPABICHNUS KOMIECTCHIMSMA U C
HCIIOJIb30BAHUEM CHCTEMbI YIPABICHHS KOMIIETCHIMSIMU 0€3 HMCIOIb30Ba-
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HUS KOHTEKCTa. AHAJIU3 TI0Ka3aJl, YTO IPH HEOOJIBIIOM KOJIMYECTBE IKCIIEp-
TOB B CHCTEME YIPABJICHUSA KOMIIETCHIMAMHU 3 (HeKkTuBHA OyaeT Kiaccude-
CKasl CHCTEMa, HO C POCTOM KOJIMYECTBA IKCIIEPTOB MpEAI0KEHHAs! CHCTEMA
MTOKA3bIBAET Jy4IINE PE3YIIbTATHI.

B kauectBe nanbHelimei paboTel B JaHHOH 00JIacTH aBTOpaMH Iijia-
HHUpyeTcs pa3paboTKa apXUTEKTYpBl CHCTEMBI YIIPABICHUS KOMIETCHIUSIMHA
Ha OCHOBE BBLIBJICHHBIX TEXHOJOTHH WM pa3pabOTaHHOW KOHLENTYaJIbHOU
MOJIEIIH, a TAKKE €€ pean3alys U arpooarys.
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V.A. STEPANENKO, A.M. KASHEVNIK, A.V. GURTOV
CONTEXT-ORIENTED COMPETENCE MANAGEMENT IN
EXPERT NETWORKS

Stepanenko V.A., Kashevnik A.M., Gurtov A.V. Context-Oriented Competence Management
in Expert Networks.

Abstract. Nowadays it is highly important for any organization to manage its resources
effectively because of an unstable economy. There are two main resources of an organization:
human resources and knowledge, which humans have. One of the ways for knowledge
management is formalization of the competence management process by means of information
systems. The choice of system depends on future use cases and system requirements. The
purpose of this research is to analyze the competence management systems based on revealed
common use cases and requirements. The result of the paper is a list with revealed common use
cases and requirements, which could be useful for developing a new competence management
system or for improving and modification an existing one. Based on the determined use cases
and requirements the reference model of context-oriented competence management system in
expert networks and context classification for current situation formalization have been
developed. Developed reference model is oriented to take into account the current situation in
the expert network. For this purposes a context model has been proposed that distinguishes
participant context, active context, and project context. For the reference model efficiency
estimation task for expert group search with needed competence set has been considered in the
paper. In case of small amount of experts in expert network the classical system shows the
better results but in case of large amount of experts the proposed system is better.

Keywords: competence management system, expert networks, competency, competence,
common use cases.
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Secujski M., Ostrogonac S., Suzi¢ S., Pekar D. Learning Prosodic Stress from Data in
Neural Network based Text-to-Speech Synthesis.

Abstract. Naturalness is one of the most important aspects of synthesized speech, and
state-of-the-art parametric speech synthesizers require training on large quantities of
annotated speech data to be able to convey prosodic elements such as pitch accent and
phrase boundary tone. The most frequently used framework for prosodic annotation of
speech in American English is Tones and Break Indices — ToBI, which has also been
adapted for use in a number of other languages. This paper presents certain deficiencies of
ToBI when applied in synthesis of speech in American English, which are related to the
absence of tags specifically intended to mark differences in the level of prosodic
stress (emphasis) related to a particular sentence constituent. The research presented in the
paper proposes the introduction of a set of tags intended for explicit modeling of the degree
of prosodic stress. Namely, a certain sentence constituent can be particularly emphasized,
when it is the intended focus of the utterance, or it can be de-emphasized, as is commonly
the case with phrases reporting direct speech or with comment clauses. Through several
listening tests it has been shown that learning such prosodic events from data has distinct
advantages over approaches attempting to exploit the existing ToBI tags to convey the
degree of emphasis in synthesized speech. Namely, speech synthesized by a neural network
trained on data tagged for the level of prosodic stress appears more natural, and the listeners
are more successful in locating the sentence constituent carrying prosodic stress.

Keywords: American English, prosodic stress, speech synthesis, ToBI.

1. Introduction. The quality of text-to-speech (TTS) synthesis
systems is generally rated in terms of the intelligibility and the naturalness
of the speech they produce. The intelligibility of synthesized speech is a
well-defined concept, which is also easily evaluated through measures
such as tests based on semantically unpredictable sentences (SUS) [1]. On
the other hand, naturalness is a less defined concept, but it has
nevertheless been widely used as a measure of TTS quality at events such
as Blizzard challenges [2, 3]. The perceived feeling of naturalness of
synthetic speech is based on a number of parameters that are difficult to
identify and enumerate, and consequently, listeners are unable to tell what
exactly contributes to naturalness [4]. Although there is no general
consensus as to what naturalness is, a number of parameters related to it
have been proposed, ranging from the ease of comprehension to the
internal coherence of the acoustics of the utterance [5]. In many studies
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the general quality of speech, or its similarity to natural human speech, is
the only concept of naturalness that is evaluated. Ultimately, a successful
text-to-speech (TTS) system should be able to convince listeners that they
are listening to actual human speech.

Although synthetic speech has reached the level of intelligibility
needed for wide practical application a long time ago, there are still
challenging problems that remain to be solved. The current focus of the
TTS research community is the synthesis of expressive content, which
includes emotional expressivity, synthesis of different speaking styles, but
no less importantly, synthesis of prosodic elements that convey linguistic
meaning. Namely, the prosodic features of a natural-sounding synthesized
utterance (the fundamental frequency contour — fj, durations of phonetic
segments, as well as temporal changes in volume) should match the
features in a possible rendition of the same utterance by an actual human
speaker, having in mind that there are many possible renditions of a single
utterance, but that some of them may indicate differences in meaning.
From the point of view of the listener, the main purposes of prosody in
synthetic speech is to indicate syntactic boundaries and reveal some of the
underlying syntactic structure of the utterance, as well as to facilitate the
recognition of sentence constituents by exploiting the linguistic function
of intonation and stress through combining different prosodic variables —
pitch, length, loudness and timbre (quality of sound). The variability of
these factors in speech appears to be largely ignored by the listeners.
However, when some of them are missing or are inadequate, this is
perceived as unnatural, and can even impair the intelligibility of
synthesized speech, particularly in languages with stress or accent
minimal pairs (pro-test vs. pro-test in English).

Nowadays, users of state-of-the-art dialogue systems expect to
interact along the same principles that they use when interacting with
other human beings, and consequently, dialogue systems are expected to
behave and speak like human beings [6]. There have been various
directions of research into how synthesized speech can be made more
human-like. For instance, adding non-verbal elements such as laughing,
breathing and clicking noises has been shown to increase the user’s
perception of naturalness of synthetic speech [7]. There has also been
significant research effort aimed at investigating the influence of the
insertion of filled pauses [8] or other manifestations of hesitation
disfluency [9]. However, much of the naturalness of synthetic speech is
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ruled by factors with deeper linguistic roots. Namely, for the user of a
speech synthesis system to receive information with minimum
cognitive effort, it is important that the system should be able not only to
provide basic prosodic cues such as word stress or pitch accent to the
listener, but to be able to convey elements such as rising intonation that
turns a statement into a yes/no question, or prosodic stress, i.e.
placing of emphasis on particular words because of their relative
importance in the sentence.

Prosodic stress is often used pragmatically to focus the attention of
the listener on particular words or the ideas associated with them, thus
changing or clarifying the meaning of a sentence:

— John met Iris today. (Iris wasn’t met by someone else today.)

— John met Iris today. (John didn’t meet someone else today.)

— John met Iris foday. (John and Iris didn’t meet on some other day.)

Prosodic stress typically manifests itself as an increase in the
prominence of stressed syllables, in terms of one or more prosodic
variables previously mentioned. Words associated with prosodic stress
are usually pronounced with louder and longer stressed syllables, and
their fundamental frequency (pitch) usually extends over a wider
range [3]. Stressed vowels in words carrying prosodic stress are typically
associated with a more prominent pitch or pitch movement, increased
duration and loudness, and they tend to be more peripheral in quality
then vowels which are not associated with prosodic stress, which are
normally more centralized. Furthermore, the stress-related acoustic
differences between the syllables of a word that is not prosodically
stressed are generally small compared to the differences between the
syllables of a word which carries prosodic stress (cf. e.g. Iris and today
in the examples above). Another use of prosodic stress is related to stress
patterns that can be typical of a certain language, e.g. in French prosodic
stress is typically placed on the final syllable of a string of words. This
research will principally deal with the pragmatic use of prosodic stress,
which is also referred to as contrastive stress. In natural human speech,
there are also words and entire phrases that are pronounced in a pitch
range that is compressed, in order to indicate that they are less relevant or
that they do not bring any new information to the listener. A speech
dialogue system that aims at establishing effortless speech
communication with a human user should be able to provide such
linguistic cues as well.
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Parametric speech synthesizers represent the most widely used
speech synthesis technique today, owing to their capability to learn complex
mappings from linguistic features to acoustic features from data. They
usually require large quantities of speech data to learn from, and obtain best
results if the speech data is properly annotated. The principal task of a
parametric speech synthesis system is to convert the input text into the
acoustic features of speech which will be produced by a vocoder. To make
this task easier, the input text is usually accompanied by annotation at
various levels, not only regarding the phonemic identity of phonetic
segments, but also prosodic features, at the level of syllable, word, phrase,
or the entire utterance. On the other hand, the annotation of speech corpora
is known to be an extremely time consuming task, requiring a lot of human
effort, and often requiring the engagement of expert linguists.

Phonetic annotation represents the marking of phoneme and word
boundaries and it can be carried out automatically with relatively high
accuracy, based on the alignment of phonetic transcriptions and speech data
collected from the voice talent. In order to avoid possible training errors
introduced by faulty phonetic transcription, manual verification of phone
and word boundaries is usually performed, possibly aided by a suitable
graphical user interface. On the other hand, prosodic annotation represents
the marking of a range of prosodic events at different levels, and is most
often entirely manual. Prosodic annotation is carried out according to a
chosen intonational model, which attempts to describe the intonation and
temporal structure of the sentence. Intonational models can be divided into
two broad categories, depending on the way they treat the dynamic
character of the speech signal [1]. Phonetic models of intonation attempt to
provide an explanation of the intonational features of the speech signal,
especially the fundamental frequency. However, they are principally based
on physical features and as such are unable to provide a connection to a
discrete set of linguistic features that have a great influence on the acoustics
of the utterance. Phonological models, on the other hand, are directly
relevant to the listeners and their perception of speech, as they establish the
relationship between the acoustic features of the signal and a corresponding
discrete set of linguistically motivated prosodic events. For these reasons
phonological models are relevant to both automatic speech synthesis and
recognition. The intonational model most often used for American English
is the Tone and Break Indices (ToBI), which is based on indexing pitch
accents, phrase accents as well as boundary tones [11].
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The remainder of the paper is organized as follows. The next section
gives a brief overview of the standard ToBI model for American English,
followed by a discussion on some of its shortcomings related to the synthesis
of expressive speech. The issue of prosodic stress as well as reproduction of
utterances containing direct speech and reporting phrases are given particular
attention. To overcome these shortcomings of ToBI, the study described in
this paper proposes an extension to the standard set of ToBI tags, which
consists of the introduction of explicit marking of the degree of emphasis that
the speaker associates with particular sentence constituents. Section 3 will
present an experiment involving a listening test performed by 20 listeners,
which confirms that the use of the ToBI model extended in this way leads to
an improvement in the naturalness of synthesized speech and allows the
listener to estimate the relative importance of particular words or phrases
more accurately. The following section discusses the results of the
experiment, while the concluding section summarizes the paper and provides
an overview of the directions of future research.

2. ToBI intonational model and its shortcomings. Tone and Break
Indices (ToBI) is a high-level prosodic model that has firstly been
developed for American English, and was later extended with a number of
variants for other languages [12]. ToBI represents the intonation of an
utterance as a linear concatenation of tonal events, and global intonational
contours are explained as concatenations of local strings of events.

A ToBI prosodic transcription of a particular utterance describes its tonal
events and internal phrase structure, and can also provide other information as
well. The term fonal event includes pitch accents, phrase accents as well as
boundary tones. Tonal events represent combinations of high and low tones that
may be associated with stressed syllables. The pitch accent that will be used in a
certain situation depends largely on the syntax of the utterance, but it can also
depend on semantics as well as a specific intention of the speaker.
Consequently, the confidence with which pitch accents can be predicted is
much lower than e.g. the confidence with which one can predict stressed
syllables within a word. Since within each pitch accent a stressed syllable can
be assigned a high or a low tone, pitch accents are divided into two groups —
high (such as H*) and low (such as L*), and various other combinations such as
L+H* i L*+H, are also allowed, with asterisk indicating the stressed syllable.
Since the speaker assigns pitch accents i.e. prosodic prominence only to words
which he/she considers important in a given situation, it is also possible that a
stressed syllable does not carry a pitch accent at all.
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The ToBI model also uses appropriate tags to indicate the internal
phrase structure of an utterance, although the model is still essentially
linear. Phrase breaks are indicated with levels from 0 to 4, where e.g. the
lowest-level break index (0) is defined in terms of connected speech
processes (occurring at boundaries such as “did you”), 1 indicates the
typical absence of break at most phrase-medial word boundaries, while 4
indicates the boundary between two full intonational phrases. Namely, the
utterance is divided into intonational phrases, delineated by level 4 breaks,
and within an intonational phrase it is possible to identify intermediate
phrases, delineated by level 3 breaks. Break index 2 indicates a sense of
disjuncture at a boundary between two words where there is no acoustic
evidence of tonal events and thus break indices 3 and 4 are not suitable.
Each intermediate phrase boundary (break index 3) is assigned a phrase
accent (L-, 'H- and H-, where the exclamation mark denotes a downstep
related to the previous H), while each intonation phrase (break index 4) is
assigned a boundary tone (L% and H%). As each intonational phrase
consists of at least one intermediate phrase, each level 4 boundary
represents at the same time a level 3 boundary, which means that there are
6 possible combinations of phrase accents and boundary tones that can
appear at the end of an intonational phrase (L-L%, H-L%, 'H-L%, L-H%,
H-H% and !'H-H%). Phrase accents are also used to indicate the
beginnings of intermediate phrases (%H and %L). The standard ToBI
system includes other tags, such as the diacritic ’<‘, which is used in
combination with a high pitch accent when the syllable that follows the
stressed syllable is higher than the stressed syllable (delayed peak). Some
of the tags used by standard ToBI have been ignored in this research for
being irrelevant (e.g. the tags indicating disfluencies in spontaneous
speech were not used since the speech corpora used for training contain
only fluent speech), and optional ToBI tags were not used.

Local tonal events, i.e. pitch accents, phrase accents and boundary
tones, are considered as targets along the global intonational contour, and
standard ToBI assigns local tonal events to specific points in time.
However, this relationship between ToBI tonal events and particular time
instants should be considered rather loose, since any identification of
temporal events in linguistically motivated abstract representations would
essentially be meaningless. In order to emphasize the symbolic aspect of
ToBI, as well as to further simplify both ToBI corpus annotation and
prediction of ToBI tags in synthesis, in this research it was assumed that
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ToBI tags are assigned to particular phones, or in some cases words, instead
of being assigned to arbitrary points in time. Similar modifications to the
standard ToBI framework have already been implemented in speech
synthesis systems such as Festival [13].

The standard ToBI model possesses many advantages which make it
the model of choice for use within speech technology systems, and it has
been defined having in mind its possible use within such systems. Namely,
prosodic events are clearly defined, in a way that can be easily interpreted
by a computer, the model is ecasily extensible to other languages and
linguistic phenomena, and it has been designed so as to minimize the degree
of disagreement between different ToBI annotators [14]. A speech synthesis
model such as a neural network, when trained on ToBI annotated speech, is
able to learn to reproduce the acoustic features of speech from its ToBI
annotation. However, it should be kept in mind that the conversion of an
intonation contour into its ToBI representation is many-to-one, which
means that a number of intonation contours, which can be vastly different
among themselves in terms of absolute frequencies and temporal behaviour,
can correspond to the same ToBI transcription. Consequently, even within a
single speaker, a ToBI transcription cannot be uniquely mapped into a set of
acoustic features, i.e. a parametric speech synthesizer could construct a
number of different sets of acoustic features based on a single ToBI trans-
cription. As regards speech synthesis, it is sufficient that a parametric
speech synthesizer should produce a set of acoustic features which would
yield speech that sounds acceptable in a particular context.

From the point of view of expressive speech synthesis, an
important advantage of using ToBI for symbolic representation of
prosody is that it is possible to control some of the prosodic features of
synthesized speech by manipulating its ToBI transcription. For instance,
by manually changing pitch accents, phrase accents and boundary tones,
statements can be turned into yes/no questions, and it is also possible to
direct the attention of the listener to a particular word in the utterance.
On the other hand, the ToBI model also has a number of disadvantages.
Firstly, even for a person with relevant linguistic knowledge, ToBI
annotation is a rather complex process, which has been reported to last
up to several hundred times more than the duration of the speech being
annotated [15]. Furthermore, since ToBI annotation essentially relies
on the annotator’s tacit understanding of the relationship between
the objective intonational contour and its symbolic representation, there
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is a strong subjective component to it. Consequently, regardless of
the original intention to minimize the inter-annotator disagreement, it
is still reported to be relatively high [16]. Finally, due to the complexity
of the ToBI tagset, some tags or tag combinations may be scarce or
completely absent from speech corpora, which has a negative effect
on training [14]. For that reason, common modifications of the
standard ToBI model usually include merging some of its categories into
one, as it was done e.g. in [17].

The weakness of the standard ToBI model which is of particular
relevance for this research is that it is not quite suitable for conveying
linguistically relevant prosodic features such as prosodic stress. Namely, the
relationship between ToBI tags and the perception of importance by the
listener is defined on a relative scale, which means that ToBI can convey
that one word may be more prosodically prominent than another, but cannot
convey the absolute degree of its prosodic prominence. The distinction that
ToBI makes between words with pitch accents and words without pitch
accents appears to be insufficient to indicate e.g. that, among the words with
pitch accents, one is significantly more important than others.

As far as the prosodic stress (assigning particular prominence to a
word which carries new or particularly important information) is
concerned, as in:

Sarah will go to London in September. €))

ToBI does not offer an explicit solution. Clearly, the novelty of the
information conveyed is related to the ToBI tags used, and this
relationship has been the topic of much research. For example, in [18]
the use of H* and L+H* pitch accents is reported to be related to
novelty, while given or available information is assigned other pitch
accents, depending on the context. However, this relationship is not
conclusive enough to serve as a basis for the reproduction of prosodic
stress in speech synthesis. For example, an instance of prosodic stress
indicated with a bitonal accent L+H* in the synthesis of expressive
speech is not necessarily converted to an acoustic representation
characterized by sufficient prominence of the stressed syllable so as to
unambiguously indicate prosodic stress. The most common reasons for
this are related to the lack of training data, as well as the fact that the
acoustic realizations of prosodic stress may be highly variable, and
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commonly affect not only the intonation contour, but also the duration
of particular phonetic segments as well as the manner of their
articulation. For all these reasons, in practice more reliable means for
conveying emphasis are usually preferred. For instance, to indicate the
prosodic prominence of a particular word, the IBM speech
synthesizer [19] combines the pitch accent H* and the phrase accent L-.
The motivation for introducing suck a one-to-one mapping between
contrastive prosodic stress and particular ToBI tags came from the
analysis of a very small corpus consisting of several declarative
sentences spoken by 20 professional speakers. It was found that the
contrastively-emphasized word consistently had at least intermediate
prosodic phrase boundaries on each side of the word, accompanied by
break indices of level at least 3. However, although such a
representation may have provided an unambiguous cue to prosodic
stress, a one-to-one mapping between prosodic stress and particular
ToBI tags is not what happens in practice, and thus results in a certain
loss of naturalness. The research described in this paper exploits the
appearance of more powerful automatic learning algorithms which are
able to establish a more sophisticated relationship between prosodic
stress and its acoustic counterparts. For that to be possible, an explicit
tag (E+) has to be introduced in order to indicate that the speaker has
intentionally emphasized a particular word. By training on a speech
corpus that contains words tagged with E+ it was made possible for the
system to establish, by learning from data, the connection between the
intention to emphasize a word and its acoustic realization.

Similarly, standard ToBI does not offer any possibility to explicitly
mark content that is commonly de-emphasized, such as comment clauses or
inquit formulas used to report direct speech:

It would be nice, I suppose, if they keep their promise. 2)
“You should have seen it coming,” I replied. 3

Such phrases are commonly pronounced in a compressed range of
fundamental frequency, i.e. pitch, in order to convey their lower degree of
importance or the fact that they are not a part of the main clause. The research
presented in this paper also investigated the possibility of annotating
deemphasized content with a specific tag (CFO — compressed fo), in order to
allow the system to reach its own conclusions as to the relationship between
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the intention to de-emphasize a clause and its acoustic realization. To the best
of our knowledge, there has been no research effort to explicitly model this
type of dependency or introduce reduced emphasis into synthesized speech.
An example of a ToBI annotation following the guidelines modified so as to
accommodate for the introduction of E+ and CFO tags is given in Figure 1.

i ‘!H‘ i ‘

_ Sarah will go to London
_ S AE1I| R Ag{ w }]{ L G ow1 T AHOJ L AH1 N D JAHO] N
H* 'H* L+H*
1 1 1 1 3
L-
E+

——— M~

I replied -
AY1 R | THO P L AY1 D _
H* H*
1 4
L-L%
CF0 CF0

Fig. 1. Prosodic annotation of the sentence “Sarah will go to London, I replied.”
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The same guidelines were used to annotate all speech data used for
training in this research. Namely the annotators were instructed to do the
following:

— Use the E+ tag on words whose prosodic features, including
not only intonation but also the degree of articulation effort, seem to
indicate that the speaker intended to assign particular importance to the
word because it brings new information or is contrasted to an alternative
word (stated or implied). This annotation was used on top of ToBI with
no restrictions, in order to make it ToBI independent. For instance, if the
articulation effort was strong enough, even the words regularly tagged
with 'H* could be assigned E+. Furthermore, while E+ was commonly
indicated by higher pitch values in words with high ToBI pitch accents, it
was also indicated by lower pitch values in words with low pitch accents.
Such a use of E+ allowed it to be effectively excluded from some rounds
of experiments, as it will be explained in the following section.

— Use the CFO0 tag on clauses that are pronounced in a compressed
pitch range, which seems to indicate that the speaker intended to assign to
them a lower degree of emphasis than to the remainder of the utterance.
These cases most notably included, but were not limited to, phrases
reporting direct speech, comment phrases, asides and right dislocations
related to afterthoughts. There is, however, a certain degree of dependence
of ToBI annotation on the presence or absence of CF0. Namely, the clause
under CFO was ToBI annotated as if its pitch range was normal, which
means that simple removal of CFO from the speech corpus may not be
adequate in all cases, unlike the case with E+.

3. The experiments. The experiments have been carried out on
two speech corpora of American English, containing utterances provided
by one male speaker (M) and one female speaker (F), both professional
voice talents. The basic data related to the speech corpora is given in
Table 1, including the data on the total number of E+ and CFO0 tags. Both
E+ and CFO tags were used at word level, so it should be noted that the
number of CFO tags indicates the total number of words in clauses tagged
with CF0. The numbers of E+ and CFO0 tags are not the same across the
two speakers, but this difference was disregarded in the experiment and
two synthesizers, each trained on one of the corpora, were used in the
listening tests in equal measure, i.e. the listeners were provided with
examples of synthesized speech from both, male alternating with female
for diversity. The results of the experiments were analyzed without regard

202  Tpyasl CMIMMPAH. 2018. Bbin. 4(59). ISSN 2078-9181 (ney.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



ARTIFICIAL INTELLIGENCE, KNOWEDGE AND DATA ENGINEERING

to the fact which of the corpora was used for training the system that
provided a particular example of synthetic speech.

Table 1. Content of speech corpora

M F
Duration 3h 33min 4h 20min
# of utterances 3316 4556
# of words 43632 49580
# of E+ 629 1162
# of CFO 2359 5522

The model used for synthesis of utterances in all experiments was
based on deep neural networks (DNN), owing to the fact that they clearly
outperform previous parametric approaches to speech synthesis [20]. The
model is described in detail in [21], and it will be briefly presented here.
It was developed using the Merlin toolkit [22] with some modifications,
as well as the CNTK framework [23]. The WORLD vocoder [24] is used
to convert the acoustic features provided by the model into a speech
signal, and is also used to provide the acoustic feature vectors in
the training phase.

In the synthesis phase, the input text is firstly processed to obtain
linguistic features relevant for synthesis. The obtained linguistic features
include phone identity and the identities of neighbouring phones, the
phone position related to syllable/word/phrase boundary, word position
related to phrase boundary, number of phones in syllable/word, number
of words in phrase/utterance, part-of-speech information as well as
prosodic information represented by ToBI transcription. After the
linguistic features are obtained, the acoustic features are produced from
the phonetic transcription of the text augmented with the obtained
linguistic features. The segment of the speech synthesis system
charged with the production of acoustic features from the phonetic
transcription and linguistic features of input text consists of two deep
neural networks — the duration network and the acoustic network,
as shown in Figure 2.
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Fig 2. Neural network based model used for speech synthesis

The first network models phoneme durations and the second one
models context-dependent acoustic features. The input for both networks
is the phonetic transcription of the input text accompanied by linguistic
features. In the training phase, the duration network adjusts its weight
coefficients by minimizing the objective distance between the predicted
values of HMM state durations of a phoneme and their actual durations
in the training speech corpus. The actual values of HMM state durations
of phonemes, as target features for the duration network, are extracted by
forced alignment from training data, following the procedure proposed in
the Merlin toolkit [22]. The inputs and outputs of the duration network
are phone aligned. At synthesis phase, the duration network is required to
predict the HMM state durations, and hence the durations of phones
themselves, based on phone identity and linguistic context defined by
features mentioned above. The HMM state durations obtained at the
output of the duration network at synthesis time are used as additional
inputs to the acoustic network. In the training phase, the acoustic network
is trained to predict the relevant acoustic features given the phonetic
transcriptions, linguistic context and HMM state durations. During the
training, the acoustic network uses acoustic features extracted from
speech recordings by the WORLD vocoder as target features. The
acoustic features used include  mel-generalised  cepstral
coefficients (MGCs), band aperiodicities (BAP) as well as log fo, and
they are further extended with their first and second derivatives as well
as an additional flag indicating whether the current frame is voiced or
unvoiced (V/UV). In all experiments in this paper 40 MGCs, 1 BAP, 1
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log fo and 1 V/UV feature are used, yielding output feature vectors of
length 127. Since the inputs and outputs to the acoustic network are
frame aligned, the input feature vector of the acoustic network, in both
training and synthesis phases, is extended by additional numeric features,
including the index of the current frame in the state/phone as well as the
index of the current state. Both networks consist of 4 hidden layers with
1024 neurons each. The first three have tangent hyperbolic as the
activation function, while the fourth layer is recursive and uses long
short-term memory (LSTM) neurons. The output layer is linear. The
objective function used is mean squared distance between the predicted
and the actual values in the training data. The input features are
normalized to the interval [0.01, 0.99], while the output features are z-
normalized. Each of the two networks is separately trained by
backpropagation and stochastic gradient descent optimization. The
smoothness of static features is achieved by using the maximum likeli-
hood parameter generation algorithm [25], taking into account the
predicted dynamic features. After the formants are further enhanced by
postfiltering, the acoustic features are fed to the WORLD vocoder in
order to generate speech waveforms.

As previously mentioned, two versions of the synthesizer were built,
each trained on one of the two available speech corpora. Therefore, it was
possible to synthesize sentences in either of the voices, M or F, based on
specified phonetic transcription and ToBI annotation. This approach
allowed the control over certain aspects of sentence intonation related to
emphasis, as will be explained in more detail below.

The listening tests included 20 listeners who were not native
speakers of English, but who professed to possessing good English lan-
guage skills. The listeners had no or little previous experience with testing
speech technology systems. The tests have been carried out in a relatively
silent environment, using high-quality headphones. Nevertheless, it should
be noted that the quality of the reproduction of synthesized speech is not of
primary importance here because all experiments focus on prosodic features
that are relatively robust to impairments in signal quality. Each of the
listeners was required to evaluate 22 sentences, and each of the sentences
was synthesized in 3 versions:

— Version A: Both ToBI tags E+ and CFO were used both in
training and in synthesis, as proposed by the research and described in the
previous section.
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— Versions B and C: Neither E+ nor CFO were used in either
training or synthesis, which corresponds to the standard ToBI model. In
both cases, the effect of E+ was simulated by using either H* or L+H* in
the ToBI transcription that is used as DNN input, as suggested by the
findings of [18]. In the version B the effect of CFO is ignored (i.e. the
clause in a compressed fy range is annotated in the regular way, as if it
was in no way different from the remainder of the utterance), while in the
version C the pitch accents are removed from all words which were
annotated with CFO in version A. In this way the CFO tag was equalized
with the absence of a pitch accent. All of the aforementioned methods of
simulating E+ or CFO are in accordance with standard approaches based
on the ToBI model.

The differences between versions A, B and C are conveniently
summarized in Table 2.

Table 2. Versions of synthesis used in the experiments

A B C

E+ and CF0 not used in either training or synthesis,
E+ simulated using H* or L+H*

E+ and CF0 used
both in training
and synthesis Pitch accents removed
CF0 ignored from words that have
CF0 in version A

Experiment 1.

(a) In 10 sentences similar to the one from Example 1, with one
word carrying the semantic focus of the sentence, the task of the listener
was to determine, given 4 options, which word was assigned prosodic
stress (E+) by the synthesizer, i.e. which of the words was intended to be
emphasized. In none of the cases was it possible to determine the
emphasized word solely on the basis of textual content of the utterance. The
utterances were presented visually to the listeners, with available options
indicated in boldface, as in:

Sarah talked to her neighbour about a problem.

206  Tpyael CMIMMPAH. 2018. Bbin. 4(59). ISSN 2078-9181 (ney.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



ARTIFICIAL INTELLIGENCE, KNOWEDGE AND DATA ENGINEERING

(b) In the second part of the experiment the same 10 sentences were
used, but now the listeners were told which of the words was the intended
focus of the utterance, and they were required to grade (on the scale from 1
to 5) how successfully this was conveyed in synthesized speech.

The aim of the Experiment 1 was to establish the effect of intro-
ducing E+ as opposed to signalling emphasis by rule-based methods. For
that reason, the 10 utterances offered to the listeners included 5 utterances
synthesized according to version A and 5 utterances synthesized
according to version B. To minimize the influence of factors over which
we had no control and which may have influenced the results of the
listening tests, both the word which was assigned E+ and the order of
presentation of the utterances were randomly varied across the listeners.
For instance, if a word to which an E+ tag was assigned also happened to
carry an L- phrase accent, the impression of emphasis was increased by
the phrase accent, which would obscure the actual influence of E+. To
mitigate this effect, versions where E+ was assigned to all 4 candidate
words were used in the experiment in equal measure.

Experiment 2.

(a) In 12 utterances similar to those from Examples (2) and (3),
including reporting clauses or comment clauses, which are commonly
delivered in a compressed fy range, the listeners were required to
grade (on the scale from 1 to 5) the general naturalness of intonation in
synthesized speech.

(b) Each of the 12 utterances was presented to the listeners in all 3
versions, and they were required to select the version with most natural
intonation.

The aim of the Experiment 2 was to establish the effect of
introducing the CFO tag on the naturalness of intonation, as opposed to
signalling a lower degree of emphasis by excluding pitch accents or not
signalling it at all. For that reason, both parts of the experiment included
examples from all 3 synthesis versions in equal measure, in a random order
unknown to the listeners. The listeners were unaware of the aim of the
Experiment 2, but it was nevertheless possible for them to conclude that this
experiment is related to a variable degree of emphasis associated with
reporting or comment clauses.

4. Results and discussion. The results of all experiments are
shown in Figure 3. The results of Experiment 1, concerned with E+, show
that the listeners have been consistently identifying the sentence focus
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most successfully in the version A of synthesis (76.0%, as opposed to
41.0% for version B, while 25.0% would correspond to a random choice
in both cases). They were also consistent in assigning version A higher
marks when judging how successfully the sentence focus was conveyed in
synthesized speech (4.17 on average, as opposed to 3.35 for version B).
As regards the CFO tag, results are less conclusive because in some cases
the difference between specific synthesis versions was almost negligible,
as reported by a majority of listeners.

1 5
08 45
4
0.6
3.5
0.4
3
0.2 25
0 2
A B A B
a) b)
4.8 0.55
46 0.5
4.4 0.45
42 0.4
0.35
4
03
38 0.25
3.6 0.2
3.4 0.15
3.2 0.1
A B C A B C
&) d)

Fig. 3. Experiment results (mean value and standard deviation): a) Experiment 1a:
percentage of correct identification of the emphasized word; b) Experiment 1b:
average grade; ¢) Experiment 2a: average grade; d) Experiment 2b: relative
frequency of a particular version being chosen as the most natural one

In the Experiment 2a, when evaluating utterances individually, the
tendency towards assigning higher marks to the version A was practically
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negligible (4.04, as opposed to 4.00 and 3.97 for versions B and C
respectively). However, in direct comparison in Experiment 2b, the
version A was noticeably more often identified as the most natural one (in
40.4% cases, as opposed to 35.0% and 24.6% for versions B and C
respectively, while in this case 33.3% would correspond to a random
choice). Furthermore, it can be noted that version C was least often
recognized as the best one in direct comparison (Exp. 2b), although in
individual evaluation (Exp. 2a) it received approximately the same marks
as the version B.

Based on the results, it can be concluded that the initial hypothesis
has been confirmed by the experiments, and it can also be noted that the
variance between the answers given by particular listeners was
significantly higher in case of CF0. A possible explanation of this fact is
that the listeners may have had different expectations with respect to the
delivery of reporting phrases, comment phrases or other content
commonly delivered in a compressed f, range. For example, even when a
reporting phrase is not synthesized within a compressed fo range, it can
still sound quite acceptable to the listener, especially in a listening test, as
opposed to actual speech communication. On the other hand, the
expectations of listeners as regards prosodic stress are relatively clear and
unambiguous. This may explain a considerably greater variance between
the grades given by different listeners in Experiment 2 than in the
Experiment 1. It should also be noted that the reproduction of E+ and
particularly CFO by the neural network based synthesizer in some cases
was not entirely adequate. It can, thus, be concluded that of the reasons
why the experiment results did not quite meet the expectations is certainly
the inability of the DNN model to faithfully reproduce the E+ and CFO
tags after being trained on the available quantity of speech data.

5. Conclusion. The paper has presented a research aimed at
increasing the quality of synthesis of expressive speech based on more
adequate modeling of linguistically relevant prosodic features of speech,
including prosodic stress and delivery of speech in a compressed f range. In
all cases of interest it has been shown that, if the standard ToBI model is
augmented by tags aimed at reproduction of prosodic stress (E+) and
content delivered in a compressed fy range (CFO0), the target prosodic feature
is more easily identified and there is an increase in overall naturalness.

Although the experiment was primarily concerned with synthesis of
American English speech, the universality of the ToBI model suggests that
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it would be possible to obtain the same results for other languages for which
a ToBI model has been developed, and even for languages for which such a
model could be developed in the future. The directions of our future
research include the verification of the same hypotheses for Serbo-Croat,
another language for which a ToBI model has been developed [26], as well
as an investigation into the same phenomena in non-neutral speech styles.
Since the range of fundamental frequency constitutes one of the most
important features of a speech style or emotional state, it is an important
research question to which extent the obtained results apply in case of
different speech styles or emotional states.

It should be noted, however, that direct comparison of the results
between different studies of this type is difficult because of their language
dependence, dependence on corpus size as well as the differences in any of
a number of varying parameters, starting from the choice of the system
architecture or intonation model. Essentially, the question is to what extent
linguistic phenomena should be explicitly modeled. Given a sufficiently
complex system architecture and enough data, machine learning systems are
able to learn surprisingly complex abstract linguistic concepts. However, as
this study suggests, in case of relatively simple systems and a realistic
amount of available data, explicit modeling of linguistic factors is still
necessary to improve system performance.
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OBYYEHHME ITPOCOIMYECKOU MOJIEJIA 11O TJAHHBIM B
HEHWPOCETEBOM CUHTE3E PEUN

Ceuyiticku M., Ocmpozonay C., Cysuu C., Ilexap /]. O0y4eHne npocogn4eckoii Moaeau no
JaHHBIM B HeiipoceTeBOM CHHTe3e peuH.

AnHoTanus. ECTeCTBEHHOCT — OJIMH U3 BXKHEHIINX aCIEKTOB CUHTE3UPOBAHHON PEUH.
CoBpeMeHHbIe TapaMETPUUECKUE CHHTE3aTOpPBl pedr TPeOyIoT o0ydeHHUs: Ha GOJBIIOM KOJIH-
4ecTBE aHHOTUPOBAHHBIX PEUEBHIX JAHHBIX, YTOOBI HMETh BO3MOXKHOCTh IIEpEaBaTh IPOCOIH-
YeCKHe JJIEMEHTHI, TAKUE KaK TOHHYECKoe yiapeHHe U (pa3oBblii rpaHH4HbIA ToH. Hambonee
YacTO HCIIOJb3yeMbIi WHCTPYMEHTAPHUl Ul NMPOCOANYECKOI aHHOTAUUM PeYd B aMEpHKaH-
CKOM aHrJIHicKoM s3bike — Muaexcsl TonoB u IIpoconuueckux mBoB — ToBI, koropbie
Taoke ObUIM aJalTHPOBAHBI Ul UCIONB30BAHHS HA IPYruX s3bIkaX. B Hacrosmed cratbe
MpeACTaBIeHbl HeKOTOpble HenocTaTku ToBI B cuHTE3e peun Ha aMEepUKaHCKOM aHIIMHCKOM
A3bIKE, KOTOPbIE CBA3aHBI C OTCYTCTBUEM TETOB, CNIEUANBHO NPEIHA3HAUYESHHBIX A1 0003Ha-
YEHUsI pa3iuyiii B ypOBHE MMPOCOJUH (aKLIEHTA), CBSI3aHHOM ¢ KOHKPETHOH YacThiO MPEAIoKe-
HUA. B 1aHHOM HCCIeOBaHUH Npe/yiaraeTcsl BBeeHHe Habopa Teros, NpeJHa3HAUYSHHbIX UL
TOYHOI'O MOJICIMPOBAHMS CTEINEHU MIPOCOAUM, a UMEHHO OIpeJieJIeHHas COCTaBIISIOmas Ipe-
JI0KEHHUSI MOJKET OBITh 0CO00 MOAYEPKHYTA, €CIU OHA SBJIAETCS HAMEUEHHBIM (POKYCOM BBICKA-
3bIBAHUS MM €€ POJIb PEyMEHBbIIeHa, Kak 9T0 0OBIYHO OBIBaeT ¢ (h)pa3aMu, COOOIIAIOIIUME O
NPSAMON PEUr WIIM KOMMEHTAPUAMH.

C nOMOIIBI0 HECKONBKUX ayJUPOBAHMH OBLIO MPOAEMOHCTPHPOBAHO, YTO U3ydYEHUE IPOCO-
JIMYECKOM MOJIENI Ha OCHOBE JIaHHBIX UMEET OIpE/EICHHBIE IPEUMYIIECTBA Mepe]] OIX0AaMH,
MBITAIOIMMHUCS MCIOJB30BaTh cyllecTBytonue Terd ToBl mis mepenaun cTeneHu akieHTa B
CHHTE3UPOBAHHOW PEYM: Pe4b, CHHTE3UPOBAHHAS HEHPOHHOI CeThIO, 0OYUYCHHOH Ha JAHHBIX C
TeraMy YpPOBHS IIPOCOJMH, HPEICTABISIETCsl O0Jee eCTECTBEHHON, U CIIYIIATeNM MOIYT ¢ OOib-
UM YCIIEXOM OTBICKATh POCOJUYECKYIO COCTABIISIOLLYIO ITPEIOAKEHHUSI.
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