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MATHEMATICAL MODELING AND NUMERICAL METHODS

DOI 10.15622/sp.61.1

P. STEINLE, C. TINGWELL, S.A. SOLDATENKO
OBSERVATION IMPACT ASSESSMENT ON THE PREDICTION
OF THE EARTH SYSTEM DYNAMICS USING THE ADJOINT-
BASED METHOD

Steinle P., Tingwell C., Soldatenko S.A. Observation Impact Assessment on the Prediction
of the Earth System Dynamics Using the Adjoint-Based Method.

Abstract. Mathematical models of the Earth system and its components represent one
of the most powerful and effective instruments applied to explore the Earth system's
behaviour in the past and present, and to predict its future state considering external
influence. These models are critically reliant on a large number of various observations (in
situ and remotely sensed) since the prediction accuracy is determined by, amongst other
things, the accuracy of the initial state of the system in question, which, in turn, is defined
by observational data provided by many different instrument types. The development of an
observing network is very costly, hence the estimation of the effectiveness of existing
observation network and the design of a prospective one, is very important. The objectives
of this paper are (1) to present the adjoint-based approach that allows us to estimate the
impact of various observations on the accuracy of prediction of the Earth system and its
components, and (2) to illustrate the application of this approach to two coupled low-order
chaotic dynamical systems and to the ACCESS (Australian Community Climate and Earth
System Simulator) global model used operationally in the Australian Bureau of
Meteorology. The results of numerical experiments show that by using the adjoint-based
method it is possible to rank the observations by the degree of their importance and also to
estimate the influence of target observations on the quality of predictions.

Keywords: variational data assimilation, adjoint model, forecast sensitivity, observation
impact, Earth system.

1. Introduction. Mathematical models of the Earth system and its
components such as the atmosphere, ocean, hydrosphere and biosphere,
represent one of the most powerful and effective instruments applied to ex-
plore the Earth system's behaviour in the past and present, and to predict its
future state considering external influence (e.g. [1-4] and references herein).
These models include and parametrically describe numerous physical,
chemical and biological processes and cycles such as water cycle, carbon
and nitrogen cycles etc. Prediction of the Earth system dynamics under the
influence of natural forcing and anthropogenic interventions represents one
of the challenging issues of modern science. From the standpoint of dynam-
ical systems theory, the Earth system consists of several interactive dynam-
ical subsystems. Each of them covers a broad space-time spectrum of mo-
tions and a wide variety of physical and chemical processes. The Earth sys-
tem components have specific physical, chemical and dynamical properties,
unique structure and behaviour. They are closely related to each other via
fluxes of energy, matter, water, aerosols, carbon dioxide and other chemical
substances. Modern Earth system models are highly complex and resource

SPIIRAS Proceedings. 2018. Issue 6(61). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 5
www.proceedings.spiiras.nw.ru



MATEMATUYECKOE MOAENMPOBAHWE N NPUKNAOHAA MATEMATUKA

intensive. These models, which can range substantially in their complexity,
can be a simple concept or a set of partial differential equations that can be
solved numerically by high-performance computers. Formally, the Earth
system (or its any component) can be considered as dynamical system gen-
erated by the following vector-valued evolutionary differential equation:

dx/dt = £(x(t).a); (1)

A,y =X @)

where L is a nonlinear differential operator, x is a state vector, X, is a given
vector-valued function defining the initial state of a system, and « is a vec-
tor of parameters.

Since equation (1) is solved numerically, it should be transformed to
the discretised form. Equation (1) discretised on the model space-time grid
can be written in the following compact from:

X1 = Mg (xk ) té&, (3)

where x, € R" is the n-dimensional state vector at time t; representing the
complete set of variables that determine the internal state of a system in
question, A7, .., :R" — R" is a discrete nonlinear operator that propagates

the state variables from time t;, to time t,,;, and & € R™ is model errors.
Note that the model discrete operator indirectly includes known model pa-
rameters. It is usually assumed that the model (3) is "perfect" (g, = 0), i.e.
given the initial condition x,, equation (3) uniquely specify the path of dy-
namical system in its phase space.

Numerical models used in Earth system simulations are critically re-
liant on large amounts of Earth observation data that are required to correct-
ly define the initial conditions through the process known as data assimila-
tion (DA) (e.g. [5, 6]). As the practice shows, the quality of prediction is
strongly affected by the observations — their volume, temporal and special
distribution, and accuracy of measurements. In many applications, to simu-
late and predict the long-time behaviour of dynamical system (e.g. in cli-
mate studies) observation data are used to adjust a predictive model trajec-
tory to newly obtained observations (see Figure 1; this figure was created
based on the ideas discussed in [7]). To date DA remains one of the key
issues in geophysical sciences. The basic goal of DA is to merge observa-
tions of any type with certain prior information which needs to be estimated
in some way. For example, this prior information referred to as the back-
ground can be estimated by models used in prediction.

6 Tpyabl CIMIMUPAH. 2018. Bbin.6(61). ISSN 2078-9181 (neuv.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



MATHEMATICAL MODELING AND NUMERICAL METHODS

One of the most popular and effective DA methods is four-
dimensional DA (4D-Var). In general terms, 4D-Var DA aims to define the
initial state of a dynamical system in question by combining (in statistically
optimal manner) the observations of state variables of a real physical system
together with a background. 4D-Var procedures are mathematically formu-
lated as an optimization problem, in which the initial condition plays the
role of control vector and model equations are considered as constraints.
The theoretical foundations of the study and the solution of such problems
were laid in the classical works of R.E. Bellman [8], L.S. Pontryagin et
al. [9], J.-L. Lions [10], G.I. Marchuk [11]. The variational approach was
first used in the prediction of atmospheric processes by Sasaki [12] and
then, starting from famous research papers [13-15], has been extensively
explored in a vast number of publications.

2/
e |
|
" I z°
) I
b a
% T |
.: l
g | ® yo
9 ! !
2 |
n
& z°
¢

Time t

Fig. 1. The scheme of model trajectory adjustment to new observations

The ACCESS (Australian Community Climate and Earth System
Simulator) at the Bureau of Meteorology [16] utilizes the 4D-Var scheme in
incremental formulation developed at the UK Met Office [19]. The general
idea of 4D-Var approach can be simply illustrated as follows. Suppose that

b
at a certain initial time the background state ¥ and some physical quanti-
ties y° measured by instruments are known. Then [5]

x=x"+éeb, y°=72’(x)+8°, 4)

where 77 is the (nonlinear) projection operator, that maps the space of

o
model state into the space of observations, £” and ¢ are the errors of the

SPIIRAS Proceedings. 2018. Issue 6(61). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 7
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MATEMATUYECKOE MOAENMPOBAHWE N NPUKNAOHAA MATEMATUKA

background and observations respectively. Within the framework of 4D-Var,
the initial state x, is estimated via the following optimization problem [5]:

Xy = argmin](xo) , %)

2

()=l 2T 0

where B and R are the error covariance matrices of the background and ob-
servations, respectively, || - ||, is the inner product with respect to the A

. . 2 T p-1
matrix metrics, i.e. || a ||A,1 =a A a.

The cost (objective) function (6) is interpreted as follows. The first
term that is the background term represents the deviation between the model
initial state x, and the background x? and calculated in the Euclidean norm
L? described by the background covariance matrix B. The second term, the

observation term, measures the deviation between observations y° and the
"model equivalent" of observations 7/ (x) This term is calculated in the

I* norm described by the observation-error covariance matrix R and is
summed over the assimilation window.

The 4D-var problem is simply a minimization problem with con-
straints on x given by the model equation (3). If the observation operator is
linear, we obtain a quadratic problem whose unique solution is provided by
the Best Linear Unbiased Estimator (BLUE) [5]:

Xy = xg +Kd, @)

-1
where K=(B" + HTR'IH) H'R™ is the Kalman gain matrix, H is a linear-

ized observation operator, and d = y° —Hx” is the innovation vector.

When the observation operator is nonlinear, the variational data as-
similation system considers a series of state variables x; along which the
nonlinear operator 7 can be linearized. This approach known as an incre-
mental variational data assimilation was introduced in [18]. The first state
variable is taken as the background state x; = x", and at iteration J the ob-

jective function is:

T (8x) = ||5x0 ~b, ||Bl+ 1, (%) -4, || ©)

Jlir-1?

8 Tpyabl CIMIMUPAH. 2018. Bbin.6(61). ISSN 2078-9181 (neuv.), ISSN 2078-9599 (oHnaiiH)
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MATHEMATICAL MODELING AND NUMERICAL METHODS

where 6x, =x,;—x,;; 1s the output result of the minimization,
b, = x5 —Xp 15 d;=y°—H(x, ), and H, is the observation operator
linearized around the state estimate x; ;. To achieve the absolute mini-

mum (not the local one), the first guess should be close enough to the truth.

The essential component of 4D-Var system is an adjoint model
which, as will be shown below, plays a major role in the exploration of
model forecast sensitivity to observations and in the assessment of observa-
tion impact on the accuracy of prediction of the Earth system and its com-
ponents. We would like to emphasize that significant contribution to the
theory of adjoint equations was made by G.I. Marchuk and his scientific
school (e.g. [11, 19, 20]).

Commonly, the impact of observations on the prediction skill of
Earth system models is evaluated by executing the so-called Observing
System Experiment (OSE), also known as a Data Denial Experi-
ment (DDE). In a DDE, the forecast skill of two individual runs are com-
pared—one with all observations assimilated and the other with a given
observation type (or individual instrument) withheld or added (e.g. [21]).
Any change in the forecast accuracy is referred to the observations, which
have been withheld. The approach can also be used to assess the impact of
target or newly available observations. DDEs can be very helpful but
come with disadvantages: they are computationally expensive and not
suited to assess the impact of a single station in an observing network or
individual measurement device. In addition, DDEs only provide infor-
mation on the dataset that was withheld, and no information on the value
of other subsets of observations.

Another technique, which is able to calculate the individual impact
that each assimilated observation has, and is capable to continually generate
and aggregate forecast impacts for all observations, was suggested
in [22, 23]. This approach makes use of the adjoint models utilized within
4D-Var systems. The observation impact is measured by the reduction in
the forecast error expressed as a total "moist" or "dry" energy norm. This
method was subsequently implemented in several research and operational
centres (e.g. [24, 25]). It is important that such a method uses the same
computer code as 4D-Var systems.

This paper aims to illustrate the application of the adjoint-based ap-
proach to two coupled low-order chaotic dynamical systems and to the
ACCESS global model. We emphasize that this technique is a powerful in-
strument that allows for not only evaluating the current observing network but
also assessing the value of network components which will be used in the
future, and, therefore, solve the problems of designing an observing network.

SPIIRAS Proceedings. 2018. Issue 6(61). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 9
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MATEMATUYECKOE MOAENMPOBAHWE N NPUKNAOHAA MATEMATUKA

Low-order chaotic dynamical systems considered in this paper, rep-
resent computational tools which can be helpful for exploring various as-
pects of numerical modeling and predicting the behaviour of complex dy-
namical systems arising in geophysical, environmental, biological, engi-
neering and other branches of science. For these models, the computational
cost is insignificant. Consequently, they can be viewed as testing tools to
mimic the behaviour of complex systems and, in particular, to explore the
forecast sensitivity with respect to observations.

2. Method. As mentioned above, the simplest, but computationally
expensive method to assess the impact of observations coming from vari-
ous sources is the OSE. The main idea behind this method is as follows.
Suppose we calculate the forecast (the future state of dynamical system in
question) by integrating the model equations over a given time inter-
val [to,t'], where t/ is a verification time (the time at which the forecast
accuracy is assessed). Initial conditions for this experiment are determined
through 4D-Var utilizing all types of observations. Assume that the fore-
cast accuracy is verified by the use some quantitative measure E¢. Then
we integrate the model equation utilizing via 4D-Var all types of observa-
tions excluding y?. For this run the forecast accuracy is characterized by
Ej. The difference Ey — Ej, quantifies the impact of observations y; on the
forecast accuracy. However, this approach is computationally ineffective
and inconvenient to assess the impact of observations of different types
and individual measurements.

Meanwhile, using the adjoint-based technique we can assess the
impact of any or all available observations in a computationally efficient
way. This method is very appropriate since adjoint models are embedded
in 4D-Var systems. Observation impact is computed using (a) sensitivity
functions which are components of the adjoint sensitivity gradient of
some cost function that characterizes the forecast error, and (b) innova-

tions ” -7 (x") [23].
Let &2 be a scalar response function which is dependent on the sys-

tem state variables at verification time ¢t/ : 2 = & (xf) . From the Taylor

expansion we can derive the first-order variation of /2 at time t/:
s7=(sx" 07/ ) = (Mx,07/ox" ) )

Here (,) denotes the dot product, and the forecast variation is ex-
presses via tangent linear model: §x/ = M&x,, where M is a linearized
model operator. Let M* be the adjoint of M such that (Mx,y ) = (x,M*y ).

10 Tpyabl CIMIMUPAH. 2018. Bbin.6(61). ISSN 2078-9181 (neuv.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



MATHEMATICAL MODELING AND NUMERICAL METHODS

Since the adjoint of a real matrix equals to its transpose then M* = MT and
the equation (9) takes the form [23]:

SR= <5xO,MT (OR/ox’ )>; (10)

and the sensitivity of response function to the initial state can be ex-
pressed as [23]:

oR 1 0R
E oMt
o 7 (11)

Thus, running the adjoint model backward in time with the sensitivi-
ty of R at the verification time as input, one can calculate the sensitivity of
R with respect to the initial conditions. Generally, any differentiable scalar
function that represents the forecast accuracy can be considered as the re-
sponse function (e.g. single model variable or some function of model state
variables). Commonly, the forecast error relative to the "true" state x* is
measured in terms of the "total energy norm" [26]:

E=("-x"H'Cc(x! -x"), (12)

where C is a diagonal matrix of weighting coefficients. The sensitivity of £
with respect to initial conditions is expressed as [27]:

aTE:2MTC(xf—xt). (13)
0

At some initial time t,, there are two state estimations: x§, which is
obtained using 4D-Var, and x2, which is obtained via previous model run.
Thus, two forecast errors, E,and E), , can be defined as [23]:

E, =(x] -x")'C(x] -x"), E, =(x/ —x)"C(x] —x"), (14)
where x[f and x{: are the predicted states initiated from x& and x5.
To estimate the impact of observations on the forecast error reduction,

the response function can be defined as the difference between £, and £, :

1 1
§7€EEAE:E(Ef—Eb). (15)
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The linear approximation of error reduction 6E =~ AE is given by [23]:

SE = (y"—H(xg)), %K{%{ﬁ%} , (16)

where KT is a transpose of the Kalman gain matrix.

The equation (16) gives the estimate of the forecast error reduction
OE produced by any or all observations. Figure 2 (adopted from [23]) shows
the schematic representation of the discussed approach for evaluating the
forecast sensitivity with respect to observations and assessing the impact of
various observations on the forecast accuracy. To estimate the impact of all
types of observations we only need to perform a single system's run.

Ty
—

.
—— e - = = ——— —
s}

Forecast error

R

Time
ty—At ty ts

Fig. 2. Schematic representation of the adjoint-based method for observation impact
assessment

It is obvious that if the assimilated observations improve the forecast
accuracy at the verification time xf, then the forecast error 8E is reduced,
and the value 6E will be negative. However, if the assimilated observations
diminish the forecast quality, the value §E will be positive.

3. Results. For illustrative purposes only we first apply the method
discussed in Section 2 to estimate the observation impact on the prediction of
dynamics of coupled chaotic dynamical system [27] described in the appen-
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dix. This model has six state variables. The following information should be
available to solve the problem: the “true” trajectory of a system x’, the back-
ground (the first guess) trajectory x” , and observations y° .

In our calculations, we used synthetic data. The "true" trajectory is
obtained by integrating model equations numerically with the initial condi-

tions x; taken on the system’s attractor. The background (the first guess)

trajectory x” is obtained by integration of the system equations with prede-
fined initial conditions x; which is specified as x; = x + 5", where 5” is a
normally distributed random perturbation with a standard deviation of o,

applied to all elements of the state vector.
To take into account the background errors, the assumption

B, = o;1 is used, where I is the identity matrix. We assume that the value

of o, =0.2 is applied to all elements of the state vector. Observations »°

are defined for every 2Ar within the assimilation window, which has a total
temporal length of 50At. The observed values are generated by adding
Gaussian random noise with zero mean and specified standard deviation o,

to the true state x'. In calculation we assume that agl) =0.05 ("accurate"
observations) and o-éz) =0.1 ("inaccurate" observations) for "fast" varia-

bles, and 0(()1) =0.1 and 0-52) =0.2 for "slow" variables.

Since observation grid and model grid are the same, the linearized
observation operator is simply an identity mapping H=1. Under the as-
sumption that observation errors are the same for all variables, the observa-

. . . 2
tion covariance matrices are defined as R, =R =o1.

To minimize the objective function, the conjugate gradient method,
resulting in the analysis x§, has been applied. The forecast trajectory is then
obtained by integrating the model equations given initial conditions x§.

To estimate the prediction accuracy and the reduction of the forecast
error due to observations we use the relative error in energy norm:

!
E = [(xt —xH)T (! —xf)/(x’)TxtF. (17)

The impact of observations is assessed using the ensemble of trajectories
generated by randomly produced initial conditions. Table 1 shows the relative
error reductions averaged over 500 ensemble members for both "accurate" and
"inaccurate" observations. In this table, the forecast errors are computed for
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different verification time ¢’ . The coupled model used in these experiments is
chaotic, therefore, its behaviour is highly sensitive to initial conditions. Thus,
the forecast accuracy strongly depends on how accurately we can specify the
initial state of the dynamical system in question. In turn, the accuracy of initial
conditions depends on available observations, the model used in producing
forecasts, and data assimilation system. In numerical experiments, the accuracy
of observations is specified by the standard deviation o (see above).

Table 1. Observation impact estimates for different verification times for "accurate"
(5E£”) and "inaccurate" (5E£2)) initial conditions

Verification time
0.5 1.0 1.5 2.0
(SED) -0.91 -2.33 -4.32 -3.27
(BE™) -0.58 -1.74 -2.53 -1.22

Table 1 illustrates that both "accurate" and "inaccurate" observations
show positive impact on the forecast accuracy since the relative energy
norm reductions are negative. The impact of “accurate” observations” is,
however, larger than the impact of “inaccurate” observations. It is important
that the observation impact estimate 0E, is valid over a limited lead time

tf

m since the adjoint model used in calculation of 6F, is derived from a
linear forward propagation model known as a tangent linear model. Numer-
ical experiments shown that ¢, ~ 2.2 of dimensionless time units.

For coupled chaotic dynamical system developed on the bases of mod-
el [28], the prediction error reductions by observations computed for different

verification times #/ and "accurate" observations are presented in Table 2.

Table 2. Observation impact estimates for different verification times for "accurate"
initial conditions
Verification time
1 2 3 4

JF, -4.53 -3.39 -2.34 -0.39

This table shows that the shorter the forecast range the larger the er-
ror reduction or, in other words, the prediction accuracy. These results were
obtained by ensemble simulations with 500 ensemble members. For refer-
ence, the relative observation impacts (in percentage points) calculated for
each observation variable at #/ =3 are shown in Table 3. Observations of

z-component provide the highest impact on the forecast error reduction
while observations of Y-component the smallest impact.
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Table 3. Relative observation impact (in percentage points) of each model variable
for verification time of ¢/ =3
Verification time
X y z X Y
26.5 21.8 36.2 14.7 0.8

Let us now discuss some results obtained via ACCESS global mod-
el [16]. The model grid covers the globe with a horizontal resolution of
N512 (1024x769 grid points along longitude and latitude, respectively, with
average distance between grid points about 25 km), with 70 vertical levels
up to ~80 km altitude. The linear perturbation forecast model (a tangent
linear model with moist physics) and its adjoint used in 4D-Var and fore-
cast-to-observations experiments has the same vertical resolution as the
nonlinear model with a horizontal resolution of N215 (about 60 km).

In the Bureau of Meteorology, a total of 40 million observations are
processed daily. Most of these data are satellite measurements. However,
only about 10 percent of all observations (~ 4 million) are used in the assim-
ilation system to calculate the initial conditions for the global ACCESS pre-
diction. The following is a summary of the observation types assimilated in
the ACCESS 4D-Var global system:

— Surface observations: SYNOP (synoptic network weather sta-
tions), SHIP (ship-based instruments), WINPRO (wind profilers),
DRIBU (buoy-based instruments) ;

— Upper air observations: TEMP (radiosondes), PILOT (wind ob-
servations from pilot balloons and radar profilers), aircraft re-
ports (AIREPS, AMDARS);

— Satellite winds: scatterometer surface winds (ASCAT), atmos-
pheric vector winds (AMV);

— Microwave radiances: ATOVS (AMSU A, B and MHS);

— Infrared radiances: ATOVS (HIRS), AIRS);

— Infrared atmospheric sounding interferometer (IASI);

— Cross-track infrared sounder (CrIS), microwave humidity sound-
er (MHS), atmospheric infrared sounder (AITS); advanced technology mi-
crowave sounder (ATMYS);

— Satellites and occultation data from various global navigation
satellite systems (GNSS) such as the Global Positioning System;

— Geostationary ~ operational  environmental  satellite  sys-
tem (GEOS).

The analysis (initial conditions for the prediction model) is generated
through the 4D-Var system with a 6-h assimilation window. Observation
impacts represent an estimate of the change in a 24-h forecast error as a

SPIIRAS Proceedings. 2018. Issue 6(61). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 15
www.proceedings.spiiras.nw.ru



MATEMATUYECKOE MOAENMPOBAHWE N NPUKNAOHAA MATEMATUKA

consequence of the assimilation of observations. Forecast error is measured
in terms of a moist energy norm calculated from the surface to the 150 hPa
level over the globe and the northern and southern hemispheres. The ad-
joint-based observation impacts were calculated from 00Z 1 January 2017
to 00Z 31 December 2017 in 6-h intervals. The experiment details are
summarized in Table 4. The total energy norm used to calculate the forecast
error reduction due to observations is defined as follows [24]:

— T = 1 2
E=5x c5x_M—DjﬂAr cos pdZdn , (18)
1 . n, P o 1 o plr o,
A=—| pu”” +pv'" + 0 +—p+¢ , 19
2o TN TN pct ¢, K "

where M, is the mass of the atmosphere in the integration domain D; u, v
are the zonal and meridional wind components, respectively; 6 is the refer-
ence potential temperature, p is pressure; q is the specific humidity; ¢, is
the heat capacity at constant pressure; L is the latent heat of water vapor
condensation; g is the acceleration of gravity; p is the air density; c is the
speed of sound; N2 is the square of the Brunt-Viiséld frequency; X is the
horizontal domain of integration defined by the local projection matrix and
n is the vertical coordinate. The primed variables denote the components of
linear perturbation forecast model.

Table 4. Summary of experiment

Data period From 00Z 1 January 2016 to 00Z 31 December 2016
24-hour forecast error reduction on the moist energy norm
Impact measure calculated from the surface to 150 hPa level over the globe

and the northern and southern hemispheres.

Operational version of the Bureau of Meteorology predic-
tion system with the resolution of N512 for the forecasting
Prediction system | model and N216 for the inner loop of 4D-Var, in horizon-
tal, and 70 levels in vertical. The adjoint of perturbation
forecast model includes the moist physics.

The procedure of observation impact assessment is a post-processing
routine. For each analysis time (four times per day), the adjoint forecast-to-
observation system produces an ASCII output file that contains the information
on all the observations including satellite and in situ, non-satellite observation
types. The following information is contained in the ASCII output file:

— Sequential number of observation;

— The observation value;
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— The value of innovation (the difference between observation and
background values);

— Sensitivity of the forecast to observation;

— Latitude and longitude of observation;

— Pressure level of observation;

— Identifier of the instrument type (radiosonde, surface station,
wind profiler etc.);

— Identifier of the observation variable type (temperature, moisture,
pressure, horizontal wind components etc.);

— The time offset of the observation from the analysis time;

— Observation error variance;

— WMO (World Meteorological Organization) station identification
number;

— Satellite identifier, satellite instrument and channel number.

Calculation of the observation impact is a multi-step process. At
each analysis time, the ASCII output file is processed into a set of
JSON (Java Script Object Notation) files, from which a set of Python-based
tools aggregate the individual forecast sensitivities based on observation
type and/or station and statistically analyze and visualize the results.

The calculated average observation impact per day of each type of
observation on the global forecast is illustrated in Figure 3. This figure
shows that all subsets of observations are beneficial, i.e. the impact measure
is negative. That is, each individual observation type leads to the reduction
of the forecast error of the total energy norm. The most significant observa-
tion impact is demonstrated by the Infrared Atmospheric Sounding Interfer-
ometer (IASI). Sonde (TEMP) data has the second largest impact. High
impact is also provided by AMSUA (microwave sounder radiances),
JPSSO-CrIS (cross track infrared sounders), Aircraft and SYNOP (surface
observations at land stations). However, MTSAT (atmospheric motion re-
trievals), HIRS (infrared sounder radiances) and WINPRO (wind profilers)
show very small impact. The small impact of WINPRO likely results from
the cessation of NOAA's supply of the wind profiler data to the Global Ob-
serving System. Currently, only European (CWINDE, 29 wind profilers),
Japanese (WINDAS, 31 wind profilers) and Australian (11 wind profilers)
wind profiler networks serve as a source of observations. The European and
Japanese profilers are operating in densely observed areas of the world, and
so the low impact is not surprising. In addition, there are about 50
standalone wind profilers around the globe, which provide data via the
Global Observing System.

The volume of satellite information is about 90% of the volume of
meteorological information processed via the 4D-Var system. Conse-
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quently, the impact of satellite data is always high. However, the analysis
of impact per observations for different observation subsets shows (see
Figure 4) that the most substantial contributions into the reduction of
forecast error per one observation demonstrate PILOT, BUOY and satel-
lite data such as ESA and GOES.

JPSSO_CrIS
aircraft
SYNOP

EOS2
JPSS0_ATMS
BUOY

GOES
ASCAT

MSG

AMSUB
PILOT
WINPRO

-1.0 -0.8 -0.6 -0.4 -0.2 0.0
Global daily impact (J/kg)

Fig. 3. Average observation impact per day (J/kg) over the globe of each type of

observation

The spatial distribution of observation sources is inhomogeneous
over the globe. In the northern hemisphere the ratio of land to ocean is
about 1 to 1.5. In contrast, in the southern hemisphere the fraction of ocean
is about 80% while the land fraction is only about 20%. Consequently, the
network of synoptic and aerological stations (upper air observations) in the
northern hemisphere is significantly denser than in the southern hemisphere,
and the number of synoptic stations and aerological stations in the northern
hemisphere significantly exceeds the corresponding number of stations in
the southern hemisphere. Figures 5 and 6 illustrate the contribution of ob-
servations from both northern and southern hemispheres to the reduction of
global forecast error. Sonde observations, Aircraft data, IAST and AMSUA
obtained in the northern hemisphere demonstrate the most important impact
on the forecast quality (skill). In the southern hemisphere, data from [ASI
and AMSUA contribute the greatest to the forecast error reduction. Satellite
data such as MTSAT2, EOS2 and HIRS are less influential in terms of in-
fluence on the forecast accuracy.
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IASI - ' ' ! ! ' '
TEMP |
AMSUA
JPSSO_CrlS
aircraft -
SYNOP
EOS2 -
JPSSO_ATMS
GOES |
BUOY |-
ASCAT |
MSG |+
AMSUB
PILOT |-
ESA
GPSRO -
JMA |
SHIP |-
WINPRO |
HIRS |
MTSAT2 | , , ‘ A , ,
7e-06 6e-06 -5e-06 -4e-06 -3e-06 -2e-06 -le-06 0
Impact per observation (J/kg)
Fig. 4. Average impact per observation (J/kg) for the global forecast

IASI

TEMP

AMSUA

JPSSO_CrIS

Aircraft

SYNOP

EOS2

JPSSO_ATMS

GOES

BUOY

ASCAT

MSG

AMSUB

PILOT

ESA

GPSRO

JMA

SHIP

WINPRO

HIRS

MTSAT2 , ‘ , .

-0.5 —0.4 —0.3 —0.2 —0.1 0.0
Impact (J/kg)/day for northen hemisphere

Fig. 5. Daily observation impact (J/kg) for the northern hemisphere calculated for

the period January — December 2017

T

Results obtained show that all observation types positively influence
the forecast accuracy both over the globe and northern and southern hemi-
spheres. However, satellite data play a crucial role in weather prediction in the
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southern hemisphere. We should keep in mind that the adjoint-based method
used in calculations is restricted by the linearity of the algorithm (the pertur-
bation forecast model is linear and, certainly, its adjoint is also linear), which
makes it valid only to evaluate short-range forecasts (0 to 48 hours).

IASI
TEMP |
AMSUA +
JPSSO_CrlS
Aircraft |
SYNOP
EOS2
JPSSO_ATMS |
GOES |
BUOY
ASCAT |
MSG
AMSUB
PILOT |
ESA I
GPSRO |
JMA +
SHIP -
WINPRO
HIRS |
MTSAT2 ) . ) )
-0.5 -0.4 -0.3 -0.2 -0.1 0.0
Impact (J/kg)/day for southern hemisphere

Fig. 6. Daily observation impact (J/kg) for the southern hemisphere calculated for
the period January — December 2017

4. Discussion and conclusion. In this paper, we evaluated impacts
of various types of observations, in situ observations (ground and ocean-
based synoptic and ship observations, wind profiler information, radiosonde
and wind balloon upper air observations, and aircraft data) and satellite in-
formation, on the accuracy of short-term prediction of global weather condi-
tions using the adjoint-based approach embedded into the ACCESS and
its 4D-Var. The impact is measured by the reduction in the 24-hour forecast
error expressed as a moist energy norm calculated globally. Overall, all ob-
servation types have a positive impact on the forecast accuracy.

Using the adjoint-based method we can support the decision-making
process regarding the evolution of the observing network. This powerful
technique represents a tool for guiding the design and running of an effi-
cient and effective observing network at the national level and international-
ly. Future studies are required to explore the seasonal and inter-annual vari-
ability of observation impacts.

We also presented two coupled chaotic dynamical systems devel-
oped on the bases of the original Lorenz chaotic models [27, 28] which can
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imitate the essential features of natural, societal and technical dynamical
systems that possess the deterministic chaos. These two coupled systems
together with variational assimilation subsystems provide the computational
framework for testing different numerical methods and algorithms, and es-
timating the observation impacts on the prediction of chaotic dynamics.

The Bureau of Meteorology has been applying an adjoint-based ap-
proach to estimate the impact of observations on forecasts for about five years.
The results obtained are consistent with the available estimates calculated in
different research and prediction centres around the world (e.g. [29 — 35]).

5. Appendix. In this appendix we describe two low-order coupled
chaotic dynamical systems used in this study. We start from the model ob-
tained by coupling of two ("fast" and "slow") versions of the original Lorenz
system [27] (from hereon, L63) with specific time scales differing by a factor
&. We emphasize that L63 is deterministic, however, describes the phenome-
non known as "deterministic chaos": over time the behaviour of a simulated
system begins to resemble a random process, even though the system is de-
fined by deterministic laws and described by deterministic equations. This
phenomenon was first uncovered by Lorenz as he observed the sensitive de-
pendence of atmospheric convection model output on initial conditions [27].

The L63 system is derived by strong spectral truncation of Saltz-
man’s equations, which describe the Rayleigh-Benard convection, and con-
sists of three autonomous ordinary differential equations for time-dependent
variables x, y, and z: with x corresponding to the intensity of the convective
motion in terms of the stream function, y to the temperature differences
between rising and descending currents, and z to the departure of the verti-
cal temperature gradient from its equilibrium magnitude. The L63 contains
three positive parameters o, 1, and b, with o being the Prandtl number, r the
normalized Rayleigh number, and b a geometric parameter characterizing
length scale of the convective cell.

The L63 can imitate some essential properties of the general circula-
tion of the atmosphere and ocean since the heat flux from equator to the
poles can be represented by variable z, which is proportional to meridional
temperature gradient that can be represented by parameter 7.

A coupled nonlinear chaotic dynamical system is represented by the
following set of autonomous differential equations [36]:

a) The “fast” subsystem:

x=0(y—-x)—c(aX +k),
y=rx—y—xz+c(aY +k),
Z=xy—-bz+c,Z.
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b) The “slow” subsystem:
nga(Y—X)—c(x+k),
Y =e(rX =Y —aXZ)+c(y +k),

7 =&(aXY —-bZ) -c,z,

where the lower-case letters x, y and z represent the state variables of the
"fast" model, upper-case letters X, ¥ and Z denote the state variables of the
"slow" model, ¢ > 0, r > 0, and b > 0 are the parameters of the original L63
model, € is a time-scale factor (e.g. if € = 0.1, then the "slow" subsystem is ten
times slower than the "fast" subsystem), c is a coupling strength parameter for
x, X, y, and Y variables, c; is a coupling strength parameter for z and Z varia-
bles, k is a “decentring” parameter, and a is a parameter representing the am-
plitude scale factor (a = 1 indicates that "slow" and "fast" subsystems have
the same amplitude scale).The coupling strength parameters ¢ and c, control
the interconnection between "fast" and "slow" subsystems: the smaller the
parameters ¢ and c¢,, the weaker the interdependence between two subsystems.

Essential properties of this chaotic system have been considered in
detail earlier [37]. It was underlined that the temporal dynamics of coupled
L63 is strongly conditioned by its parameters. Standard values of the L63
parameters corresponding to chaotic behaviour are ¢ = 10, b = 8/3, and
r =28 [27]. These parameter values are used in this study since the motions
in the atmosphere and ocean are inherently chaotic. Note that for o = 10
and b = 8/3, there is a critical value for parameter r, equal to 24.74, and
any r larger than 24.74 induces chaotic behaviour of the L63 system.

The time-scale factor &, “decentring” parameter k and the ampli-
tude scale factor a are taken to be 0.1, 0 and 1 respectively. Without loss
of generality, we can assume that and ¢ = c,. The coupling strength ¢ de-
termines the strength of interactions between "fast" and "slow" subsys-
tems and, therefore, the dynamics of the entire coupled system. In numer-
ical experiments we assumed that the coupling between two subsystems
is weak, therefore ¢=0.15 [37].

The system of model equations is numerically integrated by fourth
order Runge-Kutta algorithm with a time step Ar=5x107. To discard the
initial transient period the numerical integration starts at time ¢, =2"As
with the initial conditions generated randomly around the point
x(-7)=(0.01;0.01;0.01;0.02; 0.02; 0.02)T and finishes at time t=0. This guar-

antees that the calculated state vector x, = x(0) is on the system’s attractor.
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The state vector x; is then used as the initial conditions for further numeri-
cal experiments. Note that for Ar=5x10", the numerical integration with
length of 200 time steps corresponds to one dimensionless unit of time.

The next coupled chaotic dynamical system is also composed of
"fast" and "slow" models. The "fast" model represents the chaotic dynam-
ical system developed by Lorenz to study the large-scale atmospheric mo-
tions [28] (herein is referred to as L.84), while the "slow" model, in the ab-
sence of coupling to the "fast" model, is a simple harmonic oscillator [38].
The following two sets of autonomous differential equations describe:

a) The "fast" model [28]:

x=-y*—z* —ax+aF,
y=xy—cy—-bxz+G+aX,
z=xz—cz+bxy+aY.

b) The "slow" model [38]:

X =-wY - pY,
Y =0X - fz,

where x is the intensity of the symmetric, globally averaged westerly wind
current (equivalent to the meridional temperature gradient); y and z are the
amplitudes of cosine and sine phases of a series of superposed large scale
eddies, which transport heat poleward; F and G represent the thermal forc-
ing terms due to the average north-south temperature contrast and the earth-
sea temperature contrast, respectively, w is the ocean oscillation frequency,
X and Y are zonal asymmetries in sea surface temperature, which interact
with the model atmosphere’s eddy fields (y and z).

The "fast" model (the original model proposed by Lorenz) is a Ga-
lerkin truncation of the Navier-Stokes equations and gives the simplest ap-
proximation of the general circulation of the atmosphere. This model has
been widely used in climatological studies and its properties have been ex-
plored extensively.

Values of the model parameters used in numerical experiments are as
follows [45]: a=0.12, b=4b, ¢c=05, F=8, G=025, p=y=0.1,
and @=274/4,where 1=0.0274.

The model equations are solved numerically by fourth order Runge-

Kutta algorithm with a time step Af =5x10~. The initial transient period is
discarded, as was mentioned above for the L63 model.
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I1. CtaitHim, K. TUHrBEJUL, C.A. COJIJATEHKO
OLIEHKA BJIMSIHUS HABJIOJEHUM HA ITIPOTHO3UPOBAHHUE
JTUHAMMKHA 3EMHOM CUCTEMBI C IOMOILBIO METOJIA
COIIPSI)KEHHBIX YPABHEHUI

Cmaiinau I1., Tuneeean K., Conoamenxo C.A. OuneHka BJIMSIHHUSA HAOJIOAEHHMH Ha
NPOrHO3HPOBAHHE JHHAMHUKH 3eMHOH CHCTeMBbI ¢ MOMOINbIO MeTOJAa CONMPSKeHHBIX
YPaBHEHHI.

AnHoTanus. MateMaTHYeCKue MOIEIU 36MHON CHUCTEMBI CIIyXKaT MOIIHBIM U 3(h(EKTHBHBIM
HMHCTPYMEHTOM, HCIOJIB3YEMBIM JUIS H3Yy4YeHHs] IIOBEICHMS IIPOLIECCOB, MPOTEKAIOIMMX B
chepryeckux 000NOYKAX Hamlell IUIAHETHl, B IIPOLUIOM M HACTOALIEM, a TAKKe Uil
MIPOTHO3UPOBAHUS HX B OyIyIeM ¢ y4eToM BHENIHUX Bo3ielcTBHil. KadecTBo MomenupoBaHUS H
MIPOTHO3UPOBAHUS TIPHPOAHBIX IPOLECCOB C INPUMEHEHHEM COOTBETCTBYIOIIMX MaTEMaTHYECKHX
Mozeneil B 3HAYMTENBHOM CTENEHM 3aBHCHUT OT JOCTOBEPHOCTH M 00beMa HH(OpMAIH,
XapaKTEePHU3YIOILEH COCTOSHUE PACCMATPUBAEMOi (PM3MIECKOI CHCTEMBI (Harpumep, atMocdepbl) B
HEKOTOPHIil HAYalIbHBI MOMEHT BpeMeHH. cTouHMKamu SToif MH(pOPMAIMH CIIyXaT pa3iIHIHbIe
CTal[MOHAPHBIC U TOJBIDKHBIC TEXHHYECKHE CPENCTBA, MHTEIPHPYEMbIC B CIUHYIO ITIOOATBHYIO
HaONIIOJATeNNbHYIO0 ceTh. I10CKONIbKY pa3BHTHE CPEACTB HAOMIOAEHIS JOPOrOCTOSIIee MEPOIPHUATHE,
OYeHb BAKHO HMETh BO3MOXKHOCTb OLCHUBAaThH J(P(EKTHBHOCT Kak CyIIECTBYIONICH, Tak H
IUTaHUPyeMOH HaOmronarensHol ceTu. Llens HacTosimeil paGoTEI COCTOUT B TOM, YTOOBI, C OJJHOH
CTOPOHBI, PACCMOTPETh IOAXOJ, OCHOBAaHHBIM HA CONPSDKCHHBIX YPABHEHISIX U IIO3BOJIIOIIMH
OLICHUBATh BIIISHHE PA3IMYHBIX HAOMIOEHIH Ha TOYHOCTH IPOTHO3UPOBAHNS YBOJIIOIIMH OCHOBHBIX
KOMIIOHGHTOB ~ 3¢MHOH cHCTeMSHI (aTMocepsl M OKeaHa), W C JAPYTOd CTOPOHBI —
MPOMUTIOCTPUPOBATh ~ HPUMEHEHHE OTOr0 MOAXOZAa HAa IIpUMepe [BYX  XAOTHYECKHX
MaJlonapaMeTpUIecKuX JUHAMUYECKHX cucTeM U riobamsHoil Mogemu ACCESS (MonemupoBaHue
aBCTPAIMIICKOrO ~ KJIMMara ¥ 36MHOM  CHCTEMBI), HCIONB3yeMOH B  ABCTpaJMHCKOM
METEOpOJIOTHIECKOM O10po. Pe3ynbTaThl YMCIEHHBIX SKCHEPHMEHTOB JEMOHCTPHUPYIOT BBICOKHE
BO3MOJKHOCTH ~ METOJa  CONPSDKCHHBIX ~ YPAaBHEHMH, KOTOPBIH IO3BOJIIET  PAHIKHUPOBATh
M3MEPUTENEHYIO HH(OPMALIHIO, TOTyJaeMyr0 ¢ HOMOIIBIO PA3IMYHBIX TEXHUYECKHMX CPEJCTB, MO
CTEIIeHH e BaXKHOCTH, a TAKOKe OLICHUTH BIIMSHIE HAOMIOICHUH Ha KaueCTBO IPOTHO30B.

KiioueBble €/10Ba: BapHAIllMOHHOE YCBOSHHE HHGOPMAIWH, CONpPSDKCHHBIC YPAaBHEHUS,
4yBCTBUTEIBHOCTh IPOrHO3a K HAOJIIOIEHHAM, 36MHAsI CHCTEMA.
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SI.A. CKOPOXO/IOB
MOJAEJUPOBAHUE ®YHKIIMOHUPOBAHUA KOCMHUYECKHUX
N HASEMHBIX CUCTEM HABJIIOAEHUS 3A BO31YIIIHBIM
JABUKXEHUEM

Ckopoxooos 1.A. MopeaupoBanue (GYHKIHOHHPOBAHUS KOCMHYECKHX M Ha3eMHBIX
cucTeM Ha0/MI0/IeHHS 32 BO3AYIIHBIM BH:KeHHEM.

AHHoTanusi. B Hacrosmee BpeMs CO3JAIOTCA M IIOCTENEHHO HAapallUBAaIOTCS
opOHTaIbHbIEC TPYNIHPOBKI KOCMHYECKUX allapaToB ¢ BO3MOXKHOCTBIO IIpueMa, 00paboTKH U
peTpaHcIAMu curHanoB cucteMbl ADS-B (ot anrim. «Automatic Dependent Surveillance —
Broadcast» —  aBTOMaTHueckoe 3aBHCHMOE  HAONIOACHWE —  LIMPOKOBEIIAHHE),
o0ecreunBaronye TI00aNbHOCTh U HEIPEPHIBHOCT HAOGIIOACHHS 32 BO3AYIIHBIM IBIKCHHEM.
B COOTBETCTBUHM C KOHLEMIUEH HCIOJIb30BaHUs TexHONornu ADS-B kaxaplii ydacTHHK
BO3IYIIHOTO IBIKEHUS NEPeacT B MIMPOKOBEIIATEILHOM PEXKUME CBOH HICHTU()UKAIIMOHHEIC
JaHHBIE, MECTOINOJOXKEHHE U IapaMeTphl cOCTOSHMA. Tak Kak Ipu pa3paboTKe CHCTEMBI HE
[IPEeIIONaraioch MPUHHMATh CUTHAIBl Ha OOpPTy KOCMHYECKOTO alapara, CyIIeCTBYIOT
oInpeielIeHHble IIPOOJIEeMbl, CBS3aHHBIE C WX JHEPreTHYeCKOW JOCTYIHOCTBIO, HAIHYHEeM
KOJUIM3UH COOOIIEHHH OT pa3HBIX HMCTOYHHKOB, BiusHHeM d(dexra Jommepa u Ipyrumu
¢axropamu. PaspaboTaHa MMUTAaIMOHHAs MOJENb CHCTEMBI HaONIONCHHS 3a BO3IYIIHBIM
IBIDKCHHEM Ha OCHOBE IIpHEMa CHTHAJOB, COJACPXKAINX HICHTH(DUKAMOHHYIO U
HABUTALOHHYIO HHGOPMAIMIO U NEpPEeIAIONINXCS M0 PaJMOKaHAIYy B MIMPOKOBEMIATEIHHOM
pexume. IIporpaMMHO peanu30BaHHBIE AaNTOPHUTMBI HMHTALOHHOTO MOJEIHPOBAHUS
MO3BOJISIIOT 33/1aBaTh PAa3IMYHbIC OIPAHHYCHHUS M JOIYLICHHs (MCIIONB3Ys PAa3JIMYHbIe MOJCIN
pacmpeneneHus HCTOUYHUKOB M3ITydeHHMil, IyHKTOB IpHEMa CHTHAJIOB aBHALMOHHBIX CHCTEM
CBSI3H, KaHaNa nepeaadyd HHQOpMaIHH, pacipeeleHns YJacTOThl U JIUTEILHOCTU CUTHANIOB) U
NOJTy9aTh OLEHKHM LENEeBBIX MOKa3aTelled (YHKIHMOHUPOBAHHMS KOCMHYECKHX M Ha3eMHBIX
cucTeM obecredeHuss 0e30MACHOCTH IBIDKCHHS BO3IYIIHBIX CYAOB C YYETOM Pa3IHYHBIX
MPOCTPAHCTBEHHBIX U  DHEPIreTHYECKHX  (PAaKTOPOB U  YCIOBHH  PacIpOCTPaHEHHS
PaIHOCHTHAJIOB, a TAK)XKE PEATbHOTO Pa3MEIICHHS KOHTPOIUPYEMBIX 00BEKTOB U THHAMUKH UX
IOBIDKCHUS B MHPOBOM BO3IYLIHOM IPOCTpaHCTBE. IIpHBeleHBI METOAUKH M IIPUMEPHI
HCIIONB30BAHMSA ~ HMMHTAMOHHOM  MOZENH OIS pacdeTa  [ENeBBIX  IIOKa3aTenei
(YHKIMOHNPOBAHHS KOCMUYECKUX U HA3eMHBIX CUCTEM aBHAIIMOHHOTO HAOTIONCHUSL.

KuaroueBble ciaoBa: aBuannoHHoe Habmromenune, ADS-B, aBromarnueckoe 3aBHCHMOE
HaOMIOJEGHHE — BeI[aHHe, MAaTeMaTHYeCKOe MOJCIHPOBAHHE, KOCMHYECKHE CHCTEMBI,
00paboTKa MHpOPMALUH.

1. BBenenune. B mocnenHue TOBI B IENAX MOBBIMICHAS 0€30MAaCHO-
CTH BO3AYLIHOI'O IBUYKEHUS aKTUBHO Pa3BUBAIOTCS CUCTEMbBI aBUALIMOHHOTO
HaOmoneHus. Hapsany ¢ TpagulIMOHHBIME CHCTEMaMH Ha3eMHOTO 0a3upo-
BaHMS B IPAKTUKY YHPABICHUS BO3AYIIHBIM JIBUKEHUEM BHEIPSIOTCS Mep-
CICKTHBHEIC CpPEICTBA KOCMHYECKOro OasmpoBanus [1-5]. st BEIpaOOTKH
000CHOBAHHBIX TPEOOBAHUI MM PEMICHUN MIPH MPOCKTHUPOBAHINH KOCMUYE-
CKMX W Ha3eMHBIX CHCTEM aBHAIIMOHHOTO HAOIIOJCHHWS Ha OCHOBE IMpHeMa
CUTHAJIOB, COAEPKAIINX MICHTH()UKAIMOHHYIO W HaBUTAIMOHHYIO MH(OP-
Maluio (HampuMep, CHUTHAJIOB CHCTEMBl aBTOMATHYECKOTO 3aBHCHMOTO
HaONIOIEHNs] — PAJMOBEIIAHUs), a TAKKe ONTHMAIBHOTO IUIaHHUPOBAHUS
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MPUMEHCHUA YKE€ CYHICCTBYIOUINX CHUCTEM, HeOGXOI[I/IMO BBITIOJTHEHUE pAlia
HAy4HO-HCCIIEIOBATEIbCKMX M OINBITHO-KOHCTPYKTOPCKUX pPadoT, 4YTOOBI
OLICHUTh JHEPreTHYECKYIO JOCTYITHOCTh CHUTHAJIOB W BIMSHHE Ha Oe30miu-
O0uHBIN MpHeM cooOIIeHnH ApyruX (akTopoB, B YACTHOCTH BO3MOXKHBIX
nHTEepdEpEeHINI CUTHAJIOB OT pa3HbIX HCTOYHUKOB [6, 7].

Bo Bcex cimywasx Kak Jisl KOCMHYECKHX, TaK M I Ha3eMHBIX CH-
CTEM IPOBCACHUEC HATYPHBIX OKCIICPUMECHTOB SABJIACTCA llOpOFOCTOHH_[eﬁ u
HE BCET/a BBHIITOJIHUMON omeparieid. B mepBoM cirydae BBICOKast (PMHAHCO-
Bas PECYpPCOEMKOCTh OKCIIEPHMEHTOB OOyCJOBIE€Ha HEO00XOIMMOCTHIO
OCHAIIIEHUS OTENAEMBIX JIEMEHTOB pakeT-HOCUTeNeH (TOCIeAHUX CTyIIe-
Hel), pasTOHHBIX OJIOKOB WM KocMudeckux ammapatoB (KA) momonHu-
TEJILHBIM 000pYyJOBaHHEM IpHeMa U 00pabOTKK CUTHAJIOB, U3JIydaeMbIX Ha
gactote 1090 MI'nt [8-10]. [l Ha3eMHOU ceTeBOM CHUCTEMBI IKCIIEPUMEH-
TaJlbHbIE HCCIEAOBAHUS 3aTPyJHEHBI OOJBIION TEPPUTOPHATIBHON pazHe-
CEHHOCTBIO ITYHKTOB HAOJIFO/ICHHSI.

B psine ciyuyaeB s DPUHATHS PEUICHUN AOCTATOYHO HCIIOJIB30-
BaTh PE3yIbTAaThl MATEMATHYECKOTO MOJIENUPOBaHus. B Hacrosmee Bpe-
M pazpaboTaHo  OONBIIOE  KOJMYECTB  YHHMBEPCAIBHBIX U
CHEeNHaI3UPOBAHHBIX CPEACTB HMHTALMOHHOTO MOJIEIMPOBAHUS, B
gactHOCcTH «AnyLogic», «GPSS» [11, 12]. OnHako WX HCHOJIB30BaHUE
JUIA peIIeHus] yKa3aHHOW B CTaThe 3aadd HE IPENICTABIIIETCS BO3MOX-
HBIM B CHIIY CIIEAYIOIINX (PaKTOPOB:

— 0O0JBIIOE KOJUYECTBO UCTOYHUKOB M3ITyYEHUI CHTHAJIOB (IeCsT-
KM ¥ COTHH THICSY);

— HEpaBHOMEPHOE U HEOJHOPOJHOE PACIpeAeiICHUE HCTOYHHKOB
U3Ty4eHUH B TPOCTPAHCTBE, AWHAMHYECKH M3MEHSIOMIAsACA DPaguodJIeK-
TpPOHHAsE OOCTAHOBKA, YTO OCOOCHHO CHPABEIIUBO IJISI BO3AYIIHBIX OOBEK-
TOB, YUUTBHIBast BRICOKYIO CKOPOCTh UX II€PEMEIICHUS;

— CJIOXKHBIC ITPOTOKOJIBI MEpeaavn I/IHq)OpMaHI/II/I, B YaCTHOCTH, IJIA
BO3IYIIHBIX CY/IOB KOJMYECTBO IepenaBaeMbix curHaioB (TumoB MODE
A/C, MODE 8) 3a aHanu3upyeMbIX HHTEpBall BpEMEHH 00YCIIOBIEHO KOJIH-
YECTBOM PaIMO3JIEKTPOHHBIX CTAaHIMEH, B PaJMOJIOKAIIMOHHOM I0JIE€ KOTO-
PBIX IBHKETCSI OOBEKT;

— Oospmioe KONMMYecTBO (HaKTOPOB, BIMSIOMMX Ha ociabiieHue
CHTHAJIOB CIIyTHUKOBBIX PaJIMOJIMHUMN, PAJ U3 KOTOPBIX IUIOXO (GopMan3o-
BaHbI (HaIpUMep, BIMSHUE THAPOMETEOPOB Ha PAcIpOCTPAHEHUE 3IIEKTPO-
MarHUTHBIX BOJIH);

—  CJOXHBIE OAJUITMCTUYECKUE MOJICIIH.

IIpobnemaMu MOJENUPOBAHUA CHUCTEM YIPABICHUS BO3IYIIHBIM
JBIDKCHUEM 1 TUITAHWPOBAHMUS MCITOJIb30BAHMS BO3IYITHOTO MIPOCTPAHCTBA B
cUcTeMax OpraHM3alliy BO3AYIIHOTO JBMKECHUS 3aHUMAETCS Psifi OpraHu3a-
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1uH, B ToMm uncie u B Poccun — OI'VIT «'ocHUHUAC» [13]. B o *xe Bpe-
Msl TeMa MOJETMPOBAaHMS KOCMHUYECKHX CHCTEM KOHTPOJS JBIKCHUS BO3-
JYIIHBIX CYJOB Ha OCHOBE IIPHEMa CUTHAJIOB aBTOMAaTHYECKOTO 3aBUCHMOTO
HaOJII0/ICHUsI B OITyOJIMKOBaHHBIX paboTax He pacCMaTpHUBaNaCh.

Lenp HacTOSMIETO MCCIIEIOBAHUS — pa3padOTKa MMUTAI[HOHHO-
AQHAJIMTHYECKON MoJenn (YHKIMOHMPOBAHUS CHCTEM aBHALMOHHOTO
HaOJI0JICHHs, KOTOpasi MOXKET OBITh MCIIOJIb30BaHa JJIsl PEUICHUs Cleny-
IOIINX 3a7ad:

— OIICHUBAHUS JHEPreTHYECKOW MOCTYMHOCTH CHUTHAJIOB JUIA 3a-
JTAHHOM CTPYKTYpBI opouTaibpHoi rpynmupoBku (OI7) nim Ha3eMHO# ceTH n
JIPYTUX YCIOBHH (C Y4ETOM Pa3lUYHBIX JTOMYIICHUA W OTPaHUYCHHHA TPH
MonenupoBanum) [14];

— OIICHUBAHUS LEJIEBBIX MOKa3aTelleii OOHapyKeHUs CyI0B JUIs 3a-
TAHHOM CTPYKTYPBI KOCMHUYECKOI CHCTEMBI (Ha3eMHOH ceTH);

— BBIOOpa cTpyKTyphl OI' (MapaMeTpoB pa3MemeHHs CeTH) IS 3a-
JIAHHBIX TIOKa3aTenell 0OHapyKEHUS BO3IYIIHBIX CYJIOB.

[IpaBUIBHOCTE PE3yIHTATOB MOJIEIMPOBAHNUS 3aBUCUT OT KauecTBa
OTIMCAHUs pealbHOW AEHCTBUTENBHOCTH B HCIOJB3YeMBbIX Monemsix. C
Lenpi0 HauboJiee aJeKBaTHOTO NPEICTABICHHUS MOJIEIUPYEMBIX CHCTEM
MIPOU3BEJCH aHAJIN3 PACHPEEIICHUS] NCTOYHHKOB H3IYUCHHS CHTHAJIOB
Ha yacrore 1090 MI'm u MapupyToB HX JBHXKEHHS, a TaKKe
(akToOpOB, BIUSIOMIMNX  HAa  pPacHpOCTpaHEHHE  CHTHAJIOB  CHCTEM
ABUAIMOHHOT'O HAOJIOACHUSI.

2. AHaJM3 XapaKTepPUCTHK BO3AYIIHOIO JABM:KeHMs. s
OLICHWBAHMS XapaKTEPUCTUK BO3AYIIHOTO [IBWXKEHHS U pa3paboTKu
CTaTUYECKOM M AMHAMHUUYECKOM MOJeNIed paclpeleseHUss UCTOYHHUKOB
m3IydeHnid curHanoB Ha dactote 1090 MIm wucmoms3oBamuch
(opMaTHpOBAaHHBIE [aHHBIE, BKJIIOYAIONINE KOOPJMHATHI BO3IYIIHBIX
cynoB B chepHUeCcKoii Treoae3ndeckoii cucteme koopauuat, ux ICAO (ot
anrn. «International Civil Aviation Organization» — MexayHapomgHas
OpraHm3anusi  TPaXJaHCKOW  aBHAIMM) KOABI M  YHHUKAJIbHBIC
UICHTU(DUKATOPHl PEHCOB, PErucTpanusi KOTOPBIX MPOUCXOAWIA B
TedyeHne 24 4acoB Kaxnble 15 MHHYT ¢ BeO-CEpBHCOB, IMO3BOJISTFOIINX
CIIEUTHh 32 MEepPEeMEIIeHUEM BO3AYIIHBIX CYJOB B PEXHME pEalbHOTO
BpeMeHH, Hampumep uHTepHeT-pecypcoB Flightradar24, Planefinder,
ADS-B Exchange. Pesympratel peructpamuu ¢ yKa3aHHEM BpEMEHU
MOJTydeHHs] MHPOPMAUN 3aHOCHINCH B 0a3zy maHHBIX. B mpocreiimem
ciydae 0a3a MaHHBIX MOXXET COCTOSITh M3 JBYX TaOJIUI, COJEpKaIlnuX
CTaTUYECKHE M JUHAMHYECKHE XapaKTEPHUCTUKH MCTOYHHKOB M3ITy4eHHH
CUTHAIOB. Busyamuzanusi BBIOOPOYHBIX JaHHBIX B TI'€0AE3MUECKOM
cucreme koopaunat (CK) npencrasiena Ha pucyHke 1.
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AHanu3 pucyHKa 1 MO3BOJIsSIE€T BBIACIUTH PETHOHBI C TOBBIIICHHON
IUIOTHOCTBIO BO3JYIIHOTO TpaduKa, PErHOHBI, TJe OTCYTCTBYIOT Cpell-
CTBa aBMAllMOHHOTO HAOJIOJEHMS WIM HE IpelocTaBiseTcs oOmmui jo-
CTYyl K TMOJETHBIM JaHHBIM, a TakKkXX€ OCHOBHBIE MEXIYrOpoAHHE U
TPaHCKOHTUHEHTAJIbHbIE MapHIPYThl JBMKEHUS BO3IYUIHBIX cynoB. [Ipu
6oJiee AETaTbHOM aHAIM3E€ MOXKHO BBIJICIHNTH KIaCTEPhl COCPEIOTOUCHHS
BO3AYIIHBIX CYIOB, COOTHECEHHBIE C PErHOHAIbHBIMHU LIEHTPAMHU COOT-
BETCTBYIOIIUX CTPaH.

n~800 ThIC B

[, rpan
Puc. 1. Busyanusanust BBIOOpOYHBIX JaHHBIX B reonesndeckoil CK

O0paboTKka ¥ CUCTEMATH3ALKS TTOJIHOTO 00beMa WH(OpPMALUH 1103~
BOJIMJIA OIEHUTH 000OIICHHBIE CTATHCTHYECKUE JaHHBIE O BO3AYIIHOM Tpa-
¢uxe. Pazmep BbIOOpKHM (0OIIEE KOJIMYECTBO MOIYUYEHHBIX COOOLICHUI) 3a
yKa3aHHBIN MHTEpBa BPEMEHHU cocTaBmil 769855, kommuecTBO 3aUKCUPO-
BaHHBIX BO3JYIIHBIX CyZOB (0e3 ydera BO3AYLIHBIX CYJIOB, HE MMEIOIIUX
ICAO xoma) — 31666, konudecTBO pericoB — 125558, Tlonuronsr 4actot
KOJINYECTBA PEHCOB, COBEPIICHHBIX OJHHM BO3JYIIHBIM CY/JHOM 3a aHajH-
3MpYyeMbIl MHTEpBaJl BPEMEHH, M NPOJODKUTEIILHOCTA PEHCOB MpEACTaB-
JICHBI Ha PUCYHKE 2.

I'paduk Ha pucyHke 2a He yduThIBaeT 14662 peiicOB BO3IYITHBIX
cynos, He nMmeromux [ICAO kofa, 9TO CBSI3aHO C OCOOCHHOCTBIO PabOTHI
CaMoro WHTEpPHET pecypca M He MO3BOJSIET OTHECTH Perc K KaKoMy-JIHOO
BO3/AYIIHOMY CYJHY.
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BC pe¥chbl
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Puc. 2. Ilonuronsl 4acToT: a) KOIMYECTBO PEHCOB, coBepmeHHBIX onqHuM BC 3a
AHAJIM3UPYEMBIil HHTEpBaJl BpeMeHH; 0) NPOIOKUTEIILHOCTh peiicoB

UucnoBbIe OLEHKH XapaKTePUCTHK BO3IYITHOTO IBIKCHUS 32 CYTKH
MIPEICTaBIICHBI B TAOIHUIIE 1.

Tabsuna 1. XapakTepucTHKH BO3YITHOTO JIBHKCHUS

No 3HayeHue
/' XapakTepucTuka
Ry MuH. Makc. Cpennee
KonnuecTBO MCTOYHUKOB H3JIy4YEeHUH
! curHajioB Ha yactore 1090 MI'g 7022 9320 8019
5 KosnuuecTBo peiicoB, COBEpIICHHBIX | 20 3.5
onunM BC 3a cyTkn
3 [IponomxurensHocts mnoseta BC, 0.25 24 12
4acoB

MuHHMaIbHOE U MaKCHUMAJIBHOE 3HAYEHUS MPOJODKHTENBHOCTH IO0-
JIETOB, yKa3aHHble B TaOuuLe 1, B JaHHOM cilydae 00yCJIOBJICHBI MUHUMAIIb-
HBIM HHTEpPBAJIOM pEerucrpanuu uHdopmanuu U OOLIEH UIHTETHHOCTHIO
MIPOBEICHUS SKCIEPUMEHTA.

I'paduk n3MeHeHMs 3HAUYCHUH KOJMYECTBA WCTOYHHUKOB H3ITyYeHHH
curHasioB Ha yactote 1090 MI'u B nepuon ¢ 6 ssuBapst 2018 roga no 9 siHBapst
2018 roga (IpoIOIDKUTENBHOCTD PETUCTPAIHHN 84 Yaca) H300paXKeH Ha PHCYH-
ke 3. Hauano perucrpanuu coorserctByeT 19.00 B MOCKOBCKOM 4acOBOM HOSI-
ce. AHamm3 rpaduKa MOKa3pIBaeT, YTO M3MEHEHHE KOJIMYECTBA HMCTOYHHKOB
M3ITy9eHUH HMECT NIEPHOANYECCKIN XapaKTep U 3aBUCUT OT BPEMEHH CYTOK.

YuuThIBas NMEPUOANYHOCTD M3MEHEHMS IPEJCTABICHHBIX XapaKTepH-
CTHUK, MOXHO CZEJIaTh BBIBOJ, YTO JAHHBIC CYTOYHOI'O MOHHTOPHHIA BO3MYII-
HOT'O JBI)KEHUsI SBJISIFOTCS PENPE3CHTATUBHBIMU U IO3BOJLSIIOT HA MX OCHOBE
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CO3JaTh KakK CTaTUYCCKYIO, TaK U JUHAMHWYCCKYIO MOJICIIN PACIIPEACIICHUA UC-
TOYHUKOB I/ISHy‘IeHI/Iﬁ CUTHAJIOB aBUAITMOHHBIX 60pTOBBIX CHUCTEM CBA3H.

BC
9500

50 BT A TN
o A T A PR AT
oo AR AVYAR TAWAR !
6500 : v V ! \

6000 -+
0 10 20 30 40 50 60 70 80 %4

Puc. 3. KonmyectBo Ns (f) ICTOYHHKOB H3ITyYeHUH

Kpome Toro, ucnonn3ysi JaHHBIE, TOJNydeHHBIE W3 IyONWYHBIX WH-
TEpHET-PECYPCOB, MOXHO CO37aTh 0OJee CIOKHBIC MOJIETH M aJrOPUTMBI
MIPOTHO3UPOBAHUS TPACKTOPUH JBIDKCHHS BO3AYIIHBIX CYJOB C LEJBIO HC-
KIIFOUCHHSI MX CTOJIKHOBEHMH M ONTHMH3ALUH YIPABICHUS BO3IYIIHBIM
nBrkeHueM [15-18].

3. AHann3 (akTopoB, BJIMAIOMIUX HAa ocjJaldjieHHe CUTHAJIOB
ABHAILIMOHHBIX CHCTeM o0ecrmeveHHsi 0e30NMACHOCTH BO3AYLIHOIO JBH-
skeHus. Ha ocnabneHue curHanoB aBUallMOHHBIX CHCTEM oOecriedeHus 6e3-
ONIACHOCTH BO3JIYLIHOTO JBW)KEHHS B PEAIBHBIX YCIOBHAX BIHSIOT
pasnuuHble (aKTOphl, K OCHOBHBIM M3 KOTOPBIX CJIEOYeT OTHECTH Jallb-
HOCTb Iiepeiaut, aTMoc(epHbIE SBICHUS U MOJISIPU3ALMOHHbBIE P PEKTHI.

3amyxanue sunepeuu cuenana 6 c6ob6oonom npocmpancmee. Pacuer
noteps L (d, f) mepenaun mpu pacnpoCTpaHEHHH CHIHala B CBOOOJHOM

MIPOCTPAHCTBE OCYIIECTBIAETCA MO CEAYIOIeH 3aBUCUMOCTH [19]:
L(d, f)=32,4+20log f +20logd, 1)

riae f— Jacrorta nepenadn coodmienus, MI'; d — paccTosHEe OT UCTOY-
HUKA §; JI0 TPUEMHHUKA 7/, KM.

Ammocghepnvie nomepu. Ilorepr MOITHOCTH CUTHANA B atMocepe B
OCHOBHOM 0OYCJIOBJIEHBI TPOITOC(EPHBIMH KHCIIOPOIOM | TIapaMH BOJBI, a
TAKKE JOXKJEM U MPOYUMH OCaJKaMH. [Ipr MOJETMPOBAHUN KaHAlla CBS3U
MEK/Ty BO3AYIIHBIM cyaHoM 1 KA atMoctepHbie TIOTEpH HE YIUTHIBAIOTCS,
MTOCKOJIBKY OOJIBIIIAs YacTh MOJIETa BO3MYIIIHOTO Cy/IHA TIPOXOIAUT Ha CIIO-
eM aTMOC(epbl, COIEPKAIMM OCHOBHYIO YacTh HMEIOIINXCS B HEH BOSHO-
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ro mapa M Kuciopoza. BelpaxkeHue Juisi BeIYuCIeHHs ociadnenus Lo (f; B)
MOIIIHOCTH CHTHaJIa B ra3zax armocdeps! umeet Buj [20]:

Ly (fsB) = Yiy0 (Nlityo B) + 70, (Nlo, (B), 2)

rae f — yrou Mecta; Yy,o(f),Vo, (f) — noronxoe ocnabnenne ans Bo-
JUIHOTO Tapa W KHUCIOPOJAa COOTBETCTBEHHO, Ib/KM; ZH2O(B) , 102 B) —

3¢ deKTUBHBIE IIMHBEI TPacC B aTMocQepe, ColepsKamiell BOASHBIE Mapbl U
KHCIIOPOI, KM.

AHaIUTHYECKHE aNMPOKCUMALIUK JUIS ONpPEAECHUs KodP UIneH-
TOB Yi1,0(/) , Yo, (f) moronHoro ocnalueHus, 3aBUCAIME OT 4ACTOTHI f

CUrHaja, mpuBeleHsl B [7, 19], BblpaxkeHus >QQEKTUBHBIX JUIMH Tpacc
ly0 () ,102 (B) umerorcs B pabore [20].

Yron mecta B pacCUUTHIBACTCS B TOIOICHTPHYECKOW CUCTEME KOOp-
JIUHAT, HA9aJI0 KOTOPOH OMpeNesieTcs Te0Ie3nIecKOl mupoToi b M 10I-
TOTOW /i1 M3MEPUTENFHOTO IMyHKTAa HA TMOBEPXHOCTH 3€MHOTO DIUTHIICOWIA,
COTJIACHO CIIEAYIOMIEMY BEIPaKECHUIO:

B =asin(yr/d), 3

rae yp — MpOeKIus: KoopauHat obbekra Ha 0cb OY TOMOLEHTPHYECKON
cucreme koopaunar (CK).

MaremaTnueckast GopManu3anus pactpeeleHusl THIPOMETEOPOB
Ha 3emiie B [EJIOM W JHHAMHKH aTMOC(ephl XapakTepH3yeTcs BBHICOKOM
CITOKHOCTBIO M SABJIAETCS OTAEIBHO HAYYHOM 3a1aueil, MOITOMY BIHUSHHE
aTMOC(EepHBIX OCaJKOB HAa PACIPOCTPAHEHHE AIICKTPOMATHUTHBIX BOIH H
ociabiicHWe MOIIHOCTH CHTHAJIIOB AaBWAIMOHHBIX CHCTEM  CBSI3H
YYUTHIBAETCS TOJNBKO B CIEIHAIBHO OTOBOPEHHBIX CIIydasx, HAIPpUMeEp, C
HEJIBbI0  ONpENENeHUs. DIEKTPOMArHUTHON IOCTYIHOCTH CHTHAJIOB B
9KCTPEMATIBHBIX YCIIOBHSX.

Anroputm pacuera ocnabnenust Ly (f,B,h,,J) curHamoB B rumpo-

MeTeopax (I0’KAe) JOCTaTOYHO MOoAPOOHO npuBeAeH B pabote [21]. Ucxoa-
HBIMH JaHHBIMH JULsL pacuera ocnabienus Ly(f,B,A,,J) curnama B noxne
SIBJSIFOTCS: YTOJI MecTa P, 4acToTa f CUrHaia, BEICOTa /, n3otepmsl 0°C Hax

CPETHUM YPOBHEM MOpsi, HUHTEHCUBHOCTb JOJs J, 4YaCTOTHO 3aBUCHUMBIE
K03 (GULNEHTH! JUIS TPOTHO3MPOBAHUS OCNa0JeHHs CHTHANa B JOXKIE C
3aJJaHHO} MHTEHCHUBHOCTBIO J. 3HaueHus BbICOTHI /i, n3oTepMsl 0°C u uH-

TEHCUBHOCTH J HOXIS IS pernona pasMEIEeHUs U3MEPUTEIIBHOIO ITyYHKTa
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MOJKHO B3$5ITh U3 CIPAaBOYHBIX JAHHBIX, B TOM YHCJEe B KHUTE [21] 4acTOTHO
3aBHCHMBIC KOI(PQPHUIIMECHTHI IPUBOAATCS B PEKOMEHAALUAX MexIyHapo/-
HOTO CO03a 3JIEKTPOCBA3U.

THonapusayuonnvie nomepu CyMMHPYIOTCSI U3 HOTEph CBS3aHHBIX
C PACXOXKJEHUEM IUIOCKOCTEH mossgpu3anuili MpHeMHOH U Iepefaro-
mieit anteHH, dpQexkrom Dapanes, mOTeph U3-3a NCMONAPUANANA PAIHO-
BOJIH B OCaJIKax.

Brlpaskenue st ompeneneHus mnoteps L, (@) M3-3a pacxoxaeHHs

IUIOCKOCTEH noJjigpusanun nepezla}omei/i u HpHeMHOﬁ AHTCHH UMCCT BU!

L, () = —20log[cos(9)], “)

re @ — yroj Mexnay (oKalbHBIMH OCSIMH aHTeHH cynHa u KA, mpu ¢ =
7/2 cBsA3M He OyJeT.

VYron y moBopoTa ILUIOCKOCTH MOJSIPU3alMU BeiencTBHe (a30Boi
JICTIEpCUN CHTHAJIOB, o0ycioBieHHON 3¢ddexTom PDapanesi, MOXKHO NpH-
OIMKEHHO ompeenuTh 1o gopmyse [19]:

v=2,32-10"/f2[1-0,91-cos(B)]"’, (5)
a notepu curHana L (v):

L (y) ==20log[cos(y)]. (6)

Jenonspuzanusi BOJH B OCajKkax OOYyCJOBJIEHa HEC(HEpHUYHOCTHIO
(OpMBI M TpaeKTOpHEH NaJeHus] YacTHL[ I'MIPOMETEOpPOB, MPEXIE BCEro
Karnenb A0kag. IlornorieHne paguoBONIH B THIPOMETEOpax BCIIEACTBHE
JICTIOJISIPU3AIMY YBEINYHMBACTCS PSMONPOIIOPIIMOHAIFHO YaCcTOTEe CUIHANA
1 SBJISIETCSI BECbMa 3HAYUTENIBHBIM ISl CHTHAJIOB € 9acToToi BhIme 5 T
[Mockonmbky Qopmanuzanus 3pdekra ASMOIIPU3ALUN B 0CAAKAX SBISCTCS
JIOCTaTOYHO CIIOKHOM 3afadell M aHaIM3upyeMas 4acToTa CYIIECTBEHHO
MenbIne 5 [T, npu MmogenupoBanun ocinabiIeHne CUTHANIA H3-3a JETIOSAPH-
3aIlH PaANOBOJIH HE YIUTHIBAETCH.

4. UmutaunonHasi MoJaeab (YHKIMOHHPOBAHHS CHCTEM aBHAa-
HHOHHOTO Ha0 I0AeHHs. Moaenb (QyHKIMOHHPOBAaHUS CUCTEM aBHUAIMOH-
HOTO HAaOIIOAEHHS COCTaBIISIOT YacTHBIE MOJEIH, a HMEHHO MOJEINb
pacripenieneHusl ICTOYHUKOB M3ITydeHW cUTHaIoB Ha dactore 1090 M,
MOJCJIb PpaclpeACJICHHBIX ITYHKTOB IIpyu€Ma CHUTHAJIOB, OaJNIUCTHYECKHE
MOJIeIM, MOJIeTIb KaHaja rnepeAadn MHGOpPMAIMU, MOAEIb paclpeeIeHus
YaCTOTHI U JJIUTENBHOCTEN CUTHAJIOB (PUCYHOK 4).
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MATEMATUYECKOE MOAENMPOBAHWE N NPUKNAOHAA MATEMATUKA

Mooenv pacnpedenenus UCMOYHUKO8 U3IYUEHUL CUCHANO8 HA Yd-
cmome 1090 MI'y ipencTaBieHa B CTATHYECKOM U JHHAMHUYECKOM BapHaH-
TaX. JIOCTOMHCTBOM CTaTM4YeCKOW MOJEIHM paclpe/ielieHuss HCTOYHHKOB
U3JIyYEHUH SABJIAETCA MPOCTOTA IIPOIPaMMHOM peallM3alid, B TOXKE BpeMs
PE3YyabTaThl MOACITIUPOBAHUA ITPU YCIIOBUUN CTaTUYECKOU MOJECIN, YYUTBIBAA
BBICOKYIO CKOPOCTB NepEeMEIIIEHHsI BO3IYLIHBIX CY/I0B, OyAyT aJeKBaTHBIMU
JIMIIb Ha KOPOTKUX MHTEPBaJax BPEMEHH.

Craruyeckast MOJIENb pacpe/ieJICHUs] HICTOYHUKOB W3JTyYeHHH Tpe-
crapiser coboit MHOXKecTBO S ={s;,i =1,...,Ng} DJIeMEHTOB — HCTOYHH-

KOB HM3JIydeHHH curHanoB Ha yactore 1090 MI'm, xaxmelif U3 KOTOPBIX
XapakTepu3yeTrcs CBOUM MecTonojoxeHueM C;, 3aaHHBIM B Teoje3uye-
CKOW cepHyecKkoil cucreme KOOpIUHAT. MecTONoJoKeHHe BO3IYLIHBIX
CYZIOB MOXKET OBITh 3aJJaHO JIBYMsI CIIoco0amH, B IIEPBOM CIIydae KOOpANHA-
Thl C; MECTOTIONIOKEHUH OOBEKTOB HAOIIONCHMS ONPENEIISIFOTCS CTaTHCTH-
YecKd 110  33JaHHOMY 3aKOHY  paclpelelieHHs, Kak [paBuilo,
PaBHOMEPHOMY, BO BTOPOM Cllydae HCIIOJIBb3YeTCS «CHHMOK» pealbHOTO
MECTOIIOJIOKEHHUSI 00BEKTOB AJISI 33JJaHHOTO MOMEHTa BPEMEHH £.

B ciyyae quHamuyeckoi MOJIENM pacpeesieHrs] ICTOUYHUKOB U3JTyde-
HHH KOKIOMY M3 JIEMEHTOB S; € S, i =1,..., Ng MHOXECTBA KOHTPOJIMPYEMBIX
00BEKTOB CTaBUTCS B COOTBETCTBHE MHO>KECTBO TIOJICTOB
Fo={f;i=L.,Ng,j=1..,n} e n =card < F; >. B cBoro ouepe/p 1o-

JIET f;j cocTaBIsTIoT KoopauHathl C;(#) 00BEKTa B TEOE3NUECKOH ChepruIecKor
CHCTEME KOOPJIMHAT, COOTHECEHHBIE C MOMEHTOM BpPEMEHU f € [to, to + T.
MapuipyTsl ABHXKEHUS BO3AYILLHBIX CYJOB OIPEACIIOTCS UCXOM U3 aHalu3a
BO3/IYLIHOIO TpaduKa 3a 3aaHHbII IPOMEKYTOK BPEMEHH.

Bri6op Tumna mMozmenu (CTaTUYECKON WM TUHAMUYECKOMN) pacrpene-
JICHUS! UCTOYHHUKOB M3JTyYCHHUH OTIPEJeNseTCs], IPEXkK e BCETO, LEIbI0 MOJIe-
JIMPOBaHMS, EPBBIA THIT MOXKET MMPUMEHSTHCS JUIS CPABHEHHUS PE3YJIbTATOB
MMHTAIMOHHOTO MOJICIIMPOBAHMS U aHAIUTHYECKUX BBIYMCICHUH, MpEIIo-
KEHHBIX JIPYTUMH aBTOpaMHU [6], BTOpO THI — IS MOTy4eHUst 000CHOBaH-
HBIX Pe3yJIbTaTOB MPUMEHEHHS CUCTEM aBUAIMOHHOTO HAOJIIOICHNUS C YUYEeTOM
HEOIHOPOIHOCTH PACIIPEICNICHUS CyZ0B B MHPOBOM BO3AYIIHOM IPOCTPaH-
CTBE, MapUIPYTOB M JMHAMUKH HX IBIKEHHMS, a TAKXKE IPYTHX (PaKTOPOB.

Mooenb pacnpedenennuvix cucmem nyHKmo8 npuema CUeHaiog BKIIO-
yaer mojens OI' KA n Mozenp ceTH Ha3eMHBIX IIYHKTOB KOHTPOJNS BO3-
nymeoro asmwxenns. Mogpens OI' KA  mpexacraBieHa MHOXKECTBOM
sneMeHTOB 7; € R, j=1,..,Np, ctpykrypa OI' 3ajaercs cieyromumu

rapamMeTpamMu: KOJHMYECTBO IUIOCKOCTEH 7, MapaMeTpsl OpOMT B KaXIOU
IUIOCKOCTH (I0JITOTa BOCXOAAIIETO y3i1a €2, HAKIIOHEHHUE i, allorel 7a, IepH-
rei 7, IMUPOTa MEPULEHTPA M), KoandecTBO KA B Ka)kI0H IIIOCKOCTH, YTIIBI,
Ha KOTOpbIe pa3HeceHbl KA Ipyr OTHOCHTENBHO ApyTa B OXHOM INIOCKOCTH.

38 Tpyabl CIMIMUPAH. 2018. Bbin.6(61). ISSN 2078-9181 (neuv.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



MATHEMATICAL MODELING AND NUMERICAL METHODS

Mogenb ceTd Ha3eMHBIX MYHKTOB KOHTPOJIS ABUXEHUS BO3IYII-
HBIX CYHOB IIPEACTABICHA MHOXXECTBOM JIEMEHTOB ¢, € O, k = 1,...,NQ R

KKIBIA M3 KOTOPHIX XapaKTepu3yeTcs CBOMM MecTormonoxeHneMm Ci Ha
3€MHOM MOBEPXHOCTH.

K 6ammucmuueckum moodensim OTHOCATCS: MOJIENb OpPOHUTANIBLHOTO
JIBIDKEHUS], CHCTEMbI KOOPJMHAT U MaTPUIIbI TPeo0pa3oBaHust MEKIAY HUMH,
Mozenu 3emiid. Mojiens OpOMTANBHOTO JBHXKCHHS 3a/1aHa OTOOpaKCHHEM
n:C;(t,) = C,;(t;,) » rae Clty), Ci(tir1) — monoxenne KA rj B MOMEHTSI #

U t+] COOTBETCTBEHHO. MeToAbl pacueTa opOuTanpHoro asikeHust KA sB-
JAIOTCSA  OOIIEM3BECTHBIMH M ITIPUBEICHBI B PAa3iIMYHON  HAy4dHO-
METOJMYECKOH TuTeparype, Hanpumep B [22].

st npoBepku kKoppekTHocTH paboTsl Mmoneneit OI' KA n opOutas-
HOTO JIBIDKGHHS B Pa3paOOTaHHOM NPOTrPaMMHOM KOMIUICKCE MMHUTAIMOH-
HOTO MOJIEIMPOBAHUS PEaM30BaH KOMIIOHEHT TPEXMEPHON BU3YyaJIM3alnu
¢ynxumonuposanusa KC. BusyansHoe npeactaBneHne (GyHKIHOHHPOBAHUS
KC na npumepe OI' KA «Iridium NEXT» u3obpakeno Ha pucynke 5. B
paccmarpuBaemoit OI' 75 KA pacnonoskeHs! B 6 IIockocTsx mo 11 B kaxk-
no#, 9 KA 13 KOTOpBIX SBIISIOTCS pe3epBHBIME [23, 24].

Puc. 5. Tpexmepnas Busyanusarus OI' KA «Iridium NEXT»

Mopgens 3emun 3agaercss OOLIMM 3€MHBIM BIUIMIICOMIOM C OCHOB-
HBIMH reOMETPHICCKIMH napaMeTpamu: OonpLras oITy-
ock a = 6378,136 kM u koapuIueHT cxarus o = 1/298,258.

Moodenv kanana nepeoauu ungopmayuy YIUTHIBACT PACCTOSHHE
d (si, ;) OT UCTOYHHKA W3IIyYEHHS S; 1O PAJUONPHEMHOTO YCTPOMCTBA 77,
BpEMEHHbIE 3alepKKH Af Ha PacmpoCTpaHEHHE CUTHAJIOB, OcCJabJieHUE
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Ly (dy, f) sHeprum curHajga B CBOOOJHOM NIPOCTpPaHCTBE, TAe dj = d (s, 7}),
f— mdactota mepemaum, mortepu Lo(f, f) B razax atmocdepbl, MOTe-
pu L3 (B, £, ho, J) B TuapoMeTeopax (B CIEHaIbHO OTOBOPEHHBIX CIIydasx),
motepu L4(\y) M3-3a pacXOXKICHHS IDIOCKOCTEH MOJSIPU3AINH TIepenaromei
U TpueMHO# aHTeHH, notepu Ls(p) u3-3a addekra Papanes, xapakrepu-
CTUKH NPHEMOIEPENaIOINX YCTPONCTB, BIUSIONIME HAa MOIIHOCTh M3JTyda-
€MBIX CHUTHAaJOB U  BEPOSTHOCTh O€30IIMO0YHOI0  JEKOAWPOBAHUS
coobmienHnit, a Taxke 3pdexr Homrepa.

Takum 00pa3oM, MOIIHOCTb e’ CHI'HaJla Ha BXOJE€ PaJHOIPUEMHOIO
ycrpoticta (PITY) ompenenseTcst HCXOAs U3 BBIPAKCHHS:

e'=e+Li(d, [)+L,(f,B)+Ls(f,B,hy, )+ 7
+L, () + Ls () + G, + G @

npm

rie Gupr, Grpw — KO3 GHUINEHTH HAIIPABIEHHOTO JEUCTBHS Nepearonien
Y TIPUEMHOM aHTEeHH COOTBETCTBEHHO.

VYron B onpezaernsercs Ha KaXkJIOM IIare MOAEINPOBAHUS U COOTBET-
ctByeT yriy Mecta KA B CK XcyY csZcs, HaUaI0 KOTOPOH COBIIAAET C IICH-
TPOM MacC HCTOYHHMKA COOOLICHWH s, OINpeAenseMOd TI'eoAe3ndecKon
IIMPOTOH B; M MONTOTOM L; 1 BBICOTON H; HaJ MOBEepXHOCTHIO 3emiuu. Och
Xy HampaBiieHa B cTopoHy CeBepHOro Ioitoca 3eMiIH MO KacaTelbHOH K
MepuanaHy Kopabis sj; oCb Yz — IO BHEIIHEH HOPMalM K 3€MHOMY 3I1-
JIUTICOU]TY, & OCh Zcy JOTOJIHAET CUCTEMY 10 TIpaBoi [25].

Koadpduimenr Gy, HanpaBIeHHOTO NEHCTBHS OMPEAEIACTCS TSI BbI-
YHCIICHHOTO Ha MPEe/ABIAYIIEM LIare yriia MecTa 3 1 quarpamMMbl HarpaBiieH-
HOCTH L =f — G, THIOBOI aBUALMOHHOM aHTCHHBI, IPHBEACHHON B [26].

JlmarpamMma HarpaBiI€HHOCTH CIIyTHHKOBOH aHTCHHBI alllIPOKCHMH-
pyeTcs 3aBUCHMOCTBIO:

G (0) =Gy —12(0/0_345)° (8)

rne Grpu(0) — xoadpdureHT ycuiieHns crryTHUKOBOW aHTeHHBI (1bu) mpu
yTJe OTKJIOHEHHUs oT ocu O (TpamycoB); Gms — KO3(PPHUIIMEHT yCUIICHHS B
TJIABHOM JIy4de CITyTHHKOBOW aHTeHHBI (1bn); 0.3¢s — IIMpHHA JTyda CryT-
HUKOBOW aHTEHHHI 110 YpoBHIO —3 1b (TpamgycoB).

3aBUCHMOCTh BEPOSITHOCTH p(1) OMMOOYHOTO JIEKOJUPOBAHUS CO-
oO0rmIeHuil, cocTosAmux u3 m OUT, oT KodddunuenTa SNR CUTHAI/IIyM 3a1a-
Ha orobOpaxenuneM ¢=SNR — p,(m) , Hanpumep, Il HICATHHOIO

KOT€PEHTHOTO ¥ HEKOT'CPEHTHOTO MpUEMa CUTHAJIOB C aMIUIATYTHOH MOJY-
JISAIHEH COOTBETCTBYIOIIIE 3aBUCUMOCTH TIPUBECHEI B KHUTE [27].
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Mooenv pacnpedenenusi cuenai08 OCHOBaHA Ha JTAHHBIX, OIyOJIHKO-
BaHHBIX MEXIYHApOAHBIM COIO30M 3JIEKTPOCBS3H (KOMHCCHEH IO paano-
cBsi3u) B pabote [26]. Moxenp BKIOYAECT CHTHABI, IIepeIaBacMbIe
BO3QYIIHEIME cyaaMu Ha dactore 1090 MI'm (Mode A/C, Mode S, Mode S
ADS-B) (Tabnuna 2).

[IpuanMas BO BHUMaHHE /1B aBHAIMOHHBIC aHTEHHEI, PacIIONOKEH-
HBIC B BEPXHCH M HW)KHEH YacTsX (ro3elisika, M mpeHeOperasi OTpaKCHHBIMU
OT 3eMJIM CHTHAJIaMH, TIepeJaHHBIMH HIDKHEH aHTCHHOMW, CIEAyeT CUUTATh,
YTO M3Iy4aroTcs TONbKO 40% OT yKa3aHHOTO B TaOJHUIC KOJHMYCCTBA CHUTHA-
noB TuioB MODE A/C, MODE S u 3 curnana ADS-B B cekynmy [26, 28].

Tabmuna 2. PacnipeqeneHue 4acToThl ¥ JUIMTEIBHOCTH CUTHAJIOB, TIEpeIaBacMbIe
BO3AYIIHBIMU cynamu Ha yactote 1090 MI'n

XapakTepucTHka
Tun Bo3ymHoro MakcumanbHas | KommuectBo
cyznHa Tun curHaaoB JUINTENBHOCTD coo01eHni
(MKC) B CEKYHAY
Pexum A/C 20,3 0—-120
Bce BBI30BHI B peskiMe S 64 0-60
OtBeuaronye KopoTtkoe coobmienne B 64 6-40
cTaHzapTam pexxume S
HUKAO JlmHHOE COOOIEHHE B 120 6-20
pexume S
ADS-B/1090 ES 120 6
He orBevaromue EOOI;)OJ.T[KHH HMITYEC 35 6—40
CHT;ZHOapTaM JIMHHBIA UMITyIEC 35 6-20
BOPJI

Mopenb QpyHKIMOHHUPOBaHHUS CUCTEM KOHTPOJIsSI BO3AYIIHOW oOcTa-
HOBKHM peajn30BaHa B BHJIE KOMIUIEKCA JITOPUTMOB, B3aUMOCBSI3b KOTOPBIX
CXEMAaTHUYEeCKH M300pakeHa Ha PUCYHKeE 6.

Komrieke cocTonuT 13 ClleIy oNIuX anropuTMOB:

1. AnropuT™ CTaTUCTHYECKOTO MOAETHPOBAHUS HCTOUYHHUKOB H3ITY-
YECHHH.

2. AnropuT™M MOJENHUPOBaHMS HUCTOYHHKOB M3TyYCHHH C HCIOJIB30-
BaHHEM JIaHHBIX MHTEPHET-PECYpCOB HAOIIOACHUS 3a MOJETaMH BO3.YII-
HBIX CY/IOB.

3. Anroputm nerextupoBanusi curHaioB (MODE A/C, MODE S,
ADS-B) B CeKyHIHOM HHTEpPBAJE .

4. AropuT™M MOJENUpOBaHHs HpuemMa coobmiennit KA (HazeMHBIM
MYHKTOM KOHTPOJIS) B CEKYHIAHOM MHTEpBae # € [f, to + T.

5. AIropuT™M MOJEIMPOBaHUS PadOTHl KOCMUYECKOH CHUCTEMBI (CEeTH
Ha3€MHBIX ITyHKTOB) KOHTPOJISI BO3YIIHON OOCTaHOBKH.
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KUHOYOIrQBH OJIOHHOMITEHE. WOLOUO BUHRdOdUHOUIMHA( KUHRAOdUIrOOW OIOHHOUITBLUWH §0NLUAOIIR OMOITINOY 9 "OUJ
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[z + 07 03] > % oreadorny € krodLHOY WOLMHAI UM HOMQO09 eword KuHegodurrorow windodry

BHHOTOII'QEH O1OHHOUNEHIE (F0IMHAL XITHWIERH MIJJ) [T 1OUD
HOMPhRUWION 19100t d BuHedoduIrar o Windoirry

40 A0 XITHIMATE0S UNELOLOL BE KUHONOID g00dA00d-10HdoLIHY XI9HHERY
WOMHEBE0EILOIOM O UNEOHBLOQO HOHHOdLYoreonred suneaodurorom windoary

MIFO0HRIDQ0 HOHHOALYoIreonTed HOHMAY €04 KUHREOAUIAOW 0JONOQhHLOMIBLY WLHdO.IIry

HME0HE1)00 HoOHHOdDIdIreonred
HOHMATe0d BHHEd0 dUIrdron 1MW Lndoary

EUHOIOIIIQBH OJOHHOMITRH R WOLOND
BUHREOdUIrOYOW OJOHHOUITBIMNY SONLUdOIIE ONOLTINOY
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Pa3paboTaHHbBIi KOMILUIEKC aJTrOPUTMOB IIPOTPAMMHO DEaTN30BaH.
HcxonHpMu JaHHBIMH TUISL MOJICITUPOBAHUS KOCMHYECKOH
cucTeMsl (paccMOTpeH OoJiee CIOXKHBIA Clydail IO CpaBHEHUIO C CETbIO
Ha3eMHBIX ITyHKTOB) SIBJISIFOTCS BpEMsI fy Hadasla i MHTepBall 1 MOJICITMPOBAHNS,
kommdectBo KA B OI' R={r;,j=1,..,N;} ¥ mapamerpsl uxX OpOwuT,

MHOXecTBO S ={s;,i=L,...,N¢} BO3AYNIHBIX CyIOB W MapLIPYTBl HX

JBrkeHus. [lepen HadamoM MOIENMPOBAHMS KAXKIOMY M3 BO3IYIIHBIX CY/IOB
HazHavaetcs: ero Tun (MODE A/C, MODE S wmu ADS-B) u mouiHocth e
W3JIy4YeHUs] CUTHAJIOB B 3aBUCHMOCTH OT 3a[JaHHOH MOJIEIM paclpeereHus
Pa3IMYHBIX TUIOB PETPAHCIATOPOB IO MAPKY BO3AYIIHBIX CYIOB B MHpe [26].
B cooTBeTcTBHM ¢ pEKOMEHIALUSIMU MEXKIYHAPOAHOIO COHO3a IEKTPOCBSI3H
MOIIHOCTh e CHIHaJla, W3y4aeMOro AaBHALMOHHBIM  TPAHCIOHJIEPOM,
TIpUHAMACT 3Ha4YeHUs u3 MHOXkecTBa { 21 nbBT, 24 nbBT, 27 nbBT, 29 01bBT }.

B mpouiecce paGoThI IpOrpaMMHOTO KOMITIEKCA JUTs KaKIOro MOMEHTa
BPEMEHH ¥ € [to, tp + 1| BBIIONHAETCA CIEAyIOLas MOCIEA0BAaTENBHOCT 1ar0B:

1) PaccunrsiBarorest Tekymue nonoxenus KA r,e R, j= L..,Ng,

Bxoaamux B coctaB OI', Mo 3aJaHHBIM HaYaabHBIM 3HAYECHUSMHU OCKYIIH-
PYIOIIUX 3JIEMEHTOB OPOUTHI U KOOPAWHATHI BO3YIIHBIX CYOB;
2)lns KA r;eR, j= L,..., N ompenemnsercst sHepreTHyeckas Jo-

CTYIHOCTb V, (i, ¥j) HCTOYHHUKOB U3y4deHuit s; € S, i =1,..., Ng, ucxons u3

YCJIOBUI IPEBBINIEHUS MUHUMAIBHO AOIYCTUMOTO yria mecra P (si, 7))
KA r; B cucreMe KOOpAMHAT, CBSI3aHHON C MECTOINOJIOKEHUEM aHAIIU3UpYe-
MOTO MCTOYHUKA M3Iy4eHUH §;, U TpeOyeMoro oToKa MOIIHOCTH CUTHAJIOB
aBHAIIMOHHBIX CHCTEM CBS3M HA BXOJAE NPHEMHHUKA 7; C YIETOM 3aIJaHHOMN
CUCTEMbl OIPaHUYECHUNM U JONyLleHHH (Mojeled IOoTepb, AUarpamMm
HalpaBJICHHOCTH aHTEHH H T.1I.);

3) Mnst Bcex 00BEKTOB HAOMIOICHUS s, |V, (s;,7;) =1, HAXOMSAIIHIXCS

B 30He NOKpBITHA KA 7j, © MOMEHTA ¢, UCTIONB3Ysl CTATHCTUYECKYIO MOJIEIb
pacripeiesieHusi 4YacTOThl U3Iy4eHHs U JJIUTEbHOCTH CUTHAJIOB, Nepe/iaBa-
€MBIX BO3IYIIHBIME cyfamu Ha yactote 1090 MI'm (Tabmuima 2), popmupyercs
cmcok M, ={M ;; s, | v, (s;,1;) =1} COOOIIICHUH, CofiepKalnX HAECHTH(H-

1

KaroHHyto (Bce Tursl coodierniit MODE A/C, MODE S, ADS-B) u naBu-
ranuoHHyto (Toipko ADS-B) mHdopmanmio ¢ NpuBS3KOH K HCTOYHHKY
u3Iy4deHus s;. MOMEHTHI Hadana repeaadd COOOIeHUI reHepupyercs nar-
YMKOM CITyYaiHBIX YHCEJI M3 ONPENENICHHOTO INana3oHa;

4) JImst kaxmoro u3 coodieHnii B cnucke M; TIpoBepsieTcs YCIOBUe
HaJIMYUS] KOJUTU3HH C COOOIIEHUSAMH IPYTUX CYJIOB S € S, S; # Sk, yIUTBIBas
3aJepKKH PACIIPOCTPAHEHUS CUTHAIOB OT PA3JIMYHBIX UCTOYHUKOB, TIOTEPU
MOIITHOCTH | TaK Jajiee. Beraucnsercs BeposTHOCTh 0€30MIMO0YHOT0 IpHe-
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Ma COOOIIEHHUS C aMIUIUTYIHOW MOJYJISIIMEH Il OTHOLICHHS CUTHAII/IITYM,
T/Ie SHEePrus OIyMa NPy HAIMYAN WHTEPEpEeHIINHA CUTHAIOB COOTBETCTBYET
MaKCHMaJIbHOM S9HEPTUH OJJHOTO U3 «MEIIAIOLINX» COOOLICHHIA;

5)B cirydae MPaBUIIEHOTO JICTeKTUPOBAHUS coobe-
Hus m; € Mj; (;mo6oro n3 TumoB MODE A/C, MODE S, ADS-B) ncto4HuK s,
€ro TepeNaBIINii, CUUTACTCA HACHTH(PHINPOBAHHBIM, KPOME TOTO, €CIIH
coobmienne umeet Tin ADS-B — nokann30BaHHbBIM;

6) @opmupyercst HHPOpMALUS KaK MHTETPHPOBAHHAS 32 HHTEPBAI MO-
JIETUPOBAHMYS { € [1y, #x], TAK U TEKYIasl, OTHOCAIIAACS K MOMEHTY BPEMEHH .

Pe3ynbpraToM paboOThl KOMIUIEKCA aJTOPHUTMOB SIBIISIIOTCS LIEJICBBIE
nokasaTteian (YHKIMOHMPOBAHMS CHCTEM aBHALIMOHHOTO HAOJIIONEHHUS, K
KOTOPBIM CJIETyeT OTHECTH:

— 3aBHCHMOCTB KOJIM4eCTBa 711 (f, S) IepeJaHHBIX COOOIIEHHUH CyIamu,
HaxOJIMBIIMMHCS B 30HE MOKPBITHS XOTsI Obl ofHOrO0 KA (30HE paauoBuIMo-
CTH Ha3eMHOTO ITyHKTA) OT BPEMEHH MOJICITUPOBAHUS £, TO €CTh MAKCHUMAJIBHO
BO3MOJKHOE (TIOTEHIMATBHOE) KOJIMYECTBO IMPUHATHIX COOOIICHUIA;

— 3aBHUCHMOCTH KOJHYECTBA 1 (Z, S) mepeaaHHBIX COOOIICHUH, co-
JepXKaIuX KOOPAMHATHI MECTOIONIOKEHHUS, CyJaMH, HAaXOJWBIIUMICS B
30HE TOKPHITHA XOTS OBl omHOTO KA (30HE pagHOBHINMOCTH HAa3eMHOTO
MYHKTa) OT BPEMEHH MOJICIIMPOBAHMUS 7;

— 3aBHCHUMOCTH KoJIMuecTBa 713 (f, S) AeTeKTHPOBAHHBIX COOOIICHHUI
OT BPEMEHH MOJICITUPOBAHHUS f;

— 3aBHCHUMOCTh KOJHMYeCTBa 74 (f,S) NETEKTUPOBAaHHBIX COOOIIE-
HUM, COJepKallluX OIO3HABATEIbHBIH KOJ M KOOPJHMHATHI MECTOIOJIOXKE-
HUS, TO eCTh coo0meHwuit Tiuma ADS-B, ot BpeMeHr MoienupoBaHus ¢;

— 3aBHUCHMOCTH KOJHYECTBA A5 (£, S) BO3MYIIHBIX CYAOB, HAXOIUB-
IIUXCS B 30HE MOKPHITHSA 0HOTO U3 KA (Ha3eMHBIX ITyHKTOB aBHAITMOHHOTO
HAOIOACHNUS) W TEePENABIINX XOTS OBl OJHO COOOIIEHHE, OT BPEMEHH MO-
JIENNPOBAHUA f, TO €CTh MAKCUMAJIFHO BO3MOYKHOE KOJIMYECTBO UACHTU(H-
IMPOBAaHHBIX BO3AYIIHBIX CY/IOB;

— 3aBHUCHMOCTH KOJHMYECTBA H¢ (£, S) BO3MYIIHBIX CYAOB, HAXOIMB-
IIMXCSI B 30HE MOKPHITHA 0HOTO 13 KA (Ha3eMHBIX ITyHKTOB aBUAI[HIOHHOTO
HaOJIIOZICHUsT) ¥ TIepelaBIIuX XOTsl Obl OJJHO COOOLIEHHE, colepKaliee Ko-
OpIMHATBHl MECTOIOJIOKEHHUS, OT BPEMEHHU MOJEINPOBAHUS £, TO €CTh MakK-
CHMaJIEHO BO3MOYKHOE KOJIMUECTBO JIOKATM30BAHHBIX BO3IYIIHBIX CY/IOB;

— 3aBHCHUMOCTH KOJHMYeCTBa 77 (¢, S) NASHTU(HUINPOBAHHBIX CYIOB
OT BpEMEHH MOJICITUPOBaHUS £;

— 3aBHCHMOCTH KOJW4YecTBa 73 (7, S) 0OOHApYKEHHBIX CYIOB, TO €CTh
CYZIOB C JIOKaJTM30BaHHBIM MECTOIOJIOKEHHEM, OT BPEMEHH MOJICTIMPOBAHYIA £;

— cpennee xommuectBo N; (7, S) mepemaHHBIX COOOIICHUH 3a WH-
TepBal MoaenupoBanus T
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— cpennee konmmaectBo N, (7, S) mepenaHHBIX COOOIICHUH, comep-
JKAIUX KOOPAWHATH MECTOIIOJIOKEHHS, TO €CTh cooOmennii Tama ADS-B,
3a UHTEpBaJl MojenupoBanus T

— cpennee konmdectBo N3 (7, S) 0e30mmMO0YHO TPUHATHIX COO0TIe-
HUH 3a HHTepBalI MojenupoBanus 7;

— cpennee kommdectBO Ni (7, S) 6€30mmO0YHO IPUHATHIX cOO0IIe-
Huil ADS-B, coaepxamux ono3HaBaTeNbHbIM KOJ U KOOPAUHATHI MECTOIIO-
JIOXKEHWS, 32 HHTePBaI MOJIeTupoBaHus 7

— cpexnnee kommaecTBO Ns (7, S) cynoB, mepeaaBIIuX XOTS ObI OTHO
cooOmieHne, 3a UHTEPBAJI MOJAETUPOBaHHA T

— cpennee konn4ecTBO No (7, S) CyI0B, IepeaaBIINX XOTsI ObI OHO
coobmenue tTuna ADS-B, 3a untepsan monenupoBanus 7;

— cpennee konuuectBo Ny (7, S) naeHTH(UIMPOBAHHBIX CYIOB 3a
HWHTEPBAI MOJICTUpOBaHus T

— cpennee konmuectBo Ng (7, S) oOHapyXEHHBIX CyIIOB 3a MHTEp-
BaJI MozieupoBanus 7

— cpennee konmdaectBo Ng (7, S, z) 0OHapyKEHHBIX CYIOB B 3aBH-
CHUMOCTH OT PETHOHA z HaOIOACHHUS 32 HHTEPBaJ MOIEIUPOBaHUS 7.

Bce nepeuncnennsie 3aBucumMoctu 7; (1, S), i = 1,..., 8 Takke MOryT
OBITH BBIYHCIICHBI B 3aBHCUMOCTH OT BHUTKa / (it KA) wim npyroro 3amgas-
HOTO WHTEepBaja BpeMeHH. Ha mpakTuke (yHKIHOHAJIbHBIE 3aBUCHMOCTHU
ni (¢, S), n2(t, S), ns(¢,S), ne (¢, S) u 3nauenus N, (T, S), N2 (T, S), Ns(T, S),
Neo(T, S) Hen3BeCTHBI, OHAKO MPH MOJIEIIUPOBAHUU CUCTEM cOOpa CBEIEHUI
O JIBIKEHMM BO3NYUIHBIX CyloB oTHOWeHus n,(t,8)/n(t,S)
n,(t,8)/n,(t,S), n,(t,8)/ns(t,S), ny(t,S)/n(t,S) MOryr roBoputh 0 KOH-
CTPYKTHUBHOM H IIPOIPaMMHOM TPEBOCXOJICTBE OJTHOI CHCTEMBI 110 CpaBHe-
HUIO C JPYTOH WK BRIOOpa HAMITYUIIIel CTPYKTYPHI U TTapaMeTPOB.

Wmest oleHKH TTepeurCIIeHHBIX 0a30BBIX XapaKTEPHCTHUK, MOXKHO OTIpe-
JICTIUTH TPOU3BOJHBIC XAPAKTEPUCTHKH, HATIPHIMEp TpeOyeMble MPOITYCKHYIO
CIOCOOHOCTH KaHaa CBsi3u win 00seM 3Y GopToBoit ammaparypsl KA.

CrnemyeTr OTMETHTB, YTO JOCTOMHCTBOM pa3paOOTaHHON MOJEIH SB-
JseTcs YHHBEPCATbHOCTh. Ecim 3a7aTh B KadyecTBe YaCTHBIX MOJEIeH pa-
JIMODJICKTPOHHOM OOCTaHOBKM M paclpesielieHuss CHTHAJIOB — MOJIENb
pacripesieneHus] HICTOYHUKOB n3nydeHus curaanoB AVMC u mMozjens IuiaHu-
POBaHUS CIIOTOB IS NIepeaydl COOOIIEHN COOTBETCTBEHHO, MPEICTaBICH-
HBIII MOJEIBHO-aJITOPUTMHUUYECKUH KOMIUIEKC MOKHO HCIIOJIb30BaTh IS
OLICHMBAHMS LIEJIEBBIX MTOKa3aTeNeld QyHKIMOHNPOBAHHS CUCTEM aBTOMATH-
4eCcKOi uaeHTU(UKAIIE MOPCKUX Cy10B [29, 30].

5. PesyabTarhl MoJe1UpOBaHMsA (YHKUMOHMPOBAHUS KOCMHYe-
CKOlil cHcTeMbl aBHALIMOHHOIO HadaioaeHus. C IETBI0 oyeHusaHus cma-
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MUCMUYECKUX XAPAKMEPUCTIUK DHEPSEMUYECKUX NapaMempos CUSHAN08 B
30He 0030pa KA ncronb3yercst cratndeckast Moesb QyHKIHOHnpoBaHus KA
(6e3 ydyera opOHUTATFHOTO IBIDKEHMS) W MPEAIOTaraeTcss paBHOMEPHOE pac-
TIpeZieNieHNe BO3AYLIHBIX CyJOB Ha 3aJaHHOW BBICOTE /i B 00NacTH MpsIMOH
BuauMocTH KA, 9TO MO3BONSET OLEHWUTH SKCTPEMalbHbIC (MHHUMAIBHOE U
MaKCHMaJIbHOE) 3HAYEHHsI MOIIHOCTH CHUTHAJIa Ha BXOJIE AETEKTOpa MpH pas-
JIMYHBIX 3HAYCHUSIX MOIIHOCTH NepeaTIuKa U 3a1ac 10 MOIIHOCTH C Y4ETOM
Pa3IHYHBIX 3HAYCHUI TyBCTBUTEIHHOCTH PAJHOIPHEMHOIO YCTPOICTRA.

CraTucTU4ecKHe XapaKTepUCTHUKU DHEPreTHYeCKUX IapaMeTpoB
curHaioB it KA ¢ BbicoToit opouts! £, = 500 KM ¥ HCTOYHHKOB HM3ITyde-
HUM, pa3MeNIeHHBIX Ha BBICOTE /i, = 10 KM HaJl HTOBEPXHOCTHIO 3€MJIH, TIPEa-
cTaBlieHBl B Tabmmme 3. MakcuMmanbHoe ycwmieHne Gmp CITyTHUKOBOH
aHTEHHBI IPUHUMAJIOCH paBHBIM 6 1b, mIMpHHA ITUarpaMMbl HarpaBIeHHO-
CTH TI0 YPOBHIO ITOJIOBHHHOW MOIIMHOCTH 0.3¢g8 = 20°, yrom HampaBJeHHS
MaKCHMAaJIFHOTO YCHIJICHUS] OTHOCHTEIBHO ocu cumMmetpun 40°.

B tabmume B rpade «3amac mo MOLTHOCTH» depe3 YepTy yKazaHBI
3HAYCHHS ISl IPUEMHUKOB C 4yBCcTBUTENbHOCTSIMEA —134 u —117 nb coot-
BercTBeHHO [31]. M3 aHanm3a TabauIlbl BUAHO, YTO HA TPAHMIIC 30HBI BUIH-
Moctu KA curHamel SBISIOTCS SHEPreTHYECKH HEIOCTYHMHBIMH Kak ISt
NpHEeMHHKA C 9yBCTBHTENBbHOCTBIO —117 1b, Tak u ¢ —134 nb. B myumem
cllydae AJis MIPUEMHHUKOB C YyBCTBUTENbHOCTHIO —134 nb nmeercs rapantu-
POBaHHBIH 3amac  MOIIHOCTH JJIsl  JII00Oro  Kiacca —Iepeiarolinx
YCTPOICTB (BEPOATHOCTH GMTOBOI omubku Menee 1073), IS IPUEMHUKOB C
qyBCTBUTEIBHOCTBIO —1 17 b CHTHANBI SBIAIOTCS MPAKTHYECKH HEIOCTYII-
HBIMH, JUISl TIEpeJaTYMKOB C MaKCUMAaJIbHONH MOIIHOCTHIO OTHOILIEHUE CHT-
Hay/myMm  cocraBisier Bcero 4,60 nb, YTO COOTBETCTBYEeT HU3KOU
BEPOSATHOCTH 0e30ITHO0YHOT0 IIpHeMa COOOICHHH.

Tabnua 3. CraTicTHYeCKUE XapaKTePUCTUKH SHEPIeTHYECKIX TapaMETPOB CUTHAJIOB
CHCTEM aBHALMOHHOW HAOIOACHHUS [UIs1 JIMHUM CBSA3M MEK/y BO3IYIIHBIM cyaHoM 1 KA

Maxkcumym Munumym

XapakTepucTHKa CyMMapHbIX CYyMMapHBIX
HOTEPh TOTeph
CymmapHbie noTep, 1b 186,17 —141,40
[orepu L1 (dij, f) MOIITHOCTH HA paCIpo- 162,44 149,50

crpaHenue, 1b

[Morepu L4 (i) N3-3a pacXoxICHUS
IJIOCKOCTEN MOJISIpU3alu IPUEMHON 1 -0,86 -0,02
repesaroniei anTeHH, 1b

VYroi y NoBOpOTa MIIOCKOCTH TOJISIPU3a-

64,62 32,05
LHH, TP
;[B?Tepl/l Ls (f, B) u3-3a apdexra Dapanes, 736 144
Kosddumment Gupy ycunenus nepenaro- 2.08 3.56

e aHTeHHEBI, 1bu
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IIpoooascenue mabauywvt 3

Maxkcumym Munumym
XapakTepucTuka CyMMapHbIX CYMMapHBIX
HOTEPh MOTEPh
KO?(b(I)I/ILII/IeHT Grpw yCUJIEHUSI CITy THUKO- 17,59 6.00
BOM aHTCHHBI, b

21 —31,17/-48,17 14,60/-3,40
3amac o MomHocTH, 15 24 —28,17/-45,17 17,60/-0,40
? 27 —25,17/-42,17 20,60/2,60
29 —23,17/-40,17 22,60/4,60

XapaKTepl/lCTPlKl/I, MOSICHAOMUE MMPOCTPAHCTBEHHOC

nonoxeHnue VIPY oTHOCHTENbHO MyHKTA HAOIIOACHHS
Paccrosnue d (si, 77) OT UICTOUHHUKA Si 10

2915,38 657,20
PUEMHHKA 7, KM
Vron [} BO3BBILICHHS Hal TOPH30HTOM, 3,04 4628
rpaj
VYroan ¢ (si, 7)) MEXAY MIOCKOCTSIMU T0-
JSIpU3alMi TPHEMHON U Tiepearomei 25,04 3,79
aHTCHH, Ipaj.
VYron 0 OTKIOHEHHSI JTyda OT OCH CITy THH- 68.04 39.93

KOBOM AHTCHHBIL, I'pal.

OrneHuBaHUe Kouuecmsa vy (S, ) UCmouHUKO8 U3IyYeHUst 8 30He No-
kpvimust KA TpOBOAMIOCH C UCIOJIE30BAHHEM CTATUYECKOM W JTUHAMHYC-
CKO¥ MoJieNiell BO3MYIIHON PaHO3JICKTPOHHON 00CTaHOBKH:

1. MonenupoBanue aBmxeHuss KA — npueMHHKAa CUTHAJIOB aBHa-
OUOHHBIX CHUCTEM CBSI3H C IMapaMeTpaMu OpPOUTHI: JOJTOTa BOCXOISIIECTO

y3na Q = 0 rpan.; naknonenue i = 98 rpan.; anoreit 7, = 500 xm.; nepurei

7y = 500 xm.; mupora nepunentpa o = 0 rpaj. ViaTepsan MoaenMpoBanus

cocrarisier cytku (7' = 86400 c.), BpeMs fy Hadajga MOJACIHPOBAHUSA COOT-
BeTCTBYeT nosnokeHnto KA Ha opOute ¢ uCTHHHOM aHOMammei 09 = 0 rpax.
Mopenb BO3IYNIHOH paanlO’IeKTPOHHOW OOCTAHOBKH BKJIIOYAET Oolee
8000 ThIC. cynoB §; € S, i=1,..., Ny, MECTOIIOJIOKECHHSI KOTOPBIX HE H3Me-

HAIOTCS 32 BpeMs MojienTupoBanus [14].

Ha pucynke 7 u3oOpakeHbl rpadMKi KoindecTBa cynoB Vv (S, f),
HaxoJIuxcst B 30He 0030pa KA 7 B MOMEHT BpeMeHH f, U KOJIMYECTBa
CyZzoB v, (S, ¢), Haxomsmuxcs B 30He 0030pa KA ¢ yuerom ux sHepreTude-
CKOH JTOCTYITHOCTH.

st pacdeTa 31€KTPOMAarHUTHOM TOCTYIHOCTH MOJIEIb paclpesese-
HUSI THIIOB aBHAIIMOHHBIX PETPAHCIATOPOB IO MX MOIIHOCTH OblIa 3aMM-
cTBOBaHA u3 paboTel [26], moOporoBoe 3HAa4YCHHWE IS OOHAPYKCHUS
MIpUHUMAIIOCHh paBHBIM —134 nbBT, MakcuManbHOE yCHIICHHE CITyTHUKOBOMH
auTeHHsl Gvp = 6 1b, MMpHHA IUarpaMMbl HalpaBIEHHOCTH IO YPOBHIO
MOJIOBUHHON MOIITHOCTH 0.3 = 20 rpa.
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3,5

v (S, 1) x10°

3
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0
0 10000 20000 30000 40000 50000 60000 70000 80000¢ ¢

Puc. 7. Konmuectso cynoB v (S, t), monaBmux B 30Hy 0630pa KA, u cynoB v, (S, ) B
30HE 0030pa C y4eTOM YHEPreTUYECKOI JOCTYITHOCTH

C menpl0 COKpameHHs o0beMa H3JIaraeéMoro MaTephalia pacder
OCTANIbHBIX IIEJIEBBIX OKA3aTeNIeil MPOM3BOAUTCS TOJBKO IS JHHAMHYC-
CKo# Mozenu Bo3aymrHOH PDO.

2. OCHOBHBIM OTJIMYHEM YCJIOBUI MOJACIUPOBAHUS [0 CPABHEHHIO C
Hpe)]BIZlyH_[I/IM HyHKTOM ABJIACTCA HpI/IMeHeHI/Ie I[I/IHaMI/I‘-IeCKC)ﬁ MOICIIU
Bo3aymHOW PDO, BKIOYaromiei aanHplie o0 moyietax Oosee dem 30 ThICSY
BO3IYWIHBIX cymoB §; €S, i=1,..,N; u Gomee wem 120 ToIcsa peiicax

fi€F s j=Le,n, ny=card<F >.

Junamudeckast MoJienb Bo3ayiHoi POO peanuzyeTcst ocpeacTBOM
CMEHBI MECTOIMOJIOKEHHII BO3AYIIHBIX cymoB S; |a;(¢,)=1, roe a; (&) —
WHAWKATOpP aKTHBHOCTH MCTOYHHKA §; B MOMEHT BPEMEHH {4, Yepe3 paBHBIC
WHTEepBaNbl 00HOBIEHHUS T, TO €CTh NPH BHIIIOJHEHUH HPOCTEHIIETro ycio-
Bus t % T, = 0 (% — omepamnus aeneHus mo mMoayiio). Ha pucynke 8
NpezcTaBiieH rpaguK W3MEHEHHs TeKyIero Konudectsa a (S, f) akTUBHBIX
HUCTOYHHUKOB, ONPECACIIAEMOro BbIPAXKCHUEM!

a(S,t.) =Y. a;(t,), 1 €[ty 1y +T1. ©)

s;€S

I'padukn n3MeHeHUH KOIM4UeCTBa v, (S, #) BO3MYIIHBIX CYAOB B 30HE
mokpeitis KA u  ko3p¢uImeHTa SHEPreTHYecKodl  TOCTYIMHOCTH
k=v,(S,t)/v(S,t) or Tekymero nonoxenuss KA Ha opOute M300paeHb!
Ha pHUCyHKe 9.

BuzyansHOe cpaBHeHHE TpaduKOB Ha pUCyHKax 7 W 9a Mmokas3pIBaeT
CYIIECTBEHHOE pa3JInune B XapakKTepe WX MOBEIEHUs, YTO TOBOPHUT O BO3-
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MOKHOCTH MCIOJIb30BaHUSI CTATHICCKON MOSTH PBO Tonbko Ha KOPOTKHUX
HMHTEPBAJIaX MOACIINPOBAHMA.

9500
a(S,t
9000 8.9 A,

8500 'r‘r LLHM\L

8000 "'fj b\‘l" A

7500 Lt LV
7000 'JJHUJ Ll"'

6500 LI LI T T T T T T T T T T T

0 20000 40000 60000 80000 5 ¢

Puc. 8. KomnaectBo a (S, ) aKTUBHBIX HCTOYHUKOB M3Ty4CHUH CUTHAIOB Ha

gacrore 1090 MI'g

2,5

v(S.0)

x 103

1,5

Vr (S, t)

0,5

0

0,6

.\A ﬁﬂnlh.
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10000 20000 30000 40000 50000 60000 70000 80000

0)

Puc. 9. AHann3 paguoBHANMOCTH: a) KOJIHMYECTBO CYAOB V (S, ¢), MONABIINX B 30HY
0630pa KA, u cynoB v (S, f) B 30He 0030pa ¢ yu4eTOM SHEPTreTHUECKON JOCTYITHOCTH;

0) K02 GHUIMEHT YPHEPTETUICCKOM JTOCTYITHOCTH
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W3 ananu3a rpaduka Ha pucyHKe 90 BHIHO, 4TO KO3 GHUIMEHT k
9HEPreTUYecKor AOCTyImHOCTH He mpeBocxoauT 50%. B To Bpems kak ko-
JUYECTBO CyAoB B 30He 0030pa KA mocturaer 3000 emuHMII, TOCTYITHBI-
MU (C SHEPreTUYeCcKol TOUKH 3peHus1) Oyaet He 6osee 1500 Toic.

Pe3ynbTaThl MOJICTUPOBAHKS IPE/ICTABIICHBI HA pucyHKe 10.

N3(T,1,5) x 109
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1,4 [

1,2

0,8 (’_
0,6

06 1 np
WP I
: ]

0 10000 20000

30000 40000 50000 60000 70000 80000 % €
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2 N5 (T, 1,5)
Ni(T, 1,
Ls (T, 1,9)

1 §j rl /A@(J;l,sy o
__ U AHHE

|

0 T
0 10000

30000 40000 50000 60000 70000 80000

0)

Puc. 10. Pesynbrarsl MogenupoBanus: a) konuuectso N3 (¢, [, S)
JIeTEKTUPOBAHHBIX COOOIIEHUI BceX TUIOB; 0) KonndecTBO N5 (¢, [, S)
HNOTCHIHANBHBIX, KONH4ecTBO N7 (¢, [, S) uneHTH)UIMPOBAHHBIX U KOJIIUYECTBO
Ns (t, I, S) noxanuzoBanubix BC

20000 to

OOmiee  KOJIMYECTBO  MOEIMPYEMBIX  OOBEKTOB  COCTaBJISIET
Ns=31666, MakCcUMaJbHO BO3MOXXHOE (TIOTEHIMAILHOE) KOJMIECTBO
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UIeHTU(HULIMPYEMBIX BO3AYIIHBIX cyn0B coctaBisieT Ns (7, S) = 13146. Or-
JTMYUe TPUMEpPHO B JBa pas3a 3HaueHud Ns u Ns (7, S) obycrmoBieHo B oc-
HOBHOM KPaTKOBPEMEHHOCTBIO M3Iy4YEHHH CHI'HAIOB WM BPEMEHH II0JIETa
BO3AYIIHBIX CYAOB (OT 15 MHHYT), 4TO MOATBEpPXKIAeTCd Ha PUCYHKE 2a.
MunnmManpHOe 3HaueHHe koimdectBa N3 (7, [, S) 6e30mmb0o9IHO MPUHATHIX
COOOIICHNH BCeX THIIOB 3a OJMH BUTOK cocTaBisieT 464907 (I = 1), makcu-
MansHoe — 1825714 (I = 4), cpeanee — 1029203, MuUHUMaNbHOE KOJIHYE-
ctBo N7 (T, [, S) mpeHTHQUINPOBAHHBIX CyHOB cocTaBisieT 229 (/=1),
MakcumaneHoe — 1677 (I = 12), cpenaee — 803 mTyK, MUHIMAIBHOE KO-
mmuectBo Ny (7, /,S) nokammsoBaHHbIX cynoB — 114 (I = 1),
MakcumanbHoe — 650 (/ = 4), cpennee — 377. OO011ee KOJIUYECTBO AETEK-
THUPOBAHHBIX cOOOLIeHMH 3a Bpems moaenupoBanus (7 = 86400 c) cocras-
nset N3(T, S) = 15205831, unentudunmpoBanusix cynos Ny (7, S) = 9198,
nokanu3oBaHHbIX Ng (7, S) =4919.

Pe3ynpraTel MOIENMPOBAaHUS MOKAa3bIBAIOT, YTO BCIEICTBUE HH-
TepdepeHInii CUTHAJIOB CYIIECTBEHHO CHM)KAeTCsl KOJIMYECTBO O€30IIn-
00YHO MNPHUHSITHIX COOOUICHHH M WACHTU(GUIMPOBAHHBIX BO3IYIIHBIX
cynoB [6]. dnsa paspemieHUst 3Toil MpoOIeMbl TpeOYIOTCS JOMOTHATEIb-
HBIE€ CXEMHO-TEXHHYECKHE pEIICHHUs, HalpuMmep, MPOCTPAHCTBEHHO-
Pa3HECEHHOTO IpHUeMa.

AHanu3 MOJTyYeHHBIX PE3yJIbTATOB IO3BOJSIET ONPENCIUTH 3aBHCH-
MOCTb CpEJIHETO KOJINYeCTBa 0OHAPYKEHHBIX CYIOB OT PETHOHA U BPEMEHU
HaOmonenust 7. OueBHHO, YTO HamboJiee TPYAHBIMH C TOYKH 3pEHHs 00-
Hapy>XeHUS BO3AYIIHBIX CyJIOB, KaK M OXKHIAIOCH, SBISIOTCS €BPOICHCKHUMH,
KHTalCKUI U ceBepoaMepHKaHCKHI PErnoHbl. BeposTHOCTH O0OHapy>keHHs
IPU yYKa3aHHBIX BBIIIE YCIOBHSIX MOJEIMPOBaHMS 3a CyTKH paBHbI 0,41,
0,34 1 0,18 (3HaYCHNS TIOTYUICHBI C YUETOM OOIIEro KOJIMIECTBA MOACTHPY-
€MBIX 00BEKTOB paBHOTO 31666) COOTBETCTBEHHO.

6. PesysabTarbl MoeanpoBaHust GyHKUNOHUPOBAHUA HA3eMHOM
CHCTeMbl ABHALMOHHOIO HalJjwoaeHust. Cmamucmuueckue xapakmepu-
CMUKU IHEpeemuyeckux napamempos CUcHaI08 CUCTEM aBHAIIMOHHOTO
HAOJIIOICHUS [T BO3MYIIHBIX CYJIOB, Pa3MEIICHHBIX Ha BbICOTE A = 10 kM,
MIpeCTaBIIeHBI B Ta0IUIE 4.

3Ha4yeHHusT  NOJY4YEHBl  ITyTeM  CTATUCTHYECKOTO  aHajIu3a
9HEPreTUYECKUX XapaKTePUCTHUK TIEPeJaHHbIX CUTHAJIOB OOBEKTaMH,
PaBHOMEPHO pacIpeleieHHBIME B 30HE 0030pa MyHKTa KOHTpOisi. B
BBIUMCIICHUSX OBUIM TPHHATHI CIEAYIONUINE JOIYIIEHHs: BEPTHUKAIbHAS
MOJIIpU3alUs MPUEMHON aHTEHHBI, MaKCUMallbHOe ycuneHue Gvs = 3 b,
LIMPUHA JHarpaMMbl HANpaBIEHHOCTH B BEPTUKAJIbHOM ILUIOCKOCTH 6.
3¢ = 160°, MHTEHCHBHOCTH OocaakoB J = 59 Mm/4, BbIcoTa M30TepMBI 0°
HaJ| YPOBHEM MOpS Ao = 4,5 KM.
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Tabmuna 4. CTaTHCTHYECKHE XapaKTePUCTHKN YHEPreTHUECKUX ITapaMeTpoB
CHT'HAJIOB CHCTEMBI aBHAIOHHOTO HaOJIIOAeHHMs JuIs TMHUHK cBsi3u Mexxay BC u HIT

be3 yuera ocankoB C y4eToM ocaJIKkoB
XapaKTepHCTHKS MakcumyMm | MunuMym Makcumym | MuHuMyMm
CYMMapHBIX | CYMMapHBIX | CYMMapHBIX | CyMMAapHBIX
oTeph oTeph oTeph oTePh
,ff% MMAPHBIC HOTEPHL 1 152,40 -110,95 -152,91 -110,95
[orepu Li(dy, f)
MOIIHOCTHU Ha pac- -144,08 -114,33 -144,08 -114,33
npocTpaHenue, 1b
Horepu L2(/, ) v 131 0,02 1,31 0,02
razax armocdepsl, 1b
Torepu L(B, f, fo, J) 0,00 -0,00 0,51 -0,003
B J0X7€e, 1b
[orepu La(pi) n3-3a
PacxoKaeHuUs II0C-
KOCTEH MOJSpU3aIuu -0,01 0,00 -0,01 0,00
NPUEMHOM U niepe/a-
[oIICH aHTeHH, 1b
KoaddurmeHT Grpu
YCHJICHHSI IPUEMHOM 3,00 -1,56 3,00 -1,56
aHTCHHBI, 1bu
KoadpdurpeHT Grpa
YCHJICHUS aBUAIIHOH- -10,00 4,96 -10,00 4,96
HOW aHTCHHEI, 1bu
3amac mo 21 2,60/-14,40 | 44,05/27,05 | 2,09/-14,91 | 44,05/27,05
MOILHOCTH 24 5,60/-11,40 | 47,05/30,05 | 5,09/-11,91 | 47,05/30,05
1B > 127 8,60/-8,40 | 50,05/33,05 8,09/-8,91 | 50,05/33,05
29 10,60/-6,40 | 52,05/35,05 | 10,09/-6,91 | 52,05/35,05
XapaKkTepUCTHKH, MTOSICHSOIINE IPOCTPAHCTBEHHOE
nonoxenue PV oTHOCHTENBHO MyHKTA HAOIIOICHHS
Paccrosiaue d (si, 17)
OT UCTOYHHKA S; IO 351,83 114,51 351,83 114,51
OPUEMHHKA 7, KM
VYron B BO3BBIICHUS
HaJl TOPU30HTOM, 0,00 60,81 0,00 60,81
rpan
Yroun 0 oTKIOHEHUs
JIyHa OT OCH IJIABHOTO | g () 29,14 90,00 29,14
JICTIECTKA aBHAIINOH-
HOM aHTEHHBI, Ipaj

W3 aHanu3a TaOIUIBI BUIHO, YTO HA TPAHUIIC 30HBI MPSIMOIl BUAH-
moctu (yrou = 0°) aus PITY ¢ uyBctBHTEbHOCTRIO —1 17 nBBT curnane
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SIBJISIFOTCA MpPaKTUUYEeCKH HenocTynHbiMU, mng PIIY ¢ gyBcTBUTENBHO-
ctbio —134 nbBT u u3nyyennii mouiHocteio 29 nbBT 6e3 y4era ocajkoB
yucteid 3amac 10,60 b oGecneunBaer Oe3ommOouHbl npuem 112-
ouroBoro coobmenuss (MODE S ES) ¢ aMmmiuTynHONW MOayNsiuen ¢ Be-
postHOCTBIO 0,95 (IpU KOTEPEHTHOM NEMONYJISANNU), C YICTOM OCaIKOB
3anac 10,09 1b — c BepositHOCTBIO 0,92, 111 U3MYyYEHUN MOILIHOCTBIO 27
U MEHee BEpOSITHOCTh MPAaBWILHOrO mpuema cocrasiseT menee 0,66. B
TydmieM cirydae (B3aMMHOM PacIOJIOXKCHUH HCTOYHUKA U TPUEMHHUKA CO-
oOmIeHmiT) UMeeTCs TapaHTHPOBAHHEIN 3amac MOIIHOCTH IIPH HCIIOJIB30-
BaHMM JIOOOTO Kjacca TMepeNalomuX W TPHUEMHBIX YCTPOHCTB i
IEKOIUPOBAHMSA COOOIIEHUI ¢ BEPOATHOCTBIO OIIMOKH p, < 1073,
OnenuBanue xoaudvecmea vy (S, t) UCMOUHUKO8 U3YUeHUsI 8 30He pa-
OuosuouMocmu cemu. Hasemuoix nynkmos 1; € R, j=1,..., N . 30HbI pagno-

BUAMMOCTHIIS Ha3eMHBIX IIYHKTOB KOHTPOJS OMNPEICIIUTICH CIICTYFOIIIM
00pa3oM: ceTh UCTOYHUKOB S§; H3IYICHHI CUTHAJIOB MOIITHOCTEIO e (MOIITHOCTh
e puHIMacTcst paBHoi 21, 24, 27 wm 29 nbBTt [26]) pacnonaranace Ha BEI-
COTE /1 HaJl MHTEPECYIOIUM PETHOHOM C 33/JaHHBIMHU TPUPAIICHUSMH T10 IIH-
pore AB u monmrore AL. OOBeKT s; cumraics HaOmomaeMbM p; = 1 mid
3a/IaHHOTO TYHKTa #; KOHTPOJIsI, €CIIi yrod [ (S, 7;) BO3BBILICHUS HaJ| TOPH-
30HTOM OOBEKTA S§; ISl IMYHKTA 7 KOHTPOJIS OOJMBIIE HYJIsl M MOIIHOCTH Iepe-
JAHHOTO CHTHAJIA HAa BXOJC pAJUONPHEMHOTO YCTpOMCTBa  OOJIBIIE
ITOPOTrOBOTO 3HAYCHUSI TyBCTBUTEITLHOCTH.

Busyanuzanus 30H OpsSMOM BUIAMMOCTUA CETH HAa3EMHBIX ITYHKTOB
reER, J =1,...,Np , COOTHECEHHEIX C MecToIoJOXeHHeM 15 Hambomee

3arpy’>KEHHBIX adPOIMOPTOB B E€BPOIEHCKOM peruoHe, ¢ momoisio TMC
OpenStreetMap npencrasieHa Ha pucyHke 11.

.

S S
United:;Kimgdom
= [ G

. Ma rnrjﬂ'r'.'OEe ) . s L -
S Al 2 v i S NN I
Puc. 11. Buzyanu3zanus 30H BHIUMOCTH Ha3eMHBIX ITYHKTOB HaOmtoaeHus st BC
Ha BbIcOTE /2 = 10 KM Ha KapTorpaduuecKkoil OCHOBE
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Ha pucynke 12 noka3zansl rpaduku u3MeHEeHUs KonudecTsa v (S, £) u
v, (S, t). B MmomenupoBannu wyBcTBUTENbHOCTh PIIY mpuHMManace pas-
Hoit —117 nb, ocagku He yuuThiBaNKCh. OOIIEe KOJUYECTBO OOHAPYIKEH-
HBIX 00BEKTOB 32 BpeMs MOAEINpoBaHus cocrasisier 4391.

TN
s,

500 Jr.-r v (S, 1)

0 T T T T T T T T T T T T T T T T T
0 20000 40000 60000 80000 tc
Puc. 12. KonuuecTBo BO3AYIIHBIX CYJJOB B 30HE BUJIUMOCTH CETU R

1500

Ha pucynke 13 mpezacraBieHbl YUCIOBBIC TOKa3aTenu (DyHKIIHOHH-
POBaHMS HAa3eMHOW CETH, CMOJICITUPOBAHHBIE 110 JTAHHBIM OTKPBITHIX UCTOY-
HUKOB  MH(OpMAalUM,  Halmpumep,  IOJYYEHHBIX  HyTeM  web-
ckpennuHra (nmapcunra uaTepHer-caiito Flightradar24, Planefinder, ADS-
B Exchange u T.1.).

1600
1200
800
400

Puc. 13. Iokazaremu Ns (7, S), max [v (¢, S)], E [v (¢, S)] dbyHKunonupoBanus cetu
HA3eMHBIX IyHKTOB 75, j = 1,..., 15

Ha nuarpamme, npencraBieHHON Ha puCyHKe 13, KaXKIOMY MOJIENH-
pyemMomy NyHKTy HaOmonenus 7;€ R, j=1,..,Np cOOTBETCTBYeT TpH

XapaKTepPUCTUKH, a UMEHHO, Ha4MHAs ¢ JIEBOTO cTONOLa, olliee Koaude-
ctBo Ng (7, S) oOHapyXeHHBIX OOBEKTOB 3a BpeMs MOJENUpoBaHUA I =
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86400 c, MmakcumanbHOE KOJIMYecTBO max [v (¢, S)] omHOBpeMeHHO HaOIIIo-
JaeMBIX 0OBEKTOB IyHKTOM 7y, cpefHee KonnaecTso E [v (¢, S)] 00bekTOB B
30HE PaJMOBUANMOCTH MyHKTa 75. C yMEHBIICHHEM YyBCTBHTEIHLHOCTH
PITY u mosiBiieHHEM JOTMOIHUTENIBHBIX (PaKTOPOB, BIMSAIONINX Ha ociabie-
HHUE MOIIHOCTH CHTHAJOB, HAPUMEpP OCAJIKOB, IEPEUUCIICHHBIE XapaKTepH-
CTHKH CHIXKAIOTCS. Pe3ynbTaTsl MOAEIMPOBAHMS COBMANAIOT C JAHHBIMH
aHaM3a BO3JYLIHOTO JBIXCHUS, MIPEAOCTABICHHBIMU TPOBaiilepoM a3po-
HaBUTAIMOHHBIX ycIyT «National Air Traffic Services» [32].

Bepudukauns MMUTaMOHHOW MoOJenH (GYHKIMOHUPOBAHUS KOCMH-
YECKOW CHCTEMBI KOHTPOJIS JIBIDKCHHS BO3AYIIHBIX CyJOB NPOBOJMIACH C
HCIIONIb30BaHNEM MakeTa OOpTOBOH cHeluanbHOM ammapaTypsl Ipuema u
o0pabotku curnanos cucremsl A3SH-B, pasmemenHnoro Ha 0opTy JjieTHO-
MOJBbEMHOTO CPEJCTBA, MYTEM CPAaBHEHUs MOJIYYEHHBIX 3KCIIEPUMEHTAIb-
HBIX 3HAYCHUH, B YaCTHOCTH KOJIMUECTBA MEPENaHHBIX COOOIIEHUH cyamMu
B 33JaHHOM TEPPUTOPHUAILHOM paiOHE, KOJIMYeCTBa 0€30IIMO0YHO MpPUHS-
TBIX COOOLIEHMH, KOJIMYecTBa OOHApPY>KEHHBIX OOBEKTOB 3a 3aJlaHHBIH WH-
TEpBaJl BPEMEHH C PE3yIbTaTaMi HIMUTAIMOHHOTO MOJIEITMPOBAHHS.

B nienom MozenmpoBaHue CHCTEM aBHAIMOHHOTO HaOJIIOAEHUS M03-
BOJISIET c(HOPMUPOBATH TEXHUUIECKUE PEIICHUS MPU UX MPOCKTUPOBAHHH,
000CHOBATh MPUHIMUIIBI TNIAHWPOBAHUS IPUMEHEHUSI OpOUTANBHON TPyIIHU-
POBKHM KOCMHYECKHX alllapaToB, ONPEICIUTh TAKNE XapaKTCPUCTHKH CH-
CTEMBI, KaK 4aCTOTHl OOHOBIICHNS! HH(OPMALIMH O MECTOIOIOXKEHHHU CYJIOB,
MHTEpBaIa BPEMEHU OT MOMEHTA IOTY4EHHs COOOIIEHHUS 10 JOCTABKH €ro
MOTPEOUTENI0, TPEOOBAaHUSI K 00bEeMy OOPTOBOTO 3aIIOMHHAIOIIECTO YCTPOHi-
CTBa M CKOPOCTH Tepeaun HH(popMaLuy Mo KaHaIy CBA3U.

7. 3akaouenue. Pazpaborana u nmporpaMMHO peann3oBaHa MMHUTa-
LIMOHHASI MOJENb, MMO3BOJIAIONIAS MOTydaTh OLEHKHM IEJIEBBIX MOKa3zaTeleh
(YHKIIMOHMPOBAHUSI KOCMUYECKMX W HAa3€MHBIX CUCTEM HJICHTU(HUKALUH U
OIIpEZICTICHUS] MECTOIIOJIOKEHHUSI BO3AYIIHBIX CYZOB C yYETOM DPa3IMYHBIX
MPOCTPAHCTBEHHBIX U DHEPreTHUECKHX (haKTOPOB M YCIOBHUIl pacrpocTpa-
HEHHUS PaJHOCHTHAJIOB, a TAKXKE PEalbHOTO pa3MENIeHUs] KOHTPOIHPYEMbIX
00BEKTOB B MUPOBOM BO3/YIIHOM MPOCTPAHCTBE.

WmurannonHast Moaenb (YHKIMOHUPOBAHUS MOXET OBITH HCIIOJb-
30BaHa U1 MOATOTOBKM HMCXOAHBIX JAHHBIX M OOOCHOBaHMS TAaKTHUKO-
TEXHUYECKUX TPeOOBaHMH Ul NMPOEKTHPYEMBIX OIBITHBIX 00pa3loB KOC-
MHYECKON U Ha3eMHOM TEXHUKHU, B YaCTHOCTH, 3a/1aBasiCb MECTOIOJIOKEHH-
€M Ha3eMHBIX IYHKTOB IIpHeMa M 0OpaOOTKM HMH(OPMAIUH, ONpPEACIUThH
TpeboBaHus K 00beMy OOPTOBOTO 3aIIOMUHAONIETO YCTPOWCTBA M CKOPOCTH
riepeiaun MHGOPMALIHMH 110 CITyTHUKOBOMY KaHAITy CBSI3H.

C 1enpi0 YMEHBIIECHHUS KOIMYeCcTBA HHTEP(EPEHIHi cOOOMeHUH OT
Pa3IMYHBIX HCTOYHUKOB B 30HEe 0030pa KA M MOBBIIIEHHS TOJTHOTHI CBEJIE-
HUH O JBMKCHUH BO3IYIIHBIX CY[OB Ha OIpejaeneHHbIX Thnax KA, B gact-
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Hoctu tuna «Iridium NEXT», ycTaHaBiIHMBatOTCS akKTUBHBIC (DasMpoBaHHBIC
AQHTEHHBIC PEIIeTKH, TOSTOMY MOJCIMPOBAHHE NPHEMa CUTHAJIOB aBHAIlH-
OHHBIX CHUCTEM CBSI3M C YYETOM JHarpaMM HAlpaBJICHHOCTH CITyTHHKOBBIX
AHTEHH TaKOT'O THIIA ABJSIETCS OJHUM W3 HANPaBJICHUH JajbHEHIeH paboThL.

B caywgae Gonpmmx 00BeMOB HaHHBIX, MoaenupoBanue s O,
cocrosmux u3 15 u 6onee KA, MOXeT 3aHUMATh AOCTATOYHO MPOJOIIKHU-
TeJTHHOE BpEeMs, HECMOTPS Ha paclapajlieInBaHie BEIYUCICHUN IS KaX-
noro KA otnensHO ¢ y4eToM pecypcoB mpolieccopa (KoiamdecTBa siiep).
ITo sToit mpuuKMHE B JanbHEHIIEM IJIaHUPYETCS pa3paboTaTh aarOPUTMBI
MOJICTHPOBAHUSI  C UCIONIB30BAaHMEM  TEXHOJNIOTHUM  MAacCHBHO-
napajuiebHbIX BBIUUCIEHUH.
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B.. BOPOTHHKOB, A.B. BOXMAHUHA
METO/I IMHEAPHU3YIOWUIEN OBPATHOM CBSI3HU B 3A/IAUE
YIIPABJIEHMSI 110 YACTHU MEPEMEHHBIX ITPA
HEKOHTPOJIMPYEMbBIX IOMEXAX

Bopomnukos B.H., Boxmanuna A.B. Metoa JuHeapu3ywoumeii o0paTHOil CBs3M B 3ajaye
yIpaBJ/ieHUs 0 YACTH NepeMeHHbIX NP HEKOHTPOJIHPYeMbIX IOMeXax.

AnHoTanus. PaccmaTpuBaeTcs 3a7aua rapaHTHPOBAHHOTO IIE€PEBOJA 33 KOHEYHOE BpeMs
TO/IBEP’KCHHOM HEKOHTPOIUPYEMBIM IIOMEXaM HEJIMHCHHOM AMHAMHMYECKONH CHUCTEMBI B
IOJIOXKEHHUE, TAE 3aJaHHast 9acTh (a30BbIX IEPEMEHHBIX PaBHA HYIIO. JTa 3a/iada OTHOCHTCS K
3ajlayaM 4aCTHYHOTO (IT10 OTHOIICHHIO K YaCTH MEPEMEHHBIX) yIpaBiieHus. [loMexu He UMEIOT
KaKHX-JIHOO CTaTUCTHYECKUX OIHCAHUH. YIpaBIeHUs (pOPMUPYIOTCS IO NPUHIHUILY 00paTHOU
CBSI3U U YIOBIETBOPSIOT 3aJaHHBIM «T'€OMETPHUYECKUM» OTPaHUUEHUAM.

Jlnst pemieHus ykasaHHOM 3ajiaudl MCIIONB3YETCs METOJ JIMHEapHu3yIoled oOpaTHOM CBSI3H,
TIO3BOJISIONINI CBECTH PEIICHHE pacCMaTpHBacMON HETMHEHHOM 3aaun yIpaBieHHUs K PEIICHHIO
COOTBETCTBYIOIMX JMHEHHBIX MIPOBBIX AHTArOHUCTUYECKHX 3amad (¢ He(hHKCHPOBaHHBIM
BpeMEHEM OKOHYaH¥s1). IIpHBOMATCS KOHCTPYKTHBHO HPOBEPSEMBIC JOCTATOYHBIC YCIOBHS,
obeceunBaloNIye rapaHTHPOBAHHOE PEIIeHHe PacCMAaTPUBAEMOH 3a1aur I 3aJaHHOH 00IacTu
HayaJbHBIX 3HAUCHWIl (a30BBIX NEpeMEHHBIX. B oTmmume OT paHee BBHIIOTHEHHBIX paldoT,
TIOCPEJICTBOM OOPaTHOW CBSI3H JIMHeapu3yeTcst 6ojee OOl Kilacc HeMMHEHHBIX YNpaBIAeMBIX
CHCTEM, ULl KOTOPOTO JOITYCKAIOTCS OLIEHKU HEKOTOPOH YaCTH MEPEeMEHHBIX, H YIIPABICHUE MOXKET
OCYIIECTBIIAITHCS 110 OTHOIIEHHUIO K OOJIBIIEH JYacTU IIepeMEHHBIX.

B kauectBe mnpumepa wu3ydaercss ciaydal, Korja paccMarpuBaeMas HeJMHelHas
yIpaBiseMasi CHCTeMa OIHCHIBAeT IPOCTPAHCTBEHHBIH Pa3BOPOT aCHMMETPHUYHOTO TBEPIOTO
Tela TIIPH YOPaBICHUH MOCPEACTBOM MOMEHTOB BHYTPEHHHX CHJI, CO3JaBacMBIX
JIBUTaTeIIMH-MaxoBUKaMu. B 3TOM ciydae cucTema BKIIIOYAET JUHAMHUYECKHE YPaBHEHHs
Oiijepa ¥ KHHEMAaTHYECKUE YypaBHEHUS B MepeMeHHbIX Poapura — [amuiabTOHAa,
ONHUCHIBAIOINE BPAIIATEIbHOE ABIKEHHE OCHOBHOTO Tela, a TAKXKE YpaBHEHMsS BPAIICHUS
MaxoBUKOB. PaccmaTpuBaroTcs JABe 3aayd  rapaHTUPOBAHHOIO MPOCTPAHCTBEHHOTO
pasBopoTa Tela IPH HEKOHTPOIMPYEMBIX BHEIIHHMX IIOMeXaX, I[e ILeNu YyIpaBleHHs
ONpeNeNaloTcs MO 4YacTH (A30BEIX IIEPEMEHHBIX YKa3aHHOM CHCTEMBI: 3ajada
NIePEOPUCHTALINH Tella, a TAKOKe 3aa4a «IIPOXOXKICHUS (C IPOU3BOJILHOM CKOPOCTHIO) TEIOM
3aJJaHHOTO YIJIOBOTO MOJ0XKEHUS B IPOCTPAHCTBE.

ToxazaHo, 4TO PEIIOKEHHBII B CTAThE MOIXOJ IO3BOJISIET C €AMHBIX MO3HUIUH IOTyIUTh U
JIONOJIHUTh KAaK HEKOTOPBIE yXK€ M3BECTHbIE PELICHUs JTUX 3a1ad, TaK U IPEIIOKUTb HOBOE
pelleHre 3aJauyd MEePeopUEeHTallMU IMOCPeJCTBOM 0Oojee MPOCTHIX YIPABIAIOMIMX MOMEHTOB,
BKJIIOYAIONIEEe OIEHKY (3aBBIICHHYIO) COOTHOLICHUS MOIMYCTHUMBIX YPOBHEH YHPaBILTIONIINX
MOMEHTOB U HEKOHTPOJIMPYEMbIX moMeX. lIpuBomsTcs pe3ysbTaTbl YMCIEHHBIX PAaCUETOB,
roka3siBaroiue 3G HeKTHBHOCTD MPHUMEHSEMBIX YIPABIISIOLINX MOMEHTOB.

KiroueBble €j10Ba: ympaBleHHE II0 YaCTH IE€PEMEHHBIX, HEKOHTPOIHPYeMble IOMEXH,
JIMHeapu3yolas 00paTHas CBsA3b, IEPEOPHUEHTALMSA THPOCTATA.

1. Beeaenue. YacTo B NPWIOXKEHUSAX YHPABICHUE AMHAMUYECKOM
CHCTEMOM JI0CTaTOYHO OCYLIECTBUTH HE IO BCEM (Pa30BBIM NEPEMEHHBIM, a
TOJBKO TI0 OTHOIICHMIO K MX HEKOTOPOW YacTH. DTO KacaeTcsi, HalpuMep,
CIIEYOIINX 3a][ad: <«OKECTKO» BCTPEeUH (IO OTHOIICHHWIO K KOOPJMHATAM,
HO HE TI0 CKOPOCTSIM) NIBYX O0BEKTOB [l]; ympaBieHus IBIKEHHEM IO OT-

SPIIRAS Proceedings. 2018. Issue 6(61). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 61
www.proceedings.spiiras.nw.ru



MATEMATUYECKOE MOAENMPOBAHWE N NPUKNAOHAA MATEMATUKA

HOIIEHUIO K CKOPOCTSIM [2]; «IIPOX0XKIEHHsD (C MPOU3BOJIIEHON CKOPOCTHIO)
TBEPABIM TEJIOM 33JJaHHOTO YTJIOBOTO TMOJIOXKEHUS B POCTpaHcTBe [3].

Bonee obmuMu sBISIOTCS 3aaddl yHpaBJeHHWs Ha MHOT0O00pasu-
aX (W11 B KOHQUTYPALMOHHOM MPOCTpaHCTBe) [4], a Takke Mo OTHOIIe-
HUIO K 3a7aHHOl (yHKIMHN (a3oBbIX nepeMeHHbIX (10 BeIxony) [5]. He-
KOTOpoe O0OCYXACHHE 3ajJad YacTHYHOTO YIIpaBiCHHUS (COBMECTHO C
po0sieMaMy YaCTHYHOW yCTOMYMBOCTU M CTaOMIIM3alMK) MOXKHO HAaWTH
B paborax [5, 6].

OTmeTuM, 4YTO B 3ajJadyax YacTUYHOTO (II0 YacTH IEPEMEHHBIX)
yIpaBJIeHUs, B OTIMYUE OT 3a]ad YaCTHYHOH (110 4acTH IepPEeMEHHBIX)
crabunu3sanuu [3, 6], peyb uaeT 00 yNpaBICHHH 33 KOHEYHOE, a 4acTo U
MUHHMaJbHOE, BpeMs. Kpome Toro, B 3amayax 9acTHYHOTO YHpPaBICHUS
caMO KOHEYHOE€ I0JIO)KEHHE paccMaTpHUBAaeMOll 3aMKHYTOH CHCTEMBI MO-
XKeT He OBITh €€ IMOJI0KEHHEM PABHOBECHS (CHCTEMa «IIPOXOAUT JaHHOE
NIOJIOXKEHHUE, HE OCTAHABJIMBAsCh B HEM). TepMUH «cTabMIM3aLuUsD» B 3TOM
cilydae IpOoCTO TEPsieT CMbIC. B To ke BpeMs 3HaYUTEIHHO BO3POC HMHTE-
pec M K 3ajavaM CTaOMIM3allMM IO YacTH MEpPEeMEHHBIX Ha KOHEYHOM
npoMexyTke BpemeHnu (finite-time partial stabilization) [7-16], musa pe-
HICHHUS KOTOPBIX HCIOJIb3yeTcss meton (yHkiui Jlsnynosa [17] B coot-
BeTCTBYIOMIEeH Momudukaruu [18, 19].

B mHacrosmieil cratee paccMaTpuBaeTcs 3ajadya TapaHTHPOBAHHO-
TO MepeBo/ia 32 KOHEYHOE BpeMsI MOIBEPKEHHOI 1ToMexaM (BO3MYIICHHUSIM)
HEJIMHEWHON IMHAMUYECKOW CUCTEMBI B IIOJIOKEHUE, TIE 3alaHHas 4acTb
(ha30BBIX NIEPEMEHHBIX paBHA HyJ0. [loMexu HEe MMEIOT KaKux-Imbo cra-
THUCTHUYECKUX ONUCAHUH. YTpaBieHUs (GOPMHUPYIOTCS MO MPHHIMITY 00paT-
HOW CBSI3M M Y/AOBJECTBOPSIIOT 33/JIaHHBIM TIPSIMBIM «T€OMETPHYESCKUM»
orpanndeHUsIM. B mpomecce ymnpaBneHus Tekymias HH(OpPMAILUS O BCEX
(ha30BBIX ITEPEMEHHBIX CHCTEMBI CUMTAETCS] H3BECTHOM.

IIpemnokena mommdukamus MeTona JHWHEapU3yIomed oOpaTHOH
CBsI3M («PKBUBAJCHTHOM JHMHeapu3auuu») [3], MO3BOJSIOMIAs IOJIYYUTh
peluleHre yKa3aHHOM HEIMHEMHOM 3aJauyd Ha OCHOBE PEUIEHUS] COOTBET-
CTBYIOIIMX HMIPOBBIX AHTArOHUCTUYECKUX 33/1a4 YIPaBJICHUS C He(HKCH-
POBaHHBIM  BpPEMEHEM  OKOHYaHWSI A1  JUHEHHBIX  KOH(JIHKT-
HO-YIPaBIIsIEeMbIX CHCTEM JU(QEepeHINATIBHBIX YPaBHEHHH MpPOCTEHIIEro
Buga. B cpaBHeHnu ¢ paboroit [3] muHeapusyercs: 6onee oOmuil Kilacc He-
JIMHEWHBIX YIPABIIEMBIX CUCTEM, U YIIPABIECHHE MOXKET OCYIIECTBIIATECS MO
OTHOIIICHHIO K OOJIbIIIEH YaCTH MTEPEMEHHBIX.

B xauecTBe mpuMepa HM3ydaeTcsl MPEACTaBISIONINN CaMOCTOSTENb-
HBII TEOPETUUECKUH M MPHKIIAJHON MHTEpEC Ciydai, KOTJa paccMaTphBa-
eMasl HeluHeWHas ymnpaBisieMas CHCTeMa OMMCHIBACT NMPOCTPAHCTBEHHBIN
Pa3BOPOT ACHUMMETPHUYHOTO TBEPJOTO Tela (KOCMHUYECKOTO ammapara) IpH
JEHCTBYIOIMX Ha HEro HEKOHTPOJHPYEMBIX BHEIIHHX IOMeXaX, HE UMEIo-
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LIUX CTaTHUCTHUYECKOTO OMHUCAHUS. YTPaBIEHUE OCYIIECTBISETCA MOCPEA-
CTBOM  MOMEHTOB  BHYTPEHHHX CHJ, CO3[aBaeéMbIX  JIBUTaTEN-
MHU-MaxOBHKaMu. PaccMmaTpuBaroTcst ABe 3aJayll TapaHTUPOBAHHOIO IIPO-
CTPAHCTBEHHOTO Pa3BOpPOTA TeJa, IJIE LN YIPABICHUS ONPENCIIIOTCS 110
yacTH (a30BbIX NEPEMEHHBIX YKa3aHHOW CHCTEMBI: 33/1a4a IepeopHeHTauN
Telna, a TAKXKE 3a/1a4a «IPOX0XKICHUSD (C TPON3BOIBHOM CKOPOCTHIO) TEIOM
3aJIaHHOT'0 YIJIOBOTO MOJIOKEHHS B IPOCTPAHCTBE.
[TokazaHo, 4TO MpPEATIOKEHHBIH B CTAThE IOIXOJ MO3BOJISET C €IH-
HBIX TNO3MLUHI MOJyYUTh U JOMOJHHUTH YK€ U3BECTHblE pemeHus [20-22]
9THX 3a7a4. TakKe MPeAsoKeHO HOBOE PEIICHHE 3a/lauil NepeopHEHTaIN
MIOCPEACTBOM 00JIee MPOCTHIX YNPABIIONIMX MOMEHTOB. PacdeTs! moKasbl-
BalOT 3((EKTUBHOCTD IPUMEHIEMBIX YIIPABIIIONIIX MOMEHTOB.
2. ITocTanoBka 3agaun. PaccMOTpUM HEIMHEHHYIO YIIPaBISIEMYIO
cucTeMy OOBIKHOBEHHBIX AU (epeHIInaNIbHBIX YpaBHEHHHA BUAA:

¥ =40 )+ 3 Y () + Y0 (0w
k=1 (H

2=2,(0 (i=1mj=1p),

B KOTOPOIi X = (Y, Z) — BEKTOp (ha30BbIX MEPEMEHHBIX Y, Zj; U, V — BEKTOPHI
VOPABISIOMUX BO3MEHCTBHI (yIpaBICHUH) Uy M HEKOHTPOIHUPYEMBIX BO3-
MYIIEHUH (TTOMEX) V;.

®ynkuun Y, Yy, YV, Z; B cucteme (1) onpeiesneHsl 1 HENPEPHIBHBI
BMECTE CO CBOMMH YaCTHBIMH ITPOM3BOAHBIMH 10 V;, zj B o0macTu S = {||x|| <
H}, H=const>0; ||.|| — eskmumosa nopma. Cunraem, uto YO(0) = 0, Z,(0)
0. [Tomaraem Taxxe, 4to p = r < m.

VYnpasnenus u; GOPMHUPYIOTCS 1O NPHHIMITY 0OpaTHON CBSI3H Uy
u(t, X), ¥ B TIpOIIeCCe YNPABICHNUS M3BECTHA MHPOPMANHUS O TEKyIIUX 3Ha-
YEHHSX BCEX KOOPIUHAT (Pa3oBOro BekTopa X cuctemsl (1). Peanmzanmu uy¢]
ynpasieHui (3nech uit] = ui(t, X[£]), X[¢] — permenus cucremsl (1) mpu u=
ui(t, X)) SBISIOTCS W3MEPUMBIMH (DYHKIMSIMH, YAOBJICTBOPSIONIMMHU 3a-
JaHHBIM «T€OMETPHYECKUM) OTPaHUYCHUSIM:

|uk| <a, =const>0. 2)

ITomexu HE UMEIOT KAaKUX-TNOO CTATHCTUYCCKUX OTIMCAHUNA U MOTYT
PCaNM30BBIBATLCSA B BHJIC JIIOOBIX M3MEPUMBIX (DYHKIHMH B pamMKax orpa-
HUYEHUH:

|vi| < B, =const > 0. 3)

SPIIRAS Proceedings. 2018. Issue 6(61). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 63
www.proceedings.spiiras.nw.ru



MATEMATUYECKOE MOAENMPOBAHWE N NPUKNAOHAA MATEMATUKA

OTMeTHM, YTO UIsl JIFOOOH NONMYCTHMOW peaju3alii HEeKOHTPOJIH-
PYEMBIX TIOMEX V; PEUIeHHUs] 3aMKHYTOW cucTeMbl uddepeHInantbHbIX
ypaBHeHuii (1) ¢ GpopMabHO-MaTeMaTH4YeCKONW TOYKH 3pPEHHs] OHHMAIOT-
cs1 [23] xak abCOIOTHO HenpepbiBHbIE (QYHKIMH BpeMeHHU X[f], yJIOBJIETBO-
pstolye 3Toil cucreMe (WM COOTBETCTBYMOILIEH cucreme andepeHnu-
IBHBIX BKJIIOYEHUH) IIPH TIOYTH BCEX 3HAYCHUSIX ¢ € [fo, 4].

3aoaua 1. Haiitn ymipaBieHUs uy MpH JTFOOBIX TOITyCTHMBIX peasi-
3aIUsIX HEKOHTPOJIMPYEMBIX TIOMEX V; iepeBosimue cuctemy (1) u3 3aman-
HoMt 00mactu Sy = {||Xo|| £ Ho< H} HavaIbHBIX 3HAYCHUH X = X[#o] (ha30BOTO
BEKTOpPa 332 KOHEYHOE BpPeMsI T = f| — fo B TIOJIO’KEHNE, TTIE:

z[1=0 (k=1r). )

3HadeHHs OCTANBHBIX (ha30BBIX MEpPEeMEHHBIX cHcTeMHI (1) B MoO-
MEHT BPEMEHH ¢ MOTYT OBITh IMPOU3BOJBHBIMA. MOMEHT BPEMEHU f| HE
¢bukcupyercs.

3ameuanue 1. 3amaua 1 sBiseTcs 3amadeil 4aCTUYHOTO (1O YaCTH
HepeMeHHbIX) yrnpasieHus [3, 6] musa cucremsl (1). Ilonoxenue (4) He aB-
JIsieTcsi, BOOOIIE rOBOPSI, MOJIOKEHUEM PAaBHOBECHS HE TOJIBKO aBTOHOMHOM
cuctemsl (1) (mpu u =0, v = 0), HO 1 3amMKHyTOM cuctemsl (1) (mpu v =0). B
3TOM citydae cucrema (1) «poxoauT» nojaoxeHue (4) B KOHCYHBI MOMEHT
BPCMCHH f|.

3ameuanue 2. Hepasencrsa (2) u (3) onpenensioT MOKOMIOHEHT-
Hy[0 (OpMy ydueTa OrpaHMYCHHMH Ha YIpaBIEHUS ux U MOMexH V. CBs3b
MEXIy 3HaUYCHHMSIMH O U [3; ypOBHEH YNpaBICHUH U U TIOMEX Vj, a TAKXKE
pa3mepamu obnacTi Sy HAYaIBHBIX 3HAYEHUH Xo ()a30BOr0 BEKTOpa HEIH-
HeltHo cucTteMmsl (1), anpropy HEM3BECTHA U YCTAaHABIMBACTCA B IIpOIIECCe
pemreHus 3agaun 1.

3. BcnoMmorartesibHasi JIMHelHasi ynpabJsiemasi cucrema. Pac-
CMOTPHM MaTPUYHYIO (GYHKIHIO

Foo =[P ) k=1,

@, (xu) =31 OV S 0 o |1

i=1 k=1

U JomyctuMm, 4to B obmnactu Sy = {||x|| < Hi, Ho < H; < H} BbINONHsETCS
yCIIOBHE:

rank F(x) =r. (5)
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B atom cnydae B oGmactu S) cucTeMa JIMHEHHBIX alreOpandecKux
OTHOCUTEJIBHO Uj; YPABHEHUI:

o,xw+ 34O Y<°><x)+zaz M Zw=u =T
k

i=1

(tme u;" — BCTIIOMOTATENBHBIE YNPABJIAININE BO3ACHCTBHA, KOTOPBIMH
pacHopsiuMcs Jajee) MMeeT eAMHCTBEHHOE PeIlCHHE:
i -
u, = f,(x,u), £0,00=0 (k=1r), (6)
1 QYHKIWH f; HEIPEepBIBHEI B o0omactu Si; u* = (u1”, ..., u,”).

Taxxe BBeneM 0003HAYEHHNS:

i =i =20 [0 ] k=17

i=1

u 6y)1eM HUHTCPHIPETUPOBATH Vk* KaK «BCIIOMOT'aTCJIbHBIC IIOMCXU) .
YuuteiBas HEIMOCPCACTBCHHO MMPOBEPACMBIC COOTHOLICHMUS !

.. <« 0Z, (x . N0Z, (x .

—o,(xu)+ Y P (V YO (x) +

i=1
" 07, (%) 07, (X) L
AL 20 AL [n0com] k=1,

3aKIJII0YaeM, 4TO U3 3aMKHYTOM cucteMsl (1), (6) B obmactu S1 MOKHO BbIjie-
JIUTh JIMHEHHYIO yIpaBIsieMylo cuctemy IuddepeHHalbHbIX ypaBHEHHIA:

2o=ul+vi (k=1r). 7

Ha ocHoBe pelmieHusi COOTBETCTBYIOIIMX HIPOBBIX AHTArOHHUCTHYE-
CKUX 3aJ]ad YIPAaBJICHUS IS MOCTPOCHHOW BCIIOMOTATEIbHON JTHHEWHOU
ynpasisieMoll cucteMbl auddepeHnnanbHbIX ypaBHenuid (7) nanee Oyner
CTPOUTHCSl pELICHHE NMOCTaBJIECHHOW 3a1aun | Ui MCXOAHOW HEJMHEHHOU
yrpasisieMoii cicteMsl (1). B 3ToM cMbIciie paBeHCTBa (6) IPEIOTPEEIIOT
00IIyI0 CTPYKTYpHYIO (hopMy yIIpaBIICHUH i B 3a1a4e 1.
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Jis peanu3anuy yKa3aHHOM IIETTH CYUTaeM BO3MOXKHBIM B 0071acTH S
IIPOBEJIEHHE OLEHKM YPOBHEN «BCHOMOraTebHBIX TOMEX» Vi (IIPH yYeTe
3aJlaHHBIX OrpaHn4eHui (3) Ha IOMEXH V;):

<Bj, Bp=sup|vi(xV)| (k=Lr).

Vi
xc 51 (®

ECTecTBEHHO, OLIEHKA YPOBHEH V" MOKET OBbITh 3aTPY/IHEHA U 3aBHU-
CUT OT KOHKPETHOTO CTPYKTYPHOI'O BMJa HEIMHEWHOHN yHpaBisieMOU cu-
cremsl (1). Hampumep, B ciydae, korna cucreMa (1) onuchiBaeT mpocTpaH-
CTBEHHBIM pa3BOPOT TBEPIOTrO Teja (CM. paszen 7), Takas OIleHKa HE BBI3BI-
BaeT 3aTPyJHEHUMN.

4. BenoMorartesibHasl JIMHeHHasi UrpoBas 3agayda. /[y nuHeHOH
yIpaBIsIeMoi cucTeMsl (7) pemmm 3aady 0 OBICTPEHIIIEM «IIPOXOXKIACHUI
noJI0XkKeHHUs (4). YTIpaBiieHHE OCYIIECTBISACTCS TOCPEACTBOM Uy TIPH JTFOOBIX
JOITyCTUMBIX pealu3alisax vx', yIOBIETBOPSIOMUX HepaBeHCTBaM (8). Ko-

neunsie 3uauenus Z; (K =1,7) me puxcupyrorcs (mpou3somibHs).

JlanHyro 3amady TpakTyeM KakK HIPOBYIO aHTarOHHCTHYECKYyIo (c
He(pUKCUpOBaHHBIM BpeMEeHEM OKOHYaHUs). B 3Tl 3a7a4e oJiMH U3 HIPOKOB
pacnopsbkaeTcsi BCIHOMOTaTelbHbIMU  YIPABICHUSIMH U W CTPEMHUTCS
YMCHBIINTh BpeMs T = f| — fo JOCTHXCHUs cucTeMol (7) momoxxeHus (4).
Bropoii urpok (IpOTHBHUK) CTPEMUTCS YBEIWYUTH T WK BOOOIIE H30eKaTh
no3unuu (4), 1 UMeeT B PacHoOpsLKEHUH «BCIIOMOTAaTeIbHbIE TIOMEXU» V'
[Ipu 3TOM MoOcTpoeHHas JnHelHas cucteMa (7) TpakTyeTcsl Kak KOH(IJIUKT-
HO-yTIpaBiseMasl.

Jnist pemieHns JaHHOM 3a/jauil OrpaHUYCHUE Ha ;" TIPIMEM B BUJIE:

12
.

“u* “ = ZuZQ <a" =const > 0. 9)
k=1

OrpannyeHne Ha v;" TaKXKe IPUMEM B BHIE:

1/2 1/2

=1Zwe | <p=| 282 (10)
k=1 k=1

IIe 3HAYECHUSA Bk* OTIPENICIISIFOTCS COTTIACHO COOTHOMICHHSM (8).

B cnyuae o > B, korga ypoBeHs o ynpasieHuit uy* BbIIIE ypOBHS
B* momex vi*, peleHUe yKa3aHHOM JITMHEHHON HTPOBOM 3aJaud IPH OTpa-
HnyeHmsx (9), (10) maer TopMossmas OSKCTpeMaibHas —CTpaTerus
H. H. Kpacogsckoro [1].
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YrupasneHus u;*, TMKTyeMBbIe 3TOI CTpaTerneil, UMEIoT BU:

. -1/2
. _ —a'L I? , o >0
uk(ta Z’Z’e): k SZ:;‘ N

0, o <0
172 (11)

o=|Y2| - %@ -p)0-17

s=1
L=z, +0-0z (k=1r),

rze nepeMeHHasi 0 HaXOAWTCS KaK HaWMEHBIIWI TOJIOKUTENbHBIN KOPEHb
ypaBHeHHs @ = 0.

MuHHMaNbHOE TapaHTUPOBAHHOE BPEMsl T JOCTHIKEHHS IIOJIOXKe-
Hust (4) B paccMaTpuBaeMoil JIMHEHHOW UTpoBOH 3amave ompezensiercs [1]
KaK HaMEHBIIHUIA TOJI0KUTENbHBIA KOPEHb YPaBHEHHUS:

1/2

r
*2 * * 2 * .
DL —%(a -B )r =0, L =z,+1Z,.

s=1

OTO 3HaYCHUE T ABJISIETCA TapaHTUPOBAHHBIM BPEMEHEM YIIPaBICHUS B
UCXOIHOM HenuHelHoM 3anaue 1, U cooTBeTcTBYeT cayyaro vy = (/o u"
«HAUXYILIIX» TIOMEX Vi*, — ONTUMAJIbHBIX YIPABICHUH «IIPOTHBHUKAY. Ecin
XKe V¢ OTIIMYAIOTCS OT «HAMXy[IIINX», TO BCTpeda C MoJokeHHeM (4) mpo-
n30iaeT OpICTpee, YeM 3a BpeMs T.

VYupasnenus (11), a Takke COOTBETCTBYIOIIME MM peIICHUsS (IBU-
wenust) Z[t],Z[t] cucrempr qudpepenimansubix ypasrennii (7), (11) mo-

T'yT OBITH ITOCTPOEHBI KOHCTPYKTHBHO. Takyro BO3MOXKHOCTH Ja€T aIllPOK-
cUMalMoHHas cxema [1] xoppekunu ynpasnenuit u;* Buaa (11) B muckper-
HBbIC MOMEHTHI BpeMeHH. [Ipu 3Tom yripasnerus (11) u pemeHns (qBUKESHU )
cucrems! (7), (11) MOXHO paccMaTpuBaTh Kak IMpPEAETbHBIA MEpexol OT
COOTBETCTBYIOIINX YIIPABICHUH W PEIICHUH (IBIDKEHUI), IMOPOXKIAEMBIX
YKa3aHHOM IUCKpeTHOU cxemoi. Ilomydyaemble B pe3yibTaTe yKa3aHHOIO
NPeeNbHOr0 TIepexoa pelIeHusi CHCTeMbl Iu(depeHHaNBHEIX YpaBHe-
Huid (7), (11) sBasiroTcst aOCOMIOTHO HENPEPHIBHBIMU (QYHKIMSMH BPEMEHH,
YIOBJIETBOPSIIONIMMHU 3TOH CHUCTEME IOYTH BCIOJYy Ha PaccMaTpUBAEMOM
OTpE3Ke BPEMEHH.

5. YcaoBus paspemnmmoctn 3ana4u 1. Ilpu pemenun 3amaum 1
yIpaBJiIeHUs 110 YacTH MepeMeHHbIX (10 zi, ... , z) JUIS HEJIUHEHHOH cu-
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creMbl (1) Ha OCHOBE pelIeHUs] COOTBETCTBYIOLICH BCIIOMOTATENILHON 3a-
a4y YIpPaBICHHUS I JIMHEHHOW cucTeMbl (7) BO3HUKAET CIICIYyOINast
curyanus. [loBeqeHne He TOJNBKO MEPEMEHHBIX Z1, ... , Zr, HO U TIOBE/ICHUE
¢byskunit Zi(x), ... , Z,(x) HenuHeHoM cucteMsl (1), Oyzaer onpenensTses
noBesieHreM (pasoBbIX MIEPEMEHHBIX, BXOJAIINX B (a30BbIE BEKTOPHI Z, Z
JIMHEWHOU cructeMsl (7).

[Ipu ompenereHHOM YCIIOBHH JaHHOE OOCTOSITENBCTBO MOXKHO HC-
NIOJIB30BaTh JUIS OLIEHKH Bcero (ha3oBOro BeKTOpa X[f] HeIMHEWHOW cucTte-
MbI (1) ¥ B KOHEYHOM CYETE IS OIICHKH YPOBHEH (2) yIpaBICHHUM uy.

[TycTb, Hanpumep, B 001acTH S UMEIOT MECTO TOXKIIECTBA!

Z.(x)= Zykzﬁ,? (y,+1,...,ym,z)+Zs(2) (Vrstseos Vmo2Z),
P (12)

7(0,..,0,0)=0 (s=17).

PaccMoTpuM MaTpu4Hy0 (QyHKIUIO:

o(x) =(azs (%k) (s.k=T.7)

U JIONyCTUM, 4TO B obnactu S» = {|[x|| < H», Hy < H, < H} BbIOJHSETCS
yCIIOBHE!

rank Q(x) = r. (13)

[Tpu BeimonHenun ycioswui (12), (13) cucrema ypaBHeHui:
Z.S = ZS (X) (S = ]" r))

paccMaTpuBaeMas Kak JIMHEHHas anreOpanyeckasl CHCTeMa OTHOCHTENIBHO
Vi, IMEET CMHCTBEHHOE PEILCHUE:

yk :gk(yr+19"'9ymiz’i)’

_ (14)
2:(0,...,0,0,0)=0 (k=1,r).
DyHKINHU gx HENPEPBIBHBI B 00mactu S; g = (g1, .., 8k)-
Cootromenus (14) o3HavaroT, 4ro moBeAeHUE (Ha3oBOTO BEKTOpPA X
HenMHeWHo# cuctemMsl (1) Oyner ompenensThes MoBeneHUEM (a30BbIX ITe-
PEMEHHBIX JIMHEHHOI BCIIOMOTaTENbHOM CUCTEMEI (7), a TaKXKe MTOBEICHUEM
MEPEMEHHBIX V+1, ..., Ym NCXOJHOHN crcTeMsI (1).

68 Tpyabl CIMIMUPAH. 2018. Bbin.6(61). ISSN 2078-9181 (neuv.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



MATHEMATICAL MODELING AND NUMERICAL METHODS

ITosToMy (a3oBbIit BekTOp X[f] cucTembl (1) MOXHO MPEICTABHUTH
CJICYIOLIMM 00pa3oM:

X2 W, W=V tses Vs L), Yyt seees Yo 2.

Ecnu nepeMeHHbIE Vyi1, ..., Vm HCXOTHOU cucTeMBI (1) MOXKHO ole-
HUTHh TEM HJIM MHBIM 00pa3oM (HampuMep, 3Hasl [EePBbIC MHTETPajbl dTOU
CHUCTEMBI), TO YKa3aHHOE OOCTOSITEIbCTBO MOYKHO HCIIOJB30BAaTh JIsl KOH-
CTPYKTHBHOM MPOBEPKH 33JJaHHBIX OTpaHUYCHUA (2) Ha YIIPABICHUS Uy.

ITycth onenku (8) momy4eHsl. JJocTaTOYHBIC YCIOBUS Pa3peIIUMOCTH
3amaun | MOXKHO COPMYIIMPOBATH CICTYIOIUM 00pa3oM.

Teopema 1. ITycTh BBIIOTHSIOTCS CIEAYIOIINE YCIOBHUS:

1) ycnosue (5) B obmactu Si;

2) ycmous (12) u (13) B obmactu Sz;

3) ms moboro xoe Sy HalimeTcs wncio of (o > B*) Takoe, uro:

e (Wit u' 1)) < o Gk =T

(15)
[Wle]| < min(H,, H,), t €[ty,t, +1].

Torga nns moboro Xo 3 obmactu So ynpasienus (6), (11) obecne-
YUBAIOT TAPAHTHPOBAHHOE «IIPOXOXKACHUE» cucTemoit (1) monoxkenus (4) B
KOHEYHBIH MOMEHT BPEMEHH | = fo+ T IIPU JIIOOBIX JOIYCTUMBIX pean3a-
LUSIX TIOMEX V.

Jlokazamenvcmeo. Tlpu BbinonHenun yciosus (5) B obnactu S u3
3aMKHYTOM HenuHenHo# cucrembl (1), (6) MOXHO BBLICIUTH JIMHEHHYIO
KOH(JIMKTHO-ynpaBisiemyro cuctemy (7). [Ipu aTOM moBeneHue nepeMeH-
HBIX Z|, ... , Z- HeluHEHHOU cuctemsl (1), (6), (11) onpenensercs moBese-
HHUEM STHX JK€ TICPEMECHHBIX 3aMKHYTOU JIMHEHHOH cucteMsl (7), (11).

IToatomy muis Bcex 3HAYCHHU Xo, TAKHX, 9TO ()a30BBIHA BEKTOp X[/] B
TIIporecce yIpaBieHus ocTaercs B obmactu S, ynpasienus (6), (11) obec-
MIEYNBAIOT TAPAHTUPOBAHHOE «IIPOXOXKACHUE» cucteMoi (1) monoxkenus (4)
B KOHEYHBI MOMEHT BpEeMEHH f| = f+ T. OZHAKO MpH 3TOM HE rapaHTUpy-
eTcsI BBITIOJIHEHIE 3aJaHHBIX OorpaHmdeHui (2) Ha ynpasierus (6), (11).

Ecnu B o6mactu S, BemmonHeHH! yenous (12), (13), a g mroboro xoe
So BeITONTHEHB! ycnoBuA (15), To s Beex Xo€ So ynpasienus (6), (11) we
TONBKO 00ECMEeUnBAIOT TapaHTHPOBAHHOE «IPOXOXKIeHHe» cuctemoit (1)
monokeHus (4) B KOHEUHBIH MOMEHT BPEMEHH # = fp+ T, HO U YAOBIETBO-
PAIOT 3a1aHHBIM orpaHmdeHusM (2). Teopema noxa3aHa.

6. JonmonHuTe/ibHbIE BO3MO:KHOCTU MNpPeIJIOKEHHOI0 IOAX0AA.
PaccmoTpuM naBa BapuaHTa MoJM(UKAIMK, MO3BOJISIOIINE PACHIMPUTH
BO3MOXKHOCTH TIPEJIIOKEHHOTO TT0/IX0/1a.

SPIIRAS Proceedings. 2018. Issue 6(61). ISSN 2078-9181 (print), ISSN 2078-9599 (online) 69
www.proceedings.spiiras.nw.ru



MATEMATUYECKOE MOAENMPOBAHWE N NPUKNAOHAA MATEMATUKA

6.1. YnpasieHue 1o 0oblIel YacTy epeMEHHbIX (110 OTHOIIEHHUIO K
Vi,zr). Jonyctum, uTo B 001acTu S UMEIOT MecTo cooTHoenus (14), npu-
YeM JIOTIOJTHUTENIBHO UMEIOT MECTO TOXKAECTBA!

& (Vi1 ¥ 0.0)=0 (k=17). (16)

[TokaxxeM, 94TO B JTaHHOM CJTy4ae MPU COOTBETCTBYIOIEM N3MEHEHUN
BCIIOMOTATEIIFHOW ~ WTPOBOH  3agadd AN JIMHEHHOW  KOH(IHMKT-
HO-YIIpaBisieMoil cucteMbl (7) W NpW BBHIIIOJHEHUH YCIOBHH TeopeMsl 1
ynpasienus (6) OyayT rapaHTHPOBAHHO TMEpeBOAWMTH cuctemy (1) u3 3a-
JaHHOM 06nacTu Sp Ha4YaJIbHBIX 3HAYEHHUH X(3a KOHEYHOE BPEMA T = 1 — fy B
MIOJIOXKEHHE, TAe:

vlt1=2041=0 (k=1r). (17)

3Ha4YeHHUs OCTAIbHBIX (PA30BBIX MEPEMEHHBIX CUCTEMBI (1) B MOMEHT
BPEMEHH {; MOTYT OBITb NpPOU3BOJLHBIMH. MOMEHT BpeMEHH f; He
¢dukcupyercs.

Jyi 3TOTO, B OTIIMYHUE OT pasznena 4, Jis JuHeiHoU cucteMsl (7) pe-
M 3a/1a9y 0 ObICTpeiIeM rapaHTHPOBAHHOM TIPHBEICHUH B TIOJIOKCHUE:

z[61=2041=0 (k=1r). (18)

VYnpasneHne TakKe OCYMIECTBISIETCS] TIOCPEICTBOM " TIPH JIFOOBIX
JIONYCTUMBIX pEaNn3alMsix Vi, YIOBJIETBOPSIONIMX HepaBeHCTBaM (8).
JaHHYI0 3a7a4y TPAaKTyeM KaK HTPOBYIO aHTarOHUCTHYECKYIO, B KOTOPOM
OJIMH U3 UTPOKOB PACIIOPSDKACTCS YIPABICHUAMH U;" U CTPEMHUTCS YMEHb-
IIUTH BpeMs T = ¢ — to IpuBeieHUs cucteMsl (7) B monoxkenue (18). Bropoit
UTPOK (MIPOTHBHUK) CTPEMUTCS] YBEIHMYUTHh 3HAUYEHHUE T M BOOOIIEe m3be-
*KaTh o3unuu (18), 1 IMeeT B pacTopsKCHUU «IIOMEXID» Vi*.

Pemenne 5To# 3amaun mpu orpaHMYEeHUAX |ux| < ou”, (vt < B =
pro”, 0 < px < 1 maror 3aKoHBI ynpasnenus [ 1, 24]:

* .
. o sgn vy (2, %), vy #0
(2, 2) =4,

— o ; p_
a,sgnz, =—o,sgnz,, ;=0

o . (19)
\Vi =-z, —[Z(I_Pk)akJ |Zk||zk|

rrie Y — QyHKINH MepeKITIOYeHIH.
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Ipu v # —pwy” mBmwkenus cuctemsl (7), (19) Ha ¢azoBbIX
[UIOCKOCTSIX [EPEMEHHBIX Zj, Z; OYyAyT CHayama MPOUCXOAUTH (J10
JMOCTYDKCHHUsST KPUBBIX TMepekimoueHud P = 0) mMexnmy ayr mapabour,
SIBJISTIFOLIIUXCSL TPACKTOPHUSIMH CHCTEM Zk:(lipk)u,t. Janee nBUXEHUS

OyAyT NpOMCXOIUTH BAOJNH KPHUBHIX MEPEKIIOYCHUH B CKOJB3SALIEM
peXHMe 0 JTOCTHXKEHHs TpeOyeMbIX KOHEUHBIX 3HadeHuil (18); Ha 3Tmx
yYacTKax JBIDKCHHS YMPaBICHUS u;° NPUHUMAIOT 3HAYCHUS +ou* ¢
0OECKOHEYHO YaCTHIMU CMEHAMH 3HaKa.

VYxazanHele peuieHus (aBrkeHusi) cucteMmsl (7), (19) ¢ dopmains-
HO-MaTeMaTH4YeCKON TOYKHU 3pEHHS TPAKTyeM KaK aOCOIIOTHO HeNpepbIBHBIE
(GYHKIMH BpPEMEHH, YIOBJIETBOPSIONIME IMOYTH BCIOAY COOTBETCTBYIOILMM
G hepeHIaIbHBIM BKITIOUCHHSM.

Bennuuna T = max(tx), Tie T« — MUHUMAaIbHOE T'apaHTHPOBAHHOE
BpeMsl Ul KaKTOW MOACUCTEMBI CHCTEMSBI (7), onpenenseT MUHUMAIbHOE
rapaHTUPOBAHHOE BpeMs B pacCMaTpPHBacMOH 3aiade. 3HA4eHHS T; COOT-
BETCTBYIOT CIIyHYasM Vi'= —pjil;" «HAUXYALINX» MMOMEX V", — ONTHMAaIbHBIX
YIPaBICHUH «IIPOTUBHUKA». ECiHM ke V" OTIMYaIoTCs OT «HAUXYALINX», TO
BcTpeua ¢ nonoxkenueM (18) mpousoiiger O6picTpee. OTMETHM, YTO T€ TOA-
cucteMbl cucteMsl (18), koTopbie MpUAYT B TpeOyeMoe MONI0KEHHUE PaHbIIIe,
YeM TOCIIeIHSS U3 HUX, OCTAIOTCSl B 9TOM ITOJIOKEHUH, U COOTBETCTBYIOIIHE
YIpaBJIeHUs ;" B 3TUX MOACUCTEMAX NMAPUPYIOT IIOMEXH Vi

Teopema 2. I1ycThb BBIIIONHSIOTCS CIEAYIOIIHE YCIOBHS:

1) yciosue (5) B obnactu Si;

2) ycnoBusi (12), (13) u (16) B obaactu So;

3) nna moboro Xoe Sy HabmyTcs umcna oy” (o > Bi°) Takue, yuto
BBIMOJIHEHBI COOTHOMICHHUS (15).

Torma mns moboro Xo U3 obnactu Sy yrpasnenus (6), (19) obdecre-
YMBAIOT TapaHTHPOBAHHBIN TepeBoy] cucTeMbl (1) B monoxkeHue (4) 3a Ko-
HEYHOE BPEMsI T IIPH JIFOOBIX JIOITyCTUMBIX PEATH3aIIX TIOMEX V.

Hoxasamenvcmeo. Ecnm B obmact  S>  BBINOJHEHBI  yCJO-
Bus (12), (13), (16), To npuBenEeHUE TIEPEMEHHBIX Z,Z JMHEHHON cucTe-

Mol (7) ocpenctBom ympaeienuit (19) B monoxenue (18) Oyner o3Havath
TIPUBEJICHUE HEMMHEHHOM cucTeMsl (1) mocpencTBoM ynpasienuii (6), (19) B
nonoxenue (17).

[TosToMy s Bcex 3Ha4eHHH Xo TakHX, 4To (ha3oBbId BeKTOp X[f] B
npolecce yrpapleHust octaercs B oomactu Si () Sy, ympasnenus (6), (19)
00eCTieuynBar0T rapaHTHPOBAHHOE TPUBEICHNE HENWHEHHOI cuctemsl (1) B
nonoxxenue (17) 3a koHeyHoe BpeMs T. OHAKO IIPH ATOM HE TapaHTUPYeTCs
BBIMOJIHEHHE 3aJ[aHHBIX OrpaHndcHui (2) Ha ynpasienus (6), (19).
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[Tpu BemonHenun ycnouii (15) 11 Bcex Xo€ So pazoBblid BEKTOp X[£]
ocraercst B obnactu Si(] Sy, u st Beex xo€ So ynpasienust (6), (19) ue
TOJILKO 00ECIIEUMBAIOT TapaHTHPOBAHHOE TpHBe/icHNe cucTeMbl (1) B moso-
xeHue (17), Ho u ynoBieTBOpsIIOT orpannueHusM (2). Teopema jokazana.

3ameuanue 3. Jluneapwzanms oOpaTHOH CBSI3bIO paccMaTpHBacTCs
Juts 6ostee obmiero (B cpaBHEHHH ¢ [3], e m = p = r) Kiacca HEINMHEWHBIX
ympaBisieMbIx cucteM (1), MOcKonbKy B TaHHOM ciydae m > p = r. Kpome
TOTO, YIpPaBJIeHHE OCYUIECTBISIETCSA MO Oojblieil yacTu (1o 2r) mepeMeH-
HBIM, B TO BpeMs Kak B [3] ympaBiieHHE OCYIIECTBIISIETCS TOJNBKO IO 7 Tie-
peMeHHBIM. J{OTIOTHUTETFHOE OTPAHNYCHUE Ha TIPaBbIe YacTh cucTeMsl (1) B
Bujie ycioBus (12) He CBsI3aHO C JIMHEeapHu3aleH, U CYIIeCTBEHHO oberyaer
IPOBEJICHUE OLICHOK (ha30BOro BEKTOpA X[f] B mpoLecce ynpaBlIeHUsL.

6.2. YmpouieHue KOHCTpYKLMM yrpasieHuii (6). Ilycts ®,(x),
®,P)(x), DD(0) = D,>)(0) = 0 — nBE COBOKYNHOCTH PyHKIUI TAKHE, YTO B
obnactu S UMEIOT MECTO TOXKIECTBA!

262 (y Y<o>(x)+zaz (V Z 0 =0"®+0P(x) (s=1r).

i=1

Ecnu BemonuseTcs ycnosue (5), To B o0macTu Si cucteMa JIMHEHHbBIX
OTHOCHUTEINBHO U AITeOpanyecKux YpaBHEHUI:

q)(xu)+<l) (x) u,

MMeeT eIMHCTBeHHOE (1Ipy pukcuposanHoM BeiGope D) pemenmue:

u, = fr(xu’), £(0,00=0 (k=1r), (20)

U QYHKUUH f;* HETPEPbIBHBI B 00J1ACTH S).
BeeneM 0003HaueHU:

V= (xy) = Z{az M, oy ]} o) (k=L

i=1

1 Oy/IeM MHTEPIPETUPOBATh Vi KaK «BCIIOMOTaTEIIbHBIE OMEXH.

B pesynbrare u3 3amkHyTO# cuctemsl (1), (20) B obsactu S1 MOKXHO
BBIJICIIUTh JIMHCHHYIO YIpaBIsieMyK cUcTeMy Jau(depeHIratbHbIX
YpaBHEHUM:

o=ul+v (k=1r). @1)
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Pemenne mnocraBneHHOW 3amaun | Ui MCXOTHOM HETMHEHHOMN
yrpaeisieMoid cuctemsl (1) MOXKHO TakKe HAWTH Ha OCHOBE PEIICHHS COOT-
BETCTBYIOLIEH WTPOBOW 3a/audl yNpaBJieHUs JJIsl IOCTPOSHHOW BCIIOMOTa-
TEeNBHOM JIMHEeHHO! ynpaBisiemoi cuctemsr (21).

PaBencrsa (20) onpeznensitot BTopyto (6oiiee IPOCTYI0) CTPYKTYPHYIO
¢dopMy ympaBieHHH u; B 3amade |, MpHYEM YMPOIIEHHE CTPYKTYpHOMH
(hopmsI (6) mocTUTAETCS 32 CYET YCIOKHEHUS «BCIIOMOTATEIIFHBIX IIOMEX» B
00pa3yromuxcss BCIOMOTaTEeNbHBIX JIMHEHHBIX KOH()IMKTHO-YIPaBIsSEMbIX
cucremax. Mmeromuiicss mpousson B Beioope Qpyrkmuii O, u @2 moxer
HCIIOJIb30BAThCA AJISI TOMCKA HanOoJIee MPUEMIIEMOTO PEIIEHHMS.

s peannzanyuy yKa3aHHOH LETH CUUTaeM BO3MOKHBIM B 00J1acTH S|
IIPOBEJIEHHE OLIEHKH YPOBHEN «BCIIOMOTaTENIBHBIX IIOMEX» Vi (U ydeTe
3aJlaHHbIX orpanndeHui (3)):

<Br. B =sw[w] k=1,

XC S

sk
Vi

Ouenka ypoBHe# v, (kak M OLEHKA YPOBHeii V") MOXeT ObITh 3a-
TPYJHEHA, U 3aBUCUT OT KOHKPETHOM CTPYKTYPhl HEIMHEWHOM yIpaBIIsieMOil
cucremsl (1). B ciaydae, xorna cucrema (1) onmuchIBaeT NpOCTPAaHCTBEHHBIH
Ppa3BoOpOT TBEPAOro Tejia (CM. pasieln 7), Takas OlECHKAa MOXKET OBITh MOJTY-
YeHa Ha OCHOBE MPHHIIMIIA «HA3HAYCHUS ¥ TIOCIIEYIOIIETO TIOATBEPIKICHUSD)
ypoBHei v,

Teopema 3. Tlyctp BoImonHstoTCS ycnoBus (2), (3) teopems! 1, n
115 106010 Xoe Sy HaigeTcs yucno o (o > ) Takoe, YTO BBHITIOJIHEHBI
COOTHOIICHUS:

e (wiehw' ) < o k=10,
|[Wlt]| < min(H,, H,), t €[ty,1, +7].

Torga mst mo6oro Xo u3 obnactu Sy ynpasnenus (20), (11) obec-
MEYUBAIOT TapPaHTHPOBAHHOE «IIPOXOXAeHHE» cuctemon (1) momoske-
HUS (4) B KOHEUHBIH MOMEHT BPEMEHH {1 = fo+ T IPH JIIOOBIX JOMYCTUMBIX
peanuzanusx v;.

Jloka3aTenbCTBO  TEOpeMbl 3  AHAJIOTUYHO  J0Ka3aTejbCTBY
TeopeM 1, 2.

7. IlpuiokeHMe K 3aAayaM IPOCTPAHCTBEHHOT0 pa3BOPOTa
aCHMMETPMYHOT0 TBepAOro Teja. J[omycTuM, YTO BJOJb TJIaBHBIX IICH-
TPaNbHBIX OCEl MHEPIMH aCHMMETPUYHOTO TBEPJOTO Tena (KOCMHYECKOTO
anmapaTa) 3aKpeIUICHbl OCH BpAIEHUS! OAHOPOIHBIX CHMMETPHYHBIX Ma-
XOBHUKOB. IIOCKONBKY reomerpusi Macc aHHOW MEXaHWYECKOH CHCTEMBI
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«Hecylllee OCHOBHOE TEJ0 — MaxXxOBHKW» HE MEHSETCS NMPU BPALICHHSIX
MaxOBHKOB, TO 3Ta CHCTEMa SIBIISIETCSl THPOCTATOM, M €€ BpalllaTelbHOe
JBIDKCHHUE BOKPYT IIGHTpa MacC ONHMCHIBACTCSl CHCTEMOW OOBIKHOBEHHBIX
mddepeHnmansHpIX ypaBHeHui [3, 25]:

(4 =)0 = (4, = 4)0,05 + J,050, = J30,¢5 —u; + v,

(Ay = J5)0, = (45 — 4)) 0,05 + J30,0; —J 030, —u; +V,,
. . . (22)
(Ay = J3)dy = (4) — 4,) 0,0, +J,0,0; = 0,9, —uz + Vs,

Jo (@, o) =u, (k=13).

B cucreme (22): ®; — TPOEKIUU BEKTOpa YTIIOBOW CKOPOCTH OC-
HOBHOTO Tella Ha IJIaBHBIC IIEHTPAIBHBIC OCH iy DJUIMIICOMIA WHEPLHH TH-
pocrara; Ay, Jx — ITaBHBIE NEHTPaJIbHbIe MOMEHTHI MHEPLUUH TUPOCTaTa U
0CEeBbIe MOMEHTBI HHEPLH MaXOBHKOB; ()x — YIJIbI IOBOPOTa MaXxOBHKOB,
OCH BpAILEHUsI KOTOPBIX 3aKPeIUICHBI BIOJb OCEH i.

VYupapnsonpie MOMEHTHI Ui (MOMEHTHl BHYTPEHHUX CHJI) HPHIIO-
JKCHBI K MaXOBHKaM U CO3JarOTCs CIICHHAJIbHBIMU ABUT'aTCIIIMU. MoMeHThI
Vi XapaKTepU3yI0T BHEIIHIE HEKOHTPOJIMPYEMbIE BO3MYIIIEHUS (B TOM UHUCIIe
1 HEKOTOpbIC BHEIIHUE CHJIbI), ACHCTBYIONIME HA OCHOBHOE TENIO. YTpaB-
JISIFOIIAE MOMEHTBHI U M TIOMEXHU Vi YAOBIICTBOPSIOT COOTBETCTBEHHO Orpa-
HuaeHusM (2) u (3).

OpueHTanuio OCHOBHOTO TEa PAacCMaTPHBAEMOTO TPEXPOTOPHOTO
rupocrata OyzeM ONpenessiTh YPaBHEHMSMH JUIl KBAaTEPHHOHOB (KHHEMa-
TUYEeCKUMH YPaBHEHUSMH B IepeMeHHbIX Pogpura — ["amunbsToHa [25]):

2N =M@ TN0; —M30,, 21, =10, T 130, —1,0;,

23)
. 2,2, .2, .2 (
2= nu05 TN, —Myo;, My M N3+ =1
TpeOyercs HaiiTH yIPaBIAIOIIKME MOMEHTHI Uy, OCYIIECTBIIAIOLINE
rapaHTHPOBAHHbINA PA3BOPOT OCHOBHOIO TeJIA 33 KOHEYHOE BPEMS T = £ — [y B
3a/laHHOE YIJIOBOE NosiokeHue. He Hapyias oOLIHOCTH, CYUTAEM:

nln] =0, na[n] = 1, 24

KOIJla B MOMEHT BPEMEHU ! > fo IPOUCXOAUT COBMEIIECHUE CBS3aHHOU C
TEJIOM U 33JJaHHOH CHCTeM KOOpPIHHAT.

HauanpHble yriioBble CKOPOCTH OCHOBHOTO Tella M MaXOBHKOB CUH-
TaeM HyJICBBIMA. B MOMEHT BpeMeHH {| yIJIOBast CKOPOCTh OCHOBHOTO TEJa
WM TaKkXKe HyJeBas WIK He PUKCHPYETCS (CIIPOXOKACHHUE» 3aJaHHOTO II0-
JIO’KEHUS1), a YIIIOBasi CKOPOCTh MaXOBHKOB HE (PUKCHPYETCHL.
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B nannHoMm ciydae cucremy (22), (23), 3aucaHHyO B IIEPEMEHHBIX,
COOTBETCTBYIOIIUX CTPYKType cuctembl (1), MOXHO IpEICTaBUTh B BH-
Je (31ech U ajnee 1oJj 3HakoM CyMMBbI CyMMHpPOBaHHUe 110 j 0T 1 110 3):

» =4 _J1)71 [(Az = A0y + 1,33V = J300 Ve — Uy +V1]a

¥, =(4, _Jz)_l [(A3 — Ay + 306 =1 V3Vs — Uy +v2], 25)
5

3 = (4 _J3)_1 [(A] — ANy Iy —Ionys —uy +V3]’

Y3k =Dk +Jfl”k (k= L_3)’

Z= %(ywl—Zzi — Y223+ N323),
Z,= %(Yz\ll_zzjz' + V123~ V321), 3= %(J’mll_zzjz' —NZy 127,

npuyeM, Kak OyAeT MOKa3aHo, JOCTaTOYHO PAcCMaTpPUBATh €€ B 00JIACTH:

dz< 1. (26)

7.1. 3ajaun ynpapJieHHsl 10 YACTH NepeMeHHbIX. YTOYHHM pac-
CMaTpHBacMble 3a7ayd MPOCTPAHCTBEHHOTO pa3BOpOTa Tella MPHUMEHH-
TENIFHO K HEJIMHEHHOH yrpasisieMol cucteme (25).

3aoaua 2 (nepeopuenmayuu meepdoco mena). Halitu ynpagstoniie
MOMEHTHI Uy, TAPAHTUPOBAHHO MEepeBOsIIHE cucTeMy (25) u3 obnactu:

So= {Xo0 = (Yo, 20) = (0, z10, 220, 230), szzo <1 27

3a KOHCYHOC BpPEMA T = | — fp B IIOJIOKCHHC:

wltl=z[4]1=0 (k=13). (28)

3HaueHUs y34[f1], @ TAK)KE MOMEHT BPEMCHH ¢, HE (PUKCHPYIOTCSL.

3a0aua 3 («npoxosicoenusry meepovimM Mmenom 3a0aHHO20 NOJONCe-
Hust). HaliTi ynpapisifoline MOMEHTBI Uy, TAPAHTUPOBAHHO MEPEBOASAIINC
cucremy (25) u3 obmactu (27) 3a KOHEUHOE BpeMs T = ¢ — fy B TIOJIOXKEHHE!

z[6]1=0 (k=123). (29)

3naueHus [t1] ¥ ysu[ti], a Takke MOMEHT BPEMEHM f, HE
(ukcupyroTcs.
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[Tokaxkem, 4TO TIPeAJIOKEHHBIN B pa3fienax 2-5 moaxoa K peleHuIo
3amauyd 1, a Takxke ero MmoauduKanuu, yKasaHHbIC B pasaene 6,
TTO3BOJISIOT:

1) OxBatuth OoJyiee CIIOXKHBIN (B cpaBHeHHMH C [3], rae 3amaum 2, 3
PENIarTCcs TOCPEACTBOM MOMEHTOB BHEITHHMX CHJI, CO37[aBaCMbIX PEaKTHUB-
HBIMH JBWTATENSAMF) KJIacC 3aJad MPOCTPAHCTBEHHOTO pPa3BOPOTAa achM-
METPUYHOTO TBEPJIOTO Teja B HEONPEACICHHOW BHEIIHEH Cpeiie IMOoCpe-
CTBOM  MOMCHTOB  BHYTPCHHUX CHJI, CO3[aBacMbIX  JIBHTATCIsI-
MH-MaXOBHKaMH.

2) C enuHBIX TO3WNHN TONYyYUTh W [OMOJIHUTH paHee HaiiieH-
Hble [20-22] pemenus 3amad 2, 3, a TakKe AaTh HOBOE PEIICHHUE B 3amade 2
TIOCPENICTBOM O0Jiee IPOCTHIX YIPaBICHUI.

7.2. BbInoJHUMOCTH yciaoBuii Teopem 1, 2. Vmeem m = 6,
p =r =3 (II03TOMY HCIIOJIb3yeMbIC B CTAThE¢ MHICKCHI k, S ¥ j MEHSIOTCS
nanee or 1 mo 3) m mna cucremsl (25) Bemonneno (nmpu Z® = 0)
ycnosue (12).

KomnoHeHTH! fis, qis MaTpun F, O ONpenensiorcsi CIEAYIOMNM
oOpa3zom:

S =~ (4, _Jk)_l’ 9 :%\/1_2212"
f12ZQ21(A2_J2)71, f]3=q23(A3—J3)’1, S :%2(141_«]1)71»
f23:‘132(A3_J3)71» f§1:Q13(A1_J1)71, f§2:Q23(A2_J2)71>

G =—G==}2, 43=-43=}% Gn="4p="}7%

U, clieloBaTeNbHO, B obsacTu (26) umeem rank F = rank Q = 3. [loatomy B
obnmactu (26) BeImomHEHBI ycimoBus 1, 2 teopemsl 1 um ycmoBue 1
TEOPEMHI 2.

VYnpasinstomuye MOMEHTHI ¢ ThMa (6) UMEIOT BU (BBIIMCAHO TOJIBKO
BBIPAXKCHUEC JIA U1, BRIPDAXKCHUA IJIA Up U U3 TTIOJTYUAKOTCA U3 U HHKHH‘ICCKOﬁ
nepecTaHoBKOU UHIEKCOB 1 — 2 — 3,4 — 5 — 6; 31ech U Jajiee CyMMHU-
poBanue 10 /, kKak u 1o j, ot 1 1o 3):

2(4, —J, * *
U, :_M[ul (1—222 +Z32)+142(2122 +2z3 1—2212‘)+

Jl—Zzi
+u;(zlz3 —22,[1—225)+%212y12]+
+(Ayy, +,y5)ys —(A3y3 +J36) 1,

76 Tpyabl CIMIMUPAH. 2018. Bbin.6(61). ISSN 2078-9181 (neuv.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru

(30)



MATHEMATICAL MODELING AND NUMERICAL METHODS

W3 3amkHyTOH HenuHeWHON cuctemsl (25), (30) MOXXHO BBIIETHUTH
BCIIOMOTaTEJIbHYIO JIMHEWHYI0 KOH(IIMKTHO-YIIpaBsieMyto cuctemy tumna (7):

£ o=ul+v, (k=13),

v =%[,/1—Zz§vl(Al—Jl)*‘ +2yv5(Ay —J3) ' - an
—z3v,(4, _Jz)_l]
(1>2-3).

Hcnons3ys HepaBeHcTBa Kot — ByHsIKOBCKOTO, HMeeM:

(32)

B cury Buna obmactu Sy (cM. BeIpakeHus (27)) BBIITOTHEHBI YCIOBHSA

Zo =0 (k =1,3) . TlosTomy npu peurennu 3anay 2, 3 B THHEHHBIX yHpaB-
nmsembIx cucteMax (31), (11) u (31), (19) IMeIOT MECTO COOTHOIIICHHS

DAL EDIEFEI NEN 13 EIEM

U, CJIEZIOBATENLHO, CUCTEMY (25) T0CTaTOYHO paccMaTpuBaTh B oomactH (26).
CootHomenus (14) cBoAsATCS K ypaBHEHUSIM:

2 . ;
R e LR REA VRN B R
J1-32 9

+4(z123 —2y4/1-D.27)] (15>2-3).

Hockonbky yx = 0 mpu 2, =2, =0 (k =1,3), 10 umeror mecto co-

otHOmeHH (16) U, ClIeJ0BaTENFHO, BBIITOIHEHO YCIOBHE 2 TEOPEMEI 2.
[TepemenHsIe y4, Vs, Vs, UCTIONB3YS MIEPBBIA HHTETPANl CHCTEMEHI (25):

D[4y + s ]2 = const,

MOKHO OIICHHTbH CIIEIYIOIIUM 00pa3oM:

Ay [+ Tyl < [T ] k=13). (34)
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VYupagsromume Momentsl (30), (11) u (30), (19) obecneunBaroTr ra-
PaHTHUPOBAHHOE MPUBEJEHHUE Tela COOTBETCTBEHHO B ToJoxeHus (29) u (28)
3a KOHEYHOe BpeMsi Ipu moOkIx oy > By (B 3amaue 2) u mobom o > B* (B
3amaue 3). Ho 3aganHble orpannydeHus (2) MOTYT IPH 3TOM HE BBHITIOJTHSTHCS.

VYcenosue 3 Teopem 1, 2 mpUMEHHUTENBHO K 3ajadyaM 2, 3 MOXHO
MIPOBEPUTH M0-pazHoMy. Hampumep, B paboTax [20-22] nomydeHsl IpsmMbie
OLIEHKH JIOIYCTHMBIX YPOBHEH P IOMEX Vi, ONpEAETSIONNe BO3MOKHOCTH
pemeHust 3ama4d 2, 3 mocpencTBoOM ympasisonmx MoMeHToB (30), (19)
n (30), (11) mpu orpanndenusix (2). ITH OLEHKH HCIONB3YIOT, B YaCTHO-
CTH, HepaBeHCTBa (32).

ITokaxeM, 4TO B 3amade 2 3TH HEPABEHCTBA, a TAKXKE CaMH OLCH-
ku [20, 21], MO)KHO HECKOJIBKO YJIYYIIUTh, €CIIA WCIIONB30BaTh IPUHIIAI
«HA3HAYEHHUS U TOCIIEMYIOIIETO MOATBEPKICHUSD YPOBHEH V.

Ymeepoicoenue 1. Eciiv BBINOTHSIIOTCS] HEPABEHCTBA:

B4 =) ZE—%)Z+4\/E;“’€VZZ?0VZB? < O

(Az J

(35)

2 2, 2
z 2 Z0t Z30
—_— —_ = + —_—
1-> z -3z
Jjo Jjo

TO 3ajjaya 2 MOKET OBITh pellieHa MOCPEICTBOM YIPABIISIOUIUX MOMEH-
ToB (30), (19), yIOBIETBOPSIONIMX 3aJaHHBIM OTPAaHHYCHUM (2).

Joxazamenvcmeo. «Hasnauum» ypoBHH Pj;° «BCIIOMOTATENBHBIX
nomex» ;' B cucteMe (31), monaras:

(1->2-3),

12

B :%(1_2130)1/2 [ZBIZ(AI_JI)Q:I ) (36)

* *
u paccMoTpuM yrpasieHus (19), B kotopsix o = P + €, e € > 0 — mo-
CTaTOYHO MAJIOE MOJIOKHUTEIBHOE YHCIIO.
Ha muoxxectBe coctosiauii cucteMsl (31), (19) umeem [20, 21]:

2= |]=lol() | (o) - (1) | a7

YunteiBas oneHKy (34), a TaK)Ke paBeHCTBA!
PN
T=max(t,), T =2 |Zk0|(ak —By ) s
OTpeNeNSIFONIe MUHUMANTBFHOE TapaHTUPOBAHHOE BpEMs YIpaBICHHS B

cucreme (31), ¢ yaerom (hazoBoro moptpeta cuctemsl (31), (19), ncnone3ys
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HepaBeHcTBO Kommm — ByHskoBckoro u HepaBeHcTBa (37), mosydaem

COOTHOIICHUA:
) 1/2

[yl + Loyl <2(1- Y 210) 7 (287)
x| T2 [1 11— 2 [1] - 23 (11} + 1, 2, [0z [z, (1] + 2, [ 1= D 25 1]y +
AU N EN G EEALINIEDIEH

< 2fi+210(1- X2310) } 2(ZB?)”[Z{rkz'k[z]}ﬂm
< 4{1 12, (1-3 ) }1/2 x
(s B2) 2o + (a7 ) + (e + 2o | (262)
<a2f1ezh (1-0 %) } (X)) (6"

(1->2-53, 4-55-06).

IA

DTO 3HAYUT, YTO MOJYYCHHbIC BEPXHUE OIICHKU BBIPAKEHHU THIIA
{An[f] + Jys[f]}ys[f], BXOAAIMX B «BCIOMOraTelbHbIE MOMEXU» Vi B
cucteme (31), (19), He 3aBUCAT OT «HAa3HAYEHHBIX» 3HAYEHUIL B, a TaKKe OT
BBIOpaHHBIX 3HaYeHui oy . (IT03TOMY JaHHBIE OLEHKHM COBHAAAIOT C HOJY-
YeHHBIMH paHee B padorax [20, 21].)

Kpowme Toro, B crity paBeHCTBa!

%Y i =(1-20) YA,

Ha OCHOBaHWH HepaBeHCTB (37) 3aKiroyaeM, 9TO MPU JOCTaTOYHO MajoM
3HAYCHUH € BBIPAKCHUS:

(4~ J0) =1~ 220) " Tt

BXOJSIINE B Uk, TAKIKE SBISIIOTCS JOCTATOYHO MaJIBIMH.

B pesynprate mpum gocraToyHo MainoM € > 0 Ha MHOXeCTBE
COCTOSIHMH JINHEHHON KOHQIMKTHO-ympasisiemod cucremsl (31), (19)
UMeeM COOTHOLICHUS:

il <2(a - 1-35) | 2]+

a2 (X2) 7 (38) T (=13,
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Ha ocHoBanun HepaBeHcTBa Komn — ByHSKOBCKOTO CripaBeaIHBHI
Oouiee TOYHBIE (B cCpaBHEHUH C (32)) OLIEHKH:

i = BI=-2 2 [ - T+

+z, [t]v3(A3 —Jy) " -z [t]"z(Az R ORIE
2
<p(1-2)" (X8 4-)7 ] 1253,

B pesympraTe momydaeM omeHk: |vif| < [, UTO TOATBEpKIACT
«HA3HAYEHHBIE» YPOBHH «BCTIOMOTATEIBHBIX IOMEX) Vi -

[TosTOMY TIpH AOCTATOYHO MajiOM 3HAYECHUH € 3aJaHHBIC OTpaHHYe-
Hus (2) Ha ynpasirtontie MoMeHTH (30), (19) BBIOTHEHBI IPH BBITOTHEHUN
HepaBeHCTB (35). YTBepkIeHne T0Ka3aHo.

Ymeeporcoenue 2 [22]. Ecnu BEIIONHAIOTCS HEPABEHCTBA!

(38)

TO 3a7ada 3 MOXKET OBITh pelieHa IMOCPEACTBOM YIPABISIONIMX MOMEH-
ToB (30), (11), yIOBIETBOPSIONIMX 3aJaHHBIM OTPAaHHYCHUAM (2).

[onyuennsie oueHku (35), (38) CBA3BIBAIOT MaKCHMAIBHO JOIIY-
CTHMBIE YpOoBHH ympasistommx MomentoB (30), (19) u (30), (11), Hexon-
TPOJIUPYEMBIX BO3MYIIEHHUHA Vi, & TAKXKE 00JACTh JOMYyCTUMBIX HAYaJTbHBIX
3HaUEHUH Zpo B 3a7adax 2, 3 COOTBETCTBEHHO. B «mpenenbHOM» ciayyae
zyo= 0 (mnn Korza o0IacTh JONMYCTHMBIX HAYaJbHBIX 3HAYCHUHN Zio IBISETCS
Maioii), HepaBeHcTBa (35) u (38) coBmamarOT W 3aNMUCHIBAIOTCS B 3HAYH-
TENBHO 0oJiee mpoCToi hopme:

B;
(4,-J,)

EICEEANDY

< ay. (39)

OtmetnM, uto nipu J; = 0 onenka (39) coBmagaeT ¢ «mpeaeabHON»
OLICHKOH 00JIaCTH JOMyCTUMBIX YPOBHEH IOMeEX B 3ajade NepeoprueHTalnN
TBEPAOTO TeJa MOCPEACTBOM MOMEHTOB BHEITHUX cuiI [3].

Onenku (35), (38) sBIAIOTCSA 3aBBIICHHBIMH, HMOCKOJBKY UL HX
BBIBO/IA MICTIOIB3YETCS PSA HEPABEHCTB, a TAK)XKE ACIAIOTCS MPEATION0KEHHS
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0 «HaMXy/LIeM» MOBEJCHUHU BCIIOMOTraTelbHOW cucteMbl. Kpome Toro, st
NPOCTOTHl HCIIOJIb3YeTCSl €lUHAasi Ui BCEro MPOMEXYTKa YIPaBICHUS
OLIEHKa YPOBHEW YIPaBIISIOIINX MOMEHTOB, XOTS peaTU3aliy MOCTPOSHHBIX
YIPABISIONIMX MOMEHTOB SIBISIIOTCS (DYHKIMSIMH, 3HAYCHUSI KOTOPHIX Me-
HSIIOTCS B IIPOLIECCE YIPABJICHUS B JOCTATOYHO IIMPOKUX HpeJienax.

Takass cuTyanusi SBISETCA XapaKTEPHOW M, IMO-BUANMOMY, HEH3-
OEXHOW TP CTPEMJICHWH TOJIYYUTh JOCTATOYHO NPOCTHIE M HATJISIHBIC
COOTHOIIECHHS JOIYCTUMBIX YPOBHEH YNpPaBICHUH W IOMEX B CIIOXHBIX
HEJIMHENHBIX YNpPaBISIEMBIX cUCTEMaX. PeanbHble COOTHOLIEHMSI YpOBHEM
MIOCTPOEHHBIX B paMKaxX MPEUI0KEHHOTO ITOJIX0/1a YIIPABJIAIONINX MOMEHTOB
1 HEKOHTPOJHMPYEMBIX TIOMEX 3HAYUTEIBHO HIDKE, IPUUYEM B KaXKIbIH KOH-
KPETHBIII MOMEHT BPEMEHH 3TH COOTHOIIEHMS MEHSIOTCA B JOCTaTOYHO
LIMPOKUX Tpeerax.

Beinenum 1Ba sTamna MCHonb30BaHKsl HEPABEHCTB, MPUBOJSIINX K 3a-
BBIIICHHOCTH OLIEHOK (35), (38). Ha nepBoM atarne ncnosb3yercs HepaBeHCTBO
Kori — ByHSKOBCKOTO 17151 OLEHKH YPOBHEH B «BCIIOMOTATENBHBIX TTOMEX)
Vi, IPUBOJIAILEE K OTHOCHTENLHO HEGOJBUIOMY 3aBBINIEHHIO MX MCTHHHBIX
ypoBHe#. [Ipy 3TOM BeMUMHEI B BXOIAT B 44 W, CIIENOBATENBHO, BXOIAT B
ynpasisttomue MoMeHTH (30), (19) u (30), (11), 9To Takke MPUBOIWT K He-
KOTOpOMY (OTHOCHUTEIHHO HEOOJBIIOMY) 3aBHIIICHUIO X YPOBHEH.

Ha BTOpOM 3Tame ucmonp3yercsl IEeNovKa HEPaBEHCTB IS OLEHKH
camux ympasisrorux MoMeHToB (30), (19) u (30), (11), HO moydeHHBIE 3a-
BbIILIEHHBIE BEJIMYMHBI (B OTJIMYUM OT BEIMYMH ;) HE BXOIAT B YIIPABJISIO-
mye MoMeHTHl. [loatomy ympapmsroue MomeHTsl (30), (19) u (30), (11)
pabdoTocriocoOHbI M 3P (PEeKTHBHBI U 3a MPEAeIaMH MOJTYUYECHHBIX OLEHOK, YTO
TIOATBEPIKAAIOT PE3YIBTATHl YHCICHHBIX PaCcUeTOB.

7.3. Pe3yJbTaThl YMCICHHBIX pPac4yeToB. (15 TpeXpOTOPHOIO I'H-
poctata ¢ A7 = 4x10% A, = 8x10%, A3 = 5x10* (xrm?); J; = 4x10°, Jo = 8x10%,
J3 = 5x10° (krm?) paccMOTpuM 3azady 3 IpH HayalbHBIX 3HAUEHHAX Zig =
0.353, z20 = 0.434, z30 = 0.432 (pan).

[TycTb ypOBHU [ HEKOHTPOJIHUPYEMBIX ITOMEX Vi ONPEAEISIOTCS pa-
BeHcTBOM PBi*= 107 (pan/c?). B ciyuae Br= P umeem B = 55.99 (Hm).

JomycTtum, 4To rapaHnTupoBaHHOe BpeMs nepeopueHTanuu T = 70 (c).
3HaueHus T, B;° IpeAONpeaesA0T 3HAaYeHHE YPOBHS O BCIIOMOTATEIbHBIX
yTpasJienuii v B ynpapisromx momenTax (30), (11):

N 2

* Z;

o =V3x107 + Y=L 2 1.87x107 (pan/c?).
T

OnennM ypoBHM ympasimsaomux MomeHToB (30), (11). Pacuer

MOKA3bIBAET, YTO MPU «HAMXYIUINX» TOMEXaX Vi YPOBHHU YIIPABISIONINX
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MomeHTOB (30), (11) cienyrouue (3aKOHBI M3MEHEHHS Uy B 3TOM CiIydae
JaHBI Ha pUCYHKe 1):

oy = 122.48, ap = 252.56, a3 = 221.19 (Hm).

300 T T T T T T

250

200

150

100

50

0 1 1 1 1 1 1
10 20 30 40 50 60 70

Puc. 1. Peanuzanuu ynpasinstomux MoMeHTOB u; Buaa (30), (11) B cixyuae
«HAMXYIIIUX TOMEX» Vi*

CpaBHuBas ¢ ypoBHsAMH B = 55.99 (Hm) nmomex, B maHHOM ciy4ae
UMeeM:

B <min (0,457104; 0,22170; 0,253103), (40)
YTO Ha MOPSIOK OTJIMYAETCs OT oIleHKH (38), KoTopasi IPUHUMAET BU;
B < min (0,0338a; 0,022605; 0,030403).

VYka3aHHas CylIecTBEHHasl pa3HHIlA, KaK y)K€ OTMEeYaJoch, 00bsc-
HSIETCSI TEM, 4TO TPH MOJTy4eHHH HepaBeHCTB (38) MCIONb30BaHEI 3aBBI-
IIeHHBIC OLIEHKH, HO ympasistomue MoMeHTH (30), (11) u ux ypoBHU He
3aBHCAT OT 3TUX 3aBBIIICHHBIX OICHOK. Kpome Toro, peannsannu ynpas-
nsromux MoMmeHToB (30), (11) He SBISIFOTCS peNeWHBIMH (YHKIUSIMA
BPEMEHH, ¥ MEHSIOTCSl B MpOIECCe YNPaBICHUSI B JOCTATOYHO IIUPOKUX
npeaenax. [loaTomy onenka (38) He MOTHOCTHIO XapaKTepU3yeT peabHOe
COOTHOIIIGHHE JOYCTUMBIX YpOBHEH ympasigromux MmomenToB (30), (11)
U JeHCTBYIOIINX HEKOHTPOJIMPYEMBIX TOMEX, U Ha OTACIBHBIX IpOMe-
KYTKax BPEMEHH INPH Pa3BOpOTE OCHOBHOI'O TeJIa TMpPOCTaTa HEKOTOPHIE
3HaueHus /o MpeBbIIAoT 1.
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Pacuer Takxe IOKa3pIBaeT, YTO NPH OTCYTCTBHH ITOMeX Vi (B 3TOM
CITydae MMEIOT MECTO TOKIECTBA Vi'= () yPOBHH YNPABIAOUIMX MOMEH-
ToB (30), (11) ompenenstoTcs 3SHAYCHUAMU:

a = 102.71, 0p = 252.56, a3 = 157.12 (Hwm).

CpaBHuBas ¢ ypoBHsMH 3 = 55.99 (HM) nomex, B JaHHOM ciy4dae
nMeeM:

B <min (0,5451ay; 0,2217a2; 0,356403),

a Ha OTJEJbHBIX IPOMEXYTKaX BPEMEHU HEKOTOpbIE 3HAYEHUs /oy Taroke
MPEBBIIIAOT 1.

B menom MoznenupoBaHHe NMOKa3bIBaeT, YTO MPH ONHHUX M TeX K€
OTPaHUYCHUSX HA YOPABISIONINE MOMEHTBI U, TapaHTHPOBAHHOE BpeMs
pa3BoOpOTa OCHOBHOT'O TeJla THPOCTATa B 33/1aue 3 MEHBIIE, YeM B 3aj1ade 2.

Kak yxe oTMe4anock, moidy4deHHbIe OlleHKH (35), (38) cymecTBeHHO
3aBHCAT OT HayaJbHBIX 3HaYeHHH zx. Hampumep, B «IpeneqbHOMY Cliydae
zo= 0 (Wm TIpHM MaBIX 3HAYSHMSX Zxo) oOmactu (35) u (38) coBmagaror u
HMEIOT BUIL:

 <min (0,420104; 0,210202; 0,33600).

N . 2
C npyroil cTOpoHBI, ciydait szo =¥, TaKKe SBIACTCA «IIpe-

JeJBHBIM» B TOM IUIAHE, YTO IS PACIIMPEHHS JOIYyCTUMOH 00JIacTH OMeX
Ha TIEpBOM JTare CileAyeT MepeiTH K yNpaBIIIOIIMM MOMEHTaM, Ioiyda-
roummesa u3 (30), (19) mwmm (30), (11) cooTBeTcTBYIOMIEH TEpECTaHOBKON
nuHeKcoB. [loaToMy Uil BHIOpAaHHBIX 3HAYEHWH MapaMeTpoB THpoOCTaTa
0051acTh IOMYCTUMBIX 3HAYEHHH B IIPH HCIIOIB30BAHUHU YIIPABIISIOMIMX MO-
MeHToB (30), (19) mmu (30), (11) sBiIsieTCS TPOMEKYTOYHOM MO OTHOIIECHUIO
K yKa3aHHBIM [JBYM «IpefenbHbIM» oOnacTsM. Hampumep, mnpu
zro = 0.1 (pam) obmacts (38) npuHUMAaET BHUL;

B <min (0,1894a;; 0,0947a2; 0,166903).

OTMeTHM TaKke, 4TO B paMKax pacCMaTpUBAEMOrO B CTaThe MOAXOA
HEyTNpaBJIsieMble TIEPEMEHHBIC ); CBA3aHBI C YIPABIAEMBIMHU INIEPEMEHHBIMU

Zy» Z;, cootHomeHnsMH (33), (34). DTO HCKIOYACT HEOMyCTHMBIC B TPO-

Lecce YMpaBJCHUS «OCOOCHHOCTH» TIOBEICHHS STHX IEPEMEHHBIX (THIIa
«yxola B OECKOHEYHOCTB» 3a KOHeuHoe Bpems). IlosToMy moBeneHue He-
YIIPaBIIIEMBIX TIEPEMEHHBIX 3aMKHYTOH CHCTEMBI (25) SBISETCS PEryJIsIPHBIM.

Jlns mpuMepa, TPU «HAUXYAIIMX» TOMEXaX Vi 3aKOHbI H3MEHEHHs
TIepEeMEHHBIX Vi[f] (YTIOBBIX CKOPOCTEH Tena) M MepeMeHHBIX V3] (yrimo-
BBIX CKOPOCTEH MaxOBHKOB) ITaHBI COOTBETCTBEHHO Ha PUCYHKax 2 U 3.
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0 10 20 30 40 50 60 70
-0.005 B
0.01F B
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»n

-0.02} Vs

yz

_0_025 1 1 1 1 1 1

Puc. 2. 3akoHbl n3MEHEHUs IEpeMEHHbIX Vi[¢] 3aMKHYTO cuctemsl (25), (30), (11) B
cllydae «HAUXyAIINX IIOMeX» Vi

35 T T T T T T
3+
¥e
25F q
21 =)
Vs
151 g
ya
1k !
051 q
1 1 1 1 1 1
10 20 30 40 50 60 70

Puc. 3. 3axoHbI H3MEHEHUS IEPEMEHHBIX )3+k[f] 3aMKHYTOH cucteMsl (25), (30), (11) B
cilydae «HauXyALIUX TOMEeX» Vi*

7.4. Ynpouenue ynpasjieHuii B 3anaue 2. [lokaxem, 9To OlleH-
Ka (35) onpezenser BO3MOXHOCTh PELICHUS 3a/add 2 HE TOJNBKO IOCpea-
cTBOM ympasistromux MoMmeHToB (30), (19), HO 1 mocpeacTBOM OoJiee Tpo-
CTBIX YHPaBISIOIINX MOMEHTOB Tuna (20):
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= Z(A -J))
: NIES Zz
-i-u;(zlz3—z2 1—22?)]+

+(A,y, +J,95)y; —(A3y5 +J356)y, 1—=>2-3).

———Ju f(l—zg—z32)+u;(zlz2 + 2z, I—sz)

(41

B nmanHOoM ciywae u3 HenwWHEHHOH cuctemsl (25), (41) MOXHO BEHI-
JeTUTh IMHEHHYIO KOH(IMKTHO-YIpaBisieMyo cucremy Tuna (21):

Zo=up +vi (k= 1,3),
W= BI1= D2 v+ V)4 =) +
42, (v + V) (A = J3) " =z (vy +V5)(4, —J,) 7], (42)

(4 J)lzh (1>2-53).

A

Ymeepoicoenue 3. Ecnu BemmonHsroTcest HepaBeHCTBa (35), To 3a1aua 2
MOJXKET OBITH pelleHa IOCPEICTBOM YIPABISIONIMX MOMEHTOB (41), (19),
yIOBJIETBOPSIONINX 33 JaHHBIM OTpaHUUYCHUSM (2).

Joxazamenvcmeo. «HazHadnm» ypoBHM By «BCIIOMOTATENBHBIX
HOMEX» Vx B BCIHOMOTAaTelbHOM IMHEHHOW cucTeMe (42), momaras
B =Pi" + € (3Hauenms B;° ompenensrorcs cooTHomenuamu (36)). Pac-
cMotpuM Takke ympasnenus (19), B koropeix o = Pt €. 3meck
€ > €1 > 0 — O0CTaTOYHO MaJIbIE TTOJIOKHUTEIBHBIE YHCIIA.

AHaNOTHYHO 0Ka3aTeNbCTBY YTBEPKACHUS | MOXKHO IOKa3aTh, 9TO
JIOCTaTOYHO MaJIble MOJIOKHUTENBHBIC Yucia € > € > (0 MOXHO BBIOpaTh Ta-
KuM 00pa3oM, 4TOOBI 3alaHHBIE OTpaHWYEHUs (2) HA YNPABITIONINE MO-
MeHTHI (41), (19) ObUTH BBITOTHEHEI TIPH BHITIOTHEHUH HEPaBEHCTB (35).

Kpowme Toro, B cuiry cootHomennit (37) numeem:

|Vk[t]|£2( 2210)3/2 (Z ,o)l/ZZ{|zlo|(a:)_l [((ﬁ)z —(37*)2}}3
<4(e; —g)) N,
2 =(1-220) " (Z2h)” Zheal:

1 Ha OCHOBAaHHHU HEPABCHCTBA Komm — BnyIKOBCKOI‘O MOJIy4acM OLICHKHU:

12
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Vi) <B; +2(e; -8 )27,

2 o |:Z(A1 _Jl)72:|1/2.

ITonaras
g, = |:1+%(7\.**)71:|81,

HpHU JJOCTATOYHO MAJIOM £; HOJIy4aeM OlEeHKH |vx*'| < By + &1, uTo moATBEp-
KJIAET «HA3HAYECHHBIE» YPOBHM «BCIIOMOTATENBHBIX TOMEX» Vi . YTBEp-
XKIICHHE JI0Ka3aHo.

Kak u mpu ucnonp3oBaHum yrpaisoommx MoMeHToB (30), (19),
ycnoBust (35) rapaHTHPYIOT pelIeHUe 3a1a4 2 TOCPEICTBOM YIPABIISIOIINX
MoMeHTOB (41), (19) Takke TOJIBKO IPH AOCTATOYHO OOJBIIOM (XOTS U KO-
HEYHOM) 3Ha4eHHH T. OTHAKO YYUTBIBas, YTO OLUCHKH (35) 3aBBIICHHBIC, a
ympasisironirie MoMeHTHI (41), (19) paboTocrocoOHBI 1 3a IpeAeIaMy 3THX
OLICHOK, HAaXOXKIEGHHE TapaHTHPOBAHHOTO BPEMEHH IEPEOPHEHTALUH T
MOJKHO OCYIIIECTBHUTH 0€3 ydeTa OIeHOK (35) ciexyrommuM o0pa3oMm.

Hmepayuonneiii ancopumm (HaX0XKIEHUS T B 3ajade 2 MPH yIpaB-
nsronmx MoMenTax (41), (19)).

[Ilar 1. Beibupaercs 3Ha4YeHHE A > 0 u «uasHauaroTCs» YpOBHH

B =B + A «BcmomorarenbHbIx momex» v B cucteme (42) (3adennus B
ompenensaoTcss cooTHomeHusMu (36)). BeiOuparorcss Takxke «IIpoOHBIE)
3HaueHus o > Pr’, NpefonpeeNsIoue COOTBETCTBYIOIEE 3HAYEHHE T.

Iar 2. TloaTBepskaaeTcs BBIIOIHUMOCTh HEPABEHCTB v | < By Ha
MHOJKECTBE COCTOSHHU JTMHEWHOW cucteMsl (42), (19), uro moaTBepxnaer
Ha3HAYeHHbBIE YPOBHHU Vi .

[TockonbKy BepXHHUE OLIEHKH BBIPAKEHUU V; MOHOTOHHO 3aBUCAT OT
3HaueHuil y; = o — P, IPUYEM DTU OLEHKHM TEM MEHbIIE, YeEM MEHbIIE

3HAYEHUS Y, TO IS BHIOpaHHOro 3Hauenms /\ > 0 Haiizercs aWanasoH
«IIpOOHBIX» 3HaYeHUH o' (o > Bx™") U COOTBETCTBYIOIMIA IMANA30H 3HA-
YEHHUH T, B KOTOPOM «HA3HAYEHHBIE» YPOBHHU Vi TIOTBEPIHKIAIOTCSL.

[Mar 3. IIpoBepka 3amaHHBIX OTrpaHWYCHHUH (2) Ha YMPaBISIONINE
MoMeHTHI (41), (19). Ilpu aToM B ympasistomye MoMeHTHI (41), (19) Bxonar
3HAYEHMs O W3 TOTO JIHMANa3oHa «IPOOHBIX» 3HAYEHUH, B KOTOPOM
«HA3HAYCHHBIN» YPOBEHb V) TIOATBEPIKIAETCS.

Ecnu Ha mare 3 3agaHHbie orpaHuueHus (2) Ha YIpaBJsIONIHE MO-
MEHTHI 1), HE BBIIIOJHAKOTCS, BRIOOD «IPOOHBIX» o > P (momdop moaxos-
11ET0 3HAYEHMS T U3 AMANa30Ha 3HAYCHUH, B KOTOPOM «Ha3HAYEHHBIE» YPOBHH
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vi"™" moaTBepsKkaaeTca) NPOAOIKAETCs. B IPOTUBHOM Cllydyae TapaHTHPOBaH-
HOE BpeMsI IEPEOPUECHTAIIMHN OTIPEAENSETCS BBIOPAHHBIM 3HAUYEHUEM T.

8. JlomosHuTe/qIbHOEe 3aMedaHHe. [ yHpaBis€eMBIX CHCTEM
muddepennnansHeix ypaBHenuit (1) u (25), nuHeapusyeMbix oOpaTHOU
CBSI3BI0, PACCMOTPCHHBIC 3a/IaYd PEIIAloTCs Takxke (CM., Hampumep, [S])
ITyTEeM IMOCTPOEHHs TPAEKTOPUH ABIDKCHHS B 3a/JlaHHYIO TOYKY C MOCIe-
OylonmM obecnieueHneM crabuim3anuu (IpU MOMEXax) OTHOCHUTEIbHO
3aJIJaHHOI TPAeKTOPHH.

B pamkax mpemioXKeHHOTO B CTaThe MOAXOAA, B CYIIHOCTH, TakK M
npoucxonut. [Ipu ucrmons3oBarnu ympasieHuit (6), (19) u ympasmsromnmx
MomeHTOB (30), (19) nuneiinbie cuctemsl (7) u (31) Mo kax a0l mepeMeHHOM
BBIBOJIITCS. Ha TPAEGKTOPHUH, COOTBETCTBYIOIIME KPHUBBIM IE€PEKIIOUCHUI
ynpasinenuii (19), ¢ mocnemyommuM ABWKEHHEM B CKONB3AIIEM pEXHUMe
BIOJIb OTUX TpaeKTopuil. OTIMYMEe B TOM, YTO yKa3aHHbIE TPAaeKTOPHUU
CTPOSITCS B pe3yJibTaTe PEeLICHUs] COOTBETCTBYIONIEH WUIPOBOW 3aliaud OIl-
TUMAJIBHOTO YIIPaBIICHHUSI.

OTMeTHM, YTO TNPH OTCYTCTBHHM IOMEX TakKOW croco0 I03BOJISET
MOJTy4nTh (KaK MOKa3bIBAIOT pacueTsl B pabore [3]) cybonTuManbHbIE 1O
OBICTPOIEIICTBHUIO 3aKOHBI YIIPABJICHUs B 3a/1a4e 2.

IIpu ucnons3oBanmu ympasieruii (6), (11) u ymnpaBiasronmx MOMEH-
ToB (30), (11) ABIWXEHNE K LENH MPOUCXOTUT IO TPACKTOPUH, OTIPEICIIICMOM
TOPMO3SIILEN dKCTPEMaIbHOM CTpaTErueil, U MpU OTCYTCTBUU IOMEX 3aKOHBI
YIpaBJIeHUS Takoke CyOONITHMAITBHBI IO OBICTPOICHCTBHIO B 33/1a4¢e 3.

9. 3akumouenne. PaccMoTpeHa 3a1a4ya rapaHTUPOBaHHOTO TIEpeBOJia
HEJIMHEHHOM yNpaBlIsieMOil CHCTEMBI, TIOABEPKEHHONH HEKOHTPOINPYEMBIM
rmoMexam (BO3MYILEHHSIM), 32 KOHEUHOE BPEeMsI B TIOJIOKEHHE, TI€ 3aaHHast
4YacTh NEpeMEHHbIX paBHA HyJr0. JlaHHas 3amava sBisieTcsl 3ajadeld ya-
CTHYHOTO (TI0 OTHOUIEHWIO K YacTH ()a30BBIX IEPEMEHHBIX) YNPABICHHS.
VYnpasnsemas cucrema sipisiercs: apGuUHHON (JIMHEHHOH MO YIpaBICHUSIM).
[Tomexn HE MMEIOT KaKUX-TMOO CTATHCTHYECKUX OINHCAHWNA. YTpaBlICHUS
(hopMHupPYIOTCS IO IPUHLUITY OOPaTHON CBSI3U M YIOBICTBOPSIOT 3aJaHHBIM
«TEOMETPUYECKIM» OTpaHWYCHUSIM. Peann3anuy ynpasieHU U OMEX J10-
ITyCKaloTCs B Klacce M3MepuUMbIX (DyHKIMH Bpemend. [Ipennomnaraercs, 9To
B TIpOIIeCCe YIPABICHNS N3BECTHA HH(OPMAIHS O TEKYIMX 3HAYSHHUIX BCEX
KOOpAMHAT (ha30BOTO BEKTOPA U3y4aeMOH CHCTEMBI.

IIpennokena MoauQuUKanus MeToAa JTUHeapu3yroleid oOpaTHOU
cBA3U [3], mo3BojsAOmIas MOMYYUTh PEIICHUE YKa3aHHON HEeIMHEHHOU
3a/layM yNpaBJICHUsS MO 4YacTH NEPEMEHHBIX HAa OCHOBE PEIEHUS COOT-
BETCTBYIOIIMX HMIPOBBIX AHTAarOHMCTHYECKHX 3aJad yHpaBieHHUS (¢ He-
(UKCUPOBAHHBIM BPEMEHEM OKOHYAHHWS) ISl JMHEHHBIX KOH(IMKT-
HO-yTIpaBJIsSIEMbIX cucTeM Inu(epeHInaNbHbIX YPaBHEHNUH MpocTeiero
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Buja. JInHeapusanus mocpeCTBOM 0OpaTHON CBSI3HM PacCMaTPUBACTCS IS
6osee oOmiero (B cpaBHeHUH C [3], Tme m = p = r) KJIacca HEIUHEHHBIX
yOpaBasieMbIX ~ cucreM.  Kpome  TOro,  ympaBieHHE  MOXKET
OCYILECTBIIATHCS (B Cilydae MCHOJIBb30BaHUs KOHCTpyKiuuu (6), (19)) mo
00JIbIICH YaCTH NEPEeMEHHBIX.

B kauectBe mpuMepa m3ydaercs ciydai, Korja paccMaTrpuBaeMas
HeJIMHEHHasl yIpaBisieMas CHCTEeMa OIMCHIBAET NMPOCTPAHCTBEHHBIH Pa3Bo-
POT aCHMMETPHYHOTO TBEPAOTO Tena (KOCMHUYECKOTO amapara) B HEOIpe-
JIETICHHON BHEIIHEHN cpene, FTeHEPUPYIOIIEH IOMEXH C HEU3BECTHBIM CTaTH-
CTUYECKUM OIHMCaHWEM. YTIPABICHHE OCYIIECTBIIETCS MOCPEACTBOM Orpa-
HUYEHHBIX [0 BEJIMYMHE MOMEHTOB BHYTPEHHUX CHJ, CO37aBacMbIX JBHIa-
TENIMHU-MAaXOBUKaMH, YTO UMEET Pl MPEUMYIIECTB IIPH YIPaABICHUHU MPO-
CTPAHCTBEHHBIM JBMXCHHUEM KOCMHUYECKHX alNapaToB.

PaCCManI/lBaIOTCH JABC TUIIMYHBIC 3aJa4uu rapaHTUPOBAHHOTO IIPO-
CTPaHCTBEHHOI'O Pa3BOPOTA TeJa, IJie LIeJIN YIPABICHUS ONPEEISIOTCs 110
yacTH (a30BbIX NEPEMEHHBIX YKa3aHHOH cucteMbl. Hapsiny ¢ kiaccuueckoi
3ajja4yeil MepeopUeHTalNH, TAKKE pacCMaTpUBAETCs 3a7a4a «IPOXO0KICHUD)
TEJIOM 33/IaHHOTO YTJIOBOTO TOJIOKEHHUS B TIPOCTPAHCTBE, HeOE3bIHTEpECHAs
B CIy4asX HEOOXOAMMOCTH OBICTpeiIIell mepeoprueHTald KOCMUYECKOTo
anmapaTa Ul COBEpIICHHSI KPaTKOBPEMEHHBIX OMNEpaldii B MOMEHT JOCTH-
KESHUSI 33JaHHOTO TIOJIOKeHNS (TaKnX, HAapUMep, Kak GoTorpaduposanue,
TTOpa)keHUe LeNH, TIeperavya HHPOPMaIim).

ITokazaHo, 4TO MPEATIOKEHHBIH B CTATHE MOJXOJ MO3BOJSIET C €IH-
HBIX TIO3WIUH TONYYNUTh W JOMONHHUTH YK€ M3BECTHbIC pemeHus [20-22]
9THX 3a/a4. Takxe MPeyIoxKEHO HOBOE PEIlICHHE 3a/1a41 FapaHTUPOBAHHON
IepPEeOPUEHTALMH TBEPIOTO Tejla IOCPEIACTBOM OoJiee MPOCTHIX YIPABIISIO-
IMUX MOMEHTOB. YKa3aHHbIE PEIICHUS IIOMY4YEeHbl B KJacce IPOCTpaH-
CTBEHHBIX Pa3BOPOTOB 0€3 KaKHX-THOO IOMOJHUTENBHBIX OTPaHUYeHUI Ha
XapakTep pe3yJbTHPYIONIEro ABHKEHUsS Tela (THIIA «IUIOCKOTO Pa3BopOTa
BOKpYT ocH Jiinepa). IIpuBoasTCsS pe3ysbpTaThl YUCIEHHBIX pacyeToB, MO-
KasbIBatonye 3¢ (HeKTUBHOCTh NPUMEHSEMbIX YIIPaBIISIOIINX MOMEHTOB.

OTMeTHM, YTO UMEIOTCS TaKkKe W JIpyrue, He MCHONb3YIONIe JINHE-
apu3anyio o0paTHON CBsI3bIO, TIOAXOABI K aHAIN3Y HEJIMHEHHBIX 3a/ad I1e-
PCOpHEHTAlMM aCHMMETPUYHOTO TBEPAOTO Tela NMPH BHEIIHHX IOMEXax,
OCHOBaHHBIE Ha METOJaX KOH()IMKTHOTO YNpPaBJECHUS C IIEIEBBIM (YHKIIH-
OHAJIOM MHTETPabHOTO THIIA, aJANITHBHOTO YIIPABICHUS, a TAKXKE HAa METOJIE
¢yakouit JlsmyHOBa; cM., Hampumep, paboTsl [26-31]. JlanHble 3amaun
Ba)KHBI JUIS IIPUIIOKEHUH B KOCMUYECKONH TEXHHKE, B TOM YHCIIE Il BHOBb
BO3HHUKAIOIINX MPUIOKEHUN (CBA3aHHBIX, HAIpPUMEpP, C HCIIOIb30BaHUEM
IpyIIbl KOCMHYECKHX allapaToB-NepexBaTYMKOB Jjisi OOpbOBI € actepo-
UIHOU OMacHOCTHIO [32]).
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V.I. VOROTNIKOV, A.V. VOKHMYANINA
FEEDBACK LINIARIZATION METHOD FOR PROBLEM OF
CONTROL OF A PART OF VARIABLES IN UNCONTROLLED
DISTURBANCES

Vorotnikov V.1, Vokhmyanina A.V. Feedback Liniarization Method for Problem of Control
of a Part of Variables in Uncontrolled Disturbances.

Abstract. The paper studies a problem of guaranteed transfer within a finite amount of time
of a nonlinear dynamical system subjected to uncontrolled disturbances to a state where a given
part of the variables equals zero. The bounded controls are offered to be generated by means of a
feedback in form of nonlinear functions of phase variables of a given nonlinear controlled
system of differential equations. The method of exact feedback linearization of the nonlinear
system is used. As a result, the solution of the original nonlinear problem is narrowed down to
solve the linear game-theoretic antagonistic control problem. Sufficient conditions are obtained
with ensure that the problem has a guaranteed solution for the given domain of initial conditions.

As an example, problem of the space turn of an asymmetric rigid bode (spacecraft) is
considered within the framework of the method. Three reaction wheels are employed to
produce necessary torque in the axes of the spacecraft. External uncontrolled disturbances,
that have no statistical description, are taken into consideration in the process of reorientation.
In this case the initial nonlinear controlled systems consists of dynamic Euler equations and
Rodriges — Hamilton kinematic equations based on the quaternion parameterization of attitude
kinematics. Two problems of the space turn of the spacecraft are considered. 1) The rest - to -
rest reorientation problem. 2) The space turn from a stationary state to a given angular position;
it is not assumed that the turn takes the spacecraft to a stationary state. The proposed approach
allows common positions to give some already well-known solutions of these problems. A
new solution of the reorientation problem is also given. For this new solution an estimation of
the admissible domain of uncontrolled disturbances is found. Results of a numerical
calculations are considered.

Keywords: control of a part of variables, uncontrolled disturbances, linearization feedback,
three-rotor gyrostat reorientation.
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I'PA®OB (HA IPUMEPE T'PA®OB COILIMAJIBHBIX CETEN)

Ieuenxun B.B., Koponés M.C., [Jumumpoe JI.B. TIpHKJafHbIe ACHEKTHI HCIOJIb30BAHHS
AJTOPHTMOB PAaHKHPOBAHMS 1JIsl OPHEHTHPOBAHHBIX B3BelIeHHBIX rpagoB (Ha mpuMepe
rpadoB cONMANLHBIX ceTeli).

AHHOTAIMS. PaccmarpuBaroTcs MPUKJIATHbIC ACIEKTHI HCIIOJIb30BAHUS
MPEeABAPUTEIBLHOTO PAHXKHPOBAHUS BEPIIWH OPHEHTHPOBAHHOTO B3BEUICHHOTO Tpada.
Oco60e BHHUMaHHE yAEISETCS HIMPOKOMY HCIOIb30BAHUIO TAKOTO MpHEMa B pa3paboTke
9BPUCTUYCCKUX AJITOPUTMOB AMCKPETHONW ONTHMHU3ANMH. 3agada PaHKUPOBAHHS HMEET
HEMOCPEJICTBEHHOE OTHOILIEHHE K Mpo0OsieMe OMpeaeeHUs] EHTPAIbHOCTH B COMMATBHBIX
ceTsix, 00paboTKe OOJBIIMX MAaCCHBOB MaHHBIX PEATbHOrO0 MHpa, HO, KaK IOKa3aHO B
cTartbe, SIBHO WM KOCBEHHO HCIIOIB3yeTCS MPU pa3pabOTKe aIropuTMOB pEIICHUS
MPUKIATHBIX 3aJa4 B KAa4eCTBE HAYAJbHOTO ATama MOCTPOCHHs perieHus. I[IpuBomsTcs
MPUMEPBI HCIIOIb30BaHUS MpeABaAPUTEIHLHOTO PaHXHPOBAHUSA, B KOTOPBIX
MPOJEMOHCTPUPOBAHO MOBBIMICHHE 3(PGEKTUBHOCTH PELICHUS HEKOTOPBIX MPUKIATHBIX
3aj1a4, UMEIOIINX MUPOKOE MPUMEHEHNE B MATEMAaTUYCCKUX METOAaX ONTUMHU3AKH. J[aHo
OIMHUCAHUE CTPYKTYPBI MEPBOH (ha3bl BHIYMCIUTEILHOTO IKCIEPUMEHTa, KOTOpas CBsI3aHa C
MOJyYEHHEM TECTOBBIX Ha0OpOB JaHHBIX. [lomydyeHHbIE [daHHBIE MPEACTABICHBI
B3BEIIEHHBIMH TpadaMu, KOTOPhIE COOTBETCTBYIOT HECKOJIBKHUM TPYIINIaM COIHATBHON CETH
BKownTakre ¢ yuciom BepiinH B guamnazone ot 9000 mgo 24 teicsiu ydyacTHUKOB. [lokaszaHo,
YTO CTPYKTYPHBIE XapaKTEPUCTHKHU TOJYUYEHHBIX IpadOB MO YUCAYy KOMIIOHEHT CBSI3HOCTH
CYUIECTBEHHO  pa3iIMyaloTcs. I[IpOJAEMOHCTPHUPOBAHBI ~ HEKOTOPBHIE  XapaKTEPUCTHKHU
MEeHTPAIBHOCTH (pacmpeaesieHnss CTEHEHHBIX IOCIeI0BaTEIbHOCTEH), KOTOPBIE HMEIOT
9KCIOHEHIHAIbHBIA XapakTep. OCHOBHOE BHUMAaHHE YEJISETCS aHAIU3Y TPEX aJlrOPUTMOB
MOCTPOCHUS HEPAPXUU PAHKUPOBAHMS BEpUINH rpadoB, MPEIaraloTCs HOBbIE MOAXOMABI K
BBIYMCIICHHIO PAHTOB BEPIIMH C HCIOJb30BaHHeM wuHpoOpManuu 00 aKTUBHOCTH
MoJb30BaTeeii B  CONHANBHBIX CETAX. I[IpOBOAMTCS CpaBHEHWE paclpeaeseHuit
MOJYYEHHBIX COBOKYIMHOCTEH PpaHroB. BBOIUTCS TMOHATHE CXOAUMOCTH aJITOPUTMOB
paHXHUpOBaHUs BepIIUH rpadoB, a TakKe 00CYKAAIOTCS PA3THUYUS UX UCIIOIB30BAHUS MPH
PacCMOTPEHUH JaHHBIX OOJBIIONW Pa3MEPHOCTH U HEOOXOIMMOCTH IOCTPOCHHUS PEIICHUS B
clly4ae ydera TOJIBKO JIOKaIbHBIX H3MEHECHUH.

KioueBble cjI0Ba: pPaHXUPOBAaHWE, OPUCHTUPOBAHHBIA rpad, B3BEIICHHBIH Trpad,
HMHKPEMEHTAJIbHBIH aJITOPUTM, JIOKAIbHBII aJITOPUTM.

1. BBenenme. PaccmaTpuBaercs 3azada paHXUpPOBaHUS BEPIIMH
OPHEHTHPOBAHHOTO B3BEIIEHHOTO Tpada C TOYKH 3pEHUS] MCIOJIBb30BaHUS
NIPEABAPUTENLHOTO  PAHXKMPOBAaHMS  IPU  PEUIEHMH  HEKOTOPBIX
ONITUMHU3AIIMOHHBIX 33a1ad. OTMETHM, 4TO B paboTe B KA4eCTBE MCXOHBIX
SMIUPUYECKUX JAHHBIX HCHONB3YIOTCS Trpadbl COLUAIBHBIX CETeH, 4YTO
HECKOJIBKO CY’KaeT NPUKJIaJHOE 3HaUCHUE IOJIY4YEeHHBIX Pe3ysbTaToB. TeM
HE MEHEe HI)KE NPOAEMOHCTPUPOBAHO, YTO AITOPUTM HPEABAPUTEIBHOTO
PaH)XUPOBaHMS  SBISIETCS  YHUBEPCANbHBIM IOJAXOJOM BO  MHOTHX
ONITHMHU3AIIMOHHBIX 337a4axX, HO B KaXKJIOM KOHKPETHOM cCiIydae TpeOyeTcs
JIOTIOJTHUTETIBHBIN aHANIN3.
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IlocraHoBKa 3amayd MMeEET JOCTAaTOYHO MJIUHHYI0 HCTOPHIO H
pa3sHoOOpa3Hble MOAXOABl K €€ PEeHICHHI0. ANTOPUTMBI PaHKUPOBAHHSA
MPENIOKEHBl B OONBIIOM  KOJMYECTBE, M HMEETCs aHalu3 HX
HCIONB30BAHUSA U peann3anuu. B HacTosmiee Bpemsl B CBSI3H C T€M, UYTO
MOSABIISIIOTCSL  CTPYKTYPHUPOBAHHBIE JaHHBIE OOJBIION Pa3MEPHOCTH —
rpagpl C JecATKaMH, COTHSAMH ThICSY BEpIIMH, 3Ta 33jJa4a BHOBb
CTAaHOBUTCA AaKTyaJIbHOW. Takoro poaa CTPyKTypHUPOBAHHBIE JaHHbBIE
HeoOXoMMO 00pabaThiBaTh M aHAJIM3WPOBATh UX CTPYKTYypy. IIpm stom
BaXHOM 3a7adyel CTAHOBUTCS CHUXKEHHE BpPEMEHHOW  CIOXXHOCTHU
ITOPUTMOB 00pabOTKM 3a CUeT pacHapajulelIuBaHusl 1 00pabOTKH TOJNBKO
JOKJIFHOH OKPECTHOCTH TOH dYacTh Tpada, B KOTOPOH IPOHM3OILIA
u3MeHeHHs. To ecTb B 3TOM cCilyyae pellleHHe 3afadd Ui Bcero rpacda
MOJKHO TIOJIyYHTh M3 HMMEIOINETocs TJI00AJIbHOTO PEMICHHWsS 3a CYET €ro
JIOKAJIFHOT'O M3MEHEHHUS Ha OrpaHMYEHHON OKPEeCTHOCTH BepuIMH. Takas
MIOCTAHOBKA 33Ja4ll B COBPEMEHHBIX HMCCIIEIOBAaHUAX CBS3aHA C MOHSATHEM
MHKPEMEHTAJIBHOTO aIrOPUTMA MTOMCKA PEeIIeHUs], KOTOPBIH I KOPPEKLIUU
IJI00aIbHOTO PEIIeHUs] MCIOIb3YeT 0OpabOTKY BEpIIMH, HAXOASAIINXCS B
JIOKAJIbHOW OKPECTHOCTH YacTH rpada, MoaBepriiueics namMenenuo [ 1, 2].

Hanee OynyT IIPUBEIEHBI TIPUMEPBI HCTIONB30BAHUS
MIPEBAPUTENBHOTO PAHKUPOBAHUSI BEPUIIMH rpada, 4YTO NPUBOAUT K
NOBBILEHUIO 3((GEKTUBHOCTH PEIISHUS YK€ KOHKpeTHOHM 3amaun. Jpyroi
paccMarpuBaeMOM  3aJayeil  CTaTbu  SBJETCA  AHAIU3  PE3YJbTATOB
KOHKPETHBIX aJITOPUTMOB PAHXUPOBAHUS Ha NpeaMeT THIA paclpeesieHUs
MIOJTy4E€HHOH COBOKYITHOCTHU PaHIOB.

2. ®opmanbHasg MOCTAHOBKA 3agaun. Mbl paccMaTpuBaeM 3aaady
MIOCTPOEHHS TAKOTO OTOOPa)KEHHSI MHOXKECTBA BEPIINH OPHEHTHPOBAHHOTO
B3BEHIEHHOTO Tpada B MHOXKECTBO BEIIECTBEHHBIX YHCEN, KOTOpOE
OTpPa)KaeT JOMUHHPOBAHHWE OJHOM BEPLIMHBI 10 OTHOLIEHUIO K JPYTOH.
AJNTOPUTMBI TAKOTO POJIa UCIOIB3YIOTCA IPU PAHXXUPOBAHUM CalTOB B CETH
VHTEpHeT 1 MMEIOT NPHIOKEHHUS K pa3HOOOpa3HBIM 3aJadaM. B kadecTse
OTIpEZIeTICHUs] OPHEHTHPOBAHHOTO B3BEIICHHOTO Tpada MBI HCIOIb3YeM
craniaptHoe noustue rpada G=(V, E, w), rne V' — MHOXECTBO BepIINH
rpada, £ — MHOXecTBO Oyr (OpHEHTHPOBaHHBIX pebep), w: V — R —
¢yHnkiust Beca ayr. CMBICIOBBIM HCTOYHUKOM TaKOTO POJia 3a1ad SIBISIETCS
KJIacCHYecKasl 3ajada TOIOJOIMYECKOH COPTUPOBKH, KOTOpas HMEET
(hopMabHYI0 TOCTaHOBKY, ONMPAIONIYIOCS Ha CIEyIOIIne onpeneneHus. B
TOM ciydae, eciad (YHKIMS Beca NEHCTBYET TPHBHAIBHBIM CIIOCOOOM,
3ajaBasi Bec JIIOOOM Oyrm paBHBIM 1, MBI Oyzmem oOIyckaThb ee Ipu
ornpezeneHun rpada.

Onpeodenenue 1. Jlan rpad G=(V, E), roBopuM, YTO BEepIINHA V
JOCTHXHMMa W3 BEPIUUHBI U, €CIU V = u, WA (4, v) € E, nin CymecTByeT
OyTh p = Vi, V2,..., va B rpade G TakoH, 9T0 vi=u U v = v. Dakr
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JOCTHXMMOCTH B 3TOM ciydae oOo3HauaeM Kak u ~> v. Jlnsd moHsTHs
«B3BELICHHBII Ipady», KOTOpoe NpennonaraeT Hauuue QyHKIUH Beca s
OPHEHTHPOBAHHBIX JYT, HCIIOJIB3YETCSI TAKOE JKE OTpeIeTICHHUE.

bnuzkoii o cBoei npupoie K 3a1aue paHKUpOBAHMUS SBISIETCS 3a1a4a
tonosiorndeckoii coptupoBku (TC), koTopast MoxeT ObITH chOpMyITMpPOBaHa
CICIYIOIMM 00pa3oM: TOIMOJOTHYECKONH COPTHUPOBKOW Tpada sBisieTcs
otoOpaxkeHue f . V' — R Takoe, 4to cripaBeamBa Gpopmyna (1):

Yv,u eV ~>u)—>(f(v)< f(u)). (D

Krnaccuueckast moctaHoBka 3amaun 0 TC HakIamblBacT Cepbe3HbIC
orpaHWdeHHs Ha rpad) — OH JOJDKEH OBITH AIMKIMYECKHM. 3aMETHM, 4TO B
o0meM ciryyae Takue Tpadbl SBISTIOTCS JOCTaTOYHO PEIKAMH, 1 HEOOXOAUMBI
NPOLIEYPBl PAHXKUPOBAHMS, TIPUTOIHBIE IS TIPOU3BOJBHBIX rpadoB. 3amada
TC moxet OBITH pelieHa B Xxo/ie 00xoa rpada B MIUPHUHY H UMEET CIOKHOCTD
O(n+m), Te n — KONUYECTBO BepIuH rpada, 71 — KOIUUESCTBO IyT.

[Mox ¢opmanbHBIM ONpeneseHueM 33/1aui PaHKUPOBAHHS BEPLIMH
OPHEHTHPOBAHHOTO B3BEIICHHOTO rpada Mbl OylneM MOHHUMaTh 3ajady,
OIMMCAaHHYIO cienayromuM obpaszoM. [log paHXHpoBaHMEM NOHHMAeTCs
ompezneneHue (QYHKIMM f, Kak 3TO CHEJTaHO TPU  ONpeleNICHUH
TOIOJIOTUYECKOW COPTUPOBKH, OMNPEACICHHOW BBIIE, HO HMerouen
CIIEIYIOIIHE CyNIECTBCHHBIC OTINYHS:

1. JlomyckaeTcs CyIIecTBOBaHHE TaKHX Iap BepuInH rpada v, u € V,
gro f(v) = f(u).

2. OTHoLIeHWE PAaH)XUPOBAHUS CTPOUTCS HAa OCHOBE KOMIIOZHIUH
OTHOWICHUH DPAHXHUPOBAHHS IS JIOKAJBHOTO OKPY)KEHHS KaXIOH Iapbl
BEpIIHH.

3. CHuMaeTcs orpaHn4eHre 00 OTCYTCTBUY LIUKIIOB B Tpade.

AHanmu3upyemble Jajee alropuTMbl MOTYT OBITh pa3OUTHI B
COOTBETCTBUM C HAIIMMHU YCTAHOBKaMM Ha JiBa KJjlacCa — JIOKaJIbHbBIEC WU
riobanbHbIe. JIoKanbHbie aNTOPUTMBI NMPU BBIYUCICHUM DPaHTa BEPIIMHBI
YUUTBIBAIOT CTPYKTYpHBIE XapaKTEPUCTUKH JIOKAIBHOH OKPECTHOCTH
BepIIMHEI B Tpade. [Ipu BBHIYUCICHHH paHra BEPIIMHBI B JTOM CIydae
YUYHUTHIBACTCS TOJBKO HAMPABIECHHOCTh W BEC IYr, MHIWACHTHBIX IAHHOM
BeplInHE. [7106anbHble ANTOPUTMBI TONYYAOT DPEIICHHE B pE3yJbTaTe
MIOCIIEIOBATEJIbHOCTH WTEPAlMii, YYUTHIBAIOLIMX H3MEHEHUS TEKYILEero
pelreHust Uil Bcex BepmmH rpada. Vcronp3oBaHHBIE naniee CIIOCOOBI
BBIYMCIICHUSI PAHTOB OBUIM aJanTHPOBaHBl I8 HAaIled 3aJadd |
HOpMaJIM30BaHbI K Ialla30Hy CPaBHUMBIX 3HAYEHUH.

3. AlropuT™Mbl paH:KMPOBAHHS B pPelleHUH MPHUKJIATHBIX 3a1a4.
MHorue npuinokeHus (aHaJIN3 CTPYKTYPHl yKa3aTeled NMpH OpraHu3aiuu
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6HOKOB HaMATHu OHepaHHOHHOﬁ CHUCTEMbI, THKPEMCHTAJIbHAas KOMHHJ’[S{HI/IS{)
cBogsTcs K peanuzauuu TC alMKINYECKUX OPUEHTUPOBAHHBIX IpadoB B
YCIOBUSIX MX AWHAMHUYECKOro W3MeHeHus [3]. BerumcieHue pasiuuHbIX
XapaKTepPUCTHK JUHAMHYECKH W3MEHSIOIUXCS rpadoB IpeAcTaBiseT
OIIpeJIeTICHHBII HHTEPEC, U B 3TOM IUIaHe HanOouIblIee 3HaUeHHE UMEIOT TaK
Ha3blBaeMble WHKPEMEHTAJbHBIE  AITOPUTMBI, KOTOpBIE  TIO3BOJISIOT
CKOHCTPYHpOBaTh TIJI00AbHOE pelieHne Juis Bcero rpada, y4YWThIBas
TOJIBKO JIOKAJIbHBIE I3MEHEHHUS 1 HMEIOIIEECs pelIeHUe 3a1a4y 10 MOMEHTa
mMeHeHns. Tak Uil permreHust 3amadn moctpoernss TC BepmmH Tpada
pa3paboTaHb! 3 PEKTUBHBIE ATOPUTMBI THHAMHYIECKON COPTHPOBKH, KOTOPHIE
YYUTBHIBAIOT OIIEpaIiil T00aBICHUS/yIaleHus pedep Tpada W TO3BOJIIOT
KOPPEKTHPOBaTh MMEIOIIEECs pelIeHIe cpasy Iocie H3MeHeHuH [4, 5].

OnmumreM psii pe3yibTaToB, KOTOpBIE MOKAa3bIBAalOT, 4YTO 3a/1ada
paHmXMPOBaHMSI BEpUIMH OPHUEHTUPOBaHHOrO rpada uMeeT OoIblIoe
3HAUYeHWE IS TOBBILEHHS  S(P(PEKTUBHOCTH  ONTHMH3AIMOHHBIX
anropuT™MoB. [lpenBaputenbHOE paHKMpPOBaHHE M WHIEKCHPOBaHUE
JAHHBIX SBJIAETCS TPAJUIMOHHBIM CHOCOOOM MOBBIIICHUSI CKOPOCTH
BBITMNOJTHEHHA 3alpoOCOB K PEIAIHOHHBIM 6a3aM JaHHBIX. Amnanornynas
curyarnus uMmeer mMecto u npu padore ¢ NoSQL 6Gazamu manuBIX (Neodj,
DEX), xotopsle conepkaT WHPOpMALUIO O JTUHAMHYECKHX CTPYKTypax c
OOJBIINM KOJIMYECTBOM OTHOIICHUH pa3TUIHOTO THIA [6, 7].

[ToBellIeHHEe  CKOpPOCTHM  pabOTBl  ITOPUTMOB  Ha  OCHOBE
PamXHUPOBAaHUS BEPLIMH Tpada npeaiaraeTcs U sl pelIeHus KIIacCHYECKUX
ONTUMM3ALMOHHBIX 3ama4d. B pabote [8] ommcaH MypaBbUHBIN alrOpUTM
pemieHust  OOOOIICHHON  ONTHMM3AIMOHHOW  3a/1aud (paccMaTpuBaeTCs
3amadya  KOMMHBOSDKEpA) Ha OCHOBe Habopa »HBpucTHK. Ha ocHoBe
WHKPEMEHTAIFHOTO  ONpENeNieHUs]  KOHIEHTpPAalUH  MCKYCCTBEHHOTO
(epoMOHa OMNPENENAIOTCS BEPOSTHOCTH BBIOOpA CIEAYIOUMIEH BEPIIMHBI
rpada npu BeIOOpE MPONODKEHHUsI MPOMEXYTOYHOTO perieHus. B nponecce
paboTBl aJTOpUTMa BCE BEPIIMHBI Ipada PaHKUPYIOTCS M BEPOSTHOCTD
BBIOOpA ClleyroLIel BEpIIMHBI 3aBUCHT OT €€ PaHra.

Pabota [9] comepXHuT ommcaHWEe ABYX alTOPUTMOB PAHKHPOBAHUS
BEPUIMH OPUEHTHPOBAHHBIX W HEOPHEHTHPOBAaHHBIX IpadoB, KOTOPHIE
ucronb3ytotr Mmarpunty Jlamraca. Ocoboe BHMMaHWE K 3TOH mmpoOieMe
CBA3aHO C 3a)1a‘iel71 06y‘leHI/lﬂ HWHTCIIJICKTYaJIbHBIX CUCTEM MPUHATHUA
peIIeHNH B YCIOBHSAX IWHAMUYECKOTO HM3MEHEHHS [aHHBIX Pa3InIHOU
npupoiel. B kauecTBe NpUMEpPOB, HUCIOJB3YEMBIX ISl JEMOHCTpPALUU
3¢ PEKTUBHOCTH AJITOPUTMOB, PAacCMaTpPUBAIOTCA JaBa Habopa JaHHBIX.
[lepBbIif MMeeT OTHOLIEHHE K KOMIIBIOTEPHOH OHOJIOTHH ¥ COIECPIKUT
HMEpapXUUecKyl0 KJIACCH(PHUKAIMIO NPOTEHHOB. BTopol  conepxkur
pa361/IeH1/1e TEKCTOBBIX HOBOCTHBIX CTaTed Ha Tpynnbl 110 CBA3aHHBIM C
HUMH TeraM. Pe3ysbTaTsl BEIYHCIUTEIHHOTO 3KCIIEPUMEHTa IOKA3bIBAIOT
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YMEHBIIIEHHE CYMMapHON OMIMOKM PaH)XKUPOBAHHS IIPH HCIIOJIB30BAHUU
JUHAMUYecKoi npouenypsl. K ocobeHHOCTSIM paccMaTpuBaeMoil 3a1adn
OTHOCHUTCSI TO, YTO Ha CTPYKTYpPY rpadoB HAKIATBIBAIOTCS CEPbE3HBIE
OTpaHWYCHUS — OHH JOJDKHBI OBITh K-JOJBHBIMH, a B KaueCTBE
HCITOJIb3YEMBIX MAaCCHUBOB JJISI BRIYHCIUTEIBHOTO YKCIIEPUMEHTA BEIOpaHBI
JTAHHBIC UMEHHO TaKO¥ MPUPOJIBL.

B pab6ote [10] paccmarpuBaercsi ONTHMHU3AIMOHHAS 33a4a MOUCKa
KpaT4auIero myTH Ha MECTHOCTH, OMUChIBAEMOM reorpaduueckoil KapTou.
OcoOEeHHOCTPIO ~ TPEJIOKEHHOTO B paboTe  MOAXOoAa  SIBISIETCA
HCIIOJIh30BAHNE MATEMATUYCCKOTO almapaTa HEYeTKUX rpad)oB, y KOTOPHIX
(YHKIMS TPUHAIICKHOCTH pedpa UMeeT BUJ:

o Vi[0,1].

Pemaemass 3amaga cBf3aHa C HEYETKOCTHIO ONpEAETICHUS Ha
reorpauueckoil kKapTe 0OBEKTOB (ZOPOT U TMOJIUTOHOB) U, COOTBETCTBEHHO,
paccrosHU Mexay HuMHU. lIpemnmaraercs mepexof OT KapThl K HEYETKOMY
rpady, yuuTbIBas HapaMeTpbl CETel JOPOr W IOJUIOHOB, MOAJEXKAllue
ontuMu3aimu. JlnuHa myTH B Tpade BBIUMCISAETCS MOJOOHO OOBIYHOMY
ITOPUTMY JJIsl B3BEIIEHHOTO rpada (CyMMa BECOB YT, BXOJSIINX B ITyTh,
JIOJDKHA OBITh MHUHUMAJIbHOW), HO WCIIOJIB3YIOTCSI ONEpaluy CI0XKEHHUS U
HaXOJXK/ICHHUsI SKCTPEMYMOB JUIsi HEUETKHX 4Hcell. PamupoBaHHe BepIIMH
WCTIONB3YeTCs TIpH BBYUCICHWHM KpaTyalmmx myTed B rpadax,
COOTBETCTBYIOIINX KapTaM.

IMToxoxwuit moaxon ucronb3yercs B padore [11], B koTopoii 3amaeTcs
rpadp C HEYCTKHMH BecaMH JyI H© TpaleUueBUAHON (yHKIHEH
MIPUHAIISKHOCTH JJISl PEUICHUS 3aadd TOBBIMICHUS CKOPOCTH Iepenadn
JAaHHBIX B ONTHYECKHUX ceTsAX. Kpardgaidmme ImyTH B OSTOM CcIydae
PamKUPYIOTCA  TpeliaraeMbIM  aBTOpPaMH  AJITOPHUTMOM. Pe3ymnbTaTsl
OTMCAaHHOTO BBIYUCIUTEIHHOTO SKCIEPUMEHTA ITOKA3bIBAIOT ITOBBILIICHUE
MIPOU3BOAUTENFHOCTH MapIIPYTH3AIMH, KOTOPOE CBSI3aHO C YMCHBIICHHEM
BPEMEHH Ha TOMCK ONTHMAJIBHOTO IyTH M YBEIMYEHHUEM IPOIYCKHON
criocoGHOocTH cetH oT 10 1o 20%.

PamxupoBaHue Kak OJUH U3 3TallOB ONTHMH3ALMOHHOTO aJTOPUTMAa
YacTO  WCIONB3YyeTcss B~ MaTeMaTHYeCKOM  MOJICIMPOBAHMHM  CHUCTEM
BuicoHaOmoneHns. B pabore [12] pemaercs 3amada  IIOBTOPHOM
WIeHTH(UKAMM YeOBEeKa B BHJICONOTOKE, KOTOPBIM TIONMydaeTcs c
HECKOJIBKUX Kamep BHIcoHAOMroneHus. [lodydeHHOE MHOXKECTBO OIICHOK
BH/ICOM300paskeHNUH JFO e IpeoOpasyeTcs B rpadoByIO MOJEIh, TSI KOTOPOM
peraeTcs 3amaya pamKUPOBAHUS, YIIPOIIAIOIIAs TIOCTPOCHIE KOHCEHCYCHOM
oueHkd. B [13] Ha ocHOBe pamXHUpOBaHMS PEIIACTCS 3a/1a49a MIOUCKA CKPBITHIX
00BEKTOB IIPU BU3YaTEHOM OTCIICKUBAHUN HEKOTOPOH CIICHBL

4. UcxoaHble JaHHBIE U CPaBHEHHE Pe3yJbTATOB PAH:KHPOBAHUS.
Jnst ipoBesieHns] BBIYHCIUTENLHOTO SKCIIEPUMEHTa HCIIONBb3YIOTCSI HaOOPHI
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JaHHBIX, KOTOpbIe OBUIM IIOJYYeHLI IIPYM  aHaJIu3€ CTPYKTYPHBIX
XapaKTEPUCTUK BHUPTYAILHBIX COOOLIECTB colpanbHoil cetd BKonrakre.
Cxema npoBeIEHHOT0 SKCIIEPUMEHTA MpeICTaBleHa Ha pUCYHKe 1.

HpenBapMTenLHa;{ TIOATOTOBKA

TTonyunTs crincox
Br160p rpymm JIpy3eif, HOAIHCOK,
s anana IlpaBuna BrIGOpa Tomyunts OIACTHKOB
I CITMCOK JUISL BCEX 4JIEHOB
\/_ TPYIIbI rpyIibl
@ U
;/
Vaanute akropa,
CounanbHast ecIM BCE ero VYnanute n3 Beex
CETh BK CIHCKH T1yCThI CIHCKOB aKTOPOB, HE
COCTOSILIMX B IPyIIax
N J
HaGops! naHHBIX
IToaroroxsa AaHHbIX
Habops! 1aHHBIX B o s A
XML dopmare SKCIOpTa-HMIIopTa
? B Gephi
AmnHanu3 JaHHBIX
Ananus Brraucnenme Beruncienne Anamis
X HOPMHUPOBAHHBIX o
CTPYKTYPHBIX PaHroB _ HopMHp( ) pacnpeseetuit
XapaKTepHCTMK BEPIINH 3HAYCHUU PAHI'OB U3 iy
rpacdos alropuTMaMu Juanazona [0, 1] P

Puc. 1. CtpykTypa BEIYHCIATEIEHOTO YKCIIEPHIMEHTA

CrennanpHO pa3paboTaHHOE MporpaMMHOE oOecredeHrne OBLIO
KCITOJIb30BAHO ISl M3BJICYCHHSI JAHHBIX O MOJIb30BATE/ISIX TPYIII, MOCTaX,
KOMMEHTapHsIX M jaiikax Kk HuM. [Ipunoxenue Boi3piBaeT Metoasl HTTP
narepdeiica (REST HTTP API), mpenocTaBisieMoro COIMANbHON CETHIO.
PazpaboranHas mporpamma IO3BOJISIET NOJYYHTh JaHHBIE 000 Bcex
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WHTEPECYIOMNX Hac HMHTEPAKLIUAX I[IOJIb30BaTele B paMKax OIHOH
rpynmnsl. [yt mpeoOpa3oBaHusi JaHHBIX M3 O0BEKTHOH Mozenu B XML
¢daiinel  © 00OpaTHO  HCIMONB3YyeTCS CBOOOZHO  pacmpocTpaHsemas
o6ubmmoreka JAXB. B kadecTBe 1eNeBBIX BBIOMPAIMCh TPYIIIBI
YUCIeHHOCTHIO mopsinka 10-30 TeicsSd YemoBex.

Jamee TIpUBOIATCS pe3yNbTaThl aHamm3a TpadoB, KOTOPEIC
MOJNIy9eHbl  JJI1 KOHKPETHBIX TPYII C YCJIOBHBIMH  Ha3BaHUSIMH
«BomonTeps», «lllects pykonoxatuity, «ITucema nodpa», nmeromue ot 10
o 24 Teicsd ydacTHHKOB. OmHCaHHWE TPOIEAYyphl MOJTYYCHHUS JTAHHBIX U
HEKOTOpPHIE CTPYKTYPHBIE XapaKTEPUCTUKU T'pad)oB Ul COOTBETCTBYIOIINX
TPy IpUBEACHHI B padote [14].

ITocnenHuM marom 3Tama mpeABapUTEIbHON NMOATOTOBKYU JaHHBIX
SIBISIETCS yNaJeHHE BCEX W30JMUPOBAHHBIX BEPIINH W3 IOTYYEHHBIX
rpagoB. DTOT HIAT MO3BOJIIET KOUMCTUTH» JAHHBIC OT BEPIIUH, KOTOPHIM
MOTYT OBITH IPUCBOCHBI MUHHUMAIILHEIE PAHTH, TaK KaK OHU HE CBSA3aHBI
HU C OaHOM BepmnHOM TrTpada. Takas mpoueaypa BBITJISIUT
€CTECTBCHHON U 000CHOBaHHOM.

Bropoe 3ameuanue kacaeTcsl HpEACTaBICHHBIX Jajee BHU3YyalbHbIX
o0pazoB rpadoB. B cmydae, korma pasmepbl TpadoB HCUHACIAIOTCS
JEeCSITKaMU THICSY BEpIIMH, MX BH3yaJlbHOE MpPEICTaBICHHUE MO3BOJISIET
VBUICTh CTPYKTYpy Trpada © XapaKTepHbIE I HHUX CTPYKTYpHBIC
pasznuuus. 37ech HY)KHO OTMETHTb, YTO Pa3jIHUYHbIC AJTOPUTMBI YKIAJKH
rpadoB MOTYT cpOpMUPOBATH MPUHIUMTHAIBEHO PAa3IMYHBIC BH3YaIN3aIlUH,
KOTOpble IOAYEPKHUBAIOT pa3Hble OCOOEHHOCTH MX CTPYKTYPHBIX
XapakTepucTuK. JlIs TOodydeHWs BU3yalu3aluu OBUT  HCHOJIB30BaH
anroput™ ForceAtlas 2, peanu3oBaHHBIM B OTKPBITOW IiaTdopMme s
Bmyammzamun  rpados  Gephi (https://gephi.org/), KoTopelii 00BETUHSET
HECKOJIBKO TEOPETHYECKHUX IMOIXO0J0B K YKJIaJIKe. TOT alTOPUTM OCHOBaH
Ha MUHUMH3AIUN SHEPTHA (BEPIIMHBI IPUTITUBAIOTCS T OTTAIKHBAIOTCS
JIpyT OT Apyra B 3aBHCHMOCTH OT MX B3aHMHOI'O PACIIOJIOKEHHS M HATHYUS
CBsi3eH), KOTOpas MpPHIUCHIBAETCS Tpady B IEIIOM, €r0 BepIIMHAM U
peOpaM. AJTOPUTM XOPOIIO MOAXOAUT JUIS TOCTPOCHHUS H300pakeHU,
MMOMYCPKUBAIOMIAX CTPYKTYpPY Tpada, a Takke Il BHU3yaIH3alud
MMOJAMHOKECTB BEPIINH C BBICOKOU CTENEHBIO B3auMoieicTBUs. BusyanpHoe
mpencTaBlieHne TpadoB TIpuBeneHO Ha pucyHke 2. Jlms kaxmoro rpada
TaKkXKe YKa3bIBaeTCsd 4YHCIO BEpPIIMH W KOMIIOHEHT CBS3HOCTH. OTH
BEJIMYUHBl JIMITHUNA pa3 TOMYEPKHUBAIOT PA3U4UI B CTPYKTYPHBIX
xXapakrepuctukax rpadoB. I'padel Ha puHCYHKE 2 BH3YaIU3UPYIOT
OTHOIIICHHE «TIO/ITTCKAY (omHOCTOPOHHSA nyra) u
«pyx0a» (IBYCTOPOHHSS Iyra), TO €CTh MEXIY IBYMsI BEPIIMHAMH MOXKET
OBITh OO OHOHATIPABJICHHAS CTPEIKA, THOO0 JBYHATIPaBICHHAS.

I'pacduku Ha prcyHKe 3 JaIOT MPEACTaBICHUE O BUAE PACIIPEICICHUS
MONTyCTENeHeH MCcXo/la M 3ax0jJa IUISl BEPIIUH COOTBETCTBYIOIIETO Tpada,
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IPe/ICTABIIAIONIET0 NepBbIil Habop naHHBIX «BononTeprr». Ha pucynke 3(a)
TIPEACTaBICHO paclipee]eHne MoidycTeneneil 3axona, Ha pucynke 3(b) —
pacnpeneneHue IoiycTeneHed ucxonza. i Apyrux HaOOpOB OaHHBIX
rpadMKH BBITTLSIAT MTOJOOHBIM 00pa3oM.

BononTepst
N=23651
KommonenT
cBsi3HOCTH: 77

[ects
pyKonoxxatuit
N=23979
KommonenT
cBs3HOCTH 399

IMucema nobpa
N =10464
KommonenT
cBsizHOCTH: 121

! 3

Puc. 2. BusyanbHoe npeficTaBIeHHE CTPYKTYPBI TPEX IPYIII C HCTIOIb30BAHIEM
anroputMma «ForceAtlas 2y
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Puc. 3. Pacnipenencnue nomycreneHei 3axoaa (a) u ucxona (b) Bepuiun rpada
«BononTepb»

4.1. AHanu3upyemMble aAJrOPUTMbI paHKUpoBaHusA. B kauecTse
aITOPUTMOB PAHXMPOBAHUSA PACCMATPUBAIOTCS TPU AITOPUTMA, KOTOPBIE
OBLTH MCIONB30BaHbI IS TIOCTPOCHUS HEPAPXUH B PA3IHUHBIX CUTYAIHIX
IPU aHAJIM3€ CTPYKTYPHI CCBIIIOYHOTO MPOCTPAHCTBA INI0OATIBHOM ceTH Win
CTPYKTYpPBI COLIMAJIBbHBIX ceTeil. B pabore aHanu3upyercsi MOMyJSIpHBIA U
NOAPOOHO ONHMCAHHBIN B JIMTEpaType ajlropuTM pamxupoBanusi PageRank,
JIOKaNBbHBIA anroputM Twitter, u Ti00aneHBI  anroput™m Freeman,
OCYILECTBIIIONINN PEKypPEHTHBII NepecyeT paHros, HO AAIOLINHM MOX0XKHE
pe3ynpTathl. KpaTkoe onmmcanue 3THX allrfOPUTMOB JaHo B pabore [15].

B obmeM Bume 3amada  pamKMpPOBAaHMA, peliaemas B
paccMaTpuUBaeMbIX  Jajee  MOAXO0JaX, MpHMEHseTcd K  MOAEIsIM,
OITMCHIBAIONINM B3aMMOJCHCTBHE OOBEKTOB TIJIOOATBHOW CETH, KOTOpBIE
MIPEACTABISIOT aKTOPOB CONMANBHOM ceTH MO0 cTpaHuibl ceTu MHTepHeT.
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I/IMCIOH_[I/IGCH JaHHbIC TPEACTABIIAIOT AKTOPOB COHPIaJ'IBHOﬁ CCTH, IJIA
KOTOPBIX OYAyT MpeayokeHbl (GOPMYJbl, CIpaBeUINBbIC JUIS ONPEIeIeHUS
PaHrOB BEPIIMH, UCXOJl U3 BECOB Iyr W MOIU(HUIMPOBAHHBIE (OPMYJIBI,
KOTOPBIE YUUTBIBAIOT TAKKE CTAHJAPTHBIC ICHCTBUS YYACTHUKOB TPYIIIL, KaK
«[TonpaBuitock» («Jlaiikm»).

[epBbIii aNropuT™M MOCTPOCHUSI UEPAPXUU PAHKUPOBAHUS BEPIIHH
OPHEHTHPOBAHHOTO B3BEIIEHHOT0  rpada  HCHOOJB3YeT  TOJBbKO
XapaKTEPUCTUKU HMX JOKAILHOTO OKPYXKEHHS M C TOYKH 3pEHHs Haiien
TEPMHUHOJIOTHH SBISETCS JTOKATBHBIM [ 16]. OpuUrHHaIBHBIN MTOAXO0 periaetT
3aJa4y BBIYUCICHUS (OPMAIBHO OMNPENEICHHOW MEphl JOBEPHS MEXKIY
TmoJib30BaTeNsiIMi  MuKpoOiora Twitter. Ha ocHoBaHMM 23TOH Mephl
MOJICTIMPYETCSl U MpPEACKa3bIBaeTCsl IMOCIENOBATEIbHOCTh MEPEXOJ0B NPU
UCIIONIb30BaHUU  CepBHca. B 3ToM  ciyyae  cTemeHb  JIOBEpUs
MIPOTIOPIIOHANBHA KOJMYECTBY B3aHMMOJCHCTBHH MEXIY IBYMsI aKTOpaMu
U OIpEeNeIsieTcsl TOJNBKO TapaMeTpaMH CBS3BIBAIONIMX HMX AYT, TO €CTh
SIBJISIETCS] JIOKAJIbHOW XapaKTEPUCTHKOHW B NMPHHATHIX HaMHU 00O3HAYEHHSX.
Pacuet MepsI ToBepHs aKTOpa j aKTOPY i OCYIIECTBIsieTcs 1o opmyie (2):

. wS, +(1-w)F;
ij N

i

. @

rae Sy=I, ecniyu akTop j MOANMCAaH Ha akTopa i, U S;=(0 B TMPOTUBHOM
ciydae; Fi=1, ecnmu akTop i MOAMKMCAH Ha aKkTopa j, U F;=0 B IPOTUBHOM
ciydae; Ni — 00lIIee KOJMYECTBO MOITHCOK U MOAIMUCYNKOB aKTopa i; W —
koo durment crenenu BausHus Sj U Fjj.

IIpu mpoBejcHUN BBIYUCICHHNA B paboTe PEKOMEHIYETCsl HMPUHSTH
3HaueHue w B auanazone ot 0,5 no 1. Ilpu ucHoiab30BaHUM 3HAUYEHUS W =
0,5 npupaBHUBAETCS CTEIICHb BIVSIHUS HAJTHMYUS COOCTBCHHBIX MOAIMUCOK U
TTOIITUCYNKOB Ha UTOTOBBIN PE3yIIbTAT.

Jiist  ydera BIMSHHS — «JIaKOB» TIOCTOB M  KOMMEHTapHEB
HE0OX0IUMO JOTMOJHUTENBHO N3MEHHUTh Gopmymy (2) pacdera panra. J{ms
9TOTO T00aBISIOTCA HOBEIE ClIaraeMble B YHCIUTENb (HOpMyIIHI (2):

. wS, +(=w)F; +cL; +(1-c)M,
y N

1

; A3)

rze ¢ — KO3 QUIINEHT, MOKA3bIBAIOMINI CTETIEHb BIMSHUS OJHOTO «IaiKa»
Ha YpOBEHb JOBEpPHS MEXIY JIByMs BepIIMHAMHU; Lj — KOIHUYECTBO
«JIAfIKOBY», KOTOPBIE aKTOp I MOCTAaBUI IOJ IMOCTAMHU U KOMMEHTapUsIMHU j;
Mjj — KOIMYECTBO IAHKOB», KOTOPBIE aKTOP j MOCTaBHII MOJ ITOCTAMHU U
KOMMEHTApUAMM |.
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B paMkax IpOBEJEHHOIO BBIYHCIHUTEIBHOTO  JKCIEPHUMEHTA
k03¢ dunneHT ¢ npuHAT paBHbM 0,25.

Jlnst BBIYMCIICHUS] paHTra akTopa i CyMMHUPYIOTCSI CTETICHH JIOBEPHs
€My BCEX aKTOPOB, KOTOpble C HHM B3aMMOJEHCTBYIOT. TakuM o0Opasom,
PaHT MOJIb30BaTENs OY/IET PaCCUUTHIBATHCS MO (hOpMyJIe:

= 2 @)

VjeN;

JManee 0003HaYaeM aTOPUTM PAHXXMPOBAHUS BEPIIMH, OCHOBAHHBIN
Ha popmye (4), kak TW.

B pabote [17] mpenmnaraercsi crmoco0 HTEPaTHBHOTO TOCTPOSHUS
nepapxun paHXHUPOBAHUS, OCHOBaHHBIN Ha BEPOSITHOCTHBIX
XapaKTCpUCTHUKax B3aHMOﬂeﬁCTBHﬂ B COLIMAJIBHBIX CETAX. B stom cjiygae
YYUTBHIBAIOTCS HE TOJBKO B3aMMOJCHCTBHE MEXIY aKTOPOM CETH H €ro
JIOKaJIbHBIM OKPYXKEHHEM, HO U TEKYIIHUH yCPEIHEHHBIH ypOBEHb PAHIOB
BEpIIUH W3 3TOr0 OKpyXKeHWs. To ecTh Ha 3HAYCHHWE paHTa Ha KaKIou
WUTEpallii AITOPUTMAa BIHSIOT W BHEIIHHE IO OTHONICHHIO K €ro
OKpyXeHUto uHTepakimu. Cnenyromas ¢opmyna (5) HCIOIB3yeTcs s
[OJICYEeTa PaHTa BEPIINHBI I

——+0, (5)

rne k — TMOCTOSHHBIN K03((GHUINEHT, 3HaUeHHe KOTOPOro B LUTHPYEMOU
CTaThe MPUHATO PaBHBIM 2; Fi — KOJINYECTBO MOANUCYHUKOB aKTopa i; Si —
KOJIMYECTBO TOAIMCOK akTopa i; N; — o0Iljee KOJINYECTBO MOANHUCOK U
MOJIIUCYNKOB aKTopa i (PacCYMTBHIBAETCS KaK KOJIMYECTBO YHUKAIBHBIX
aKTOPOB, KOTOpBIE SBISIOTCA MOANMCUMKAMM U T€X, Ha KOro MHOJIMCaH
aktop); (i — YCpPEOHCHHBI paHT BCEX AaKTOPOB, C KOTOPBIMH
B3aMMOJICHCTBYET aKTOpP i.

Ureparuu anroputMa IpoIOIDKAIOTCS IO TeX MOp, MOKa He Oyner
JOCTUTHYTAa HYXHasg TOYHOCTh (MakCHMalbHas pasHHIA MEXIY
3HAYCHUSMH paHTa BEPIIMHBI HA JBYX IOCIEIOBATEIBHBIX HTEPALUAX HE
Oyzer mpeBBIIATh Hamepen 3agaHHoro 3HaueHus ¢ ). Ecnm anroput™m He
CXOOUTCA, W pasHUla MCXKAY 3HAUYCHUAMHU PAHIOB B IMOCJICAOBATCIHLHBIX
UTCpalrdaXx HE CTPEMHUTCA K 0, TO HCO6X0}II/IMO OrpaHUYUTH KOJHNYCCTBO
utepanuid. MakcuManbHOE€ KOJIMYECTBO HUTEpalMii B HalleM airopuTme
0buT0 ycTaHOBIIeHO B 3HaueHue 500, € = 0,1. dopmanbHOE ompenecHue
CXOJMMOCTH OYZET JIaHO Jajee.
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Jliist yueTa «I1aiikoB» KOMMEHTApUEB U MIOCTOB aKTOPOB JO0ABIIACTCS
JIOTIOJTHUTEIBHOE ciaraeMoe B yuciautese Gopmydsl (5):

k
kK(F,-S)+-(M,-L,
- (£, ,);2( ; ,)+Q“ ©)

i

rae Li — KOJIM4eCTBO JalKOB, KOTOPBIE IIOCTaBUI aKTOpP; Mi — KOJIMYECTBO
JIAMKOB, KOTOPBIE OBUTH MOCTABJICHBI HA 3aIMCH 1 KOMMEHTapUH TEKYILETO
akTopa; Si, Fi — MHOXeCTBO BCEX BEpIINH, C KOTOPbIMH B3aMMOCBS3aHa
BepIIuHa /.

[Janee anroput™M paH)XUpOBaHUs, OCHOBaHHBI Ha ¢opmyine (6),
obo3Hauaercs kak FR.

Tpetnii WCIONB30BAaHHEIA B Pa0OTE aNTOPHTM PAHXKUPOBAHUS
PageRank ommcan B pabote [18]. tepaTuBHBINA aqTOpUTM OACYUTHIBACT
paHT KaXXII0H BEPIINHEI 10 CIeayomen Gopmyre:

Ji
r":CZN +cE,, %)

i
T/I€ 7i — PAaHT i-Of BEPUINHBI; ¢ — KOAGhGOUIIUEHT HOpManu3auuu; Fi —
MHOXXECTBO BEPIIWH, CCBHUIAIOIIMXCS HA BEPIIMHY i; Si — MHOXECTBO
BEpIIMH, Ha KOTOpBIE CChbUIaeTcst BepmmHa i; Ni = Si o Fi; Ei —

HEKOTOpOEe IEepBOHAYAIbHOE 3HAUCHHE paHra BepIIMHBL. [Ipu ommcanuu
anropuT™Ma yTBEpXKAAeTCs, 4YTO ONTUMAaJbHBIMU 3HAUEHHEM 3TOTO
napamerpa siBistercs 0,15.

Janee anroput™M paH)XUpOBaHUs, OCHOBaHHBI Ha dopmyne (7),
obo3Hauaercs kak PR.

Anroput™m PR n ero mogudukanuy nogpoOHO paccMaTpHUBAIOTCS B
auTeparype, INPOaHAIN3UPOBAHBI IPEUMYIIECTBA M HEZOCTATKH €ro
ncnoib3oBanus. Ho ocobeHHOE BHUMaHHUE B MTOCIEIHEE BPEMS yAEIsIeTCS
MPaKTHKE WCIOJNb30BaHus Moaudukanuii PageRank nns  mMopneneit
JAHHBIX, MMEIOIMX OONBIIyI0 pa3MepHOCTb. Jlns 3Toro ciydas
pa3paboTaHbl  CHEIHAJbHBIE  aJTOPUTMBI, HCIOJB3YIOUINE  TOJIBKO
JIOKanbHble (parMeHThl BCEH MOAENM W pPaclpelesieHHYIO Cpeny
Beruucnenus [19, 20]. B paGore [21] paccmaTpuBaeTcss BBIYHCICHUE
HWepapXuu paHXHPOBAaHUS B cllydae, KOrJa TIpad MOXKET CoJepkKaTh
«OIpEeNeJICHHBIE» U «HEONpeAeNeHHbIe» OYTd. ABTOpPaMH IpPHUMEHSAETCs
TpaAULMOHHAS JUISl TaKUX 3a]a4 TEPMHUHOJOTHS, UMEIOIasi OTHOLIEHUE K
LHEHTpaIbHOCTH. «OTpeneIeHHbIe» IyTH SBISIOTCA TPAJUIHOHHBIMA IS
OpUEHTHUPOBAHHOTO Tpada C OJHOW HAYaIbHOH W OJHOW KOHEYHOU
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BEpIIMHAMMU. «Heonpez(eneHHLIe» Ay UMCIOT €IMHCTBCHHYIO BEPUINHY B
Ka4yeCTBEC Ha‘laJ’[BHOﬁ, HO MHOX>XECTBCHHBIC BapUAHTHI KOHEYHOM BECPIINHEI,
Ha3bIBa€MbIE «ITOTEHIMATBHBIMI» KOHEUHBIMHU. B KauecTBe JOMyCTHMOrO
BapHaHTa MOTEHIHATLHOW KOHEYHON pacCMaTpUBAETCS W BEPIIHHA,
KOTOpass OTCYTCTBYET B 3aJaHHOM rpade, HO HMEET CIenualbHoe
obo3HaueHne u 100aBiieHa B (OPMATBHYI0 MATEMATUYECKYI0 MOJEIb
rpada. [IpeanoXKeHHbI aNrOPUTM OPUCHTUPOBAH HA TUHAMUYECKUN
WHKPEMEHTAIbHBIH MepecyeT PaHToB IPU U3MEHEHHH rpada B MPOTHBOBEC
CTaTU4eCKOMY, KOTJa BCS COBOKYIIHOCTH PAHIOB BBIYMCIISETCS 3aHOBO
IpH JIF000M H3MEHEHHH.

IToacuet paHros BepIivH IpadoB ¢ UCIIOIB30BaHHEM alropuTMa PR
NPOU3BOIWICA C MOMOIIBI0 mporpamMmbel Gephi 0.82 beta. [Ipa apyrux
unnexca (TW u FR) paccunuTBHIBAINCh C UCIONb30BaHHEM IPOTrPaMMHOIO
obecrieueHHs COOCTBEHHOMN pa3pabOTKH.

4.2. CxomuMOCTh aJITOPUTMA PAHXKMPOBAHMUSI ISl 3a/IaHHOTO
rpada. JlaxuM orpeenieH e MOHSITHsI CXOIUMOCTH AITOPUTMa PAHKUPOBAHHS
JUSL 3a]aHHOrO Habopa maHHbIX. Takoe ompeeneHHe HEOOXOIUMO ISt
KOPPEKTHOTO 00CYKICHHUS BPEMEHHOM CII0HOCTH 00CY)KIAEMbBIX AITOPUTMOB,
KOTOpasi 3aBUCHT HE TOJIBKO OT Pa3MEPHOCTH HCXOIHBIX rpadoB, HO W OT
KOJIMYECTBA ~ WTEpalMii,  BBINOJHSAEMBIX  anropuTMamu.  llocnenHee
omnpenensiercs JuO0 HamepéA 3aJaHHbIM YHCIIOM, JHOO BBINOJHEHUEM
HEKOTOPOT'O YCIJIOBHSI, TO3BOJISIFOIIETO MPEKPATHTh BHIYMCIICHHSI.

[Mpennonaraem, YTO aNrOPUTM BBITMOJHIET IOCIEAOBATEILHOE
BBIUHCIICHUE BCeil COBOKYITHOCTU paHros BEPILIUH. Ilycth
riz(n",rzi,.. ,,f)_ Ha0op paHroB ;i BepIIMH 3amaHHoro rpaga G,

*2'n

IIOJIyYEHHBINM Ha i-OM UTEpalMy alroputMa. B xayecTBe Mephl pacCTOSHUSA
D' wMexay JABYMs TIOCIENOBaTelbHbIMM — Habopamu #  wm 7t
paccMaTpuBaeMbIMH KaK BEKTOPBHL, YAOOHO HCIHOJIB30BaTh METPHUKY
ManxaTTeHa, onpeneneHuyo Gopmymnoi (8):

Di:d(ri’ri+1):z|r;_r;+l. ®)
j=1

bonee «MArkuM» BapHaHTOM METPUKH, KOTOpPasi IPEIbsIBISIET MEHee
JKECTKUE YCJIOBUSI K IPOILEAype BBIYHCICHHS PAHIOB, SIBISIETCS METPHKa
YeOpimeBa, onpenensemast (popMyJIoi:
i_ i+l i il
D'=d(',r )—ggﬁ‘rj vl 9)

Onpedenenue 2. [0BOPUM, YTO aNTOPUTM PAHKHPOBAHUS CXOIUTCS
IUTA 3a7aHHoTo Tpada G, eciu:

106  Tpyabl CMIMMPAH. 2018. Bein.6(61). ISSN 2078-9181 (neu.), ISSN 2078-9599 (oHnaiiH)
www.proceedings.spiiras.nw.ru



MATHEMATICAL MODELING AND NUMERICAL METHODS

lim D' =0. (10)
1—0

OueBnaHO, YTO TpobNeMa CXOOUMOCTH (IOTOYEHHOW  WIIH
PaBHOMEPHOM) aJrOpUTMa paHKUPOBAHUS I 3aJaHHOTO Tpada akTyalbHa
TONBKO sl anropuT™oB FR w PR, Tak Kak OHH HCIOJb3YIOT
PEKyppEHTHYIO MpOIenypy BBIYHCIEHUS paHroB. Amroputm TW mpu
BBIYHMCIICHNM PAHTOB BEPIIMH HCIOJB3YET TOJNBKO XapaKTEPUCTHKH HX
JIOKQJIBHOTO OKPY)XKEHHMsT M He TpeOyeT Iepecuera BCe COBOKYITHOCTH
PaHTOB IIpH JIOKaJIbHOM U3MEHEHHH B rpade.

4.3. Pe3yabTaThl BHIYUCJIUTEIBHOIO IKCIepUMeHTa. /luanazonst
MOJYYEHHBIX PAHIOB JUIA TPEX alTOPHUTMOB, KOTOPBIE BBIYHCISIOTCA IO
NpCACTaBJICHHBIM BBIIIC (bopMynaM, U1 OOHHUX M TEX XKE HJaHHBIX
paznuyatorcs. Hanpumep, nmpu ucnoss3oBaHuu anroputma FR, paHru
MOTYT CTaHOBUTHCA OTPHUIIATEIEHBIMA U3-3a CTPYKTYpHI (opmyn (5), (6).
[lo oroif mnpHuMHE 3HAYECHUS] BCEX pAHIOB OBUIM TIPUBEICHBI K
muamasony [0,1] mpeobpazosanuem (11):

. nomin()
s a1
max () - min()
I7ie MAaKCUMYM U MUHHMYM O€pyTCs 1T0 BCEMY MHOXKECTBY PaHTOB.

Ha pucynke 4 (a, b, ¢) moka3aHbl THCTOTPaMMBbI PACIIPEICICHIIA
PaHroB BepIuH 1st rpada, MPeaCTaBIsIoNIero rpymny «BomoHTeps».

I'mcrorpamMmbl  copMHpOBaHBI AT  COBOKYIHOCTH  PAaHIOB,
noiy4eHHbIX anroputMamu FR, TW u PR. Ha rpadukax no ocu abemucc
OTJIOKEHO HOPMAJIM30BaHHOE 3HAYCHUE paHra BEepIINH, HA OCH OpAWHAT —
YacTOTa IMOABJIECHHUS PAHroBOro nuanasoHa. [lns Habopos naHHbIX «lllectb
pykomoxatuit» u «[lucemMa no0pa» TOMYYEHBI ITOXOXHE PpE3yIbTaThl,
JEeMOHCTPHUPYIOIME TaKWe K€ 3aKOHOMEPHOCTH B  paclpelesicHUH
MOJY4YEHHbIX PAaHroB. [HWCTOrpaMMmBbl paclpeleleHuil s 3THX rpadoB
MOKa3aHbl Ha PUCYHKaX 5 M 6 B YMCHBIIEHHOM MacuTabe, HO MO3BOJISIOT
MOJATBEPIUTh BBIBICHHBIE W ONHMCAaHHBIE JlaJiee  3aKOHOMEPHOCTH.
OTnenbHO TOAYEPKHEM CYIIECTBEHHBIE pa3indusg B  CTPYKTYPHBIX
XapaKTepPUCTHKAX  IONYYCHHBIX  rpadoB (KOJIMYECTBO  KOMIIOHEHT
CBSI3HOCTH, CTaTUCTUKH CTETEHHBIX IIOCIIEIOBATEIBLHOCTEH M HEKOTOpHIE
JpyTHUE), OMMMCAHHBIX OoJice MoaApoOHO B padote [14].

Ilomobnas 3amawa pemaercs B pabore [22], B KOTOpOW
paccMaTpuBaroTcs CTPYKTYpHBIC XapaKTEePUCTUKU BUPTYaJIBHBIX
COOOILIECTB, TPEACTABICHHBIX Ipadamu.
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Bononmepwi
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Puc. 4. 'mcrorpaMmsl pacnpeneneHuii paHroB BepIIuH Tpada «BomoHTepsn as
FR(a), TW(b), PR(c). Ha a, b cTpenka moka3slBacT NOJIOKEHHE 1, ¢ — MO3UIUS
s3nauenus 0,05
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Tucvma Jlobpa
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Puc. 5. 'ncrorpaMmel pacnpeneseHuii st HabopoB naHHbIX «[InceMa n0Opay npu
rcnonb3oBanuy aaroputMo FR(a), TW(b), PR(c). Ha a, b cTpenka mokaspiBaet

nojoxenue 1, c — mo3unus 3Hauenus 0,25
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Llecmv pykonoocamuil

4000

3000-|

200 FR (a)

. Jﬂ% :

T T T
0,20000 0,40000 0,60000 0,80000 1,00000 1,20000

£000] TW (b)

2 000 l

o= T T T T
0,60000 0,70000 0,80000 0,90000 1,00000 1,10000

12 500
10 000
7 500

5 000 jl

2 500

PR (¢)

T T T T T T
000000 000500 001000 001500 0,02000 0,02500  0,03000

Puc. 6. 'uctorpammsl pacnipenenenuii st HabopoB nanubix «lllects
PYKOIOXKaTHI» MIPU HCIOIb30BaHuU anroput™MoB FR(a), TW(b), PR(c). Haa, b
CTpeJIKa IOKa3bIBaeT mojoxenue 1, c — mosunus 3Havenus 0,0175
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PacnpeﬂeHeHIAe MOJYUYCHHBIX PpaHroB MNOAYHUHAIOTCA CXOAHBIM
3aKOHOMEPHOCTAM, KOTOPbIC MOIyT 6I)ITI> OITHMCAaHbI CIICAYyOIUMHU
ITyHKTaMU.

1. B ommcanHbBIX B pa3zgenc 3 MyONUKAIUSIX MPEII0KCHBI PEIICHUS
ONTHUMM3AIMOHHBIX 3a/ady, KOTOpbIE HCIOJIB3YIOT MPEIBAPUTEIHHOE
peliecHre 3aa4d  PAHKUPOBAaHHWA BEPIIMH. OJTOT TIOAXOJ IO3BOJISIET
TTOBBICUTH A (HEKTUBHOCTH aJITOPUTMOB, YIIYUIIUTE X BPEMCHHEIC OIICHKH.

2. HNmeercs CymecTBEHHOE OTIMYHME PACIPEACICHUN PaHTOB,
TEeHEPHPYEMBIX  Pa3IMYHBIMH  QITOPUTMaMH  pamxupoBaHms. Ecmm
anroputMbl FR u TW B KauecTBe pe3ysbTara CTPOAT PaHIH, UMEIOLIME
pacmipenieneHue OMM3KOe K HOPMANIbHOMY, TO pPaHTH, IOJXy4YEeHHBIC
anroputMoM PR, WMEIOT paclpeleieHue OJNM3Koe K PaclpeacCHHUIo,
KOTOPOE MOXKET OBITh OMKMCAHO KaK SKCIIOHCHIMAIbHOE (CM. PUCYHKHU 4-6)
WIN CTETICHHOE C OTpeJIe/ICHHBIM Ha0OpOM B3aMMOCBSI3aHHBIX MTapaMETPOB.
Wudopmanmss o Tume pacrpelesieHus] IMO3BOJIIET KOPPEKTHO BHIOMpATh
NapaMeTpU4ecKue TECThI AJIS AaHAINU3a COBOKYITHOCTU PaHIOB.

3. Amnroputm FR pmaeT COBOKYIHOCTh PAHIOB, pacrpejeiecHue
KOTOPBIX IIOCTIC HOPMHUPOBAHUS CMEIICHO B CTOPOHY MaKCHMAllbHOTO
3HayeHus 1, anroput™ xe TW naét MeHbIINE 3HAYCHUS PACIPEICIICHHS C
MEHBIIUM Pa30pOCOM 3HAUYEHHH. DTOT BBIBOJ IOATBEPKIACTCS JAHHBIMU
Tabmuma 1, KoTopasi MO3BOJISAET CPABHUTH CPEIHUE 3HAUCHUS, CTAaHIAPTHOE
OTKJIOHEHHE W CKOIICHHOCTh PACIpPEACTCHUN MOIYYCHHBIX PAaHTOB. OJTO
pa3nuuue MOKHO OOBSCHUTH TEM, YTO anroput™ FR yBenMuMBaeT paHry 3a
CUeT JIONOJHUTEIbHOTO ciaraemoro (i B opmynax 5, 6, 4TO NPUBOAUT K
CABWTY IICHTpa pacIpeesieHHs B CTOPOHY MaKCUMAaJIbHOTO 3HaYCHHS 1.

Tabnuua 1. CtaTucTHYeCcKHe MapaMeTphl paclipee]ICHUs] paHTOB

FR yil4 PR

Cpennee 0,921 0,818 0,004

Menunana 0,930 0,818 0,002

Boxonepu CT. oTKIOHeHHE 0,039 0,022 0,014
CKOILIIEHHOCTh -3,783 0,905 -

Cpennee 0,854 0,804 0,001

LlecTs Mennana 0,866 0,808 0,000

pyKoIoXaTuit CT. OTKJIOHEHHE 0,057 0,021 0,002
CKOILIIEHHOCTh -2,697 0,553 -

Cpennee 0,938 0,703 0,006

IMucsma Mennana 0,946 0,702 0,007

nobpa CT. OTKJIOHEHHE 0,050 0,089 0,015
CKOIIICHHOCTh -13,552 1,051 -
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4. AnroputMbl FR w PR WCHONB3YIOT PEKYPPEHTHYIO CXEMY
BBIYMCIICHUS CIICAYIOMICTO MPHONMKCHUAS PAHTOB, YTO aKTyaJH3UPYyeT
mpobiieMy CXOAWMOCTH AaiTrOpUTMa Uil 3aJaHHOTO Habopa JaHHBIX.
®DaKTHYCCKH, B BBIUYUCIUTCIHFHOM SKCICPUMEHTE YCIOBHEM OCTAaHOBKU
MIPOIEAYPHl BBIYHUCICHUS PAHTOB CTANO IOCTIDKCHHE Hamepes 3aJaHHOTrO
MaKCUMAaJILHOTO 4Kcia urepanuii. AnroputM TW nipu BBIYHCICHUHM paHTa
BEPIIMHBI HCIIONB3YET TOJNBKO IMapaMeTphl €€ JOKaJIbHOTO OKPY)KEHHUS U
MpH  ITUHAMHYCCKOM W3MEHeHHMH Tpada (moOaBieHue/yaaacHue IyTH,
U3MEHEHHE €€ aTpuOyTOB) MOTpPeOyeT TOJNBKO IepecueTa pPaHroB JBYX
BEpIIMH, KOTOPbIE COETMHEHBI 3TOH Iyroil. Bce ocTanbHbIe paHTH ocTaroTCs
HEU3MEHHBIMH.  OJTO  OOCTOATENBCTBO  TO3BOJIIET  HCIIOIB30BATh
3¢ G eKTUBHBIC UHKPEMEHTAIbHBIC/ IEKPEMEHTAIbHBIC POLEAYPHI
BBIYHCIICHUS PAHTOB, CIIOXXHOCTh KOTOPBIX 3aBHCHT TOJBKO OT pa3Mepa
JIOKQJIbHBIX OKPY)KCHHI BEPIIMH W CIIO)KHOCTH MPOIEAYPhl KOPPEKIMH
rI100aTbHOM COBOKYITHOCTH PAHTOB.

5. 3akawouyenue. B pabore Ha mnpumepe rpadoB OOIBIIOH
Pa3MEpHOCTH TPOaHATU3UPOBAHEI PE3YNIBTATHl TPUMEHEHHS aJlTOPUTMOB
pamxupoBaHus BepiinH. [lokazaHo, 4To mpoueaypa paHXKUPOBaHUS HUMEET
OonpIIoe TPUKIATHOE 3HAYEHHE Ui TpadoB OONBIION pPa3MEpPHOCTH,
NPE/ICTABISIIONIMX OTHOLICHUS B COLMANbHBIX ceTsx. Jlis aHanmsza
MIPAMEHUMOCTH PE3yJIbTATOB B PEMICHUH ONTHMH3AIMOHHBIX 33a7ad caMon
pa3HooOpa3Hoil HPUPOBI HEOOXOJUMBI JIOTIOIHHUTENBLHBIE HCCIIET0BaHUS,
VYUTHIBAIOIINE OCOOCHHOCTH IPEIMETHOW 007acTH, HCIOIB3yEeMbIX
JIUCKPETHBIX MOJEIEH.

[Ipoananmu3upoBaHHBIE  aNTOPUTMBI  PAHXUPOBAHUS  WMEIOT
pa3iuyYHbIe BBHIYUCIHUTENBLHYIO CIOXKHOCTh M PacIpeleNieHUs] IT0JTyYeHHBIX
panroB. Ecnu nipu pemeHnn MpUKIIAAHON 3a/1a4M K paclpeIe]ICHAI0 PAHTOB
MIPEABSBISIIOTCS  Kakue-IM0o TpeOoBaHMs (Harmpumep, HOPMaBHOCTh
pacmpenencHus SBISIETCS 00s3aTENEHBIM TPH HCITONB30BAHUHA HEKOTOPBIX
napaMeTpUUECKUX TECTOB), HEOOXOJMMO IPEABAPUTEILHO IPOBECTH
aHaM3 PEe3yNbTaTOB pPa0OTHl alTOPHUTMA, OIPEIEIHUTh CTATHCTUYCCKHE
XapaKTEPUCTUKH MOJIYYEHHOTO Paclpe/iesieHHs] PaHrOB.

IIpy WCHONB30BAaHUU TPEIBAPUTEIBHOTO PAHXKUPOBAHUS BEPIINH
rpaga B ciyudae OONBIIONH pa3MEPHOCTH MOJEIU HMCXOIHBIX JaHHBIX
BaXXHBIM MOMEHTOM SIBIIICTCS BO3MOXKHOCTh HCTIOJIb30BAHUS
MHKPEMEHTAITbHBIX/IEKPEMEHTATbHBIX AITOPUTMOB, KOTOpBIE
MUHUMH3HPYIOT CIOXKHOCTh 00pa0OTKU JAHHBIX, KaK IIPABHIIO, YYUTHIBAIOT
MIPH TIOCTPOSHUH TII00ATHHOTO PEIISHNUS TONBKO JOKaJIbHbIC H3MEHEHHS, He
TpeOyIoT TepecueTa BCEX paHTroB. B »3Tom cwmbicie amroputm TW,
BBIUMCIIAIONINA paHTH TOJBKO 10 JAHHBIM JIOKAJbHOH OKPECTHOCTHU
BEPILUH, BEITOJHO OTIMYACTCSI OT anroputMoB FR u PR, xoTopbie TpeOyroT
mepecyera Bceld COBOKYITHOCTH PAHTOB JaXKe MPH JOKAJIbHOM HW3MEHEHHU
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rpada. 3T0 0OCTOATENBCTBO HE MO3BOJAET MCHOJIB30BATH MOCICIHHE TBA
QITOpUTMa B Ciy4ae, KOT/ia Pa3sMEpPHOCTb MOJENH SBISIETCS OOJBILOH,
HEOOX0AUMO OBICTPO MONYYUTh pEIIEHHE, HE MEPECUUTHIBAS BCIO
COBOKYIHOCTB paHroB. PacmperneneHHast MOJIeNb BBIYUCIICHNI CMSTYaeT 3TO
TpeOoBaHKEe, HO HE YCTPAHSIET ero NPHHIHUIHAIBHO.

B kadecTBe OUCKyCCHOHHOTO MOMEHTA MOXHO BBIIEJIUTH BOIPOC O
cBOMcTBax rpada, KOTOpbIE TapaHTHPYIOT CXOJUMOCTh aIrOpUTMa
pamxupoBanus. AnroputMbel FR n PR B TIpOBEICHHOM BBIYHCIHTEIEHOM
9KCIIEPUMEHTE KaueCTBE PEIICHHs BbIIABAIN PAHTH ITIOCIE NPENCIBHOTO,
Harepe] 3aJaHHOT0 4KciIa uTepanuid. B cTaTthe mpeanokeHo ompeaeneHue
CXOIMMOCTH  alilOpUTMa  pPAH)KUPOBaHHs, OCTaBIssl 32 CKOOKaMU
WUHTEPECHBIH  TEOPETHYECKUH BONPOC O KPUTEPHUSAX  CXOAUMOCTH,
OIPE/ICJICHUH HETPUBUAIBHBIX CTPYKTYPHBIX XapaKTepHCTHK rpados,
HaJIMYUE KOTOPBIX TapaHTHPYeT JOCTI)KEHHE 3aJaHHOW  TOYHOCTH
BBIYHMCIICHUS] PAHTOB TP BHIOPAHHOW MEpe PacCTOSIHUS, CYIIECTBOBAaHHE
TIpeziesa peKyppeHTHOH IT0CIeJ0BATEIbHOCTH.

OTOT € BOMPOC BO3HUKAET M MO IOBOAY CTPYKTYpHI (hopMmy,
WCIIONIB3YEMBIX JUIS TMOCIIEAOBATEIFHOTO BBIYMCICHUS PaHToB. SICHO, 9TO
ecii Bropoe ciaraemoe B (i B opmymnax (5) u (6) mns anroputma FR,
OyneT MOHOTOHHO YOBIBAIOLIEH ITOCIEIOBATENBbHOCTBIO B  IpoIEcce
WTEpaIHif, TO COOTBETCTBYIOIINI anroput™m OyaeT cxomuThes. Perymmpys
CKOPOCTb YMEHBIICHHS 3HAaueHUH ()i MOXKHO MOIYYUTh YHPaBIIEMYIO
CKOPOCTh CXOAUMOCTH BCETO Ipoliecca A IpadoB J000i CTPYKTYpBHI.
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V.V. PECHENKIN, M.S. KOROLEV, L.D. DIMITROV
APPLIED ASPECTS OF RANKING ALGORITHMS FOR
ORIENTED WEIGHTED GRAPHS (ON THE EXAMPLE OF
SOCIAL NETWORK GRAPHS)

Pechenkin V.V., Korolev M.S., Domotrov L.D. Applied Aspects of Ranking Algorithms for
Oriented Weighted Graphs (on the Example of Social Network Graphs).

Abstract. The article deals with the applied aspects of the preliminary vertices ranking for
oriented weighted graph. In this paper, the authors observed the widespread use of this
technique in developing heuristic discrete optimization algorithms. The ranking problem is
directly related to the problem of social networks centrality and large real world data sets, but
as shown in the article ranking is explicitly or implicitly used in the development of algorithms
as the initial stage of obtaining a solution for solving applied problems. Examples of such
ranking application are given. The examples demonstrate the increase of efficiency in solving
some optimization applied problems, which are widely used in mathematical methods of
optimization, decision-making not only from the theoretical development point of view but
also their applications. The article describes the structure of the first phase of the computational
experiment, which is associated with the procedure of obtaining test data sets. The obtained
data are presented by weighted graphs that correspond to several groups of the social network
Vkontakte with the number of participants in the range from 9000 to 24 thousand. It is shown
that the structural characteristics of the obtained graphs differ significantly in the number of
connectivity components. Characteristics of centrality (degree's sequences), as shown, have
exponential distribution. The main attention is given to the analysis of three approaches to
graph vertices ranking. We propose analysis and comparison of the obtained set of ranks by the
nature of their distribution. The definition of convergence for graph vertex ranking algorithms
is introduced and the differences of their use in considering the data of large dimension and the
need to build a solution in the presence of local changes are discussed.

Keywords: ranking, oriented graph, weighted graph, incremental algorithm, local
algorithm.
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A.A. MOJJIOBSH, H.A. MOJIJIOBAH
CITOCOBbI 1 AJITOPUTMBI ICEBJTOBEPOATHOCTHOI'O
IHHUPPOBAHUS C PA3JAEJSEMBIM KJIIOUOM

Monoosan A.A., Monodosan H.A. Cnocodbl W aArOPHTMbI IICEBI0BEPOSITHOCTHOTO
mHQpoBaHus ¢ pasesieMbIM KII0YOM.

Annoranus. B xagectBe criocoba obecrieueHns: CeKPETHOCTH COOOIIEHNH, IepelaHHbIX B
3amM(POBAHHOM BHJE I10 OTKPHITHIM KaHalaM CBS3HM, NPH MOTCHIHAIBHBIX aTakax c
HPHHYXKICHAEM K PACKPBITUIO KIIIOYeH MU(POBAHUS MPEATOKCHBI aITOPUTMbI M IIPOTOKOJIBI
OTPHIIAEMOTr0 MHU(POBAHKA, KOTOPIE PA3JENAOTCA HAa CICAYIONHUE TUIBL: 1) C OTKPBITBIM
KITIOUOM; 2) C pa3fielsieMbIM CEeKPETHBIM KitouoM; 3) GeckimoueBsle. B craThe ommckiBaroTcs
ICEBJIOBEPOSATHOCTHBIC CHMMETPUYHBIC IIH(PBI, NpPEACTABIAIONMNE COOOH CHELUANbHBIH
BapUAHT pealu3aliy aJrOpUTMOB oTpuiaeMoro mmdposanHus. OOcCykmaeTcsi MPUMEHEHUE
TICEBJIOBEPOSITHOCTHOTO MIM(POBAHUS I TIOCTPOCHHS CHEIMATbHBIX MEXaHH3MOB 3aIlUTHI
uH(pOPMALMH, B TOM YMCIE CTEraHOrpaQUYECKUX KaHAJIOB, HOCHTENSIMH KOTOPBIX SBIISIOTCS
HQPTEKCTEl. PacCMOTPEHBI CIOCOOBI MOCTPOCHHUS MOTOYHBIX M OJOYHBIX aIrOPUTMOB
TICEBJIOBEPOSITHOCTHOTO IMH(POBAHNS, PEATH3YIONINX COBMECTHOE MH(ppoBaHHe (GUKTHBHOTO
U CEKPETHOro COOOMICHHI TakuM 00pa3oM, 4TO (OpMUpPYeMBblil MHU(PTEKCT SBISETCS
BBIYHCIUTENIBHO HEPA3IMYHMbIM OT MU(PTEKCTA, HOIy4aeMOTro B Pe3yIbTaTe BEPOSTHOCTHOTO
mppoBaHns (UKTUBHOTO cooOmeHns. B kadecTBe OJHOrO M3 KpPHTEPHEB HOCTPOCHHUS
UCIOJIb30BAHO ~TPEOOBAHME HEOTIMYUMOCTH 110 IIM(PPTEKCTY ICEBJOBEPOSTHOCTHOTO
mH(POBAHUS OT BEPOSITHOCTHOTO. JlIst peanusanuu 3Toro TpeOOBaHHUS B CXEME MOCTPOCHUS
TICEBJI0OBEPOSIHOCTHBIX MHU(POB HCIONB3YETCs 11T B3aMMHO-0{HO3HAYHOTO OTOOpaXKeHHs map
OJIOKOB TMPOMEKYTOUYHBIX IMIH(PTEKCTOB (HHKTHBHOTO M CEKPETHOTO COOOIICHHH B EIMHBIN
pacimMpeHHbIH 610K BbIXOAHOTO IuppTexcTa. OnucaHbl peaan3alyy ICCBAOBEPOSTHOCTHBIX
OJIOYHBIX MH(POB, B KOTOPHIX AJITOPUTMBI pacmIM(POBEIBaHUS (UKTHBHOTO U CEKPETHOIO
COOOICHNH TMOJHOCTBIO COBMAAOT. IIpeisioxkeHbl OOIIME TOAXOIbl K MOCTPOCHHUIO
ICEBJIOBEPOSITHOCTHBIX TMPOTOKOIOB OECKIIIOUEBOr0 IIM(pPOBAHUS M PaHIOMH3UPOBAHHBIX
TICEBJIOBEPOSTHOCTHBIX OJIOUHBIX MM(POB, a TAKKE MPHUBEACHBI KOHKPETHBIC PeaTn3allny
KPHITOCXEM JaHHBIX THIIOB.

KioueBble cioBa: kpunrorpadus, oTpunaemMoe IIH(POBAaHUE, MCEBIOBEPOSITHOCTHOE
mmdposanue, OIOYHBIA mMUQpP, MOTOYHBINH MUdpP, QUKTHBHOE COOOIICHHE, PAaHTOMH3ALHS
mmgpoB, GeckiroueBoe MuppoBaHKE.

1. Beenenue. Kpunrorpaguyaeckre METOIBI U CpEICTBA 3aIIUTHl HH-
(dbopManmy MIMPOKO NMPUMEHSIOTCS JUTs 3aluThl nHpopMaiwmu [1, 2], ayTeH-
TUQHKAIMK COOOIICHNI | mosb3oBateneit [3, 4] B uH(MOPMAIMOHHO-
TEeJICKOMMYHHKAIIMOHHBIX cucTeMax. OHM TakXke Je)KaT B OCHOBE TEXHOJIO-
THU 3JIEKTPOHHOM 1I(pOBOiA onucH [S, 6] ¥ perieHus 3a1a4u o0ecredeH s
AQHOHMMHOCTH TMoOJjb30BaTenedl [7] B TEXHOJNOTHSIX TalHOTO 3IEKTPOHHOIO
TOJIOCOBAHUS 1 3JIEKTPOHHBIX JieHer. [Ipu paccMOTpeHn CTOMKOCTH KPHIITO-
rpauuecknx aaropuTMOB M IPOTOKOJIOB OOBIYHO IPUHHUMAIOTCS MOJIEIH
MIOTEHIIMAILHOTO HAPYIINTENS, B KOTOPBIX CEKPETHBIH KIIOY HEM3BECTEH.
CpaBHUTENEHO HOBHIM HAIpaBICHHEM B 00IacTH KpunTorpaduu sBIsSeTcs
pa3paboTka TPOTOKOJIOB TEpeldadr COOOIIeHHH, O0EeCTIeUMBAIOIINX CTOM-
KOCTb K aTakaM CO CTOPOHBI HapyIIUTENs, KOTOPHIi MPUHYKAaeT aOOHEHTOB
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ceaHca CEeKPETHOM CBSI3M PACKPBITh CEKPETHBIN KJIFOY IOCNIE TOTO Kak Imud-
pTeKcT ObuUT nepeaH no kanany cBsisu [8-11]. Kpunrocxemsl, obecrieunBao-
LIYe 3alUIIEHHOCTh CEKPETHOTO COOOILEHUs MPU yKa3aHHBIX MPUHYKIAF0-
[IMX aTakax, Ha3bIBAIOTCS POTOKOJIAMHU M aITOPUTMaMH OTPHIIAEMOTO MInd-
posanust (OIL). Uurepec k kpunrocxemam Ol cBsizaH ¢ pelieHreM 3anad
obecreueHnst THPOPMAIIMOHHON 0E301acHOCTH PACTIPEACICHHBIX BBIYMCIIE-
Hui [12], 3alIMTBl TEXHOJOTWH TAaWHOTO 3JEKTPOHHOTO TOJIOCOBAHUS OT
CKyTIKH ToiocoB [13, 14] u pacmmpeHneM Kiacca alrOpUTMHYECCKAX CPEICTB
3aMMTHl WHPOPMAIMH, WCIIONB3YEeMBIX B COCTAaBE KOMIUIEKCHBIX CPEICTB
obecrieueHns1 HHGOPMAIOHHOM Oe3omacHocTH [15-17].

[IpuknanHOil HHTEpEC MPENCTABIAIOT MPEIJIOKEHHBIE HEaBHO pe-
amm3aruu cxeM Ol Ha ocHOBe MexaHU3MOB pasjaeneHus cexpera [18, 19]
1 OJHOpPa30BBIX Kimrouei [20], a Takke MPOTOKOIBI OTPUIIAEMOI ayTEHTH-
¢ukanyu [21], oppeHTHpOBaHHbIC HAa MPUMEHEHHE B CHCTEMax 3JIEKTPOH-
HOTO T'OJIOCOBAHHUS.

[Tporoxkouner OILl MoryT ObITH pa3zieneHbl Ha CIEAyIOIUe TPU Kiiac-
ca: KpUIITOCXEMBI C pa3eisieMbIM CEKPETHBIM KJItouoM [8, 22], Kpunrtocxe-
MBI C OTKPBITHIM KJIF0UoM [23, 24] 1 OCCKITFOUEBhIC KPUIITOCXEMEI [25].

B cratbe [25] BnepBbie paccmoTpensl mpoTokodsl OIIl, ocHoBaHHBIE
Ha KOMMYTaTHUBHBIX (YHKIUSAX IMH(QPOBAHUS H OOCYXKIAeTCS pealr3amus
mpoTtokosoB OeckimroueBoro OILl. Omrako mpesurokeHHas B [25] KOHKpeET-
Hasl peayu3anys MPOTOKOIOB TOCIETHETO THIIA HE B TIOJIHOW MEpe COOTBET-
CTBYET TEPMHHY «OECKITIOUEBOI», MOCKOIBKY B HEH JOMOIHHUTENHHO K JIO-
KaIlbHBIM KJF0YaM (KOTOpPBIE BBIPA0ATHIBAIOTCSA KaXKIIOW CTOPOHOH MPOTO-
KOJIa CaMOCTOSITENIFHO M HE NepenaroTcs IPYroil CTOpOHE) HCIONIB3yeTcs
BCIIOMOTATENIFHBIA KJIIOY, pa3lesieMblii IMoiydyaTeIeM U OTIPaBHTEIEM
CEKPETHOTO COOOIICHHUS.

B pamkax mepBoro kiacca HeJaBHO ObUI IPEIIONKEH MOJXOA K I10-
crpoeHuto anroputmMoB OILl, B KOTOpBIX BBINOJHAETCS OJHOBPEMEHHOE 3a-
mmQpoBbIBaHHe (UKTUBHOTO U CEKPETHOTO COOOIICHWH B €qUHBIA Iud-
PTEKCT, BEIYHUCIMTEIBHO HEPA3IMYUMBIH OT mHdprekcTa, GopMupyeMoro Kak
PE3YJITAaT BEPOSTHOCTHOTO IMU(pOBaHUS (DUKTHBHOTO cooOmeHus [15, 22].
ANTOpUTMBI ¥ IPOTOKOJIBI, YIOBIETBOPSIOLIHE 3TOMY KPUTEPUIO, HA3bIBAIOTCS
niceBnoBeposiTHOCTHEIME (I1B) kprumrocxemamu. B HacTosiiee Bpemst M3BECT-
HBI OTHEJIBHBIC MyONHKAIMH, CBA3aHHBIE C pa3paborkoit amropurmoB [1B
mmpoBaHms, ofHaKO TemaTnka [IB mmdppoBaHus kak caMoCTOsATENbHA 00-
JIacTh MPUKIIAAHON KpUnTorpadu He ObIIa pacCMOTPEHA.

B nacrosmeit crathe 0000IIarOTCS U3BECTHBIE PE3YIbTAaTHI B 00Ja-
cru [1B mm¢poBanus, BbIIENAIOTCS OOIINE MPUEMBI TOCTPOSHHS KPHUIITO-
CXEeM JITAaHHOTO THIIa, PEAJIaraloTcsl HOBbIe OJIoYHbIe U noTouHble [I1B nmg-
pbI, paccMaTpuBaeTcst MexaHu3M pangomuszanuu [1B mudpos u npeacras-
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JIEH HOBBIN MPOTOKOJ Oeckimoueroro [1B mudpoBanusi, B KOTOPOM ycTpa-
HEH HEJOCTaTOK, COCTOAILIMH B MCIIOJIB30BAHMU 3apaHee COIVIACOBAHHOIO
BCIIOMOTaTEJILHOTO KJII0Ya.

2. Tunsl NceBAOBEPOATHOCTHLIX MIN(POB ¢ pa3aesieMbIM KJII0-
YoM U MoJeJb Hapymuteas. M3sectueie IIB kpunrocxemsl ¢ pasnense-
MBIM KIIIOUOM JIENATCS Ha anroputmsl [IB mmdpoBanus ciexyrommx TH-
noB: motounsle [15], Gmounsie [22], anrebpamueckue [25]. O6ummu Mo-
MEHTAaMH, HCIOJIb3yEMBIMY IIPU UX NOCTPOECHUH, ABISIOTCS:

1) coBmecTHOE 3amn(poBbIBaHHE (PUKTHBHOTO M CEKPETHOTO CO00-
IIEHUH B €MHBINA BHIXOTHOM MIM(PTEKCT;

2) BBITMIOJIHEHUE KPUTEPUsl BBIYUCIUTEIBHOW HEOTIMYHUMOCTH IO
MHU(PTEKCTY OT BEPOSTHOCTHOTO MK (pOoBaHNS;

3) npexbsBICHHE aIrOPUTMa BEPOSTHOCTHOTO MIM(POBAHUS, A KO-
TOPOr0 MHOKECTBO IIH(PTEKCTOB, COOTBETCTBYIOIMX (PMKTHBHOMY COOOIIIE-
HHIO, BKITIOYAET MIM(PTEKCT, TIOIy4eHHBIN B pe3ysbrare [1B nmmdposanms.

VYKa3zaHHBII aJrOPUTM BEPOSITHOCTHOrO MIM(POBAHHUS HA3bIBACTCS
acconuupyemMbsiM (¢ anroputmoMm [IB mmdpoBaHus), MOCKOIBKY €ro
HaJIM4YUe CIYKUT J0Ka3aTeJIbCTBOM BBIIOJHUMOCTH KPHUTEPHUS BBIYUCIIH-
TEJBHOW HEOTIMYUMOCTH (POpPMUPYEeMOTo MHu(ppTEKCTa OT KPUITOTPaM-
MBI, BbIpa0aThIBAEMON MNpPU BEPOSTHOCTHOM IIU(PPOBAHUU (UKTHBHOTO
CO00IIeHNS IO PUKTHBHOMY KITFOUY.

BepositTHOCcTHOE 1MpOBaHIEe HAXOMUT MPUMEHEHHE KaK CIoco0 IMo-
BBIIIGHHSI CTOMKOCTH KpHOTorpajuueckoro mnpeoOpa3oBaHUs, MOITOMY B
Cllydae aTakv ¢ IPHHYXICHHUEM K PacKpbhITUIO Kito4a Mu(POBaHUS MOJIB30-
BaTeNM, TPEIBSBISS aTaKyloIEeMy AacCOLMMPOBAHHBIN aJTOPHTM, MOTYT
NpaBIONON00HO YTBEPXkIaTh, YTO NP IIH(PPOBAHMKM OHU HCIIOIB30BAIN
Kpunrorpaduieckoe Ipeodpa3oBaHus C BKIIOYEHUEM CITy4YaiiHbIX 3HAYCHHH.

Ha npakTuke BO3MOXHBI pa3IMuHbIC BAPHAHTHI TOTEHIIMAIBHBIX aTaK,
B paMKax KOTOPBIX aTaKyIOUIMH IOy4aeT CEeKPETHBIH KIIOY, WCIIOIb30BaH-
HBIA U BBIOJHEHMS IupoBanus. Hampumep, 370 MOXKET MPOH30HTH B
pe3yibTare NOAKYyIa, XUIIEHHs KIIFOUYEBbIX HOCUTENEH, BBITIOIIHEHUS KPUIITO-
aHa/M3a, MPEeIBAPUTEILHON HECAHKIMOHMPOBAHHOM YCTAaHOBKH IPOTPaMM-
3aKiaI0K U Tak nanee. [Ipu paccmorpennu nporokosoB OLI niist 06o0mieHus
TaKMX aTaK pacCMaTpuUBaeTCs MOAENb NMPHHYXKIAIOMIEH aTaku (WM aTakd ¢
NPUHYKJICHHUEM), B paMKax KOTOPOIl Mpemonaraercs, 4To aTaKyommi nme-
€T HEKOTOPBIA pecypc MPHHYXICHHUS OTIPABUTEINS COOOIICHUS, ITOIydaTes
WM OJTHOBPEMEHHO MX OOOMX K PACKPBITHIO CEKPETHOro kiroya. [Ipu atom
TIPUHAMACTCS TIPEATIONOKEHUE, YTO aTAKyIOLIMH MepexBaTHi Bce cooOlme-
HHUS, IepEAaHHbIe B XO/I€ PeaIN3allMi KOMMYHHKAIIHOHHOTO IIPOTOKOJIA.

B cayuae 1B mmdpoBanus kak wactHoro ciaydast OL cToikocTs K
NPUHYKIAIOUIMM aTakaM 00eCreyrBaeTCs TeM, YTO OJHOBPEMEHHO 3arud-
POBBIBAIOTCS ABA MM Oosiee coOOIIEeHNs M MO KpaiHeH Mepe OJHO U3 HUX
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SIBIISIETCS] (PUKTUBHBIM. ATaKyIOIIEMY pPacKpbIBaeTcsl KIIOY, IO KOTOPOMY
BBINOJIHEHHUE MTPOIIEAYPHl BOCCTAHOBICHNS UCXOAHOTO TEKCTA IO IU(PPTEK-
CTY NIPUBOJUT K MOJy4eHHI0 (pUKTHBHOrO coolmienus. [Ipu aTom anropurm
pacumpoBBIBaHMS HE IOJDKEH COAEPKaTh MPH3HAKOB, IO KOTOPHIM arta-
KYIOIMI MOT OBl c/iesiaTh 00OCHOBaHHBIN BBIBOJ O BO3MOXKHOCTH BOCCTa-
HOBIICHUSI U3 MH(PPTEKCTa ¥ HEKOTOPOTro Ipyroro coodbmienwus. [Ipu ¢op-
MYJHMpOBKe TpeOoBaHuii K anropurMam [1B mmdpoBanus B kauecTBe yka-
3aHHBIX IPH3HAKOB PACCMATPUBAIOTCS CIEAYIONINE TPU3HAKH!

— HEIOJHOTa UCIOIb30BaHMs MHU(PTEKCTa B X0/1€ BHIIOJIHEHHUS NIPO-
LeXypsl paci(pOBEIBAHHS;

—3aBHCHMOCTh IIpoIiecca pacIii(pPOBBIBAaHMSA OT KJI0Ya (Hampumep,
HaJIM4Me BETBJICHUH B aJITOPUTME PAacIM(POBBIBAHMS, 3aBUCSIINX OT KIII0Ya);

— HEpaBHOMEPHOCTh BIMSHHUSA OWUTOB KPUNTOIpPaMMbI Ha OWUTBI BOC-
CTaHOBJIEHHOT'O COOOIIIEHMUS.

Ipu pazpadotke anroputmos [1B mmdpoBanus cneayer obecneynTsb
OTCYTCTBHE TEPEUUCIICHHBIX MpU3HaKoB. [I0TeHIINAaIbHO BOSMOYKHBI aTakHy,
B KOTOPBIX aTaKyIOIINWH MOXXET MU3MEPUTHh BPEMs BBIIIOJIHEHHS MPOLEAYPHI
pacu(poBBIBaHUST CEKPETHOI'O COOOIIEHHMS, a TaKXKe MOJYUYUTh JOCTYH K
MaIIMHHOMY KOy, COOTBETCTBYIOILIEMY ITPOTPaMMe alrOpUTMa pacmudpo-
BBIBaHUsI, WJIM HETOCPEJICTBEHHO K caMoi mporpamme. Jliust oOecrieueHus
CTOHKOCTH K aTakaM IIOCIEIHEro THIla Ipu pazpaborke amroputmon 11B
mu(ppoBaHUsT TPUHUMAETCS JOTNOJHUTEIBHBIH KPUTEPHH IOCTPOCHHUS,
(opMyTHpyeMBIil CIAEAYIOIINM 00pa3oM: ancopummvl 60CCMAHOBIECHUS
uKkmusHo2o U cexpemnozo coobuweHUti Q0NAHCHBL NOTHOCMBIO COBNA0AMDb.
OTOT KpUTEpHH 03HAYAET, YTO OAWH M TOT K€ aNTOPHTM JOJDKEH BOCCTa-
HaBJIMBATh (PUKTHBHOE U CEKPETHOE COOOIICHUs B 3aBUCHMOCTH OT 3aJlaBa-
€MOTO KJIf0ua pacmun(ppOBBIBAHUS.

3. Oco0eHHOCTH MCeBIOBEPOATHOCTHOIO MH(POBAHUA KAK Me-
XaHU3Ma 3alUThl HHpopManuu. Anroputmel [IB mmdpoBanus mo3Bo-
JISIIOT Pean30BaTh KpUnrorpadguyeckue oOMaHHBIE JIOBYIIKH, C TOMOLIBIO
KOTOPBIX aTaKyIOIIUH HalpaBJsieTCsl HA JIOKHBIA ImyTh. Hampumep, moren-
LUaIbHOMY HapyIIUTENs] CO3AI0TCs YCIOBHS I TepexBara (MM XHIle-
HUsI) (UKTHBHOIO KIIOYa, C IIOMOIIBI0 KOTOPOro M3 MIM(PTEKCTa BOCCTa-
HaBlMBaeTcd (UKTUBHOE coolOmeHue. Mnm pasmep (QUKTHBHOrO Kioda
BBIOMpAETCsl TAaKUM, YTO aTaKyIOIIMH MMEET BO3MOXKHOCTH €0 PacKpHITh
METOJIOM TIOJTHOTO Tepedopa.

[ceBnoBeposiTHOCTHOE MIM(POBAHNE MOXKHO TPAKTOBATh KaK CIoco0
MOCTPOEHHS CTEraHorpa(puyeckoro KaHana KpUNTOrpadMueCKUMH Cpen-
crBami. JlelicTBUTENBHO, Oaroiapsi BEIYUCINTEIBHON HEPA3ININMOCTh T10
mm¢prekcty anroputma 1B mudpoBanus 0T acCOMUPOBAHHOTO aJITOPUT-
Ma BEpPOSITHOCTHOT'O MIH(POBaHUS NPH MOIYIEHUH (KaKMM-JTHO00 crioco6om)
KITI09a 1711 pacr(poBbIBaHUSA (PUKTUBHOTO COOOIIEHWS aTaKyIOMHHA He
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UMEET BO3MOXKHOCTH OIPEETIUTh OJHO3HAYHO CYIIECTBOBAHWE B IIH(-
PTEKCTE €IIe OHOTO COOOIIECHUSL.

Camo no cebe cyuiectBoBanue criocodos [IB mudpoBanus craBut
MOTEHIMATILHOTO KPUITOAHAINTHKA Iepea cienytomeil aunemmoit. [Ipen-
MIOJIOXKUM, €My YJalloCh BOCCTAHOBUTH KJIIOU, C MOMOIILIO KOTOPOTo HIu-
pPTEKCT pacn(pOBHIBAECTCS B OCMBICICHHOE COOOIIEHNE, OHAKO TEKYIUe
HOMBITKM HAWTH €lle OAWH KJII0Y, C MOMOUIBI0 KOTOPOro M3 Iu(pTeKcTa
MOTJIO OBl OBITH BOCCTAHOBJICHO €II€ OJHO COOOIIEHNE, OKa3hIBAIOTCS 0e3-
YCHICIIHBIMH. CneayeT JIN KpUNTOAHAIIUTUKY IMTPOJOJIKHUTH BBIYUCIUTCIIBHO
3aTpaTHBIA MpOIecC KPUITOAHAIN3a WIK IPUHAThH PELIEHUE, YTO NepexBa-
YEeHHBIN MN(PTEKCT MOMYUIEH B IPOLECCE BEPOSITHOCTHOTO MH(pOBaHUS U
CJIe/TyeT MPEKPaTUTh NONBITKH PEIIEHHs HEpa3pelnMon 3a1aun?

[IprmMeHeHnEe aIrOpUTMOB BEPOSITHOCTHOTO INHU(POBAHMSA, KOTOPHIE
MOTYT OBITh aCCOIIMMPOBAHBI C HEKOTOPHIMH JITOPUTMAMH TICEBIOBEPOSIT-
HOCTHOTO IH(POBAHUS, TSI 3aIIUTHI TIEpeIaBacMbIX COOOMIeHui ((aitnos,
xpaHuMbIX B OBM) naet BO3MOXXHOCTh BCTpauBaHUs B OTIENbHbIE MIH(]-
PTEKCTHI JOMONHHUTENBHBIX cooOmeHui (daitno). [Ipexxne deM mpucry-
IHUTh K PACKPBITHIO TaKUX KPUNTOTrpaUUECKHX CTErOKaHAIOB KPHIITOAHA-
JIUTUKY TpeOyeTcs pelmnTh 3a7ady paclo3HaBaHMs IU(PTEKCTa, JOIMyCKa-
IOIIEr0 BO3MOXKHOCTh HEOIHO3HAYHOTO pacuin(pOBBIBAHUSI.

B nenom I1B mmdps! npenocTaBisitoT BO3MOXKHOCTh pa3pabOTKH U
HCIIOJIb30BaHUA HOBBIX MEXAaHU3MOB 3alIIUThI I/IH(bOpMaHI/II/I.

4. TlceB1OBEePOATHOCTHBIE 0JI0YHBbIE MHUPPHI. OOIUM TOIX0I0M
K MNOCTPOCHUIO INCEBAOBEPOATHOCTHBIX 6J'IO‘IHI)IX I_HI/Iq)pOB, OIIMCaHHBIX B
pabotax [15, 22], sBusgeTcs BBHIMOTHEHUE CICAYIOMINX TpeX 00OOIMIEHHBIX
I1aroB npeoOpa30BaHUs:

1) pa3OueHne (UKTUBHOTO M CEKPETHOTO COOOIIEHHUS Ha OJIOKH
JaHHBIX;

2) He3aBHCHMOE 3aIIM(POBBIBAHME MNapbl COOTBETCTBYIOLIMX JAPYT
IpYTy OJIOKOB (PMKTHBHOTO M CEKPETHOTO COOOIICHHH Ha Pa3IMIHBIX KITI0YaX;

3) coBMecTHOE 3aIIM(POBBIBAHUE Hapbl OJIOKOB IPOMEKYTOUYHBIX
mI(PTEKCTOB, MONyYSHHBIX Ha IIare 2, B €AMHBIN OJIOK BBIXOAHOTO IIH(]-
pTEKCTa C IIOMOIIBI0 00pPAaTUMOM IPOLIELyphI TPeoOpazoBaHusL.

IIpn 3TOM HcHonB3yemMas Ha mare 3 mporenypa 3amudpoBsIBaHUSA
3aJaeTcst TaKUM 00pazoM, 4yTo oOpaTHOE el mpeoOpa3oBaHUE BBIMOIHSICTCS
KaK HE3aBHCHMOE BOCCTAHOBJIEHHE OJIOKOB ITPOMEKYTOUHBIX MN(PPTEKCTOB,
COOTBETCTBYIOIINX (DUKTUBHOMY M CEKPETHOMY COOOIIECHHSM, OCYIIECTB-
JsieMoe 0 OJHUM M TeM jkKe€ MareMaTtudeckuM (opmymam. Paccmorpum
KOHKPETHBIE BApUAHTHI PEATU3AINH OIIMCAHHOTO OOLIET0 IMOIX0/1a.

Anroputm [1B mmdpoBaHus ¢ HCIOIB30BAaHUEM TIPOIIECCA PEIICHHS
CHCTEMBbI JINHEWHBIX CPaBHEHMH Kak MPOLeIypbl OMEKTHBHOIO OTOOpaxe-
HUSI TTapbl OJIOKOB MPOMEKYTOYHBIX MIM(PTEKCTOB B €JUHBIA OJOK BBIXO-
HOTO MH(PTEKCTA OMUCHIBAETCS CIEIYIOLIMM 00pa3oM.
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3aaquM BBINOJHEHWE COBMECTHOTO IIM(PPOBAHUS JBYX Pa3IMYHBIX
coobmenuit M =My, M,, ..., M) u T= (T}, T,, ..., T,), IpeICTABICHHBIX B
BHJIC OCIIENOBATENBHOCTH ~ A-OUTOBBIX ~ OIOKOB  HaHHBIX M; 1#
T;(i=1,2,...,z2), no xmo4am (K, p;) u (K5, p,) COOTBETCTBEHHO, IPUYEM
K| u K, — KI1104M HEKOTOpOro 6104Horo mudpa £ ¢ n-OUTOBBIM BXOJOM;
Py M py — B3aUMHO TIIPOCTBIE 4YHCHA, YHOBIETBOPSIOLIUE YCIOBUIM
21t s p s ony 2t s p, > om

1. Micone3ys anroput™ GyiouHoro mugposanus £ u kmou K|, 3a-
mudpoBaTs i-i 610k coodmenus 7: CTi =E Kl(Ti).

2. Ucmone3ys 6mounslii mmdp E, 3ammdpoats i-if 6110k coobmie-
Hus M; o ximoay Ks: CMi = EKZ(Mi)~

3. Mcnonb3ysi mpoMexXyTOuHbIe MH(PPTEKCTHI CTi ucC M, ¥ TIOZIKIIIO-

49U p; ¥ py, BBIYHCIMTH OIOK BBIXOAHOTO mH(pTekcTa C; KaK pEIICHHE

CJIEYIOLIEH CUCTEMBI CPABHEHHI:

C; = Cr, mod py

C;=Cy,; mod py’ (M

rae Beixonusle 610ku Cp u Cy, QyHKIME MH(PPOBaHUS £ paccMaTpUBAIOT-
1 l

sl Kak n-OuToBBIe ABOMUHBIE yncia. Kpunrorpamma C, comeprkarias B cebe
B CKpBITOM Buze coobmenus 7 u M, popMupyeTcs B Bue CIeAyIomei mo-
caefoBatensHocTH  OnokoB  mudprekcra C; pasmepoM 2n+2  OMT:

C= (C], Cz, ceuy CZ)
B cooTBeTcTBHM ¢ KHTAMCKOH TeopeMoil 00 ocTaTKax pelieHue CH-
CTEeMBI THHEHHBIX cpaBHEeHNH (1) omuceiBaeTcs hopMyIon:

C; = |cr, palp3" mod py )+ o pr! mod py mod py .

[Ipy BbIMOTHEHUM BBIYMCIECHUH IO 3ToW (opmyne HauOOIbIIMHA
BKJIQJl B BBIYMCIIMTENIBHYIO TPYAOEMKOCTh pacyera OJOKa KPHIITOIPaMMBI
C; BHOCAT [IBE OIIEPALMK UHBEPCUM II0 MOLYIISM P M p, M OLEPALHs JeIe-

HMA HAa 4YMCIO pp,. DBblumcienue 3HaveHUi pz(pz_l modpl) u

-1
)2\ (pl mod pz) MOJKET OBITh OCYIIECTBIICHO Ha dTalle I'eHEpaIlii CEKpeT-
HBIX KJroded. B 3ToMm ciyuyae OCHOBHOM BKJIaA B TPYAOEMKOCTh BBIUHCIIE-
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Hus 3HadeHus C; BHOCHT OmNEpalus JEI€HUS 3HA4YE€HHS B KBaJPaTHBIX
CKOOKaX Ha MOAYJb pp,, KOTOPYIO HAafO BBIIONHATH IPH (OPMHUPOBAHUH
Ka)XJJOTO HOBOTO OJIOKa KPUITOTPaMMBbl, OOBEIUHSIONICH JBa TEKYIIHX
6J10Ka MPOMEXKYTOUHBIX MUppTercToB C T, 1 C My

C omucannbiM anroputMoM [1B mmgpoBanus accormupyercst cliemy-
IOIMI AJITOPUTM BEPOSITHOCTHOTO HIM(POBaHUs (PUKTHBHOTO cOOOLIeHUs M:
1. Pa30ute coobmenne M Ha n-OWUTOBBIE ONOKM JaHHBIX M;:

M= M, M,, ..., M).

2. Kaxnprit i-it (i=1, 2, ...,z) 0610k 3amudpoBaTh, BBHIIOIHUB CJIC-
JYIOIIME TPY Ilara:

2.1. 3ammdponats 010K JaHHBIX M; 10 Kmody K, ¢ HCHOIb30BaHHU-
eM n-OutoBoro OijowyHoro anroputma mmdpoBanus E mo Qopmye
CM[ = EKz(Mi).

2.2. CrenepupoBath ciydaifHoe uncio R < 2 u mpocroe cirydaifHoe
3HAYEHHE 7' # P,, yIOBIETBOPSIOLIEE yCIoBuio 2 < r <27+ 1,

2.3. Beramcnuts i-i 010k kpuntorpaMmel C; Kak PENICHHE CIEMYIO-

1IeH CUCTEMBI CPABHEHUM:

C; =Cy, mod py

C; = Rmodr &

Jlerxo MOXHO yBHJIETB, UTO B IH(pTeKcTe C Kaxapli i-i 6ok C; 1mo-

TEHIIMATPHO MOXKET OBITh MONY4YeH KaK pe3yJibTaT mpeoOpa3oBaHMs Ooka
(uxTHBHOrO COOOIIEHHs M; B COOTBETCTBUM C aCCOLMHPOBAHHBIM AJITOPUT-

MOM BEpOSITHOCTHOTO IndpoBanus. [IpudemM 310 peanmsyercs mpu BeIOOpe
MHOTHX PaslMYHBIX Tap 3HaueHuit R <2" u r<2""1 Jlna npousomsHOro
HpOCTOIO YMCNA 7, YHOBJETBOPAIONIETO YCIOBUIO 7p, < C;, 1o (opmyne

R = C; mod r HaxomuM 4MCIIO R, Ipu KOTOPOM ISl TIAphl 3HAYEHMI » ¥ R pe-
IICHUE CHCTEMBI (2) coBHagaeT co 3HadeHueM C;. OTO MOKa3hIBACT, YTO M-
prekct C MOTEHIIMAIEHO MOXKET OBITh MOIYYeH B PE3yJIbTaTe BEPOSTHOCTHOTO
mH(ppoBaHKsA PUKTUBHOTO COOOIIEHHs 10 GUKTUBHOMY Kty (K, p,).
YroOkl Toka3arh, 4To MUPPTEKCT C COACPKHUT HE TONBKO (DUKTHB-
HOE, HO U CEKpETHOE coolIeHne 7, MOTCHIUAILHOMY KPUITOAHATUTHKY
NoTpeOyeTCs BEIYHCIHTG K04 (K, py) U BOCCTAHOBHTH II0 HEMY M3 -
prekcta C coobmenue 7. OnHaKo mocienHee Jake MPH W3BECTHOM 3Hade-
HUH p, HE IPOIIE B3I0Ma anropur™a 6nounoro mudposanus E. JleicTsu-
TEJIBHO, 110 U3BECTHOMY P, MOYKHO BBIYMCIUTH IH(PPTEKCT, HOopMHUPyeMbIid
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Ha BbIXoJe (pyHKUIMH OnouHOro mudposanus £ npu mmdppoBaHuu cooodrie-
Hus T no kmody K, T0o ecTh MIMEEM CTaHAAPTHEIE YCIOBUS, IPH KOTOPBIX

O1oYHBIE MU(PHI TOJHKHEI OBITH CTOMKAMU.

PacmmdpossBanue kpunrorpammel C = (Cy, Cp, ..., C}, ..., C;) 1o
¢buxTHBHOMY KII04Y (K5, p,) BEINOIHAETCS CIEYIOIMM 00pa3oM:

1. Kaxnpid i-# (i=1,2, ...,2) 6nok C; paciuudpoBaTs, BHIIOJIHHUB
CIIeyIOII}E JIBa IlIara:

1.1. Beruucnuth 670K MPOMEKYTOUHOTO mugpTeKcTa
CMi = C; mod p,.

1.2. Pacumdposars Giok C M; TIO Koy K,, ucnionb3ys (QyHKIHIO
610uHOrO pacmudposbBanus D = E-1: M,=D KZ(C M, ).

2. OOBEMHUTD BOCCTAHOBJIECHHbIE OJIOKM NaHHBIX M; B €IUHOE CO-
obmenue M =M, M,, ..., M,, ..., M,).

Jiist BOCCTAHOBJICHUSI CEKPETHOTO cOOOIIeHus T U3 KPUIITOIPAMMBI
C=(Cy, Cy, ..., Cy ..., Cy) ucnompsyerca kmod (Kq, p;) U TOT ke anro-

pUTM pacuinpoBBIBAHHUS:
1. IIpeoOpa3oBaTh Kaxabli i-i Omok mudprexcra C;:

1.1. Beraucnute 3nagenue Cr, = C; mod p;.
1

1.2. Pacmm¢posate 610Kk mpomexyTogHoro mudprexcra Cp 10
1
bopmyne: T; = DKl(CTi)'

2. O0BENMHNTL BOCCTAHOBJIEHHBIE OJIOKM JaHHBIX T; B €IUHOE CO-
obmenue I'= (T}, Ty, ..., T}, ..., T)).

[To aHanmorum ¢ paccMOTpeHHbIM ainroputMom Onounoro [1B mmd-
poBaHus MoxkeT ObiTh nocrpoed 1B 6nounsli mudp ¢ ucnonab3oBaHHEM
BBIYUCIICHUH Haj JBOMYHBIMU MHOroWieHaMu (MOKIIOYU U Hpeodpasye-
Mble OJIOKHM JaHHBIX PacCMaTPHBAIOTCS KaK JBOUYHbIE MHOTOWICHBI, IIPeJ-
CTaBIICHHBIEC YIOPSI0YSHHBIM HabopoM KodddunmenToB nocneasero). [pu
TaKOM TIOJIXO/I€ TOJYYaeM CIEAYIOINI aITOPUTM COBMECTHOTO HIH(pOBa-
Hus coobmenuit 7 u M no xmodam (K, ny) u (K,, n,), TA€ NOAKIIOUU 1| U

T, — B3aUMHO HENIPUBOAUMBIEC JBOUYHBIC MHOIOUJICHEI CTEIIEHH
1. Beruucnute n-0uToBBIi 010K NpoMeskyToyHoro mupprexcra Cr.
1

o opmyiie CT;’ = EKI(Y}).
2. Beruucnuth n-O6MTOBBIH 610K MpoMexyTouHoro mudprexcra Cp .
1
o ¢opmyiie CMi =F Kz(Mi).
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3. Cdopmuposats 2n-OUTOBHIN ONOK BhIXOAHOTO mH@prekcra C;

KaK peIICHHE CIeyIoNel CHCTEMBbI CPaBHEHHUH:

C; =Cr, modn,

C; =Cy, modny’ )

B koTopoii 0noku Cr u C;; IPOMEKYTOUHBIX IMU(PPTEKCTOB TPAKTYIOTCS KaK
1 l

JBOMYHBIE MHOTOUJIEHBI YUCIIA, @ pasMep Orioka mmdprexcra C; paBeH 2.
Pemenne cuctembl TMHEHHBIX cpaBHeHHH (3) 3amaercst popmyoii:

G = [CT,- le(*li1 modm)@ CM,-ﬂl(Tlfl mOdle)JmOdTlmz,

rae @ — omepanus CIOXEHHS JBOMYHBIX MHOTOWIECHOB (TIOpa3psaHOe
CYMMHUpPOBaHHE OUTOBBIX CTPOK IO MOAYJIO /1Ba). Tak ke Kak U B clydyae

mudpa-Hangora, BEIYUCICHUE 3HAUCHUI nz(ngl modm) u nl(m_l modnz)

MOJXET OBITh OCYLISCTBICHO Ha 3Talle TeHepallly CEKPETHBIX KIIouei,
YTO MO3BOJISET 3HAYUTEIHHO MOBBICUTH MMPOU3BOJUTEIBLHOCTD IIPOLIETYPhI
mudpoBaHus.

3aciy)KMBaeT BHUMaHUS BapUaHT peayu3auuu 01ounoro [1B mudpa
C Pa3IMYHBIM Pa3MEPOB BXOJHBIX OIOKOB NaHHBIX M; u 1. Hanpumep, s

OoJIbIIIeil CTENEHU CKPBITHOCTH KPUNTOrPaUIEcKOro cTerOKaHajla CEKpeT-
HOE COOOIIEHNE TIPEIBAPUTEIBHO CXKUMACTCSI C yCTPAHEHUEM €ro M30bITOU-
HOCTH " CYIIECTBEHHbBIM COKpaIIeHUEM pasmepa TEKCTa
=TTy ...,T; ..., T,). Ecnmu pazmepsl OIOKOB JaHHBIX 3aJal0TCs PaB-
HBIMHU 3HAYEHUAM 1| U N,, TO, COOTBETCTBEHHO, CIEMYEeT 3a1aTh CTENEHH
MHOTOYJIEHOB 1) H Y|, PaBHBIMHM 71| U H,. Pazmep 610ka BBIXOAHOTO mIH(-
PTEKCTa B TOYHOCTH PaBEH CyMME 1 T 71,.

Paccmorpum moctpoenue 6mounoro [1B mmdpa, B koTopoM B Kade-
CTBE MPOILEAYPHI TPeoOpa3oBaHus Map OJIOKOB MPOMEXKYTOUHBIX MIH(PTEK-
CTOB B €IMHBIA OJOK BBIXOJHOTO HMIM(PTEKCTA HCIOIB3YETCS PELICHHE CH-
CTEMBl ypaBHEHHH B KOHEYHOM Iojie. B maHHOM ciydyae B OTJIMYUM OT
IpeBIIYIIEro alropuT™Ma pasMep BXOIHBIX 6710koB M; u T; nomkeH ObITh
OJIMHAKOBBIM: 1 = 1y = n. IlycTh, Hanpumep, n = 128 u OGIOKKM NPOMEKY-
TOYHOTO mIHPPTEKCTa (POPMUPYIOTCS IIyTeM 3amu(ppOBHIBAHUSI OIOKOB
(PMKTUBHOTO U CEKPETHOTO COOOIICHHUH ¢ moMOIIbi0 128-0ntoBoit HyHKIMN
Onounoro mmpposanus £ u 256-OutoBbix kmoued K= (K|, K,) u
0=(0;,0,), KaxKIplil U3 KOTOPBIX Pa30MT Ha ABa 128-OUTOBBIX IOAKIIO-
ya. ['enepanuio kimrouert K u ) BHIOJHUM KaK I'€HEpaIHIO Map PaBHOBEPO-
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ATHBIX CIy4alHbIX 128-OUTOBBIX CTPOK, pacCCMaTpPHBaEMbIX KaK JBOMYHBIC
MHOT'OYJIEHBI U yAOBIETBOPSIONHMX ycaosuio Ky O, ® K>,0; # 0 mod 1, rze

T| — HENPUBOJUMBIN IBOMYHBIA MHOTOUIEH CTeNneHH 128.

IIponenypy coBmecTHOTO mmdpoBanus coodmennd 7 u M 3ampaamm
B BUJIE CIEAYIOIIUX IIaroB:

1. Pa36uts coobmenus T u M na 128-6urtoBbie 0ok T; u M,.

2. Kaxpprid i-# 6nokx 1; (i=1,2, ...,2) u XKaxaeli i-i Onok M, 3a-
mH(poBaTh, BEIOIHMUB CIICIYIONIHE /1BA [IIara:

2.1. Bammdposats 6710k maHHBIX T; o kmouy Q: Cp = EQ(TI-).

1

2.2. 3ammpposaTh 610K JaHHBIX M; o kmody K: C M; = E (M)

2. Jna kaxporo 3HaueHus i=1,2,...,z cdopmupoBaTh 256-
OuroBbli 610k kpunrorpammel C; = (C’, C”) B BHIe KOHKATCHALMH IBYX
128-0UTOBBIX ABOMYHBIX MHOTOYJICHOB C’u C”}, ABIAIOIMXCA PEIIEHHEM

CIEMYIONIEH CHCTEMBI IMHEHHBIX ypaBHEHHH ¢ HensBecTHRIMU C; 1 C7:

K]Cl’ (‘B KzC;'E CM[' modn 4
O,C} ® 0, = Cr, modn “)

Accoluupyemblii anropuT™M BEpPOSITHOCTHOTO INU(POBaHUS HMEET
BUJ:

1. Pa3buts coobmenne M Ha 128-0uToBble On0KH M;.

2. Kaxngprit i-it 6mox M; (i=1,2,...,2) 3ammdpoBars, BHIIOIHHB
CJIE/IyFOLIHE JIBA 1ara:

2.1. 3ammdposats 610K JaHHBIX M; o Kimtody K: CMi = Ep(M)).

2.2. CreHepupoBaTh CIlydaifHbIC TBOWYHBIC MHOTOWICHBI A U p CTe-
nienu 127.
2.3. Beruucnuts i-it 256-6urtoseiil Onox mudprexcra C; = (C%, C”)

KaK pelleHNe CIEAYOIeH CUCTEMBbl CPaBHEHHUI:

KC; @ K»Ci = Cyy, modn

5
C; ®AC =pmodn ©)
[pu pukcupoBaHHOM KiIt04e K U PUKCHPOBAHHOM OJIOKE TPOMEKY-
TouHoro mupprexcra Cy, OIMH U TOT ke 610K C; KpUNTOrpaMMBI B 00IIEM
l

Cllydae MOXET OBITh IMOJYYEH C IMOMOIIBIO aCCOMHMPOBAHHOTO AITOPUTMA
BEPOSITHOCTHOTO IMU(POBAHHS TPH PA3IMYHBIX IMapax 3HAYCHHUH MHOTO-
WICHOB A U p. JleHcTBUTENBHO, BHIOOP MPOM3BOJIBHOTO MHOTOYJICHA A Of-
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HO3HAYHO OMpeJeNsIeT 3HaUeHHUE P, IIPH KOTOPOM CUCTEMa ypaBHEHHi (5) B

/

Ka4ecTBE CBOET0 pelleHus OyaeT uMeTh napy MuorowieHos C4, C”, Takux,

- / 14
aro C; = (C’, C").

PacumdpossiBanue xpunrorpammel C=(Cy, Cy, ..., C;, ..., C,) no
¢buxTHBHOMY Kmody K = (K, K,) BBINONHAETCS CIEAYIOIUM 00pa3oM:

1. Kaxnmeri i-# (i=1,2,...,2) 256-6uroBeiii Omox C;=(C7, C”)
pacudpoBath, BHINOIHHUB CJEIYIOLINE J[BA LIara:

1.1. Boruncnutb 128-0MTOBBII OJOK IPOMEXYTOYHOTO MIM(ppPTEKCTa
1o dpopmyne Cy, = K,C/® K,C/modn(x);

1.2. Pacmmgposate 128-0utoBpii 0nok Cj, IPOMEXYTOYHOIO

1

ummdprekcra no kiarouy K, ucrnons3ys (QyHKIUIO OJ0YHOrO paciiu(poBbI-
Bauusa D = E-L: M;= DK(CMI_).

2. O6BEAUMHUTE BCE BOCCTAHOBJIEHHbIE OJOKU JaHHBIX M; B eluHOe
coobmenue M= (M, M,, ..., M,, ..., M,).

CekpeTrHoe COOOIICHWE BOCCTAHABIMBACTCS M3 MIM(PPTEKCTa
C=(C, G, ..., C,) mo kmouy Q= (0, 0,) ¢ UCHOIL30OBAHUEM HJCHTUY-

HOTO aJITOPUTMA!
1. Kaxnprii 256-6utossii 610k C; = (C7, C”) pacmmdpoBars, BbI-

TIOJTHUB CIICAYIOIIHE J(BA IIara:
1.1. Berauciuth 128-0MTOBBINA OJIOK MIPOMEKYTOIHOTO MIH(PTEKCTa
1o popmyne Cp =Q,C/® 0,C/mod7.

1.2. Pacumdposats 128-6utoBslii 610k Cp. MPOMEXKYTOYHOTO K-
1

pTeKcTa 1o Kirouy (J, UCTIonb3ys (QYHKIHMIO OJOYHOTO PacIIU(pPOBBIBAHU
— -l =
D=E":M, DQ(CT[).

2. OObeIMHHTL BCE BOCCTAHOBICHHBIC ONOKH NAHHEIX T; B €IUHOE
coobmenue I'= (T, I», ..., T).

5. IlceB1OBepOATHOCTHBIE MOTOYHBbIE MIU(PBI. AJITOPUTMEI IO-
TOYHOTO INU(POBAHMS MPEICTABISIOT UHTEpEC sl 00eCrieueH s 3alluThl
nHpOpMAIKK, TepelaBaeMOi M0 OTKPBITBHIM KaHallaM CBsi3H [26, 27], mo-
STOMY 3HAUUTEIBHBIN HHTEpeC MpPEJCTaBIsET PacCCMOTPEHHE MOJIXOIO0B K
noctpoeHuo noro4yaslx [1B mm¢pos. B pazgene 3 mpencramieHs! anro-
put™Mbl 6109HOTO [IB mmpoBanus, B KOTOPBIX BBIIOIHACTCS COBMECTHOE
mpeobpa3oBaHus AByX coobmieHuil. Ecnm coobmenns pa3duts Ha OJI0KH
JAHHBIX MaJIoTo pa3Mepa (Hampumep, 4, 8 wim 16 6uT), paccMaTpuBaeMbIX
KaK 3HaK{ TEKCTa, TO 3TH allTOPUTMBI (JaKTHIECKH OyIyT 3a/aBaTh IpoIece
noroyroro I1B mmdposanns. OnHako I MOMydYCHHS BBICOKOTO YPOBHS
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CTOMKOCTH TpeOyeTcss pelIuTh 3a/ady CMEHbI KIoueil ImuQpoBaHUs NpU
Hepexo/ie OT OJHOTO MU(PYEMOro 3HaKa K Jpyromy.

3a c4yeT CMEHBl KIIOueill Mo ICEeBIOCIyYalHHOMY 3aKOHY CTOiKoe
mHdpoBaHue MOXKET OBITH 00ECIIEUeHO MCIIOJIb30BAHNEM JIOCTATOYHO MPO-
CTBIX Omnepanuii mpu (GOPMUPOBAHMH 3HAKOB IPOMEXYTOYHBIX IIH(PTEK-
cToB. JlaHHas Wies NETEPMUHUCTHYECKOTO M3MEHEHHUS KIIIOUEH, UCIIOIb3Y-
eMBIX JUI1 MU(POBAaHUS Map 3HAKOB MH(PYyeMbIX COOOIIEHUH, MOTEHIIHN-
QIPHO O0eCNeynBaeT CYIIECTBEHHOE MOBBIIIEHHE CKOPOCTH MIM(POBAHUS
10 CPaBHEHUIO C anropuTMaMu notouHoro [1B mmdposanus [15], B xoTo-
PBIX HCIIOIB3YETCsl MEepeOOpPHBIM MEXaHM3M HaXOXKIEHHS TEKYyIETO 3HaKa
mdpTekcra. Tak jke Kak U B ClTydae IOTOYHBIX anropuTMoB [15], mis 6e3-
ormacHOro Imup)pOBaHUS MHOTHX Iap BXOMHBIX COOOIICHHI 0e3 M3MEHEHHUS
0a30BBIX ceKpeTHBIX Kirouelt K u O TpeOyeTcs 3a1aTh 3aBUCUMOCTH 3HAYe-
HUHA CMEHSIEMBIX KJIIOYEH OT HECEKPETHOI'O BEKTOpa HHHUIMANu3aiuu V,
KOTOPBII HANpPaBIISIETCS MOTYYaTe0 BMECTE C MINU(PPTEKCTOM.

[MTocnenoBaTenbHO CMEHsIEMBIE KIIIOYHM OyleM paccMaTpuBaTh Kak
JIEMEHTHl KIM04eBOW rammbl. [lycTh nmaHa croiikas (GyHKIMS OJIOYHOTO
mmppoBanus E u TpeOyeTcsl BHIIOJIHUTH COBMECTHOE MIM(pPOBAHUE CO00-
weHuid M= (my, my, ...,my;, ...,m) U T'=(t,t5, ..., 1, ..., t,), AMEIOLIUX
BHJ IIOCNIEOBAaTENLHOCTH #-OMTOBEIX 3HAKOB f; M m;. lllndposanue cood-

mennit M u T 3agaa1uM, COOTBETCTBEHHO, 1O (PMKCHPOBAHHBIM CEKPETHBIM
kmodaM K u (J, ¢ TOMOIIBIO KOTOPHIX TEHEPUPYIOTCS CIEAYIOIIUE ABE
KITIOUEBBIC TAMMBI:

= {(als Bl)a (01,2, Bz)s EERE}) (ais Bi)s LERE) ((X,Z, Bz)} u
r, = {(a,l’ B’l)s ((1'2, B’z)’ LR (ov’i» B,i)a ERRS] (0“’2’ B’Z)}s

9JIEMEHTaMH KOTODBIX SIBJIAIOTCS Hapbl 4-OMTOBBIX KIIIOUEBBIX 3Ha-
’ ’ ’ ’

kOB (a,;, B;) u (a';, B';). Kimouessle 3HakH o, B, o'; 1 B'; HCIONB3YIOTCA UL
COBMECTHOTO IIPE0OPa30BaHysl 3HAKOB /1; M {; M BEIYUCIIIIOTCSA B 3aBUCUMO-
cTH OT Kitouer K u O, Homepa i U BeKTOpa HHULManu3anuu V.

IIpouenypy remepamuu i-bIX Iap KIIOYEBBIX 3JIEMEHTOB (o, [3;)
u (o}, B';) 3ananuM cremyloneM BUje:

L. Berancnuts napy #-OUTOBBIX KITIOYEBBIX
3HaKOB (0, B;) = Ex(V1]i) mod 2% rie || — omepaumsi KOHKaTeHALyH (IIPHCO-

€IMHEeHUsI OUTOBBIX CTPOK); £ — OJIOUYHBIN MKH(P ¢ BXOAHBIM OJIOKOM JIaHHBIX
pasmepom 128 6ut u 3Ha4eHHs V U i 3agat0Tcs B Bue 64-0HTOBBIX CTPOK.
2. Beruncnuth napy #-OUTOBBIX KIIFOUEBBIX 3Ha-

xoB (o', B') = E(Vi) mod 2%,
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3. llpucoenunss cnepa eAMHMYHBINA OUT K 1-OMTOBOMY 3HaKYy f3;, HO-
JTy4uth 3HaYenue A = (1]|3;).

4. JloGapnsis cneBa eAUHUYHBINA OUT K u-OutoBoMmy 3HaKy f';, cdop-
MupoBaTh 6utoByro cTpoky M = (1||B’;). Ecin mambompmmii obmuit nemm-

tens HOJI(M, A) # 1, Tne OuTOBBIE CTPOKM M M A MHTEPHPETUPYIOTCS Kak
JBOMYHBIE ~MHOTOWIEHBl, TO Momuduuuponats ['; mno ¢dopmyne

B, < (B'; + 1) mod 2", rae GutoBas crpoka B'; paccMaTpuBaeTCs Kak JBO-
WYHOE YHUCII0, ¥ BEPHYTHCS K Hadaly mmiara 4.

5. B3aTh nmaphl KIIOYEBBIX 3HAaKOB (0, B;) U (a';, B';) B KauecTse i-bIX
3J1eMEeHTOB KiroueBbIX ramm I u I cooTBeTCTBEHHO.

[Motounsiii anroputM [1B mudpoBanus ¢pukrueHOrO cooduieHus M
1 CEKpPETHOTO coo01IeHNs 7 ONHUCHIBACTCS CIEAYIOINM 00pa3oM:

1. Kaxnyto i-to (i=1,2, ..., z) mapy 3HaKOB 7; U {; BXOJHBIX CO00-
meHui npeoOpa3oBaTh B 2u-OMTOBEIN 3HAK c; IM(PTEKCTA, OCYIIECTBIIAL
ClIeyIOIMe TpY 11ara:

1.1. CrenepupoBath i-¢ 31eMEHTHI (Q;, 3;) # (o', B';) KII0OYEeBBIX

ramm " u I cOOTBETCTBEHHO.

1.2. ChopmupoBaTh IBOWYHBIE MHOTOYJICHBI A M 1| CTENCHU U IIO
Gopmynam A = (1]|B;) u n = (1]|p’,), rae xmouesble 3Haku B; u f'; Tpakry-
FOTCS KaK ABOMYHBIC MHOTOYJICHEI.

1.3. Beraucnuts 2u-0MTOBBIH 3HAK ¢; KaK PElIeHUE CIeyIomel cu-

CTEMbI JJUHEHHBIX CPaBHEHUI:

¢; =o; ®t; modn

(6)

¢ = Q,l' @ml‘ mod}\,’

TJle KIIF0UEBbIE 3HAKH OL; M O'; M 3HAKH UCXOJHBIX TEKCTOB M1; U ¢; TPAKTYIOT-
Cs KaK ABOWYHBIC MHOT'OYJICHBI, 3aJlaHHbIE B BUAC JABOWYHOI'O BEKTOpPA.
[ar 4 mporexypsl TeHEpalluy 3JEMEHTOB KIIFOUEBBIX TaMM 33/1a€T BBIIOJ-
HHUMOCTb YCJIOBUS B3aMMHOM HEIPHUBOAUMOCTU ABOUYHBIX MHOI'OYJICHOB M
1 A, IO3TOMY CHCTEMa JIMHEHHBIX CpaBHEHHH (6) MMEeT eIMHCTBEHHOE pe-
LICHHE 10 MOMAYJIO MHOTOWICHA, PAaBHOTO IPOM3BEICHHIO MA, KOTOPOE
npeacTaBisieT co00l MHOTOWIEH, CTENIeHb KOTOPOTO HE IPEBHIIIACT 3HAUe-
HUS 2u — 1, TO ecTh OMTOBYIO CTPOKY ANHHEI 2u. Pemenue cuctemsl (6)
HaxXOMUTCH 10 ciexyromeit hopmye:

¢ = l(oc} Dt )K(k_l modn)(—B (a; ®my )r](n_l mod K) modn(x)A(x).
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2. OObenuHss BCe 3HAKH cj, CPOPMHUPOBATH BBIXOJAHOH IHM(PTEKCT
C=(cp,Cp ees Cpy ey ).

Accoyuupyemuiii ancopumm 8epoOAMHOCMHO20 WUDposanus (HUK-
THUBHOTO coo0meHus M 1o GUKTUBHOMY KiIF0Uy K ¥ BEKTOPY MHHUIIHAJII3a-

UK V BBIOIHSAETCS CIIEMYIOUIMM 00pa3oMm:
1. Kaxnpnii i-i1 (i = 1, 2, ..., z) 3HaK m; HCXOQHOTO TeKcTa M mpeob-

pa3oBaTh B 2u-OUTOBBII 3HAK C; KPpHIITOIPaMMBbI, BBIIIOJHHMB CJICAYIOIMINC

TpY 1Iara:
1.1. Ucnionb3ys 128-0utoBblit Oitounblil mmp F, creHepupoBath i-i
3JIEMEHT (o, B)) KITFOYEeBOH TaMMBI r 1o thopmy-

e (o, B)= Ex(V]|i) mod 2%,

1.2. CrenepupoBath CITydaifHbIIi MHOTOWIEH P, CTENICHb KOTOPOTO HE
MIpEBBINIACT 3Ha4eHUst (1 — 1), U CIy4aifHbIii MHOTOWIEH 1) CTENEHH U, Ta-
xoif, uro HOJ(n, 1||B;) = 1, rae 6urosas ctpoka 1||B; paccmarpuBaeTcs kax

JIIBOMYHBIN MHOTOYIEH.
1.3. Beruucnuth 2u-OMTOBBIN 3HAK ¢; KaK pelleHue CIeqyIomel cu-

CTEMBI JTMHEWHBIX CPaBHEHUI:

¢; =0o; ®m; mod A
b

¢; =pmodn

rae A = 1||B;.

2. OObenuHss Bce 3HAKH cj, CPOPMHUPOBATH BBIXOJIHOM IHM(PTEKCT
C=(cp,Cp ees Cpy ey ).

Aneopumm pacuu@posviéanus PUKMUBHO2O COOOUEHUSL:

1. Kaxnetit i-# (i=1,2,...,2z) 2u-6utoBsblii 3HaK c¢; mudprexcra
npeoOpa3oBaTh B i-H u-OMTOBEIN 3HAK m; UCXOAHOro cooOmenus M, BbI-

TIOJTHUB CIIEAYIOIIHE [[Ba IIIara:
1.1. Ucnone3yst 128-OutoBeiii OnouHbld mmdp E, BEMYHCIUTH i-U

3JIEMEHT KIIro4eBoi ramMmsl I': (o, B;) = Ex{ Vi) mod 2%

1.2. Bpmuenmure  u-OuTOBBIM  3HAK  m; 1o (opmyse

m; =¢; @ oy m0d7\., rae A = 1”[31

2. OObenuHss BCe 3HAKH M;, CHOPMHUPOBATH BOCCTAHOBICHHOE CO-
obmenue M = (my, my, ..., m, ..., m,).

Pacuugposuvieanue cekpemnozo coobujenus T BBITTONHIETCS 110 Ta-
KOMY € QJITOPUTMY C MCIIOJIb30BAHUEM CEKPETHOTO KiTtoua Q:
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1. Kaxnprii i-# (i=1,2,...,2z) 2u-OuToBbli 3HaK c; mudprexcTa
npeoOpasoBaTh B #-OUTOBBIMA 3HAK f; HCXOJHOTO COOOIMIEHNS T, BBHIIOIHUB
CIIeIYIOILIE YeThIpe IIara:

1.1. Beraucmurs i-# snement rammel I': (a';, B')) = EQ(V||i) mod 22,

1.2. Beraucnurs i-# smement raMmel I': (o, B;) = Ex(V]|i) mod 2%,

1.3. Ecma HOJ(1||B; 1|B') # 1, To moamduuuposaTs OHTOBYIO
ctpoky B'; mo popmyne B'; «— (B’; + 1) mod 2%, rne 6Gutoas crpoxa B'; pac-
CMaTpHUBAETCs KaK JBOMYHOE YHCIIO, M IepeiiTn B Hadauo mara 1.3.

1.4. BerauciuTs u-GUTOBBIN 3HAK 7; 110 opmyre ¢; = ¢; @ o} modn,

roe n = 1[|p';.

2. O6benuHss BCe 3HAKM f;, CHOPMUPOBATH BOCCTAHOBIEHHOE COO0-
menue I'= (t, ty, ..., t; ..., 1,).

CpaBHEeHHE IIBYX MOCIEIHUX aJTOPUTMOB IOKAa3bIBAaeT, YTO B pac-
cMOTpeHHOM mnoTo4HoM [IB mmdpe He BBHITOMHAETCS KPUTEPUH HIECHTHY-
HOCTH QJITOPUTMOB PacHIM(ppPOBHIBAHUS KPUIITOTPAMMBI 10 (PUKTHBHOMY U
CEKPETHOMY KJIFOYaM, KOTOPOMY YAOBIETBOPSIOT mnoro4Heie [IB mmdg-
psl [15]. [elicTBUTENbHO, IPH BOCCTAHOBJICHUH (UKTHBHOTO COOOIIEHHMS
TeHEPHUPYIOTCS TONBKO 3JIEMEHTHI KITI0UeBOM raMMel I, a B cirydae BoccTa-
HOBJICHUSI CEKPETHOTO COOOLICHUS TpeOyeTcsl BBIYHUCISATH AJIEMEHTHI JBYX
ramMm I u I'". DTO cBs3aHO € TeM, YTO HAa HEKOTOPHIX IIarax MpPOUETYPHI
3amu(pOBBIBAHUS BXOJHBIX 3HAKOB #; M /71; OCYIIECTBIIAETCA MOAUDHUIMPO-

BaHME KIIFOYEBOTO 3HaKa [3'; (cM. miar 4 mpoueaypbl FeHEPALK) I Peaslt-

3aIlM yCJIOBUS B3aMMHOI HENPUBOANMOCTD MOJIYJIEH B CHCTEME JIMHEHHBIX
cpaBHenuii (6). [Ipu moctpoeHnn ckopocTHBIX MOTOYHBIX 1B mm¢ppos BbI-
MTOJTHUMOCTb YKa3aHHOTO KPUTEPHS OCTAETCsI OTKPBITOM 3a1auei.

6. Pangomu3zanusi OJOYHBIX ICEBJOBEPOATHOCTHBIX IH(POB.
[IpencraBnennsie B pasnene 3 6mounsie anroputmsl [IB mmdposanus 3a-
JIAl0T JETEPMUHUCTHYECKOE INpeoOpa3oBaHUE, MO3TOMY HaAOIIOJCHUE CO
CTOPOHBI TIOTEHIMAIBFHOTO AaTaKyIOIIEro MOBTOPSIOUIMXCS —MIH(pTEK-
CTOB (CJTy4ail BHIITOJHEHHsI IIOBTOPHOTO IU(POBaHKS HEKOTOPBIX BXOIHBIX
COOOIIEHNH) /acT eMy BO3MOXKHOCTb YJIMYHUTh B OOMaHe OTIPaBHUTENS
W/WIT TTOJTy9aTelIsl COOOIIEHHSI, YTBEPKAAIOIINX B MOMEHT PUHY KAA0IIeH
aTak{, YTO MMH HCIIOJIb30BAJICS AITOPUTM BEPOSITHOCTHOTO INU(QPOBAHHMSI.
st 3apanust ©3MEHEeHUs! In(pTEKCTa IPU OBTOPHOM HIM(POBAHUU MOX-
HO HCIIONIB30BaTh paHjoMH3anuio nporecca [I1B mmdposanus, To ects 3a-
JlaTh 3aBUCUMOCTh MM (PTEKCTA OT CIydaiHBIX 3HAYCHHUH.

Panmommzarmst 61ounsix [1B mmdpoB MoxkeT OBITH peari30BaHa ITy-
TeM 100aBIICHHS B CHCTEMY JIMHEHHBIX CpaBHEHWH (JIMHEWHBIX YpaBHCHMIN)
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JIOTIOJTHUTEIBHOTO CPaBHEHUs (YpaBHEHHS) CO CITy4yalHBIMU KOd(QuIreHTa-
MH. ITO MOAU(HIIPOBAHNE CXEMbI COBMECTHOTO HIM(POBaHUS (PUKTUBHOTO
U CEKPETHOrO COOOLICHMI B IEJIOM COXpaHseT €€ HUCXOIHOE IIOCTPOEHHE.
W3ameHenust CBsI3aHBI C TEM, YTO B aJITOPUTME 3aIM(PPOBBIBAHUS J00aBISIETCS
OJIMH JIOTIOJIHUTEJIBHBIN [Iar — IIar TeHepaluy JIBYX WIM TPeX CIIydalHbBIX
3HAYCHUH, a Ha IIare BBIYMCIICHHS IMHU(PTEKCTa PEIIaeTcsi CHCTeMa U3 TpexX
CpaBHEHHWH (ypaBHEHHI) BMECTO PEIICHHUS CHCTEM W3 JBYX JHMHEHHBIX COOT-
HOIIICHUH B ciTy4yae JIeTepMUHHACTHYeCKHX O1ouHbIX [1B mmdpos.

B ciyuae IIB mmdpa ¢ mucmonb3oBaHHEM CHCTEMBI cpaBHeHHH (3)
COOTBETCTBYIOIAs €My PaHIOMH3MPOBAaHHAs BEPCUs BKIIOYaeT (OPMHPO-
BaHHe OJI0Ka MU(PTEKCTA B BUIC PEIICHUS CIESAYIOMeH CHCTEMBI:

C; =Cr, modny
C; =Cy, modny,
C; =i modp
rac AU p— CJ'Iy‘IaFIHI:Ie JBOWYHBIC MHOTOYJICHBI, TAKUC YTO P SABJIACTCA

B3aMMHO HECIPHUBOAMMBIM C MHOT'OYJICHAMU T]l n 1’]2, a CTEIEeHb A MEHBIIIE

creneHu p. Pazmep Onoka mmdpTekcra yBeIMYMBAETCsS Ha YUCIO OWTOB,
paBHOE CTENICHU MHOTOYJIEHA P.

B cnyyae TIB mmudpa ¢ ncrnons3oBaHreM CUCTEMBI ypaBHEHHH (4)
COOTBETCTBYIOIAsl €My PaHAOMHM3MPOBAHHAsI BEPCHS BKIIOYACT (OPMHPO-
BaHME 0JIOKA BBIXOHOTO MH(PTEKCTA B BHE PEILICHUS CIEIYIOIel ChcTe-
MBI YpaBHEHHUI:

K]Cl' @ K2Cl"@ K3Cl{"5 CTz modn
Oi1C ® 0,C"® 03Cf'= Cyy, modm,
MCI®AC/®C" =pmodn

rae Ay, A, u p — ciyyaiiHble JBONYHBIC MHOTOUWICHBI, CTENIEHb KOTOPBIX
MeHblIe creneHd 1; kmoun K u O nmeror Bup K= (K|, K,, K;) u
0=(0;, 9y, Q). brox mmpprekcra umeer sug C=(C|, C,, C;) u ero

JUIMHA YBEJIMYMBACTCS Ha YKMCIIO OMTOB, paBHOE CTEIICHH MHOTOYJICHA 1.

7. IlceB1OBEPOATHOCTHBINE MPOTOKOJ OecK/H04YeBOro mudpona-
Husl. DyHKIIMM KOMMYTaTHBHOTO MH(POBaHMS (KOMMYTAaTHBHBIE IIH(PHI)
JeXaT B OCHOBE TPOTOKOJIOB OECKITIOUEBOr0 MIM(POBAHUS, KOTOPhIE perIa-
0T 331a4y Nepeladd CEKPETHOTO COOOIIEHHMS MO0 OTKPHITOMY KaHally CBS3H
0e3 BBINOJIHEHHS NPOLEIYpPHl OOMEHa KIIOYaMH MEXAY IMOJydareaeM MU
OTIPaBHUTEJIEM COOOLICHUS. YYaCTHUKU CEaHCa CBSI3H BBIIOJIHSIOT MPOIe-
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JIypbl KOMMYTaTHBHOTO 3amIM(pOBBIBAaHMS M PACHIM(POBLIBAHUS MO JIO-
KaJIbHBIM KJIFOYaM, KOTOpPbIe OHM BBIOMPAIOT MPOM3BOJIBHBIM 00pa3zoM 0e3
COIJIACOBAHUS C APYTON CTOPOHOM.

[Ipu ucronp30BaHUM KOMMYTaTUBHOTO HIM(pa, CTOMKOTO K aTake Ha
OCHOBE M3BECTHOTO UCXOJHOTO TEKCTa, IPOTOKOJIBI OECKIFOYEBOTO IH(PO-
BaHMS TIPH COOTBETCTBYIOIIEM BHIOOpE IMapaMeTpoB aJIrOPHTMa KOMMYyTa-
THUBHOTO IIM(POBAaHK 00ECHEUNBAIOT MTPOM3BOJIEHYIO HaIepe] 3aJaHHYI0
CTOMKOCTHb K aTakaM CO CTOPOHBI ITACCHBHOIO Hapymmutesns. [IpoTokois
JAHHOTO THIIA 00ECHEYNBAIOT CEKPETHOCTh, HO HE ayTEHTU(HKALHUIO OT-
MIPABUTENS U TIOJTydaTeNsi COOOIIEHNS, TO3TOMY OHH HE MOTYT MPUMEHSTh-
Csl B YCJIOBUSIX NOTEHLMAIbHON BO3MOXHOCTH aKTUBHBIX aTak, KOrja ara-
KyIOIIMI MOXET HaBA3aTh MOJIb30BATENSAM JIOKHBIN CEAHC CEKPETHOM CBA3H.

ITIpu paccmoTpenuu mpotokosoB OIIl, kak TpaBUiIO, OIEHUBAETCS
CTOMKOCTbh K NMPUHYKJAIOUIMM aTakaM CO CTOPOHBI ITACCUBHOTO HapyIIUTe-
ns. B paMkax Mozenu MacCUBHBIX NPUHYXIAIOUIMX aTaK, MPEICTaBIIsET
MHTEpeC 3a/iaua MocTpoeHus deckiroueBoro npotokoia OIL, To ecthb mpo-
TOKOJIa 0E30TacHOi Iepenayn CEeKpeTHOro cooOmieHust 7 1Mo OTKPHITOMY
KaHally, TJ€ He HCIIOJIb3YIOTCS TPEIBApUTENIFHO paclpe/ielieHHbIE 110 3a-
LIMIIEHHBIM KaHalaM CeKPETHBIE KIIIOYM WM OTKPBITHIE KIIIOYH, IOJUIMH-
HOCTb KOTOPBIX MOATBEPXkJIEHA O OCYIIECTBICHHS CEaHca IMepeadn CeK-
PETHOTO COOOIICHMS.

IToctpoenne nporokona 6eckmoueBoro OL MoxkeT OBITh BBHITOTHE-
HO B Bujie cxeMmbl [IB OeckimtoueBoro mudpoBaHus, B KOTopoi hopmupye-
Mble IIAQPTEKCTHl BEIYHUCIUTEILHO HEOTIMYUMBI OT IIHU(PPTEKCTOB, (op-
MHPYEMBIX B IPOIIECCe BEPOSTHOCTHOTO OeckioyeBoro mudposanus. [Tpu
TAaKOM MOJXO0J¢ TpeOyercsi pa3paboTaTh MPOTOKOJ BEPOSTHOCTHOTO MIU(]-
POBaHHMS IO JIOKAIBHBIM KJIF0YaM, KOTOPBIH OyIIeT acCOIMUPOBATHLCS C MPO-
tokosioM [IB GeckiroueBoro mmppoBaHus.

3amada MOCTPOEHUS BEPOSTHOCTHOTO IPOTOKOJNIA OECKII0YEeBOTO
mudpoBaHUs MOXKET OBITH pellieHa IyTeM BKIIIOUYEHHUS B IIPOTOKOJ 3Taria
COTJIACOBAHUS Pa30BOTO OOIIETO CEKPETHOTO KI0Ya, PEaln3yeMoro B CO-
OTBETCTBHH C IIMPOKO M3BecTHOU cxemoit Anppu — Xemnmana. Ha nan-
HOM 3Tare HoJb30BaTeIM OOMEHHBAIOTCS PA30BBIMU OTKPBITHIMH KITIOYa-
MU, TI0 KOTOPBIM KaXXAbIH M3 HUX MOKET BBIYHCINTH OJHO U TO XKE CEK-
petHoe 3HaueHue Z. Mcnonp3ys AaHHBIA NapaMeTp YYaCTHUKHU IPOTOKOJIa
BBITIOJTHAIOT BEPOATHOCTHOE H_II/Iq)pOBaHI/Ie JaHHBIX, MOAJICKAIIUX Hepeaa-
4e Jpyroid CTOpOHe Ha TeKylleM miare npoTokoia. [lockoabky obe cTtopo-
HBl 3HAIOT 3HAa4CeHUE Z, TO KaX/Aas U3 HUX MOXKET MPAaBUIBHO BOCCTaHO-
BUTH HaIlpaBIsieMble el COOOIIECHUS.

[TpencraBnenHas 00600IIEHHAs! CXeMa BEPOSITHOCTHOTO OECKITIOUEBO-
ro mudpoBanus npeodpasyercs B nporokoi [1B GeckirtoueBoro mudposa-
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HUS ITyTEM BBIOIHEHUS TOTIOJHUTEIBHON MPOLeAyphI 3aln(POBHIBAHUS U
pacudpoBbIBaHUSI HEKOTOPOro BToporo ((GukTuBHOrO) coodmenus M c
HCIOJb30BAHUEM JIOTIONHUTENBHBIX JIOKAIBHBIX Kiroued. IIpu 3tom no-
KaJbHBIE KIFOYM JUIsd mdpoBanus coodmmeHnit M u T sIBISIOTCS HE3aBHUCH-
MBIMH JIPYT OT JIpyTra, a MUQp TEKCTHI, MOJy4YEeHHbIE B pe3yJibTare mupo-
BaHMs CEKPETHOTO COOOIIEHHs 7, NCTIONB3YIOTCS KaK ClIydaiHble 3HAUCHHS
B IIPOTOKOJIE BEPOSITHOCTHOTO OECKITIOUEBOTO MIN(POBAHUSL.

B cinyuyae npuHyXIeHHsS OTHPaBUTENSI U MOJy4yaTedsl K PACKPBITUIO
TepeJaHHbIX B XOJI€ CEaHca CBSI3U COOOIICHUS U JIOKAJIbHBIX KITIOUEH KaXKabIid
U3 HUX PACKPHIBACT CBOW JIOMOJHHUTEIIBHBIN JOKAIBHBIN KU ¥ (DUKTHBHOE
cooOmrenwne. [Ipu 3TOM OHH 3asBJISIIOT, YTO B XOJIE CeaHca Iepenadn coooIe-
HUS M MMM HCTIONB30BAJICS TIPOTOKOJI BEPOSTHOCTHOTO OECKIIFOUEBOTO MIN(-
poBaHus. ViMess B HaIMYMM PACKPBITHIE IApAMETPhI, ATAKYIOIIEMY BBIYHCIIN-
TEJIbHO HEBO3MOYXHO J10Ka3aTeIbHO OIPOBEPTHYTh MOCIEAHEE YTBEPKICHHE.

B kadecTBe KOMMYTaTUBHOW (DYHKIMH MH(POBAHMS IIEIECO00Pa3HO
UCIIONIB30BaTh SKCIIOHEHIIHANBHBIA MH(P, B KOTOPOM MPOLIENYpPhI 3ainppo-
BEIBAaHUS M paciI(pOBBIBAHUS MIPEACTABISIIOT COOOH OTIEpaIiio BO3BEICHHS
B CTEIIEHH € U d 110 TIPOCTOMY MOJYJIIO p I0OCTaTOYHO OOJBIION pa3psTHOCTH.
3ammdpoBsiBaHue cooOIeHHsT M <p COCTOMT B BBIYUCIEHHU HMIH(PPTEKCTA

C=M¢€ mod p, u 11 IPaBWILHOTO paciuppoBbIBaHus 3HaYeHNS C UCTIOIb-
3yeTcs 3HaueHHe KIto4a paciuu(poBbIBaHus d, YIOBIECTBOPSIONIEE YCIOBHIO

ed =1 mod p—1, Gnaromapsi YeMy BBITIOJIHSAETCS PABEHCTBO M = 9 mod D,

KOTOpPOE CIPABEIIMBO VIS JIFOOOT0 UCXOIHOTO 3HAYCHUS M < p.

ITycTs ynmaneHHbIHN moap30BaTedb A jKelaeT MOCIaTh CEKPETHOE CO-
obmenue 7 < p ymaJleHHOMY MOJb30BaTeN0 B, mcmons3ys mpotokon Gec-
KITFOYCBOTO MIHU(PPOBAHUS TaKUM O0pa3oM, YTO B Cydae MPUHYKIAIOIICH
aTaky, OCYIIECTBISIEMON TMacCHBHBIM aTaKyIONIUM TIOCJe TepexBaTa BCEX
3HAYCHUH, TIepelaHHbIX 110 KaHAITy CBS3H, MOJH30BAaTEId MOTYT PACKPHITH
nokaneHele Kmoud Ky u Kp, coxpaHsia ceKpeTHOCTh cooluienus 1. Hns

pemeHnst 3TOM 3a1auuM MOXET OBITh HCIOJB30BaH CIOco0 MH(ppPOBaHUS,
OIMKCHIBAEMBIN B 000OIIICHHOM BH/IE CJICIYIOIIUM 00pa3oM.

1. B cootBercTBHM ¢ kpuntocxemoit uddu — Xemmmana mosin3o-
BaTeNX TEHEPUPYIOT CEaHCOBEIE (Pa30BBIC) OTKPHITHIC KIIIOYH, OOMEHHBA-
JOTCS MU U BBIUMCIIAIOT Pa3oBBIM (EHCTBYIOMMI B paMKax TEKYILEro ce-
aHca CBsA3M) OOIIUI CEKPETHBIN KITF0Y Z.

2. [Tonp3oBatens A reHepupyeT GUKTUBHOE coodmmenue M < p.

3. Ionp3oBatenu A u B BemonHsIOT mporenypy 1B GeckirtoueBoro
umdpoBanus coodbrueHuit 7' v M oIHOBPEMEHHO, MPHYEM KaXKIbIH M3 TOJb-
30BaTeNeil MCTIONB3yeT Pa3NIMYHBIC JIOKANBHBIC KITIOYH IS ITU(PPOBAHUS
coobmennit 7Tu M.
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[Tpu sToM opmupyeMbie B X0/e TPOLEAypbl OECKII0YeBOro mud-
poBaHus HIM(PTEKCTHI, KOTOPbIE MEPENAIOTCs MO OTKPHITOMY KaHamy, Bbl-
YHCIUTENPHO HEOTIHYUMBI OT HIH(YPTEKCTOB, TOIYy4aeMbIX B XOJE BEPOST-
HOCTHOT'O OECKJIF0UeBOro Iu(ppoBaHus GUKTHUBHOTO coobmienus M. Hamu-
YKe TaKOr0 BEPOSITHOCTHOTO MPOTOKOJIA TTO3BOJISIET TOJIb30BATEISIM B CITY-
yae MPUHYKIAIOIICH aTakud pacKphITh TOJNBKO JIOKATBHBIC KITFOYH, UCTIONb-
30BaHHBIC Ul TIpeoOpa3oBaHMsl (PUKTUBHOIO COOOIIEHHS. ATaKylolmemy
BBIYHCIIMTENIFHO HEBO3MOXKHO YIMUYUTh MOJIb30BaTENeH B OOMaHe, MOCKOIIb-
Ky IIepeXBaueHHBIC UM MIH(PPTEKCTHI MOTIIH OBITh HA CAMOM JIEJIC TIOJTyYCHBI
IyTeM IUQpoBaHus cooOIeHust M 10 MPeOCTaBICHHBIM MY JIOKaJIbHBIM
KJIro4aM Mpu ONPECACICHHBIX 3HAYCHHUAX CHy‘IaﬁHbIX nmapaMeTpoB BEPOAT-
HOCTHOTO KOMMYTAaTUBHOTO MIH(QPOBaHUS.

PaccMOTpHM KOHKPETHYIO peasi3anuio MPOTOKOIa BEPOSITHOCTHOTO
OecKITI04YeBOro mudpoanus coodruerus 7 < p:

1. Ilonb3oBaTens A reHepupyer ciydaiiHoe 3HaueHue ky <p—1,

WTparoliee pojb €ro pasoBOr0 JMYHOTO CEKPETHOTO KIIF0YA, BBIUUCILIET
CBOI1 pa30oBBIil OTKPBITHIA K04 R4 = o4 mod P ¥ HampaBIIseT 3HauYCHHE
R 4 monp3oBaremo B.

2. Ilone3oBarens B renepupyer ciydaiiHoe 3HadeHue kp < p — 1, ur-
paroliee poJib €ero pa3oBOro JUYHOIO CEKPETHOTO KJIt04a, BBIUUCISAET CBOM

kp

pa3oBbIil OTKpBITHI KI04 Rp =o' modp u nHanpanser 3HaueHue Ry

MOJIb30BATENIO A.
3. Ilonw3oBatens A reHepupyeT JOKanbHbIN Kmod K, = (ey, d ), r1e

— o o k
dy=e Al mod p—1, BeramcisieT pasoBbIii 06wl cexkper Z = Ry mod p,
TEHEPUPYET CIyYallHOE 3HAYEHME P; U BBUMCIAET MHU(PTEKCT
C; = (C1, C") xak pemeHue cueaylomedl CHCTEMBI TMHEHHBIX yPaBHEHHUIM

OTHOCHMTENLHO Hen3BeCTHRIX C| u C7:

Ci+C{ =pymodp,
Cl+ZC] =T modp.

3areM A HampasiseT muppTekct C| noas3oBarento B.

4. ITonp3oBartens B renepupyeT nokanbHeld kmod Ky = (ep, dp), TAE
dp = el_;l mod p —1, BeYKCIsIET Pa3OBbIi O0LINIA CEKpeT Z = RZB mod p u
suauenne S; = M modp =(C| +ZC{)modp, renepupyer ciyuaiinoe
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3HAaUeHHE P, U BhrumcageT mudprekct C, = (C%, C’,) Kak peleHue cie-

AYIOLIEH CUCTEMBI yPABHEHMH OTHOCUTENBHO HEU3BeCTHBIX CH u C7%:

C5+C5 =ppymodp,
Ch+2C5 =S,% mod p.

3areM B nanpasnser mudprexct C, nonp3oBaTento A.

5. Ionb30Batens 4 reHEPUPYET CIIyIalHOE 3HAYEHHUE P3, BBIYUCIIAET

3HauYeHUe S, = SleB = (C'2 +ZC%)mod p u mudprexct C;=(C%, C’3) Kak

pelICHUE CICMYIONMEH CHUCTEMBl YPaBHCHHI OTHOCHTEIBHO HEHU3BECTHBIX
4 /7’ .
auC5:

C3+C5 =pymod p
Cy+2C5 =83 modp

3arem A mampasmser mudprexct C; nonssosaremo B. Ilomyuus
3Hauenue Cj, MoNb30BaTenb B Beruciger coobmenue 7

T =(C4 + 2C4)"8 mod p.

C y4eToM ONHMCAHHOTO KOHKPETHOTO MPOTOKOJIA BEPOSTHOCTHOTO
0ecKiTI04eBOro MMU(POBAHUS JIETKO COCTAaBHUTH CIEAYIOIINH KOHKPETHBIN
nporokon IIB OGeckmoueBoro mudpoBaHus, 0OECIEUMBAIOIINI CEKpeT-
HOCTB coobmmenus 1 < p B ciaydae NacCUBHOW MPUHYXAAOMICH aTaKH:

1. OrtnpaButens cooOmiennss I TeHEPHPYET CIIyYailHBIH pPa3OBBIN
CEKPETHBIH K04 k,, BBIYUCIACT CBOHW Pa3OBbli OTKPBITBIA KIIKOY
R, = o4 mod P ¥ HanpasyisieT R, NOMy4YaTeno.

2. Ilony4aTens reHepUpYET CIy4aifHbIi CEKpETHBIH K04 kp, BbI-

. o . k
YUCIIAET CBOM Pa3soBBIM OTKPHITHIA K04 Rp =o' modp wu mampasiser
3Ha4YeHue R momnp3oBarenio A.
3. OrnpaBuTens reHEpUpYeET JOKalbHble Kimtoun K, = (e, d,), rae

dy =e;1l modp-1 u O, =(g,,8,), rae d =821 modp—1, BerUHCIIET
Pa3oBBIi OOIIMiA cekpeT Z = RgA mod p, hopMupyer GUKTHBHOE COOOIIIE-

Hue M < p u Beramcnger mudpreker C; = (CY, C”]) Kak pemieHue ciuemy-

IOIIEH CHCTEMBI yPaBHEHUH OTHOCUTENBHO HeM3BeCTHRIX C'p m C7:
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C +22C1”:T£A mod p,
Ci+ZC{ =M*®4 modp.

3arem oTmpaBUTENb HanpasaeT mudpTexcT C) NOMydaTelno.
4. Tlomyuarens reHepupyeT JOKalbHble Kitouu Kp = (ep, dp), e

dp = egl modp—1, nu Qp = (gp dp), e dp = 81_31 modp —1, BerumCIAET
PpasoBBblii cekper Z = RZB mod p , sHauenns Sy = M4 =(Cj + ZC])mod p
u U =T = (Cl' +7°C] )mod p. Tocne 51010 OH BBIYMCISIET MWHPPTEKCT

C, =(C%, C’,) xak pelleHHe CIeAyIoleld CHCTEMBI YPaBHEHMH OTHOCH-

TenbHO HensBecTHbIX CH u C7%:

Cy+Z%Cy=U{® mod p,
Ch+2C5 =S/% mod p.

3areM nosyyaTenb HanpapisieT muppTekcT Cy OTIPABUTEIO.
5. Ilo momyyennomy mudprekcty C, OTIPaBUTENb BEIYHCIIAET 3HA-

gennst Sp =S8 = (Cy+2C4)modp u U, = Ut = (Cé +ZZC§)modp "
mmmdprekct Cy = (C%, C’3) KaKk pereHue claepylouel cHCTeMbl ypaBHEHUH

OTHOCHMTENLHO HeU3BeCTHRIX C5 u C75:
' 2 6A
Cy+Z°C3=U,"modp,
Cy+ZC5 =854 modp.

3nauenue C; HAPaBJIAETCS HOMYYaTENIO.
ITo mupprekcty C3 moMTydaTesb BEIYUCIIET cooOmenus 7 u M:

T-= (C§ + chg)g’g mod p; M =(C} +2C})" mod p.

Jlokazamenbcmgo KOppeKTHOCTH TmpoTokona IIB  OeckmroueBro
mH(pOBaHUST COCTOUT B TOM, YTO YCTAHABIHMBACTCS CIPABEUIMBOCTH CIie-

JYIOIIUX JBYX COOTHOILICHUH.
1. BoccraHOBJIEHHE CEKPETHOTO COOOIICHIS:

. 0 040
(e + 22c3) E(UgA )éB E(UfB )6”‘ 5 (4 P4 = T mod .
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2. BoccraHoBieHE PUKTHBHOTO COOOIICHHMS

d dyd
(cs+zcy)'s E(SjA )JB s(sz )JA 5 _(ea f*'4 ~pmod .

IlonBeprascy NpUHYAUTENBHON aTake, OTIIPABUTENb U I0JIy4aTelb
COOOILEHHsT PACKPHIBAIOT (UKTUBHOE coobuieHne M u kmouu ky, R, kp,
Rp Z, (ey, dy) u (ep, dp). Ilpu 5TOM OHM 3asBIAIOT, YTO JJIA TIEPEJAYn CO-
o01eHnss M OHU HCTOJIb30BaJIH MPOTOKOJI BEPOSITHOCTHOTO OECKIIFOUEBOTO
mmdpoBanus. biaronaps HaIMYUIO TaKOTO MPOTOKOJIA, aCCOLMHUPYEMOTO C
npoTokosioM OeckmioueBoro OIIl, aTakyrommii He HMeeT NPaKTHYECKOU
BO3MOXKHOCTH yJIMYUTH B 0OMaHe XOTsl ObI O/IHY M3 CTOPOH CeaHca 3allly-
IIEHHOH Iepeayn CeKpeTHOTo coolmmeHus. [lelicTBUTeNbHO, B paMKax ac-
COIIMMPOBAHHOTO TPOTOKOJIA PACKPHITHIE MapaMeTpbl KOPPEKTHO CBSI3aHEI
CO BCEMH 3HAUYCHHSIMH, NIEpEITaHHBIMH 10 OTKPHITOMY KaHAITy CBSI3H.

Jos TOTO YTOOBI MOKa3aTh OTIIYNE 3HaYCHUH
[oF =(le +C/ )modp (i=1,2,3) or cmydaliHBIX, TpeOyeTcs BBIYMCIUTH
OIUH M3 JIOKaNbHBIX KIoued O, u Op, 9TO MO3BOIHUT aTAKyIOIIEMY BOC-

CTaHOBHTH coobmeHne 7. OnHaKo A 3TOTO HYKHO PEIlINTh 3a7ady AuC-
KPETHOTO JIOTapU(PMUPOBAHHS 1O IPOCTOMY MOJIYJIO p, KOTOPBIA BBHIOH-
paeTcs TakWM, YTO pEIIeHHE ATON BBIYMCIUTENBHON 3ajaud sBISETCA
NPaKTUYEeCKH HEOCYIIECTBUMBIM.

Takum 00pa3oM, B OMMCAHHOM IIPOTOKOJIE BBIIIOJIHEHO TpeboBaHME
BBIYMCIUTENBFHON HEOTIMYMMOCTH o mm¢prekcty mponenypst OL ot
MIPOLIEAYPHI BEPOSITHOCTHOTO MIN(POBAHUSI, TO €CTh OH JICHCTBUTEIHEHO MO-
XKeT ObITh OTHeceH K nportokosam [1B mmdposanus. [ToctpoeHHsli nmpoTo-
KOJI BEPOSTHOCTHOTO OECKJIIOYEBOro MH(POBAHUS, ACCOIMUPOBAHHBIN C
pa3paboTaHHBIM ITPOTOKOJIOM, UMEET TAaKXKE CaMOCTOSATEIIFHOE 3HAUCHHUE B
Clly4asix, Koraa TpeOyercst 00ecleunuTh JOCTATOYHYI0 CTOMKOCTh K aTakam
Ha OCHOBE CIIEIMAIBHO MTO00PaHHbBIX TEKCTOB.

BeckimodeBble MPOTOKONIBI Pa3IUYHOTO THIIA 00ECIeUnBaIOT 0Oe3-
OTIACHYIO Nepeiady COOOIIEHHH 10 OTKPBITHIM KaHajlaM OTHOCHTENILHO aTaKk
IIACCHBHOTO Hapymmrens. B ciaydasx, korga tpeGyercs obecreuuts cToii-
KOCTh K IPHUHYXJAIOLIMM aTakaM €O CTOPOHBI aKTHBHOTO HapyILIHTE,
BBLAAIONIET0 ce0s 3a OTHIpaBUTEN WIM HOJy4aTels CEKPETHOro coooIe-
HUSI, OTIMCAHHBII MPOTOKOJ JIOJDKEH OBITh JOMOJHEH MEXaHM3MaMH Ipo-
BEPKH ayTeHTUYHOCTH MEPEaBa€MbIX B XOJ€ MPOTOKOIA Pa3OBBIX OTKPHI-
TBIX KIIFOUEH ¥ OIM(PTEKCTOB.

8. 3axumouenne. Ha ocHoBe 0000mieHns1 pe3ysibTaToB B 00JIaCTH
paspabotkn anroputMoB 1B mmdpoBaHus BbIIENEHB! 00IINE MPHEMBI UX
MIOCTPOEHHS M PACCMOTPEHBI OCOOCHHOCTH peaNn3allii MEXaHU3MOB 3alllH-
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Thl HMH(pOpMAIMK ¢ ucnojb3oBanueM [IB mudpor. [IpeaioxeHsl HOBBIC
anropuT™Mbl cumMeTpruHoro [1B mmdposanus, od1anatomnye CymecTBeHHO
OoJiee BBICOKOW IMPOM3BOAMUTEIHHOCTHIO MO CPAaBHEHUIO C W3BECTHBIMH B
JUTEpaType aHaJoramMH, W oOmmi moaxon K pangomusanuu [1B mm¢pos,
no3Bosrsitomieii pacummputh kinace [1B mmgppos u obecrieunBaromieid MoBkI-
[IEHHE CTOMKOCTH K NPHHYXAAIOIUM arakaM. Iloka3zaHo, 4TO KpHTepHi
HEOTJINYUMOCTH TI0 MH(PTEKCTY OT BEPOSTHOCTHOTO MN(PPOBAHUS MOXKET
OBITH MCHOJNB30BaH TAKXE M JJISI OCTPOSHHS MPOTOKOJIOB OECKIIIOUEBOTO
[1B umdposanus, He TpeOyIOMUil HATMYNS Yy YIaCTHHKOB MTPOTOKOJIA 3apa-
HEE COTTACOBAHHBIX KIIIOYEH.

JanbHeliee pa3BuTUE JAHHOTO HANpPaBJIEHUS MPUKIAJIHON KPpUITO-
rpaduu, oTHOcsIelcs K pa3padorke W aHanuzy [IB mmdpos, cBszaHo c
pa3paboTKOH HOBBIX CIIOCOOOB AITOPUTMHUYECKOrO 3aiaHus (QyHKUIUH B3a-
HWMHO-0/THO3HAYHOTO OTOOpaKeHMsI IMap OJIOKOB IPOMEKYTOUHBIX I (-
PTEKCTOB B OJIOKM BBIXOJHOTO MIM(PTEKCTa, BKIIOYAS CIAy4aid pa3OUcHUS
(DUKTHBHOTO M CEKPETHOTO COOOIIEHWI Ha OJIOKM pa3IMuyHOro pa3mMepa.
Jns mpunoxeHuit B 00acTy 3amuThl HHOOPMALMK TaKKe MPEACTaBISET
nHTEpec pa3paboTka KoMMyTaTUBHBIX [1B mm¢poB 1 mpoTOKOI0B GECKIIIO-
yeoro I1B mmdpoBannsi, OCHOBaHHBIX HA BBIYHCIHMTEIHFHOH TPYIHOCTH
3a7a4y AUCKPETHOTO JOTapu(MUPOBAHNUS Ha SIITUIITHIECKOH KPUBOM.
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A.A. MOLDOVYAN, N.A. MOLDOVYAN
METHODS AND ALGORITHMS FOR PSEUDO-PROBABILISTIC
ENCRYPTION WITH SHARED KEY

Moldovyan A.A., Moldovyan N.A. Methods and Algorithms for Pseudo-Probabilistic
Encryption with Shared Key.

Abstract. As a method for providing security of the messages sent via a public
channel in the case of potential coercive attacks there had been proposed algorithms and
protocols of deniable encryption. The lasts are divided on the following types: 1) schemes
with public key, 2) schemes with shares secret key, and 3) no-key schemes. There are
introduced pseudo-probabilistic symmetric ciphers that represent a particular variant of
implementing deniable encryption algorithms. It is discussed application of the pseudo-
probabilistic encryption for constructing special mechanisms of the information protection
including steganographic channels hidden in ciphertexts. There are considered methods for
designing stream and block pseudo-probabilistic encryption algorithms that implement
simultaneous ciphering fake and secret messages so that the generated ciphertext is
computationally indistinguishable from the ciphertext obtained as output of the
probabilistic encryption of the fake message. The requirement of the ciphertext
indistinguishability from the probabilistic encryption has been used as one of the design
criteria. To implement this criterion in the construction scheme of the pseudo-probabilistic
ciphers it is included step of bijective mapping pairs of intermediate ciphertext blocks of
the fake and secret messages into a single expanded block of the output ciphertext.
Implementations of the pseudo-probabilistic block ciphers in which algorithms for
recovering the fake and secret messages coincide completely are also considered. There are
proposed general approaches to constructing no-key encryption protocols and randomized
pseudo-probabilistic block ciphers. Concrete implementations of the cryptoschemes
of such types are presented.

Keywords: cryptography, deniable encryption, pseudo-probabilistic encryption, block
cipher, stream cipher, fake message, randomization of ciphers, no-key encryption.
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APPLICATION OF USER BEHAVIOR THERMAL MAPS FOR
IDENTIFICATION OF INFORMATION SECURITY INCIDENT
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Abstract. One of the main functions of an information security system is the identification
of any access subject to be able to investigate information security incidents. During executing
procedures of scanning and vulnerability exploitation, qualified adversaries regularly change
identifying features. Such operations can not only obfuscate logging the data in subsystems,
thus, complicating the restoring of events chronology for an information security expert but
also call into question the irrefutability of the evidence of participation of particular adversary
to particular illegal operations.

In the paper analyses of application of modern approaches of adversary identification in
web resources, which does not require authentification of main part of users, is
given (fingerprinting, analysis of behavioral features).

Along with widely used in web analytics "thermal maps", user adapted profile and
computer model of dynamics of "user-mouse" system, authors offer to identify the subjects
of information security incident in readily available informational resources of the Internet.
The main idea of the prospective approach consists of the following: when a thermal map
is built, not only the density of data layout should be considered but also statistical
parameters should be defined by an expert (the distance of intensity gradient, distance
overlap, etc.). The authors also offer to consider the dynamics of user operations (e.g.
calculation of the average duration of data entry into interactive elements). A description
of each step of an appropriate technique and also information on its practical
implementation are given. Robustness of the given approach is confirmed by a practical
experiment. The offered technique is not a universal instrument of adversary identification.
Only manual targeted attacks are considered, the cURL tools etc. used by adversaries are
not taken into account. Therefore, it is recommended to use this technique exclusively in
addition to working protective systems (WAF, IPS, IDS).

Keywords: identification, thermal maps, fingerprinting, biometrics, anonymizing.

1. Introduction. Today the global Internet is one of the main tools of
mass communication. Therefore, its information resources increasingly of-
ten become a target of cyber-attacks of malefactors pursuing various aims.
In spite of the fact that untargeted hacker attacks dominate the Internet [1],
the most serious threat is represented by target hacks.

The popular Internet resources which do not require extra authentifi-
cation for the main part of users are in the risk zone. Newsfeeds, entertain-
ing portals, Internet shops etc. can be numbered among such resources. In
spite of the fact that today the market of information security software ven-
dors provides a large number of various effective solutions for the detection
of incidents and neutralization of malicious inquiries, the problem of the
imperfection of user identification technologies still remains [2, 3].
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Web application security becomes more difficult because of the
growing interactivity, increasingly complicated scenarios and support of
new protocols. It is not unknown that security of web servers is not anymore
limited to the use of classical package OSI filters or stateful firewalls that
trace active TCP-sessions. Today the means of traffic filtration of the appli-
cation level especially focused on web applications (in particular Web Ap-
plication Firewall) are considered as a traditional and effective approach to
security of web resources [4]. The set of WAF functions usually includes
machine learning functions and the following security mechanisms:

— protection against SQL-injections and XSS (including proprietary
protection);

— signature analysis;

— protocol validation;

— integration with reputation and fraud services;

— possibility of creation of personal security rules;

— integration with other components of complex information secu-
rity systems.

However, existence of the only WAF — decision isn't sufficient for
complex protection of information systems according to various practical
researches [3]. Especially it concerns the web-resources which aren't de-
manding carrying out authentication for the main user audience. The analy-
sis of application of modern approaches to malefactors identification and
also the methodical and algorithmic providing, developed by authors, are
given further in the paper.

2. Relevance of the study. Web application security is, first of all, a
complex of measures which is a part of a system of providing information
security of a company as a whole. One of the basic procedures of a security
system is the identification of any subject of access for the purpose of inves-
tigation of information security incidents. Manufacturers of modern WAF
declare the function of calculation of correlations and chains of the attacks.
This function allows to group similar operations and to reveal the chain of
attack progress — from surveying before the theft of the important data or
deployment of bookmarks. As a result, instead of a list of a thousand suspi-
cious events, information security experts receive some tens of really im-
portant messages. However, considering a high level of competence and
preparation of malefactors during a targeted attack, it is necessary to note
that during scanning and vulnerability exploitation the malefactor regularly
changes identifying features in order to make the subsequent investigations
more complicating. Similar operations not only obfuscate the logging of the
data in subsystems, making the restoring of event chronology more complex
for an information security expert but also call into question the irrefutabil-
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ity of the evidence base to prove the participation of the certain malefactor
in certain illegal operations.

Until now widely applied logging methods of users’ IP-addresses
and methods of storing housekeeping information on the device of a cli-
ent (Cookie technology) are not effective. When using Cookies, the sub-
ject of access possesses the complete control over contents (including le-
gitimate possibilities of destruction and change of data). The given ap-
proaches are not capable to resist the use of basic mechanisms of e-mail
address broadcasting, Proxy services, anonymizers and dynamic address-
ing. Besides, it is necessary to consider that even among legitimate and
law-abiding visitors of websites, a considerable number of users prefer
basic anonymizing resources.

The given condition not only complicates procedures of investigation
of incidents but also promotes discrediting of protective mechanisms which
automatically add in lists of locking arrays of IP-addresses of services VPN
and Proxy, used not only by malefactors but also by quite legitimate users.
Thereof, there is an actual necessity of application of such technologies
which would allow on the basis of the meta-data gathering to solve the task
of classification of user's sessions on real visitors.

3. The analysis of the state-of-the-art investigations in the given
area. Many researchers intend to define rational attribute space which pro-
vides reliable identification of users by means of indirect characteristics (work
environment parameters) or by means of processing of the statistical data on
behavioural parameters (methods of dynamic biometric authentication) [6].

Fingerprinting methods have gained wide popularity. Various algo-
rithms, methods, and techniques are actively being developed in order to
obtain new results in the given area. For example in [7-9], the questions of
user identification of an Internet resource by the basic set of features of the
browser are considered. The paper [10] is devoted to the improvement of
the reliability of the subject by means of the analysis of auxiliary meta-
information on the property array of the user’s software. The parameters
comprising the most significant attribute space [11] include:

a list of the installed fonts;
a set of plug-ins of the browser provided by means of JavaScript;

— the information on OS localisation;

— SuperCookie;

— Canvas fingerprinting etc.

Some examples of the characteristics used in implementations of
similar technologies are shown below.

1) Local Shared Objects (LSO) — the type of metadata that is stored
as files on each user's computer; today all versions of Flash Player use LSO.
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2) HTMLS-repositories (localStorage, File API and IndexedDB) are
intended for maintenance of constant storage of the arbitrary portions of the
binary data corresponding to a specific resource.

3) Isolated Storage — isolated Silverlight storage; as with LSO, from a
technical point of view, there are no barriers to storing the session identifiers.

4) The Last-Modified header (date of the cached document version).

5) Cookies — a small data fragment stored on the user's computer.

6) Browser cache objects. This mechanism was not intended to be
used as random access storage. But if the service returns a JavaScript to the
user document with a unique identifier inside its body and sets the value of
headers "Expires / max-age" as distant future, then the identification script
will be stored in the browser's cache. After such a manipulation it is possi-
ble to access this script from any page in a network, simply requesting the
script download from the known URL.

7) Application cache (HTMLS) — a set of functions that provides
advanced caching of web application resources.

8) SDHC dictionaries. This method is a compression algorithm de-
veloped by Google, which is based on the use of the dictionaries provided
by the special server. The client receives a dictionary file containing the
lines that may appear in subsequent replies. After that the server can simply
refer to these elements inside the dictionary, and the client will independent-
ly generate a page on their basis.

9) Abstract identifier ETag (tag of the cached document version);

10)Use of the internal DNS browser cache.

11)Other storage mechanisms (window.name or session.storage)
which allow to store and request an unique identifier in such a way that it
remains even after deleting all browsing history and site data.

12) Use of the protocol features. Origin Bound Certificates (persistent
self-signed certificates that identify the client for an HTTPS server) - as a
unique identifier, it’s possible to take a cryptographic certificate hash, provid-
ed by the client as part of a legitimate SSL handshake. TLS also has "session
identifiers" and "session tickets" mechanisms that allow clients to resume in-
terrupted HTTPS connections without performing a full handshake.

Assimilation of the information set forth above most effectively al-
lows us to generate a unique print of the computer in the identification sys-
tem database [12]. In 2010 the Electronic Frontier Foundation measured
more than 18.1 bits of informational entropy which can be used for finger-
printing. However, this research was before the invention of a digital Can-
vas fingerprinting which added 5.7 more bits. In 2017 the method of cross-
browser fingerprinting [13, 14] was introduced, allowing one to track a user
from different browsers on one device.
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In spite of the fact that in similar papers it is offered to use a suite of the
most significant features for identification according to their authors, there is
no unified correlation analysis of all features which would allow to reveal rela-
tions between them and to optimize attribute space. Considering that many
found informative metrics are defined by the methods which are heavy from
the computational point of view, similar approaches do not find a wide circula-
tion in view of the necessity of maintaining a fast response of a web resource.

It is necessary to note that the mentioned techniques are effective only
for usual web-browsers which do not declare the providing of user’s anonymi-
ty. In specialized browsers, such as Tor Browser, the majority of developed
estimation methods of the hardware and browser environment features are
blocked [15]. And considering that the given research is directed on develop-
ment of a technique of identification of an exclusively prepared malefactor a
priori applying tools for a regular change of browser prints, the fingerprinting
technology can be applied only with additional mechanisms of identification.

The identification systems based on the syntactic and morphological
analysis of text data indexing messages of users with certain keywords can-
not be applied in the investigated objects because of their prominent fea-
tures (the majority of users do not interact with data transfer forms). The
algorithms of subject authentication by keyboard handwriting for the same
reason cannot be applied in the selected subject domain.

There are approaches based on the registration of features of the opera-
tion with a mouse pointing device for identification of its owner, for exam-
ple [16-19]. In paper [20], the author identifies the user of a computer game
on the basis of a neural network. For data processing, the state machine is
used. Both the trajectory and accuracy of clicks are evaluated. The software
error is 6-20%. In paper [21] the authors offered to use biometric data ob-
tained from the analysis of the mouse use for constant (periodic) authentica-
tion of a user. The biometrics data of mouse movements is represented as a
reflexion of psychological and behavioural characteristics of a user. Such data
as mood and weariness are selected. In paper [22] the comparative analysis of
methods conducted in similar researches (with the accuracy of identification
from 84% to 99.7%) is carried out. In 2017 researchers developed a prototype
of a system considering the speed of mouse movements and features of scroll
wheel movements [23]. Despite a large scientific backlog in the given area, it
is necessary to note that all enumerated investigations were carried out on the
authentication systems applied to the solution of the "Friend or Foe" problem.

Thus, on the basis of the analysis of state-of-the-art research in the
selected area, it is possible to conclude that for today there is no complex
solution using modern technologies and means in aggregate, and also satis-
fying current development of the given problem which lies in the identifica-
tion of the qualified malefactor of generally available information resource.
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4. The use of thermal maps. Thermal maps are often connected to
cartograms i.e. a way of the cartographical representation visually showing
the intensity of any parameter within the territory on a map [24]. Data can
be plotted by hatching of various densities, colouring with a certain degree
of saturation, or points. Biological thermal maps are used in molecular biol-
ogy and medicine for representing of data on expression of a set of genes in
the various samples obtained, for example, from different patients or in dif-
ferent conditions from one patient. The main principle which lies in the ba-
sis in all spheres of application and construction ways of thermal maps is a
representation of various values by means of colour, which provides a high
level of visualization and accelerates analysis process. Classical thermal
maps were used in those areas of science where input data allowed to define
colour easily enough for a particular cell (temperature picture in meteorolo-
gy, levels of gene expression, exchange indexes).

Today there are many different implementations of analytical maps.
Below are some examples:

1) "Map of clicks". It is a tool for measuring and displaying click
statistics on your web-site. The map displays clicks on all elements of the
page (including those that are not links). In this case, you can see not only
the interaction of visitors with one page, but also aggregated statistics on the
group of pages of the site. For example, you can get statistics for a particu-
lar section (Figure 1).

Fig. 1. Map of clicks

Several modes of map display:

"Heat Map" — warm colours correspond to the frequent clicks,
cold colors — rare.
"Monochrome map" — the density of color corresponds to the

frequency of clicks at a given point.
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"Clicks by links and buttons" — the map does not display clicks
on items that are not links or buttons.

"Transparency map" — a click map displays like a "foggy mask":
the most clickable elements appear more clearly through the "fog".

"Map of the elements" — the map displays all the elements of the
web-site page.

2) "Map of links" (Figure 2). It is tool for measuring the statistics of
the referrals on your site. The links on the map are highlighted in different
colours depending on their popularity. When user clicks on a link, the fol-
lowing data is displayed:

— the number of hits by this reference;

— the percentage of following this link on the number of following
the other links on web-site.
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Flg 2. Map of links

3) "Scrolling map" (Figure 3) is a tool for analysis how the attention
of visitors is distributed to the certain areas of the web-site pages. The map
will help to choose the optimal length of the pages and place important in-
formation correctly. The map shows the average time and number of views
of a specific section of the page if the administrator hover over it.
The "scrolling map" can also provide statistics for a group of pages. For
example, for a separate directory.
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Fig. 3. Scrollirig map

In case of application of thermal maps for the task of analytics of us-
er’s operations (clicks, motion step of a cursor), it is possible to define the
user’s activity as a dotted activity. The operations are actually linked to a
particular point (pixel) on the screen which seems to be a too small area in
comparison with all interface of the system for in-depth study. For the given
task, it is necessary to work not with particular points but interactive ele-
ments (various data entry forms, which malefactors use for manual exploita-
tion of vulnerabilities). In Figure 4 visualisation of a session of a typical
user in comparison with a session of a malefactor is presented.

a) b)
Fig. 4. Thermal map (a) of a session of a typical user (top).Thermal map () of a
session of a malefactor (bottom)
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The number of thermal points and their gradient characterises the
purposes and vectors of attacks by the subject of access. The map b on the
right shows the interest of the malefactor in interactive elements; this inter-
est stipulated the purpose of vulnerability exploitation in the subsystem of
resource security. In this case, it can be clearly seen in the active interaction
of the malefactor with the search form on an information portal.

Figures 5-7 show examples of thermal maps of the various user ses-
sions presenting the area of the interactive form allowing users to upload
news or to send a press release.

Based on the data about 117 revealed and investigated beforehand
incidents of information security (4 large regional news portals) and the
subsequent comparison of the facts to visualisation of the events on the data
thermal maps, the authors concluded that there are certain prominent fea-
tures of the use of a mouse pointing device by malefactors during attacks on
information resources.

Fig. 5. Thermal map of a session of a legitimate user

Fig. 6. Thermal map of a session of a legitimate user (some errors are found during
the Turing test)
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Fig. 7. Thermal map of a session of a user during which the WAF detected attempts
of injections and XSS

First, the number of "warm" points in maps of the malefactor is com-
parable (not more than twice as much) with the number of interactive ele-
ments on the page. Under interactive elements, we will understand the data
entry forms which are used by the malefactor for sending payload. The maps
of sessions of legitimate users are characterised by a wide scatter of clicks on
hyperlinks around all perimeter of the screen (tens of times more than the
number of interactive elements). Secondly, the data from analytical tool
"WebVisor" show that the average time of data entry by the malefactor is sev-
eral times less than for legitimate filling in the fields with correct data. It is
connected to the fact that during the attack malefactors use certain combina-
tions of characters prepared in advance. Besides, one more informative met-
rics of distinction of the malefactor from the legitimate user can be the num-
ber of clicks on interactive elements (which were in advance defined by ex-
perts as possible vectors of attacks) in relation to the total number of clicks.

5. Metrics of a user's profile. On the basis of the stated supposi-
tions, the data on functions of "thermal" maps and presumable behaviour of
a malefactor, and also with application of the approach and selected in [25]
features of user classification according to the pattern "user-mouse", a list of
features which will allow to identify the subject of access in the considered
task has been adapted.

The formed attribute space for the task of identification of the user
according to his or her behavioural activity on a web resource:

1) H — the number of "warm" (activated by the user) points (areas);

2) d — the number of clicks on interactive elements in relation to
the total number of clicks:
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where D is the number of clicks on interactive elements, N is the total num-
ber of clicks;
3) t. — average time of data entry into the interactive input fields:

1 k
Lay :;Z’j’

J=1

where k is the number of the detected facts of data entry into an interactive ele-
ment of the page, ¢ is time of /" data entry in an interactive element of the page;

4) S — the length of the virtual trajectory, i.e. the distance which
user’s mouse has passed:

where s; is the distance which has been passed for provisional time step of
measurements according to which the trajectory is measured; the authors con-
sidered a minimum value for the personal computer Az = 15 millisecond as a
time step, 7 is the number of time steps (measurements of sections of a trajectory);

S; = \/(xi _xi—l)z +( _J’i—1)2 )

where x;, y; are the manipulator’s coordinates on the screen in i time step,
Xo, yo are the manipulator coordinates at the initial instant;

5) Vmax 1s the maximum speed of passing of a virtual trajectory of
the mouse manipulator for all time steps:

S.
_ i
Vmax = max; E’

6) fsqy is the time from the moment of aiming of the mouse on the
point (#in) till the moment of the click on this point (#yess):

tstay = tpre.s’s - ZLpoint >

7) thoia 1s the time of hold of the mouse manipulator during clicking
on a point;

8) o — is the angle between the direction of initial motion (from the
index point — (xy, yo) to the vertex 3 — (x3, y3)) and the line connecting the
index point — (xy, y) and the finite point (x,, y,):

a = arctg (3 =20) —arctg (u = 20)

(5 =) (xn_x()).
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6. Technique of thermal map building. The approach offered by
the authors implies visualisation of the calculated characteristics in the form
of a thermal map of user’s clicks. During the experiment, the authors faced
a problem of lack of the literature and engineering specifications on practi-
cal implementation of proprietary algorithms for thermal map building. As a
result, paper [22] and initial codes of "Heatmap.js" library from the compa-
ny Yandex was chosen as a basis for the experiment.

The basic idea of the prospective approach consists in the following:
when building a thermal map not only density of layout of data but also
static parameters defined by the expert (a distance of a gradient of intensity,
an overlap distance, etc.) should be considered. Authors offer to consider
the dynamics of user’s actions (e.g. calculation of average duration of data
entry into interactive elements).

According to [22], every element of dotted activity is represented in
the form of a circle with a linear-decreasing gradient of colour intensity
from centre to edges. The circle radius (intensity area) is defined by the val-
ue of the gradient intensity distance and is specified by the expert. Particular
colour of each point on a thermal map is defined according to the value of
its cumulative intensity, the sum of intensity values of all areas covering
this point, and the selected colour scheme (graphic palette). Values of cu-
mulative intensity are normalised within the limits from O to 1. The initial
value of intensity gradient:

I, =1/MQO ,

where MQO is the maximum quantity of circles overlapping each other
around whole data area. Two or more circles are considered overlapping
each other if the distance between them pairwise is less than the distance
value of the overlap specified by the expert.

Finite value of the intensity gradient /; is always equal to 0. Thanks
to calculation of /; on the basis of MQO, the reliability of lost-free visual
data is ensured. At high density of dotted data, the greatest intensity is pre-
sent in the separate areas actually outlined by these points, instead of where
maximum cumulative intensity would be generated. For example, in Fig-
ure 8 there are shown 2 areas of intensity. The circles on the co-ordinate
plane are presented, where the horizontal axis characterises the co-
ordinate (position) of a point, and vertical represents its intensity. While the
distance between two points is more than a half of the intensity gradient
distance, cumulative intensity is less than 1 (one) as the intensity is calcu-
lated according to the linear gradient. When the distance becomes less or
equal to a half of value of intensity gradient distance, cumulative intensity
becomes more or equal to 1 (one) accordingly.
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Fig. 8. Intersection of point’s intensity regions

Earlier it was noted that in the given task the most interesting is the
cumulative intensity of the particular active area of the interface (which, as
a rule, interests the malefactor). Therefore, depending on the value of the
overlap distance specified by the expert, simplification of visual analytics is
up to the point admitted. For example, the clicks on an active element but
not on a particular point of this element are important to the expert. If points
are on the distance smaller or equal to the value of the overlap distance,
there is a recalculation of initial intensity for all points.

Also at the thermal map building, the metrics #,, is considered, allow-
ing one to distinguish the border of each interactive element with a character-
istic colour from the selected colour graphic palette. It gives the expert an
evident picture of objects into which the malefactor inserts various injections.

The method of building the thermal map of user’s activity with the
above-stated parameters is shown below.

Input data:

— array of dotted clicks of the user’s activity (a set of points with
the indication of their co-ordinates on a plane);

— distance of intensity gradient;

— overlap distance;

— array of parameters of the colour graphic palette.

Output data:

— The visualised thermal map of user’s dotted activity.

Step-by-step description of the method.:

Step 1. To receive input data.

The array of dotted clicks of user’s activity is generated by means of
a specialised script which traces clicks of the mouse on the interface and
records the information in a database. The value of the gradient intensity
distance, the value of the overlap distance and colour graphic palette are
specified by the expert and depend on the nature of the object being analysed.

Step 2. To calculate the MQO value.
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Step 3. To calculate /; value according to the formula ;= 1/ MQO.

Step 4. To construct on the map an area of intensity in the form of a
circle with centre in the indicated point for each data item of user’s activity.
In so doing, to define the radius as equal to the value of gradient intensity
distance and to construct a linear gradient of intensity value from circle cen-
tre to edges. To define the initial value of the gradient as equal to I, the
finite value as equal to 0 (zero).

Step 4.1. If areas of the intensity of two or more circles are intersect-
ed, to calculate cumulative intensity as the sum of values of intensity of all
areas covering this point for each point in the field of interception.

Step 4.2. If the value of cumulative intensity is more than 1, to set
the value of cumulative intensity as equal to 1 (one).

Step 5. To visualise the thermal map on the basis of values of inten-
sity for each point and the indicated graphic palette.

Step 6. To visualise the thermal map.

7. Experiment description. Yandex and Google web analytics ser-
vices and the program implementation of the model [25] adapted by authors
were installed on one of the popular regional news portals (average attend-
ance more than 50,000 unique users a year). The resource functions on the
basis of the "1C-Bitrix: Website management platform". Standard "Proactive
Filter" with the configuration of automatic blocking of the source of attack for
30 minutes in the case of detection of suspicious inquiries was used. The imi-
tation of the qualified malefactors’ activity was conducted by the representa-
tives of three organizations providing external penetration test of Internet re-
sources. The procedure of testing for penetration was carried out in a strin-
gently certain time period in the mode of greatest possible anonymization.

1) Sessions of bots and vulnerability scanners were eliminated from
the access logs (if there are no clicks traced by the specialized script or User
Agent null values). After the given operation, a sampling of unique IP-
addresses for the reporting period was 79 records.

2) Sessions of conducted attacks (about 70 events of "Security alert"
class were recorded) were selected from the WAF register of intrusions. As
an automatic blocking was set up in WAF; if the identification of signatures
of attacks was regular, the testers’ address was added in "Stop list". Penetra-
tion testers used a Tor browser and each time when the access was denied,
they activated the function of IP-address change.

3) The following task consisted in carrying out classification of the
sessions of attacks on real users according to paper [26] with adapted fea-
tures of users’ classification. The measurement of numerical values of the
selected information features was carried out. 53 sessions of legitimate us-
ers and 10 sessions of penetration testers were conducted for this purpose.
The results of numerical values of the defined metrics for profiles of 10
users are brought in Tables 1-2.
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Table 1. Numerical values of profiles of 10 users (Heat Map)

Table 2. Numerical values of profiles of 10 users (Mouse manipulator)

No H d tav, S€C
1 21.035 | 0.150 | 4.125
2 30.154 | 0.161 | 10.195
3 25.095 | 0.017 0
4 16.150 | 0.092 | 10.500
5 15.986 | 0.014 | 5.116
6 19.845 | 0.061 | 6.857
7 20.213 | 0.181 | 7.500
8 20.836 | 0.045 0
9 17.741 | 0.064 0
10 | 19.098 | 0.071 5.150

No S, m Vmax, fs’tay, fhold, o
(for 600 sec.) m/s sec sec

1 422.095 80.268 | 0410 | 0.212 | 180.550
2 736.950 120.111 | 0.509 | 0.262 | 169.153
3 1022.812 196.504 | 0.211 | 0.197 | 144.122
4 636.568 102.870 | 0.360 | 0.290 | 253.689
5 698.911 60.127 | 0.390 | 0.110 | 190.884
6 902.100 30.006 | 0.543 | 0.411 99.117
7 1192.325 105.985 | 0.480 | 0.274 | 123.880
8 1011.750 41.560 | 0.327 | 0.346 | 140.890
9 732.890 59.998 | 0.399 | 0.281 | 111.400
10 442.089 56.012 | 0.370 | 0.201 | 150.688

The results of numerical values of the defined metrics for profiles of

10 penetration testers are shown in Tables 3-4.

Table 3. Numerical values of profiles of 10 penetration testers (Heat Map)

SPIIRAS Proceedings. 2018. Issue 6(61). ISSN 2078-9181 (print), ISSN 2078-9599 (online)

No H d fav,

sec
1 4.565 | 0.468 | 1.060
2 5.965 | 0.655 | 3.458
3 4.198 | 0.653 | 3.201
4 6.065 | 0.719 | 3.787
5 6.854 | 0.398 | 2.008
6 5.782 | 0.687 | 1.989
7 4.786 | 0.586 | 2.168
8 5.865 | 0.350 | 1.469
9 5.569 | 0366 | 1.667
10 | 5.068 | 0.387 | 1.318
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Table 4. Numerical values of profiles of 10 penetration testers (Mouse manipulator)

No S, m (for 600 sec.) Vinax, m/S | tsay, SEC thold, S€C o
1 206.881 39.126 0.226 0.111 201.110
2 301.430 31.075 0.310 0.397 99.335
3 336.865 53.500 0.369 0.186 98.152
4 411.068 40.113 0.407 0.195 96.482
5 350.561 59.873 0.365 0.213 198.548
6 346.012 59.451 0.311 0.200 171.009
7 329.890 60.890 0.225 0.240 209.501
8 298.111 41.669 0.302 0.199 174.694
9 306.623 53.548 0.278 0.238 199.697
10 348.778 51.060 0.200 0.297 98.001

Figure 9 presents the numerical results of comparing the listed char-
acteristics on the "box plot" histograms.
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Fig. 9. Histograms (a-h) showing the characteristics numerical differences between
the classes of users and penetration testers
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The numerical results shown in Tables 1-4 and histograms a-h on Fig-
ure 9 allow us to notice that the average quantity of "warm" (made active by the
user) areas for the legitimate user fluctuates in the range from 15 to 26, which
says that to work with a resource the user uses not less than 15-17 objects in the
working area. At the same time, the number of clicks on interactive elements in
relation to the total number of clicks is no more than 19%; that is, various links
are used, informational tools of the website are researched, and only if neces-
sary the user transmits various interactive inquiries to the resource. Also, the
average duration of data entry into interactive input fields considerably differs
among certain some users. While analysing numerical parameters in Tables 1-2
as a whole, it is possible to see that deviation of the results from average values
is great enough and is up to 50%. The average quantity of the distance passed in
600 seconds (the length of the mouse trajectory) depending on the user’s activi-
ty fluctuates within 422 to 1192 metres; maximum speed the mouse also con-
siderably varies: from 30 to 197 m/s. The time from the moment of pointing of
the mouse on a certain point of a working area till the moment of the mouse
click onto this point (object) on the average is equal to 0.399 seconds; time of
the mouse button hold during a click is 0.258 seconds.

At the same time, the results of the feature values for malefactor’s be-
haviour (simulated by a penetration tester conducting the test for penetration)
have other specific mature. The average quantity of "warm" areas (made ac-
tive by the malefactor) does not exceed 7; that is, during a session on the av-
erage only from 4 to 7 objects of the resource are used and not less than 35%
of them are interactive. The given fact says that when searching of weak spots
interactive forms for data exchange with the re-source and the analysis of the
received results are used more often. The average time of data entry into in-
teractive input fields is on average from 1 to 4 seconds, which speaks about
fast data entry owing to available skills of such operations and, probably, ap-
plied automation tools for the given process. Deviation of numerical values in
Tables 3, 4 from the corresponding average (on columns) is much lower than
for values in Tables 1, 2 and is about 30-40%. The distance passed by pene-
tration testers during 600 seconds vary from 206 to 351 metres that is much
less than the length of the legitimate users’ trajectory. The maximum speed of
the mouse was from 31 to 61 m\s, which means that when simulating the ac-
tions of the malefactor — purposeful search for vulnerabilities, analysis of
objects, and work with interactive fields — there are not any sharp mouse
motions, a search of elements in the working area and similar actions. The
period from the moment of pointing of the mouse on the object of a resource
till the moment of the mouse click by penetration testers is on the average
0.299 seconds, which is lower than the corresponding parameter of legitimate
users by 25%; whereas the time of the mouse button hold during a click is
comparable with the results in Table 2 and is 0.228 seconds.
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The obtained numerical values allow us to preliminary conclude
without a special mathematical apparatus the following:

1) average values of feature H naturally differ for different user
groups, for legitimate ones the value several times exceeds the value of the
malefactor profile;

2) the number of click on interactive elements (input fields, fields of
data sending) is significantly higher for malefactors;

3) average time of data entry also differs between user groups;

4) the vector of features for identification of a unique user accord-
ing to mouse motion (S, Viax, sy, 4o, &) shows comprehensible results
according to research [26]; efficiency of the received values for identifica-
tion of users should be defined additionally on the basis of the selected
mathematical apparatus.

The task of identification of resource users can be presented in the
form of mapping X—7Y where X is a certain image of the user according to
models offered in [26], i.e. a set of values of the selected features, and Y is
the solution which identifies and-or characterises the user.

To test the efficiency of the offered approach, i.e. implementation
of the function displaying the vector of features on an element of a set of
known users and characteristics of its behaviour, an artificial neural net-
work was applied. The application of neural networks is for today a wide-
spread tool to make decisions of various types in the automated mode,
including for problem-solving, adjacent with the solved one. Neural net-
work learning was carried out on the basis of 75% received designed da-
ta (144 000 elementary vector sets).

Parameters of errors of the first and second type, taking into account
the recognition of the identity of a user and also his or her behavioural fea-
tures (detection of ill-intentioned activity) are brought in Table 5.

Table 5. Parameters of errors of the 1% and 2™ type

Errors of the 1%t | Errors of the 2"
Task
type type
Recognition of identity of a user 0.079 0.023
Detection of ill-intentioned activities 0.143 0.019

Errors of the 1 type in experiments on recognition of the identity of a
user are understood as an amount of cases when the neural network made the
decision that the user is not detected, though he or she was in the learning
array, errors of the 2" type are the cases when the user was falsely identified.
When detecting a malefactor, the errors of the 1% type are understood as cases
of mistaking of the malefactor for the legitimate user; the errors of the 2™ type
are understood as mistaking of a legitimate user for a malefactor. Parameters
of errors of the first and second type, taking into account the recognition of
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the identity of a user and also his or her behavioural features (detection of ill-
intentioned activity) are brought in Table 5.

Experimental calculations showed that the user's profile adapted with
the application of thermal maps applied in the model “computer-mouse”
within the limits of determination of ill-intentioned operations and identifi-
cation of the subject in the web medium is an effective solution of the rele-
vant scientific task formed above. Undoubtedly, the given method is not a
universal tool of malefactor identification — only targeted manual attacks
were considered, without consideration of the use cURL tools etc. by male-
factors. Therefore, is recommended to use it exclusively in addition to func-
tioning protective systems (Web Application Firewall, Intrusion Prevention
System, Intrusion Detection System).

Adaptation of attribute space for the purpose of the solution of adja-
cent tasks can expand the sphere of "computer-mouse" application. Compu-
ting load allowed us to integrate the program implementation directly into
the web application in the form of an additional unit-script. Further research
has some vectors of development, including the increase of efficiency of
determination of required characteristics of a web resource user, simplifica-
tion of calculations, the increase the number of analysed phenomena, the
extension of the spectrum of tasks being solved.

8. Conclusion. The objective opinion on the modern automated sys-
tems allows us to talk about the imperfection of existing approaches and
technologies of identification of users of the freely available resources se-
lected by malefactors as a target.

The presented method does not allow one to identify absolutely pre-
cisely and authentically a particular user but gives a chance to increase the
probability of his or her detection in the combination with other indirect
methods of identification which allow us with a certain probability to com-
pare the user applying various anonymization means. In the conditions of
proceeding development of the information field, the development of simi-
lar technologies can become one of priority research directions in questions
of counteraction against illegal activity on the Internet.
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A.JYO. UCXAKOB, A.O. UCXAKOBA, P.B. MELIEPSKOB, P. BEH/IPAY,
O. MEJIEXOBA
HCIOJIb30BAHME TEILIOBOM KAPTHI IOBEJIEHUS
MOJIB30OBATEJISA B BAJJAYE UWIEHTU®UKAIIUU CYBBEKTA
UHIUJIEHTA THOOPMALIMOHHOM BE3OIMACHOCTH

HUcxakos A.1O., Hcxaxosa A.O., Mewepsxos P.B., Benopay P., Menexosa O. Ucnonb30BaHne
TEIUIOBOIi KapThl MOBEJeHUs] MOJb30BaTeNisi B 3aade WIeHTHPUKALMH CyObeKTa
HHIUIEHTa HH(OPMAHOHHON 0e30IaCHOCTH.

AnHoTtanusi. OfHON M3 OCHOBHBIX (DYHKLHIl CHCTEMBI 3aIUThl MH(GOPMALMH SBISIETCS
HeHTH(HKALS JIF000T0 CyOBEeKTa IOCTYyIa ¢ LETbI0 BO3BMOXKHOCTH PAcCIIeIOBaHHs HHIUICHTOB
urpopmanronnoit 6esomactocti (MB). B Xxome BBIMONMHEHHS NPOLEIYP CKAaHUPOBAHHS H
9KCILUTyaTall YS3BUMOCTEil KBAIM(UIUPOBAHHBIC 3JI0YMBILIUICHHHKH PETYISIPHO HPOM3BOIAT
CMeHY HACHTU(GUIUPYIONMX PH3HAKOB. [10100HEIe neficTBHS He TOIBKO 00(yCIUPYIOT JaHHBIE
B IOJCHCTEMAax ayauTa, 3aTPyAHsAS BO3MOXKHOCTb BOCCTAHOBJICHHSI XPOHOJOIMH COOBITHI
okcriepry Wb, HO W CTaBAT 1OJ COMHEHHE HEOIPOBEPKMMOCTh JOKa3aTENbHOW 0asbl
MPHIACTHOCTH KOHKPETHOTO 3JI0yMBIIIICHHAKA K KOHKPETHBIM IIPOTHBOINIPABHEIM JIeHcTBIAM. B
CTaTbe IPUBOJWTCS AHAJIW3 INPUMCHEHHS COBPEMEHHBIX IOJIXOJIOB  HACHTU(UKAIIN
3JIOYMBILIICHHUKOB B BeO-pecypcax, He TpeOYIOIMX IPOBEACHUS ayTCHTU(GUKALUUA IS
OCHOBHOI IIOJIb30BAaTENbCKOM ayauTopud (MeToxsl fingerprinting, aHanmmM3 HOBENCHUESCKHX
NPHU3HAKOB). PaccMOTpeHbI MpU3HAKK MOJIB30BATEIsl, KOTOPBIE MOTYT OBITh HCIIOIB30BAHBI IS
PCIICHHS 33241 €r0 MOCICAYIOIICH HACHTH(UKAIIHH.

C HCcHonb30BaHUEM IIMPOKO MPHMEHSEMBIX B 3a[adaX BeO-aHAIMTUKH «TEIUIOBBIX KapTy,
aJlaTHPOBAHHOTO NPOMIIS II0JIB30BaTeNss M KOMIIBIOTEPHON MOJENIN IUHAMUKHA CHCTEMBI
«T0JI30BATEIb-MBIIIIbY» PEUIAracTcsi MPOBOAUTH HACHTH(UKALHIO CyObeKToB HHIMAeHTa 1B B
oOmenocTymHbIX ~ MHQOPMAmMOHHBIX ~— pecypcax — ceru  Mureprer. OcHoBHas — ujes
MPEATIONIaraeMoro MOIX0/a 3aKIF0YAETCsl B TOM, YTO IIPH NOCTPOSHUH TEIUIOBOIl KapThI JIOJDKHEI
YYHUTBIBATECS HE TOJIBKO IIOTHOCTH PACIIONOXKEHHS JAHHBIX, a TAKKE ONPEACIIIEMbIC SKCIIEPTOM
CTaTHCTUYECKHE TapaMeTpsl (IUCTAHLHS IPaAeHTa HHTCHCHBHOCTH, AMCTAHIWS MEPEKPBITHS U
T.1.). [Ipennaraercs yquThIBaTh W JUHAMUKY NEHCTBHII MOJIb30BATENs (HAIPUMEp, BHIYHUCICHUE
CpelHero BPEMEHH BBOJA JAaHHBIX B MHTEPAKTHBHBIC dJIeMEHTHI). IIpeicraBieHo moxpobHoe
OIIMCAHHME KaXIOrO IIara COOTBETCTBYIOIICH METOIAMKH, a Takke HH(opMarms mno ee
MPAKTHYECKOH peann3anny. PoGacTHOCTh MAHHOTO IIOAXOJa IMOATBEPIXKIAETCS HMPAKTUYECKUM
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HHCTPYMEHTOB M Tak jaiee. I[103TOMy pEKOMEHAyeTCsl MCIONb30BaTh €r0 HCKIIOYUTEIBHO B
JIOTIOJIHEHHE K AeiicTByomuM cuctemam 3aiutsl (WAF, IPS, IDS).
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HOUGH TRANSFORM APPLICATION TO DIGITIZE
RECTANGULAR SPATIAL OBJECTS ON AEROSPACE IMAGERY

Miroshnichenko S.Yu., Titov V.S., Dremov E.N., Mosin S.A. Hough Transform Application
to Digitize Rectangular Spatial Objects on Aerospace Imagery.

Abstract. The paper describes the method of development for the remote sensing data
processing to speed up the digitizing workflow. The method is designed to digitize rectangular
objects using their approximate spatial positions and provides an automatic estimation of the
orientation and aspect ratio.

The paper contains a formal statement of the problem of digitizing an object with the
desired geometric shape using it’s apriori known spatial position on a source image. The method
creates polygonal representations of rectangular spatial objects from one or a few reference
points set by an operator. It is based on source image’s pixels clustering using spectral bands as a
feature space. The following Hough transform incorporates local direction of intensity gradient
to estimate object’s orientation and reduce computational complexity together with low-pass
filtering within an accumulation process to improve robustness. It is shown that the developed
method can be modified to digitize objects of any analytically described shape.

The method is designed to allow easy user interaction without any significant delays and to
provide transparent and predictable control of an output object’s polygon size.

To investigate the developed method a test dataset with more than 700 rectangular objects
was used. The root-mean-square error of object’s points positioning, mean rotation error in
polar coordinates and a Jaccard index were used to measure a precision of the digitized objects.
The experiment results demonstrate that digitizing workflow is accelerated by 25-40% using
the software implementing the developed method without a significant precision loss.

Keywords: remote sensing data, automated digitizing, image processing, hough transform.

1. Introduction. Current stage of Earth remote sensing systems’ (RSS)
development is marked with the continuous growth of their quantity. Mod-
ern RSS sensors gain better spatial resolution and a wider range of spectral
channels. Together these facts turn to a rapidly growing stream of remote
sensing data (RSD) that should be processed and georeferenced to have
sufficient precision for further use [1, 2]. RSD processing workflow also
should be accelerated to prevent airborne and space imagery lose their actu-
ality. Digital maps are one of the RSD secondary processing main products.
Operators create and update digital maps using interactive software instru-
ments (interactive method) that do not imply any assistance to recognize
objects or detect their boundaries. An operator digitizes image by finding
and recognizing objects using his skills and experience. He defines each
object's shape, spatial position, orientation, type and then sequentially plac-
es vertexes of a polygon that bounds the object from others and an underly-
ing surface. An operator’s actions within the confines of digitizing work-
flow are guided by editorial and technical requirements that change due to
spatial scale and a resulting map’s field of application. These requirements
regulate object’s level of detail, acceptable shape variants, a minimum dis-
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tance between neighboring objects, etc. for each thematic layer the map
contains. A digitizing workflow is laborious; the precision of the result di-
rectly depends on operator’s skills, experience, concentration and gradually
reduces during work time due to his tiredness caused by monotony and dili-
gence of performed actions.

There are some software products for automated RSD processing
that provide wizards to create individual rules and step-by-step sequences
for spatial objects digitizing and recognition [3-6]. These products are based
on object-oriented detection [7] and are aimed to accelerate digital maps
creation workflow, but, in practice, in spite of declared features their range
of application comes down to greenery and hydrography objects digitizing
and calculative and estimative problems solution. The limited range of ap-
plications results from the fact that automated RSD processing software has
a limited ability to follow editorial and technical requirements and to trans-
form objects’ polygonal representations to a demanded geometric shape.

Figure 1 shows the result of space image automated digitizing compar-
ing to the interactive method. Source image on Figure 1a is separated to clus-
ters depending on contour and texture features (Figure 1b) and used further to
extract the buildings and structures subset (Figure 1d) with kNN method [8].
Figure 1c displays ground truth polygons of the same objects that were creat-
ed in the interactive mode according to common editorial and technical re-
quirements. Figure 1c displays ground truth polygons of the same objects
created in the interactive mode according to common editorial and technical
requirements. The automated result is an object’s "draft" (Figure le shows a
difference from the interactively created ground truth polygons) rather than a
digital map's item and is only suitable to estimate the number of objects of the
desired type, their spatial positions, occupied area, etc. For now, Jaccard in-
dex is a de facto standard quantitative measure of RSD automated recogni-
tion. The results of automated digitizing require per-object revision and cor-
rection to satisfy the minimum precision demands and lead to even greater
operator's efforts than a map's interactive creation from scratch.

Results of investigations and competitions devoted to automated
RSD processing demonstrate domination of approach based on deep learn-
ing artificial neural networks. Modern neural network architectures com-
bined with GPGPU computing technologies allow to find practical solutions
of the following space imagery recognition problems: to detect objects of a
priori specified type (for instance roads in [10] and vehicles in [11-12]) or
several classes (up to 10 in [9, 13-16]), to find and count certain kinds of
animals [17-18]. However, we should mention that all developments in the
field of deep learning neural networks are in a stage of experimental inves-
tigation far from being incorporated into commercial software products and
for now are available only for experts in machine learning.
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Fig. 1. The result of space image’s (a) automated buildings digitizing (b, d)
comparing to the interactive one (c) using Jaccard Index, visually represented on (e)

Another approach to decrease time costs for RSD processing lies in
the development of automated software tools designed to be easily integrat-
ed into existing digitizing workflow and help users to perform the most labo-
rious and tedious operations. Also, these tools can transform objects' polygons
to the desired shape according to editorial and technical requirements.
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ERDAS IMAGINE software contains the "Region grow" tool that
in combination with a set of vector cleanup operations provide a user-
controlled automated digitizing [19]. However, this tool has significant
computational complexity (a created polygon appears through at least a
couple of seconds after the user action). A vector cleanup process per-
forms after the digitizing was finished for the whole layer and requires
more operator’s efforts to control output precision compared to the ob-
ject-to-object approach. Feature Analyst contains a toolset for the assisted
extraction that allows a user to digitize building by merely dragging a rec-
tangle that encompasses it [20]. The shortcoming of this tool is that the ob-
ject must be oriented strictly along the screen axes. Our paper focuses on
the RSD digitizing process speedup by development and investigation of a
new method designed to create rectangular polygonal representations with
automatic estimation of orientation and aspect ratio based on the corre-
sponding objects’ approximate position.

2. Problem formalization. The essence of the digitizing process is
to create a bounding polygon v for each recognized object on the source
image I. The bounding polygonal representation (further — polygon) is the
polygon separating the object from others and an underlying surface. A pri-
ori information referring to the object is obtained by a preliminary recogni-
tion by an operator and includes the following:

—set of reference points (Figure 2a) representing an approximate
spatial position of the object to be described by the polygon v ;

—object’s shape s that guides a selection of the corresponding
digitizing method.

Hence, automated digitizing the object with the rectangular shape
S, 1s described by:

v=F, (LR)

: )

5=Ssq

where ¢+ — is a threshold value regulating a size of a produced rectangu-
lar polygon.

Source image I contains K spectral bands, and each is described
by a discrete brightness field with linear sizes M X N :

I=f(x,y)=(fk(x,y))f:1,x=1,M,y=l,_N, 2)

where f(-) —is a vector of brightness values in the pixel (x,y) .
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Fig. 2. Automated digitizing process: reference points (a) are used to detect
corresponding objects (b) and then to transform them to a required (rectangular in
our case) shape (c)

Reference points of R are set in the source image local coordinate
system and can be readily transformed into geodetic or projected coordi-
nates using appropriate matrix [1]:

R={[x5{" )}NR 3)

J=1

Object polygon v (Figure 2¢) is described by a closed sequence of
points in the source image local coordinate system:

N
S
where N, —is a number of points in v, which for a rectangular object
equals four.

To get a ground truth digital map, we have to make a parallel projec-
tion of every terrain object to an underlying surface with a normal vector n.
For a perspective image (created with a sensor whose optical axis is set by a
vector o having a non-zero angle with ;1) without a digital surface mod-
el (DSM) of sufficient spatial resolution, we encounter coordinate distor-
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tions (Axi("),Ay,.(")) shown at Figure 3a. For that reason, the paper considers

only orthorectified images which have measurement properties [1] and can
be used to create digital maps directly (Figure 3b).

Fig. 3. Creating a polygon from a perspective image without a DSM (a) and from an
orthorectified image (b)

Polygon (4) of a rectangular object contains four intersection points
of four pairwise parallel and pairwise perpendicular straight lines (Fig-
ure 4). Coordinates of intersection points are calculated by a solution of the
following system of linear equations:

A-[xl(”),yfv)]T =[n.n] . A{xgv),ymr =[n.n]
A.[xgv)’yquT [rn] A'[XEV)ﬂygV)]T ~[n.n],

cos(a) sin()

A= ( T . r
cos| a—=| sin|a——
2 2

3. Developed method. The following requirements guided the meth-
od development process:

—the method has to implement functional (1) with the input parame-
ters described by (2), (3) and output has the form of (4);

—software tool based on the developed method should allow com-
fortable interaction without any significant (clearly visible by an operator)
delays. Hence a time of a single execution of (1) should be less than 500 ms
on a workstation with Intel Core i3 processor.
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— .
) )
ﬁ1 ' L ]

Fig. 4. Polygon of a rectangular object contains four intersection points of four pair-
wise parallel and pairwise perpendicular straight lines

—the method should provide transparent and predictable control of
an output polygon size using a threshold: a higher ¢ value corresponds to a
greater area of a produced polygon.

Choice of Hough transform [21] to implement a rectangular objects’
digitizing is explained by fusion of its ability to detect straight lines forming an
output rectangles’ sides with acceptable computational complexity providing an
interactive operation mode for a developing software tool. However, a classic
Hough transform based straight lines detector combined with edge detec-
tion [22] as an object boundaries extractor do not grant to an operator a trans-
parent model to control sizes of output polygon (4) using a threshold value ¢ .

To satisfy the mentioned above requirements, we have chosen a two-
stage scheme consisting of the following sequentially performed functions:

1. The function f, () creates a cluster ¢ representing digitized ob-

ject’s boundaries visible on a source image I (Figure 2b). A function out-
put depends on a reference points set R and a threshold value ¢ :

c=f.(LR). (6)
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2. The function f () converts a previously obtained cluster ¢ to a

rectangular polygon v using a Hough transform (figure 2c):

v=/f,(Le). )

We have knowingly divided the functional (1) into functions (6)
and (7), besides the advantages described above, to gain an ability to con-
vert a detected on an image cluster to any analytically described shape by
merely replacing function (7) with the desired type of Hough transform.

3.1. Object detection. A starting point of function (6) is a reflection of

()

a reference points set R into a set C'’ of initial cluster values (Figure 5a):

R C(O), c = {Cl(o)}NR ’ CEO) _ {( (()C),y(()c))} - {(xER)’yER) )} . ®)

i=1

d)
Fig. 5. An illustration of a reference points reflection into the set of initial clusters
(a), their growth (b shows the result of 16th iteration, ¢ — is the final 62nd iteration)
and merging to the resulting cluster (d)

Next, an iterative cluster-growing function £, (-) (Figure 5b) on each

m-th step to all items of C" adds that pixels meet the following demands:
— do not belong to any cluster on the m -th iteration;
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— situated on the current border of a cluster ¢

>

()
J

—a distance value d(-) of a pixel in a feature space to a cluster’s
(m)

c; center does not exceed a threshold ¢ set by an operator:
(m)
C(m+1) _ {Amﬂ)} _ {f (C(m),l‘)}NC ,
i cg \~i =
V(x,y)el:(x,y)ec(m) ©)

fo (c,(m),t) = cﬁm) Uin(xxly£l)e ™

i

/\d(cl(m),(x,y)) <t

We used maximum brightness difference to incorporate all K spec-
tral bands of the image (2) as a feature space to calculate distanced (-) :

K

d(cfm),(x,y)):mfx (10)

1 ¢ c
N(L) ka (xl( )’yl( ))_ﬁ( (.X,y)

1

k=1

Further feature space extension by edges, textures or spectrums
on the one hand increases object detection precision but on the other
hand — complicates distance function (10) and requires preliminary
computations to obtain the mentioned features that in total do not com-
ply with the interactivity requirement.

Iterations number of cluster-growing function (9) doesn’t have pre-
defined limit. Growing process stops in case no new image pixels can be
added to any cluster within a current iteration (Figure 5c):

(m—l)

C

N,
c=c": | 1, (c,(’"*‘),t)\c}’”) -0, an
i=1

The final operation of function (6) is a merge f, (-) of clusters,
containing in a set C, into a resulting cluster ¢ (Figure 5d). Clusters pair
¢, ,c¢, merging requires them to have joint or adjacent pixels:

¢ = fon (ci,cn):c,. e, |V(x,y) e (xtlytl)ec,. (12)
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If a resulting set C after the merge (12) contains more then one
item (i.e., the threshold value is not enough to cover feature space distanc-
es (10) between all reference points to produce a single cluster), there are
three options of action:

1. Accept a cluster of C with the maximum area as a result of the
function (6):

c:fL,(I,R,t):arg[max|ci|] (13)

2. Let the result of (6) contain all produced clusters and transform
each of them into a rectangular polygon using (7).

3. Continue an iterative execution of the function (9) and increase
threshold value ¢ every time the growing process stops due to condition (11)

fulfill and a cluster set C™ contains more than one item. The developed
method uses the first option because it allows an operator to concentrate on
single object detection with sufficient visual control of the workflow to-
gether with the least computational complexity.

3.2. Object transformation to a rectangular polygon. To construct
rectangular polygon (7), we have to find a solution of four linear equations
systems (5), which, in turn, requires to obtain parameters «,#,#,5,7, of
straight lines bounding an object represented by a previously detected cluster c.
As said before the mathematical basis for function (7) implementation is a
Hough transform that converts source image’s I coordinate field to an ac-
cumulator plane h() whose quantized dimensions represent parameters

a,r of a straight line equation in Hesse normal form. Each pixel (x,y)
appears as a curve in a plane 7 () by calculating the parameter » from all

(24

min ?

values ¢, of the independent parameter « within a range [a

max] *

Zmax
h(a r)zz % H(xcosan+ysinan,r),

(X,Y) p=Cmin
(14)
1, a=b

H(a’b):{o azh’

For interactivity reasons, an accumulator plane 4 () is filled only by

pixels (x,y) situated on the external boundary of the cluster c:

El(x,y)ecEl(xb,yb)¢C:|(x,y)—(xb,yb)|Sl. (15)
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Transform (14) has an asymptotic described by O(p,-N, ), where

p. —is an external perimeter of the cluster ¢. To reach a precision of

object’s spatial position and orientation, sufficient for cartographic prod-
ucts, we should set a quantity N, of parameter’s & quants in proportion to

p. so, that a rotation of radius vector from coordinate system origin to any
cluster boundary pixel by an angle (a,,,, — @, )/N, leads to shifting of its

ending to a distance not exceeding one pixel.
Hence N, is a function of p, and furthermore an asymptotic of

(14) corresponds to O ( pf) , that do not meet the interactivity requirement.

To obtain a linear asymptotic function, we reduced the number of
accumulator plane 4 () dimensions by calculating the parameter  directly

from a source image as a mode Mo(-) of gradient vector angle ¢ [22, 23]

near the cluster’s external boundary (15) within a range of [0,7[/ 2) :

<m/2
a=Mo| 177 7/ ,
o-7)2, p27)2

Q= 4(V7(x,y),5c).

(16)

Now when we have a fixed parameter & any pixel (x,y) of clus-
ter’s boundary transforms to a single value of . Values 7 —r, are calculat-
ed through two one-dimensional accumulators 4, (r) and &, ,(r), each
of what corresponds to a particular pair of straight lines:

h,(r)="Y wg(xcosa+ysina—r), (17

(x.y)

where w, () —is a Gauss function [24], applied as a low-pass filter to
improve Hough transform robustness, and, to be more specific, to reduce an
adverse effect of image’s discreteness and ¢ parameter calculation error on
an output polygon precision.

Figure 6a illustrates a direct accumulation of r values similarly
to (14) that leads to a », parameter calculation error and the following in-
correct position of one of the building’s walls. Figure 6b shows an accumu-
lation of low-pass blurred values (17) that provides more robust boundaries
detection of a digitized object.
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Fig. 6. An illustration of direct values accumulation (a) that leads to a parameter
calculation error and to the subsequent incorrect position of building’s wall
compared to an accumulation of low-pass blurred values (b) that provides more
robust boundaries detection

Filled up accumulators are used to select two pairs of parameter val-
ues h, (r) = (r.n)s by (r)—> (1.7, and each corresponds to a maxi-

mum integral weight in view of a distance between straight lines:

() ~arg| _max_ (ha(n)+hafc))'\'?—c\ | s
5 ettty G

Parameters a,7,7,,1,7, obtained through (16) and (18) are subse-
quently used to find a solution of linear equation system (5) and to create a
resulting polygon in a form (4).
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3.3. Method implementation. The implementation of our method
has the following features and particular qualities to comply with require-
ments to interactivity and control predictability described in Section 3:

1. Cluster creation (6) uses only a part of the source image that is
visible to an operator and has a screen zoom level. Thus sizes of a pro-
cessed image part never exceed a monitor resolution that at the moment
in most cases is equal to FullHD. A preliminary pyramid computa-
tion [25] provides a fast image overviewing for zoom levels that is less
the original. If a working area has a zoom level more then 100%, a
source image will not be scaled for processing as standard scaling algo-
rithms would supply no additional data.

2. Only K available spectral bands of the source image I form a
feature space to distinguish an object from its neighbors and the underlying
surface. A cluster stores current mean brightness values for (10) as its at-
tributes and updates them on adding new pixels.

3. Mode of gradient vector’s angle (16) is computed by Sobel opera-
tor combining a sufficient edge detection precision with a low computation-
al cost compared to other operators and Gaussian derivatives [26, 27]. To
further maximize performance a module and an angle of gradient vector are
obtained only in the neighborhood (15) of current cluster’s external bounda-
ry. A histogram with a step equal to 1 deg is applied to select a mode value (we
chose the step value empirically). Histogram accumulates pairs "gradient
angle"—"gradient module" with the following selection of an angle value
coheres with the maximum module sum.

4. To reduce an operator’s need to interact with a visual interface of
software tool implementing our method we transferred a threshold value
control to a wheel of a mouse manipulator. Figure 7 illustrates a threshold
value effect on a resulting cluster. A further increase of the value over
shown on Figure 7d is redundant and leads to cluster growth beyond ob-
ject’s visible boundaries. After one polygon was created, a current threshold
value can be applied to digitize another similar object without adjusting to
further reduce the number of an operator’s actions.

5. During the digitizing, the external boundary is displayed to-
gether with corresponding object’s polygon as shown on Figure 8§ to im-
prove visual perception of the process by an operator and to enhance the
comfort of his work.

6. The reference points’ setup process must be straightforward and
transparent for an operator. It is recommended to set a point for every ho-
mogeneous region of an object starting from a larger one or a central one (in
case regions sizes are close). After a starting polygon has appeared operator
chooses one of the following options:
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— increases threshold value in case the polygon doesn’t cover the
whole object, and there is no clear border between its covered and uncov-
ered regions;

— places addition reference points in case there is a clear border be-
tween the polygon and uncovered areas (mostly one point per region);

— decreases threshold value in case the polygon covers some regions
that do not belong to a digitizing object.

An operator performs the described actions until the polygon’s posi-
tion and aspect ratio would match a digitizing object.

Fig. 7. An illustration of threshold value effect on a resulting cluster with # =4 (a),
t=7 (b), t=10 (c)u t=18 (d)

For instance, the building with a span-roof contains two regions due
to different sunlight reflection angles of its parts (the left object on Fig-
ure 8). To digitize that object an operator should set two reference points to
each side of the roof.
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Fig. 8. A visualization of objects' digitizing with the developed method (output
polygons’ borders are black and the cluster borders are white)
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Figure 8 displays samples of different objects’ digitizing with the
developed method. We set up to three reference points to detect them:

— one point per sample for buildings on Figure 8b, central and right
on figure 8d and the larger one on Figure 8a;

— two points per sample were used for instances on Figure 8e, 8f, the
left on Figure 8d, and the smaller one on Figure 8a;

— three points were required to digitize just the object on Figure 8c.

The developed method, on the one hand, digitizes objects that consist
of several visually distinctive parts (Figure 8c, 8e, 8f) and on the other hand,
correctly detects objects that are fractionally hidden or shaded by others
with compensation of minor clustering errors.

4. Experiment and results. Within the experiment, we compared an
output map precision and time consumption to create it using software based
on the developed method and one of the most popular interactive digitizing
toolsets of GIS Maplnfo [28]. Dataset is represented by urban imagery with a
spatial resolution of 0.5 m/pixel where mostly comprises multi-apartment resi-
dential development and industrial zones, and was used to prepare a ground
truth digital map containing 777 rectangular buildings and structures (38%
from all objects on the selected territory according to OpenStreetMap da-
ta [29]). Figure 10a shows a histogram of objects’ sizes on this map.

We engaged two experts to carry out the experiment whose aim was
to create a map similar to the ground truth using alternately the interactive
toolset and the software based on the developed method. During the process
experts did not have to spend time finding objects to digitize themselves —
they used the specific markup layer made from the ground truth map that
indicates the desired buildings by crosses as shown on Figure 9.

4.1. Precision criterions. Quantitative measure of precision for digi-
tal maps, produced by experts, is represented by the following criterions:

1. Root-mean-square error (RMSE) of object’s points positioning
which is expressed in pixels and equals to a Euclidian distance to the near-
est point of the corresponding ground truth object.

2. Mean rotation error (MRE) expressed in degrees is measured as a
minimum angle between straight lines forming the current object and the
corresponding ground truth one.

3. Jaccard index (is dimensionless, expressed in percentages) repre-
sents the ratio of intersection area of a created object and a corresponding
ground truth one to their union’s area.

RMSE describes an absolute object positioning error comprising four
types of distortions: aspect ratio mismatch, spatial shift, scaling and rotation
errors. The last distortion is quantitatively expressed by MRE which was
separated from RMSE to estimate a substitution precision of gradient angle
mode (16) instead of the rotation angle.
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—

. X
Fig. 9. A specific markup layer that indicates the desired objects by crosses

Jaccard index represents a complete relative similarity measure of a
created polygon to a ground truth one.

The algorithm of the created digital map precision estimation con-
tains the following steps:

1. Find a corresponding object on the ground truth map for each
one on the created map by a criterion of maximum intersection area (has
to be nonzero).

2. If the ground truth object was found — calculate values of RMSE,
MRE, and Jaccard index and write them to the created object’s semantic
fields to have the ability to analyze the results visually.

3. Calculate mean values of precision criterions for the created
map in a whole.

4.2. Experiment results. In total experts created four digital
maps within the experiment (two — with the interactive toolset, and
two — with the developed method). Table 1 demonstrates mean RMSE,
MRE, and Jaccard index values together with digitizing workflow dura-
tion. Duration of the digitizing workflow decreased by 39.9% and 26.3%
for the first and the second expert respectively. Error values of the digi-
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tal map created by the second expert using the developed method alt-
hough are slightly greater comparing to the interactive one, but still are
within the range of acceptable values. The first expert gained a more
significant time economy but exceeded maximum RMSE and MRE val-
ues that for our experiment are set to 2 pixels (mean error of object’s
border visual detection in an original image scale without zooming) and
1 degree (determined by the a quantization of histogram used to calcu-
late a gradient angle mode). Both experts used two reference points per
object on the average.

Table 1. Mean RMSE, MRE and Jaccard index values together with digitizing
workflow duration for created digital maps

Digitizing Time per Jaccard
Objects | workflow P RMSE, | MRE, |.
Expert| Method . . object, . index,
quantity | duration, pixels deg N
. sec %
min
Interactive | 775 180 13.94 1.779 0.751 | 90.93
Expert | Developed | 773 108 8.38 2.251 1.053 | 88.89
P Difference 7 556 | 10472 [ 0302 | o
(—40%) (-39.9%) | (+21%) |(+28.7%) )
Interactive | 773 188 14.59 1.567 0.728 | 91.33
Developed| 770 138 10.75 1.909 0.925 | 90.33
[Expert
Difference —50 —3.84 +0.342 | +0.197 9
(-26.8%) | (-26.3%) |(+17.9%) |(+21.3%)

Within the experiment, we also investigated dependencies of
RMSE (Figure 10b), MRE (Figure 10c) and Jaccard index (Figure 10d) from
a polygon’s size to reveal features of the developed method.

RMSE has a direct dependency from a polygon’s size. For objects
smaller then 15 pixels RMSE value is 25% below the mean both for the
interactive method and for the developed one. Similarly, RMSE value is
25% above the mean for objects with sizes higher than 39 pixels because
operators subjectively pay less attention to a precision of a more large ob-
ject. A higher spread of RMSE values for these objects is explained by their
less quantity (not enough to get a smooth graph).

A discreetness of the source image explains an MRE reverse de-
pendency from a polygon's size. The positioning error of 1 pixel for an ob-
ject with the size of 10 pixels causes a rotation error of 6.3 degrees. In con-
trast, the same positioning error for an object with the size of 50 pixels
causes a rotation error of 1.3 degrees. Higher MRE values of the developed
method for objects with sizes above 18 pixels appear due to quantization of
histogram used to calculate a gradient angle mode (16).
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Fig. 10. Histogram of objects polygons’ sizes on the experimental dataset (a),

dependencies graphs of RMSE (b), MRE (c) and Jaccard index (d) from a polygon’s size
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Mean Jaccard index value directly depends on polygon’s size similar
to MRSE that is also caused by a source image’s discreetness. A higher er-
ror of the interactive method is specified by a capability to reach a sub-pixel
precision by digitizing objects on a source image zoomed above the original
scale (an operator magnifies the image in 2-5 times and manually sets points
of an output polygon between vertexes of image’s discrete grid using his
skills and experience).

5. Conclusion and discussion. We developed a new method for re-
mote sensing data processing designed to digitize rectangular objects using
approximate spatial positions providing automatic orientation and aspect
ratio estimation. The experimental investigation of the method has shown
workflow acceleration by 25—-40% facing a slight precision reduction. In a
shortcomings list, we should mention 20% higher MRE value comparing to
the interactive method and an impossibility to reach a sub-pixel precision of
a resulting polygon’s points positioning.

Within a further work, we will improve our method to overcome the
mentioned disadvantages, apply Hough transform for round and orthogonal
polygons and further to develop a generalized method for digitizing objects
of any analytically described shape, investigate a neural networks based
methods and an interface design of automated digitizing tools to enhance
workflow performance and comfort.
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C.IO. MUPOILIIHMYEHKO, B.C. TuTOB, E.H. /IPEMOB, C.A. MOCHH
BEKTOPU3 AU TPAMOYI'OJIBHBIX TIPOCTPAHCTBEHHBIX
OBBEKTOB HA ADPOKOCMMYECKUX U30BPAKEHUSX C
HCITIOJIb30BAHUEM ITPEOBPA3OBAHUS XADA

Mupownuuenko C.FO., Tumos B.C., [pemos E.H, Mocun C.A. Bekrtopusanus
NPSIMOYT0JBHBIX MPOCTPAHCTBEHHBIX 00bEKTOB HA 23POKOCMHYECKUX M300paKeHUsAX
HCI0JIb30BaHUEM Npeodpa3oBanus Xada.

AnHoTtammsi. PaccmarpuBaercss MeTon  O0OpabOTKM — JaHHBIX — JUCTAHIL[MOHHOTO
30HIMPOBAHMS, MPEJHA3HAYCHHBIH U BEKTOPHM3ALMH MPSIMOYTOJBHEIX OOBEKTOB IO HX
OPHUEHTHPOBOYHBIM IIOJIOXKCHHSAM C ABTOMATHYECKHM  OIPEJACICHHEM OPHUCHTALUH |
COOTHOLICHUS CTOPOH.

IIpuBenena ¢opmanbHas IOCTAHOBKA 3aJayd BEKTOPM3AaLMM OOBEKTa 3aJlaHHON
reoMeTpH4YecKkoi GopMbI Ha H300paXKEHUH C UCHOJIb30BAHHEM AIPHOPHOH HH(POPMAIHHU O €ro
MPOCTPAHCTBEHHOM IOJIOXKCHUH. MeTox MO3BOJISIET CO3[aBaTh BEKTOPHBIC INPEACTaBICHHS
HPSIMOYTOJIBHBIX ~ TCONMPOCTPAHCTBEHHBIX ~ OOBEKTOB MO  OAHOW WM  HECKOJIBKHM
YCTAQHABIMBAEMBIM ONEPATOPOM OMOPHBIM TOYKAM M OCHOBAH Ha KIIACTCPU3ALUH HCXOJHOTO
H300paXEHUs. € HCIOJIb30BAaHMEM HMMEIOIIUXCS CHEKTPaIbHBIX KAaHAJIOB B KadyecTBe
npocTpaHcTBa npu3HakoB. Ilocnenyromee npeodpasoBanue Xada HCMONBb3yeT JOKAIbHOE
HAIpaBICHHE TPAJUEHTA SPKOCTU JUIS OLCHKHM HPOCTPAHCTBEHHOH OPHUEHTALMH OOBEKTA H
CHIDKCHUS BBIYHCIMTEIBHOH CIIOXKHOCTH TIpeoOpa3oBaHus, a TaKkKe HH3KOYAaCTOTHYIO
¢buIpTpalMIo B IpoLecce HAKOIUICHWS 3HAYCHHUH Ui MOBBIMICHHsS pobacTHOcTH. IlokazaHa
BO3MOXHOCTb MOAM(HKAIMKM MeToja Il OOECIeYeHHs: BO3MOXKHOCTH BEKTOPH30BAThH
00BEKTHI JF000H aHATUTUYECKH 3a1aBaeMOil (POPMEL.

IIpu paspaboTke MeToza y4TeHbI TPEOOBAHHS 10 MHHUMH3ALUK BPEMEHH BEKTOPU3ALMH
JUISL TIOBBILICHHST KOM(opTa paboThl OrepaTopa 1 00eCreYeH s BO3MOKHOCTH IIPEJCKa3yeMOro
KOHTPOJIS pa3Mepa CO31aBaeMOr0 BEKTOPHOT'O IIPEACTABICHHSI.

Jlns  SKCHEPHMEHTAaJIbHOTO  HCCIENOBAHMS Pa3pabOTaHHOTO METOJa HCIIONIb30BaHA
TecToBasi BhIOOpKa, cozaepxkarias 6onee 700 00beKTOB MpsMOYroibHON (GopMbl. B kauecTBe
KPUTEPHUEB TOYHOCTH BEKTOPH3AIlMM HCIIOIB30BAHBl CPEIHsA KBaJpaTHYecKas OmMOKa
MO3UIHOHUPOBAHKS TOYEK OOBEKTa, CpPEIHEE YITOBOEC OTKIOHEHHE OOBEKTa B IOJSIPHBIX
KOOpAMHATaX M KO3(GOHUIMEHT CXOKECTH IUIOMAAHBIX 00bekToB JKakkapa. Pesymbrate
9KCIIEPUMEHTA TOKA3bIBAIOT CHIDKEHUE BPEMEHHBIX 3aTpaT Ha BEKTOpH3anuio Ha 25-40% mpu
HCHOJB30BAHWH INIPOTPAMMHOM peann3aluy pa3paboTaHHOro Metoja ©Oe3 CyIIECTBEHHOTO
CHIDKEHUSI TOYHOCTH CO3/]aBaeMOii KapTorpahuuecKon mpoLyKIHH.

KiioueBble cj10Ba: JaHHBIC AMCTAHIMOHHOTO 30HIMPOBAHHUS, ABTOMATH3MPOBAHHAS
BEKTOpHU3aIys, 00paboTka n3obpaxxeHuii, npeodpazopanue Xada.

Mupomnuyenko Cepreii JOpbeBHY — K-T TeXH. HayK, JOLEHT Kadeapbl BEMUCIUTEIHHON
texHukH, }Oro-3ananuslii rocynapcreennsii yausepeuter (I03I'Y). O6nacTe HayqHBIX HHTe-
pecoB: 00paboOTKa JaHHBIX IUCTAHLMOHHOIO 30HIMPOBAHUS 3€MJIM, ABTOMAaTH3MPOBAHHOE
Jemn(ppu-pOBaHAE U BEKTOPH3ALHS T'€ONPOCTPAHCTBEHHBIX 00BEKTOB, MAIIMHHOE 00yYEeHHE.
UYucno HayuHslx myOmukanuid — 90. oldguy7@rambler.ru; yi. 50 Jler Oxrs6ps, 94, Kypek,
305040; p.1.: +79081277657, ®daxc: +7(4712)222-665.

Tutos Butammii CeMeHOBHY — J-p TEXH. HayK, npodeccop, 3aBenyronmii kadeapoii Bbl-
YUCIUTENBHOM TexHukH, FOro-3anaansiii rocynapersennslii yuusepeuter (IO3IY). O6nacts
Hay4YHBIX HHTEPECOB: 00paboTKa H300paXKeHNUH, paclo3HaBaHHE 00Pa30B, POOOTOTEXHUUECKHE
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1.S. VASILIEVIC, D. DRAGAN, R. OBRADOVIC, V.B. PETROVIC
ANALYSIS OF COMPRESSION TECHNIQUES FOR
STEREOSCOPIC IMAGES

Vasiljevi¢ 1.S., Dragan D., Obradovi¢ R., Petrovi¢ V.B. Analysis of Compression Techniques
for Stereoscopic Images.

Abstract. Virtual Reality (VR) and Augmented Reality (AR) Head-Mounted
Displays (HMDs) have been emerging in the last years and they are gaining an increased
popularity in many industries. HMDs are generally used in entertainment, social interaction,
education, but their use for work is also increasing in domains such as medicine, modeling and
simulation. Despite the recent release of many types of HMDs, two major problems are
hindering their widespread adoption in the mainstream market: the extremely high costs and
the user experience issues [1]. The illusion of a 3D display in HMDs is achieved with a
technique called stereoscopy. Applications of stereoscopic imagining are such that data transfer
rates and-in mobile applications—storage quickly become a bottleneck. Therefore, efficient
image compression techniques are required. Standard image compression techniques are not
suitable for stereoscopic images due to the discrete differences that occur between the
compressed and uncompressed images. The issue is that the loss in lossy image compression
may blur the minute differences between the left-eye and right-eye images that are crucial in
establishing the illusion of 3D perception. However, in order to achieve more efficient coding,
there are various coding techniques that can be adapted to stereoscopic images. Stereo image
compression techniques that can be found in the literature utilize discrete Wavelet
transformation and the morphological compression algorithm applied to the transform
coefficients. This paper provides an overview and comparison of available techniques for the
compression of stereoscopic images, as there is still no technique that is accepted as best for all
criteria. We want to test the techniques with users who would actually be potential users of
HMDs and therefore would be exposed to these techniques. Also, we focused our research on
low-priced, consumer grade HMDs which should be available for larger population.

Keywords: image compression, stereoscopic, wavelets, head mounted display.

1. Introduction. Stereoscopy/stereovision is a technique for making
an illusion of image depth which relies on the phenomenon of stereop-
sis (binocular depth perception) based on the difference between the images
that we see with the left and right eye, Figure 1. These are the so-called
pairs of stereoscopic images [2, 3].

The images contain vast amounts of data, and the price of extra real-
ism in stereo displays is the doubling of data (due to the simultaneous exist-
ence of two images), causing a bottleneck in the data flow 3D image is ob-
tained only with the use of hardware or spectacles for observing stereoscop-
ic images so that 3D information is not recorded except by implication in
the difference between the two images. The technical limitations of this sort
of display mean that the refresh rate of the display should be synchronized
with the glasses used which may be done wirelessly as well.

It is known that because of its imperfections, the human eye cannot
distinguish the entire color gamut available on modern displays. The ques-
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tion arises, therefore, whether it makes sense to keep all these shades of
color if the human eye is not able to see them. In addition, there are also
redundancies in image content, especially in the case of frames of video.
Due to limitations in data transfer, online load, and synchronization, com-
pression is a key component in modern communication and data communi-
cation services.

original image
| |

Q right image

O O

(6] O

left image O

images are merged in the brain

to form a single (3d) image

Fig. 1. Demonstration of how a pair of stereo images creates an illusion of 3D
scene/objects

There are a number of standard image compression techniques such
as, for example, JPEG [4] and MPEG [5, 6]. Standard image compression
techniques cannot establish correlations between the left and right stereo
pairs and the information they contain. In the case of standard compression
techniques, it would be necessary to compress each image of a stereo pair
separately, which would lead to doubling of the bandwidth in data transmis-
sion [7, 8]. Because of the discrete differences that occur between the un-
compressed and compressed images, the illusion is potentially disrupted, as
the vital minute differences between images may be disrupted and there is
no provision in standard image compression techniques to preserve them.
Due to the lack of standard compression techniques, dedicated techniques
for the compression of stereoscopic images are developed. The compression
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techniques of stereo images found in the literature use discrete wavelet
transformation and morphological compression algorithm. The wavelet na-
ture of the algorithm and the proposed disparity compensation provide re-
constructed images without blocking artifacts and fewer annoying ringing
effects. One main focus of research in stereo image coding has been dispari-
ty estimation, a technique used to reduce the coding rate by taking ad-
vantage of the redundancy in a stereo image pair. These are the reasons why
the analyzed compression techniques are significant and stand out from
standards compression techniques such as MPEG, JPEG and JPEG-200 [5].
Also, many of the compression techniques proposed over the time are pro-
prietary and as such are not easily available. Therefore, we decided to limit
our research on the ones whose source codes, executables, and/or results
were available to us. It is our intention to expand our research and to im-
plement more compression techniques proposed for stereoscopic imaging.

A wavelet is a mathematical function used for digital signal pro-
cessing and image compression. In signal processing, wavelets are used to
recover weak signals from noise. It is also useful for X-ray and magnetic
resonance imaging in medical applications. In internet communication, it is
used to compress images on a larger scale.

In this paper, three techniques for the compression of stereoscopic
images which most frequently mentioned in the literature [9] and whose
results are available to us, will be analyzed:

1. Stereoscopic image compression using discrete wavelet trans-
formation and coding using the morphological re-presentation of coeffi-
cients, with estimation of disparities within the morphological coder, known
as the Dense disparity map algorithm.

2. Stereo image compression based on quadratic analysis and mor-
phological representation of the wavelet coefficient, known as the Disparity
compensated residual algorithm.

3. Stereo image compression based on MRF (Markov Random
Field) analysis for the assessment of disparities and morphological coding.

These techniques are applied to pairs of stereoscopic images. Figure 2.
shows a pair of stereo images [10] used to test and compare compression
techniques in this paper.

The comparison of the above-mentioned compression techniques
was done by objective methods for assessing the quality found in the ana-
lyzed literature, but also by the subjective estimates of the subjects tested.
There are different methods for assessing the quality of stercoscopic and
digital images in general. The most common methods for estimating the
quality of digital images are objective and subjective methods. Objective
methods estimate the quality of images in relation to some defined parame-
ter. Subjective methods for assessing quality, on the other hand, are based
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on subjective image quality assessments. The respondents evaluate the qual-
ity according to personal feelings and observations, as was done in this pa-
per. The interviewees observed the pictures with the use of virtual reality
head-mounted display and evaluated their quality with grades of 1-5. The
testing process is described in more details in the rest of the paper.

Fig. 2. A pair of stereo images (256x256): a) Left image; b) Right image

The paper consists of six sections. The first section details the goal
and subject of the research. In the second section, an overview of techniques
for the compression of stereoscopic images will be given. The third section
will give overview of devices used for display of stereoscopic images. In
the fourth section, a comparison of the above techniques will be made. The
results obtained by compression were also evaluated by objective and sub-
jective metrics for image quality assessment. The fifth section will give a
detailed description of the subjective analysis, as well as the analysis of the
results obtained. In the last (sixth) section, the conclusions of this research
will be presented.

2. Review of subjected compression techniques for stereoscopic
images. This section will present an overview of techniques for the com-
pression of stereoscopic images and a description of the notion of disparity
in stereovision.

2.1. Disparity in stereovision. The problem of finding points of a ste-
reo pair corresponding to the same point of a 3D object is called corre-
spondence. The problem is simplified if the cameras are coplanar. The dis-
tance between the two points on the stereo pair of the image corresponding
to the same point of the scene is called disparity. The estimation of this dis-
tance (disparity vector — DV) is very important because the target image
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can be predicted from reference to DV. The disparity compensated differ-
ence (DCD) is estimated so that the redundant information is not encoded.
Disparity compensation uses a Block Matching Algorithm-BMA and the
determination of residual blocks [12, 13], equations (1):

DCD(bi,j ) = 2 [bi,jR (x,y)—l;if <x+dvx,y+dvyﬂ, ()

(x.y)eby, j

R 7L ‘
where bl., ; and bl., ; are corresponding blocks of the target and recon-

structed images, and dv, and dv, are components of the disparity vector for
the best matching [7], equation (2):

DV(b,.,j)=arg( min) ADCD|(bi,j)’ ()

vx,dvy |e

where A is the window search area, and the matching criterion is the Mean
Absolute Error (MAE). The described compensation method represents a
closed loop because the prediction of the target image is performed using a
reconstructed reference image. Difference compensation can be performed
with a reference image and is called compensation for the difference in the
open loop. Open loop algorithms are simpler, but less efficient since there is
no need for inverse quantization and the reverse branch transformation on
the encoder side. The difference compensation process uses spatial depend-
ence among images to remove redundant information. The blocks that do
not have the appropriate blocks in the reference image are called blocked
blocks. The pages of stereo pairs that cannot see both eyes, as well as the
areas that arise from the overlapping of objects are the occluded areas.

2.2. Dense disparity map algorithm. The field of disparity vector is
estimated by the method of pairing the pixels of the image and the pixels
used for shape comparison. The algorithm is designed to produce a distribu-
tion of coefficients in each iteration in order to get the best performance.
Clusters are formed in sub-groups. The target image clusters correspond to
their "cousins" located on the reference image by shifting them so that they
optimize the minimal absolute error. The disparity field vector is determined
for the entire cluster, and the compensated disparity difference field is deter-
mined by subtracting the corresponding coefficients between the two clusters.

For the compression coefficients to be determined in a hierarchical
way, a structured 3x3 element for the morphological dilation operation is
used. Figure 3 shows the HL1, HL2 and HL3 subgroups of the left picture
that are later divided into 3 levels. The spatial dependence of wavelet coeffi-
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cients is obvious and justifies the morphological monitoring of all coefficients.
The morphological dilation is done on the basis of structured 3x3 elements.

Uf—>
HL2
LH; HH,D
HL)
l LH2 HH)
4 LH) HE)

Fig. 3. Spatial dependence of wavelet coefficients between the image division
subgroups

A unique step size quantizes all subgroups and, as a result, a binary
image with two partitions is obtained, separating significant and insignifi-
cant parts of the image. The coefficients within a defined range are called
significant. The dependence of wavelet coefficients in the formation of clus-
ters suggests the application of morphological dilation in order to identify
the "neighbors" that are significant. These coefficients are divided into
groups according to the similarity of characteristics. The results of this divi-
sion contain the necessary additional information for their description in the
decoding phase. The algorithm starts with the first significant coefficient
after quantization by a uniform quantizer. Then dilation operation is applied
at each first significant coefficient and assigned to each adjacent neighbor
of importance, clockwise. Darker blocks indicate significant clustering coef-
ficients that have been collected in a predefined way. Isolated significant
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coefficients that do not form clusters together with those coefficients that
are not assigned as neighbors form a group of insignificant coefficients.
This procedure produces a coder behavior map. The uncertainty regarding
well-selected significant coefficients in the final scale is checked and solved
by repeating the dilation operation on all specific structural elements.

The performance of this still image algorithm is quite good com-
pared to other compression techniques. The division and progressive encod-
ing of subgroups in a hierarchical sense provide an advantage for handling
the estimation of disparities in the same image. This technique degrades
quality, but it is computationally ‘cheap.’

2.3. Disparity compensated residual algorithm. The algorithm con-
sists of image coding based on the morphological prevalence of the coeffi-
cient of wavelet transformation and on the quadratic analysis of the dispari-
ty between the images of the stereo pair [18]. The coding unit uses a dis-
crete wavelet transformation followed by a morphological encoder, which
exploits statistically the properties of wavelet coefficients within and be-
tween subgroups in order to create entropy-reducing partitions between the
significant and insignificant coefficients. The disparity compensation pro-
cedure uses a block adaptation algorithm that is based on variable-size
blocks generated by the quadratic decomposition of the target image. The
diagram in Figure 4 demonstrates the components of the algorithm:

— Discrete wavelet transformation — performs decomposition and
quantization of target and residual images;

— Morphological compression — divides the wavelet coefficients in-
to significant and insignificant ones in order to reduce their entropy;

— Inverse morphological compression — reconstructs the reference
image and places it as an input to the disparity compensation units;

— A Disparity Compensation Unit — compares two inputs (recon-
structed reference and target image), estimates the best target image prog-
nosis, and produces a residual target image, representing target images from
the best prediction (compensated disparity difference). The best prediction
vectors for each block are called disparity vectors;

— Entropy coder — encodes the reference image, residual target im-
age, and disparity vector.

Figure 4 shows the diagram of the proposed algorithm [9]. The right
image is segmented into blocks of homogeneous intensity with quadratic
decomposition with intensity difference thresholding. These blocks belong
either to the same object or to the background and show homogeneous dis-
parity characteristics. This is followed by a quadratic decomposition with a
simplified speed distortion criterion, which allows division of an already
existing block into 4 sub-blocks. Figure 5 shows how the reference image is
divided into blocks (a) and the residual image (b) [17].
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Fig. 5. Disparity compensated residual algorithms: a) Target image divided;
b) Residual image

2.4. Stereo image coding based on MRF analysis for the assessment
of disparities and morphological coding. MRF is an algorithm that is based
on the fields of disparity D and occlusion O [12, 17]. The algorithm consid-
ers the existence of irregularly distributed points or positions in the im-
age (called nodes) which are elements of the images to be paired. Possible
correspondences of each node are a discrete set of selected image properties
that correspond to the characteristics of another stereo pair image, according
to the allowed range of disparities. The biggest problem is only the determi-
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nation of these fields. The configurations of the disparity field D and the
occlusion O can be determined by the equation (3) [12]:

(&,5) :arg(gi)ES[U(SR |SL,d,o)+U(d \ 0)+U(0)], 3)

where S* and SR represent the reference and target image. The first equation
condition is the probable energy of the target image, relative to the left or
reference image, and the fields D and O. This term is called the boundary of
similarity because it affects the similarity of two stereo pairs of images.

The second condition is the energy of the disparity field, in rela-
tion to the occlusion field O, and is called the obstacle. It is a smooth
variation of the vector of disparity. The third condition is the energy of
the occlusion field and is called the occult limit. This discards any dis-
continuities or closed blocks. Therefore, minimizing the total amount of
these three conditions or rather optimization criteria affects the efficiency
of the residual image encoding and the resulting disparity vectors. The
field of the initial assessment is formed using the double threshold tech-
nique and is divided into three regions: unused, occlusive and the uncer-
tain region depending on the estimated probability of being sorted as ‘oc-
clusive’ or ‘not occlusive.’

3. Overview of devices used for display of stereoscopic images.
When providing a taxonomy of the current virtual reality (VR) hardware
developments, the presented devices often exist only in the prototype
stage; most of them are not yet commercially available and may even
never be. The main category in current display technology represents the
visual displays. In terms of consumer VR they are all head-mounted dis-
plays (HMDs) which are either wired or mobile [13], [14]. Other catego-
ries providing haptic and multi-sensory feedback, but are expensive and
not easily available.

Mobile HMDs — it is possible to identify three subcategories in the
HDMs for mobile systems. All share the property of being wireless and
being usable without an additional PC. In most cases, their application areas
lie in entertainment — displaying 360° movies or panoramas rendered from
a stationary point of view or alternatively interactive walkthroughs based on
gaze directed navigation.

The first subcategory in the mobile displays is called "simple cas-
ing"; these displays are basically a frame for smart phones with additional
focusing lenses mounted at an appropriate distance. They fully rely on the
technology of the smart phone to display and process the data. Google has
developed the first devices of this kind.
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The second mobile subcategory consists of ergonomically de-
signed smart phone cases, which contain significantly better optics, pos-
sibly limited additional electronics, and are more comfortable to wear.
The difference between this and the first subcategory is one of degree,
not of kind and rest fundamentally on

The third subcategory are dedicated mobile HMDs. Different pro-
totypes and examples of this sort of device exist. Gameface and Oculus
Go, are stand-alone systems that do not need an additional PC or a smart
phone with all necessary hardware built into the unit. This seems to be a
promising approach as it allows the hardware to be tailored to the task at
hand, but the question of how affordable it is going to be for wider audi-
ence remains open.

Wired HMDs — these are devices that need to be tethered to a PC or
some other high-power computing device which is in charge of generating
3D graphics. Despite their name this type of device needn’t be actually
wired, and may in fact be connected wirelessly. They differ in comparison
to Mobile device by being dependent on their, fixed, computing platform.
The feature list of wired HMDs is diverse and they may be distinguished on
the basis of not only traditional quality factors like resolution, Field of
View (FOV) or weight but also specialized additional features. Some are
equipped with cameras to allow for AR and can be used as video see-
through displays, while others include eye tracking.

A representative of mobile HMDs is Google Cardboard. Google
Cardboard follows a minimalist philosophy of design, acting as a very basic
viewer, not even allowing the user to secure the device to their hear using a
strap. In order to provide basic interaction the Cardboard unit is equipped
with a magnet on the left side of the device. Phone sensors can detect the
motion of the magnet. A vast amount of inexpensive cardboard clones exist
and have disseminated the technology far and wide. They differ in such
terms as lenses with a larger FOV or mounting apparatus of some kind.
More advanced solutions are on the market as well, providing a simple plas-
tic casing, back straps or hats to mount the phone [13]. Xwave glasses (used
for testing) do not cost much and are easily available and work on the same
principle. They do not have an integrated solution for tracking user’s head
in space (similarly to the professional HMDs), but they allow tracking of
orientation using the accelerometer built into the phone [14]. The Xwave
glasses are shown in Figure 6.

Generally, devices for displaying stereoscopic images are expensive
and given our interest in the compression of stereo images and our desire
for maximum reach, price is very important. Therefore, we restricted the
research to a device that is relatively easy and cheap to buy and available
to a large number of people [15].
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Fig. 6. Xwave glasses for virtual reality

Table 1 shows the specifications of the Xwave glasses.

Table 1. Specifications of Xwave glasses

Type 3D glasses
Compatibility with phones 3.5 - 6.0 inch mobile/Andriod /Win/iOS
platform
Optics 33.5mm Aspheric Optical Resin Lens
Transformations 1%-2%/1.5-2 time bigger
Simulation 1000" Screen in 3 meters
View angle 70-90°
Dimensions 198x135x110 mm
Weight 399¢g
Color Black

4. Objective comparison of compression techniques for
stereoscopic images. Some of the objective methods are Peak Signal to
Noise Ratio, Mean Square Error MSE, Structural SIMilarity,
UIQI (Universal Index Quality), and RRIQA (Reduced Reference Image
Quality Assessment) [19-21].

MSE and PSNR methods are not complicated and are easy to un-
derstand and implement. Therefore, they are often used, perhaps most
often in the assessment of image quality [22, 23]. These methods cannot
give an objectively assessed quality that matches the observer's estimation
for a wide range of coding and transmission parameters. This is because
they compare the tested and reference data, without knowing what they
actually represent. They do not take into account the characteristics of the
HVS (Human Visual System), which show that HVS does not have the
same sensitivity to different types of distortion and different distortion
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properties. In addition, it is very important to know in which part of the
image the distortion occurs, and MSE or PSNR do not take this into ac-
count. They measure the accuracy of the signal without modeling any
properties of the HVS or image content and semantics.

In accordance with the literature [11, 12, 18] this research uses
PSNR as the main measure of compressed image quality.

Figures 7, 8 and 9 show the stereo pairs of images compressed by the
techniques described in the paper. The first proposed technique for the com-
pression of stereoscopic images has a low complexity of the algorithm itself,
but the optimization of the distortion is very complex. Therefore, it is diffi-
cult to improve the performance of the algorithm itself, taking into account
the optimization criteria for the distortion. An estimation of the pixel dispari-
ty has both advantages and disadvantages in relation to the techniques based
on the division of images into blocks. It affects the low complexity of the
algorithm, avoiding blocking artifacts, but it has lower efficiency in terms of
distortion. The proposed method also has a low degree of complexity due to
the simplicity of the quantization process and the effect on the determination
of the disparity within the compression scheme as a single framework. For
this technique, it can be said that it is of low complexity and that it represents
the technique of an alternative estimate of disparity.

Fig. 7. Examples of stereo pairs of images (left and right) compressed with dense
disparity map algorithm

Disparity compensated residual encoder is a robust encoder, which
inherits all the benefits of wavelet transformation and reduces the entropy of
the transferred images. The experimental evaluation of the proposed encod-
er [10] has shown that its performance is better than other stereoscopic im-
age coders, since in comparison to the visual quality achieved, it can be said
that the coder algorithm of low complexity.
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Fig. 8. Examples of stereo pairs of images (left and right) compressed with disparity
compensated residual algorithm

Fig. 9. Examples of stereo pairs of images (left and right) compressed with Markov
Random Field algorithm

The latest proposed technique is MRF. This algorithm obtains
smooth disparate fields [24] without increasing residual energy and thus
allocates fewer coding bits, and therefore takes less time to complete the
algorithm in relation to the previous two suggested techniques.

Also, based on the simple visual quality of the compressed images
shown in Figures 7, 8 and 9, it is can be concluded that the Dense disparity
map gives the lowest quality results, while the Disparity compensated residual
algorithm yields high quality results. The visual quality of the compressed im-
ages was also checked subjectively, and that is described in the next section.

5. Subjective comparison of compression techniques for stereo-
scopic images. In addition to objective metrics for assessing picture quality,
there also exist subjective quality assessments. When the overall subjective
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image quality is measured, it would be best to do tests on the entire popula-
tion, but of course, this is wildly impractical. This problem can be overcome
with a sampled statistical analysis. The main assumption is that this limited
number of respondents is representative of the whole population. [28-30].
Accordingly, proper sampling (i.e., selection of respondents) should be en-
sured. Entrants participating in the testing should not have prior knowledge
of the quality assessment of compressed stereoscopic images. In addition,
subjects should be at the age of 18-30, because the visual system of people
at this age is in optimal condition. In conclusion, the subject should be a
rather young person, who will evaluate the quality of the displayed com-
pressed images according to a subjective, personal impression.

In order to obtain statistically reliable results, the test session must be
precisely carried out. Also, it is necessary to deal with practice and boredom
effects. To avoid this, it is necessary to avoid showing all the test images
during one test session and it is necessary to avoid showing the images in
the same order as this will yield better statistical results. In the paper, the
test consisted of four test images, one of which is the original image. Pairs
of the pictures are presented individually to the respondents. A stereoscopic
compressed image is considered as one test point. Figure 5 shows pairs of
stereoscopic images seen by users. One line (a pair of images) represents
one 3d image. The images have been shown in random order. Each respond-
ent had breaks between viewing image pairs lasting five to fifteen minutes.

5.1. Description of the test procedure. In this paper, the results of
image compression achieved by these techniques were shown to users on an
Xwave VR display powered by a Samsung J5 2017 mobile phone. The
glasses are shown in Figure 6 and the mobile phone is shown in Figure 10.

Fig. 10. Samsung J5 2017 mobile phone
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The test procedure is described in Figure 11.
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Fig. 11. Stereovision subjective test procedure
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Thirty respondents participated in the test. Before the start of the
testing, each of the respondents was asked to complete a survey. First, it
was necessary to enter the gender, age, and field of education. Then, re-
spondents were asked questions related to their sense of vision, which were:

—Do you have an eyeglass prescription?

—Have you been diagnosed with astigmatism?

—Have you been diagnosed with dichromatism/daltonism?

Only after they responded to all the questions in the survey, respond-
ents were able to access the testing (Figure 12).

The respondents were divided into three groups of ten respondents.
This was done in order to optimize the breaks between image pair viewing.
Thus, each respondent had to wait between five to fifteen minutes. After the
first respondent viewed the first image pair (which was chosen randomly),
he/she had a break during which each of the rest of the nine respondents
viewed their randomly chosen first image pair.

After all of the ten respondents viewed their first pair of images, the
first respondent viewed the second image pair randomly chosen from the
image pair he/she had not seen yet.

"TTTIR
doiny

Fig. 12. Testing with Xwave glasses
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Respondents rated the quality of the images they were shown they.
The respondents rated the quality of the images they were shown. They
immediately rated the quality of the image pair they viewed.

5.2. Results and discussion. As stated in the preceding section, the
sample size was thirty, with a mean age of 28.6 years. The respondents were
all given the same four pictures to evaluate on a five-point Likert scale. Nei-
ther the subject, nor the examiner was aware of the order in which the pic-
tures would be shown in ensuring a double-blind experimental protocol.
Given the use of a Likert scale [31], the assumption of normality is violated,
especially given the relatively small n value and the heavy-tailed nature of
the distribution [32] implied by treating Likert scale values on the continu-
ous measurement level. Therefore, robust statistical methods [33] have been
used to analyze the relevant data. These selected statistical methods can
capture effects on a small sample. First, Figure 13 shows a bar graph of the
data with 95% confidence interval error bars.

Mean values with 95% ClI
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DCR DDM MRF Original
Fig. 13. Mean plot of grade values for the pictures in question. 95% error bars
shown in red, n=30
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While this is not a conclusive test, the error bars suggest that the
means of the grades do differ between the original and the algorithms. This
suggests that DCR has the superior image quality of all the algorithms but
proving this may be beyond the resolution afforded by the sample.

However, this does not take into account the repeated-measures na-
ture of the data, therefore a more careful analysis of the values is required.
The first step is to perform a heteroscedastic one-way robust dependent
ANOVA equivalent bootstrapped with 2000 resampling steps and 20%
trimmed means. Bootstrapped statistics do not produce p-values but it
should be noted that the test statistic generated is 24.1579 while the critical
value is 2.9671 indicating a high degree of significance. A non-bootstrapped
robust analogue produces similar values, F (2.62, 44.58) =24.1579 with a p
of 0 indicating a value too small for the system to calculate.

This permits us to reject the Hy of the means being equal between
groups which is the expected result given the nature of the graph in Figure 10.
Post hoc testing is much more interesting to us, and a post-hoc analogue to the
ANOVA variant used is detailed in [33] and implemented in [34] and if im-
plemented and applied to the data produces results in Table 2.

Table 2. Results of post-hoc testing on mean grade values, n = 30

Comparison P p Deritical Signifcant?
DCR vs. DDM 1.000 0.01705 0.02500 Yes
DCR vs. Original -1.222 0.00000 0.00852 Yes
DCR vs. MRF 0.667 0.00039 0.01690 Yes
DDM vs. Original -2.056 0.00000 0.01270 Yes
DDM vs. MRF -0.389 0.15483 0.05000 No
Original vs. MRF 1.833 0.00000 0.01020 Yes

Given these values, it is evident that most of the individual differ-
ences are significant even after accounting for familywise error rate. The
one exception is the difference between DDM and MRF algorithms whose
mean grade is close enough that the difference is not significant at the level
of resolution available from the present data set.

This analysis allows us to claim with a certain degree of confidence that:

—the original picture is better than the output of any of the algo-
rithms with a p-value of 0 and an effect size of, respectively, £=0.733,
0.818, 0.723, which according to Wilcox and Tien who defined the meas-
ure [35] is an exceptionally large effect size;
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—DCR is better than any of the other algorithms with a p-value of,
respectively, 0.01705, 0.01690, and an effect size of §=0.479, 0.380, which
according to [35] is a large effect.

6. Conclusion. This paper presents an overview of the compression
techniques used for image compression in a stereoscopic display and ana-
lyzed the results through objective and subjective methods for assessing the
quality of compressed images. As a conclusion of this analysis, it can be
said that the wavelet technique of compression of pairs of stereoscopic im-
ages does not affect the minute differences between paired stereo images
and thus does not affect the degree of immersion in the virtual environment
created in part by the stereoscopic display, as is the case with standard im-
age compression techniques. In the case of standard compression tech-
niques, there is a shortcoming that sudden transitions between contrast val-
ues are not possible. It is precisely because of the discrete differences that
occur between compressed and uncompressed that the 3D illusion is deteri-
orating. The MRF technique improves the quality of the reconstructed target
images in comparison with the results that can be given by a plain technique
based on the division of images into blocks.

The values from this analysis show that there are individual differ-
ences which are significant. The only exception is the difference between
DDM and MRF. The difference not statistically significant on the level of
the resolution available from the present data set. It shows that:

— the original picture is better than the output of any of the algorithms;

—DCR is better than any of the other algorithms.

In the future, our goal is a more detailed and more effective analysis
of stereoscopic image compression techniques. A larger data set and a more
involved experimental protocol are the obvious next steps and after that, the
use of resulting data in the development and improvement of the new com-
pression algorithm.
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N.C. BAcuibEBUY, /1. IPATAH, P. OBPAJIOBHWY, B.B. IIETPOBIY
AHAJIN3 METOJO0B C/)KATUA CTEPEOCKOITMYECKHUX
U30BPAKEHUI

Bacunvesuy U.C., [lpacan [., O6paoosuu P., Ilemposuu B.5. AHAIM3 METOIOB CKATHS
CTepeoCKONHYECKHX H300pakeHHii.

AnHotanusi. B TmocnenHue TOXBI CTaNM IOSBISTHCS BUJIEOLUIEMBl BHPTYalIbHOH U
JIOTIOJTHEHHON peabHOCTeH, OXBaThiBas Bce OOJblIE OTpaciel mpuMeHeHus. Buueoruiems
OOBIYHO MCIHOJB3YIOTCS IJIsl PAa3BICYECHHUM, COLMAIbHOIO B3aUMOACHCTBUs, 00pa3oBaHHs, HO
BMECTE C TeM yBEJIMYHMBAETCS IIPOLCHT II0JIb30BaTeNIeH, KOTOPhIE IPUMEHSIOT HX I pabOTHI B
TaKUX 00JACTsIX, KaK MEJWIMHA, MOJEIUPOBaHHE M cUMyJiinus. HecMoTps Ha TO, 9TO OBLIO
BBIMYICHO MHOXXECTBO BH/IOB BHJICOILIEMOB, JIBE OCHOBHBIC NMPOOIEMBI MPEHATCTBYIOT HMX
[IOBCEMECTHOMY BHCJPCHHIO Ha OCHOBHOM PBIHOK: YPE3BBIYAIHO BBICOKAas CTOMMOCTb H
HEJOCTaTKH II0JIb30BATENILCKOr0 HMHTepdeiica. DddexT TpexMepHOro H300pakeHUs B
BUJICOLIIEMAX [OCTHIACTCSI ¢ MOMOLIBIO CTEPEOCKOMUYEecKoro n3obpaxenus. O6pabotka u
CKOPOCTH Tepefiaydl MO CETH SBISACTCS Y3KUM MECTOM IIpH paboTe CO CTEPEOCKOMHYECKHUM
n3obpaxenueM. IloaTomy HeoOXomamMbl S(GQEKTUBHBIE METOABI CKATHUS H300paXKEeHHIl.
CTaHgapTHBIE METOABI CXKATHS HE MOJXOMAT JUISl CTEPEOCKONHYECKUX H300pakeHUH H3-3a
pa3IuYnii MeXIy CHKATBIMU M HECXKATHIMU H300pakeHusiMu. [IpoGiema B TOM, YTO MOTEPH B
AJTOPUTME CXKATHs M300paXKeHNH CO3/1aeT MEJKUE Pa3JIidus, KOTOphle B JalbHeIeM Oy1yT
BJIMATH Ha BOCHPHATHE YEJIOBEKOM KOHEYHOrO TpPEXMEpHOro obpasza. MeTozibl CxaTus
CTEPEeON300pKECHUH, KOTOpPbIE MOXXHO HAWTH B JIUTEpaType, MHCIOIB3YIOT JHCKPETHOE
BeHBIIET-Ipe0Opa3oBaHie M alITrOPUTM MOPQOJIOrHYECKOrO0 CKAaTHs, HPHMEHSIEMBIH K
ko3¢ dunmenTamM npeodpasoBaHusL.

B cratbe npezacraBiieH 0030p M CPaBHEHHE JOCTYIHBIX METOJOB CXKATHs CTEPEOCKOIHYECKHX
n300pakennii. Ha ocHOBe IIpoBEIEHHOTO aHA/M3a OBUIO BBISBIIEHO, YTO JIO CHX TIOP HE CYIIECTBYET
METO/1a, KOTOprﬁ II0 BCEM KPUTCPHUAM CHHTACTCA HAWIYULIHM. KauectBo MCETOZIOB IIPOBEPSCTCA
OJIB30BATE/IIMH  BUJICONIEMOB. HacTosiiiee  MccreioBaHHE OPHUEHTHPOBAHO Ha HEAOPOTHE
JIOCTYTHBIE BHICONIIEMBI TIOTPEOUTEBCKOTO YPOBHSI.

KuioueBble cJ10Ba: cxatre H300paKeHUH, CTEPEOCKOMMYECKHE, BCIUICCKH, BUACOIIICM.
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