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INFORMATION SECURITY

YIK 621.3 DOI 10.15622/sp.2019.18.6.1269-1300

T0O.K. 5130B, O.C. ABCEHTBHEB, A.O. ABCEHTBLEB, 11.0. PYBIIOBA
METOJA OHEHUBAHUSA DOPPEKTUBHOCTHU 3AIIIUTHI
SJEKTPOHHOI'O JOKYMEHTOOBOPOTA C IPUMEHEHUEM
AIIMAPATA CETEN IETPU — MAPKOBA

306 IO.K., Ascenmves O.C., Ascenmves A.O. Pyboyosa H.O. Meroa oueHHBaHUS
3¢ (eKTHBHOCTH 3AIIHMTHI 31eKTPOHHOI0 JOKYMEHT0000pOTa ¢ MpPUMeHEeHHeM anmaparTa
cereii Ilerpu — MapkoBa.

Aunotauusi. TpaIuuUMOHHBIC TOAXOABI K OLEHUBAHMIO A()(PEKTUBHOCTU 3aIIUTHI
nH(bOpMAaIY, OCHOBAaHHBIE HA CPAaBHEHHM BO3MOXKHOCTEH pealH3allud Yrpo3 0e30HmacHOCTU
nHGOpPMAIMM B YCIOBHSAX OTCYICTBHS H IPUMEHEHHS Mep 3alUThl, HE MO3BOJIIOT
aHaIU3MPOBaTh JAMHAMUKY IIPECEUEHHs] MEepaMH 3alllUThl ITIPOLECCOB PpEalH3allMU  yIpo3.
IpennoxxeH HOBBIA IOKa3aTedb J(P(EKTUBHOCTH 3alIUTHI ONEKTPOHHBIX JOKYMEHTOB,
MO3BOJIAIONIMN OLIEHUBATh BO3MOKHOCTH OIEPEKEHH MEpaMU 3aIllUThl IIPOLECca pPealn3aluy
yrpo3 B CHUCTEMax OJJEKTPOHHOIO JOKYMEHTOOOOPOTa M YUHTHIBAIOIIMH BEpPOSTHOCTHO-
BpPEMEHHBIC XapaKTePUCTHKH AWHAMUKH NPUMEHEHUs Mep 3alllUThl U pealu3alud yrpo3
JNIEKTPOHHBIM JOKyMeHTaM. Pa3paboTaHbl ¢ HcHonb3oBaHHeM ammapaTa cereil Ilerpm —
MapkoBa MaTeMaTHYECKHE MOJEIM U TOJyYeHbl aHAJMTHYECKUE COOTHOLIEHHMS JUIS pacuera
NPEeUIOKEHHOTO ~ MOKa3aTens Ha MpHMepe pealH3allud  YTPO3bl  «TyHHEIHPOBAHUS
Tpaduka» (pa3MelleHne IaKeTOB HApYIIHTENs B IIaKeTaX [OBEPEHHOIO IIOIb30BaTelsl) U
HECAHKIMOHMPOBAHHOTO JOCTYyNa (CETEeBBIX aTak) K JJIEKTPOHHBIM JIOKyMEHTaM, a TakKxke
YIrpo3bl BHEAPEHHs BPEJIOHOCHOM IpOrpaMMbl ITyTeM IPOBEACHUS aTaku «Hecyemnoi IP-
coydunr» (MOAMEHBI ceTeBOoro azapeca). [IpuBeneHBI NpUMEpHl pacyeTa MHPEIoKEHHOIO
nokaszartenss W rpaduKd ero 3aBUCHMOCTH OT BEPOSTHOCTH OOHApYKCHHS CETEBBIX aTak
CHCTEeMOM 00HApY KEHHUsI BTOP)KEHUH U OT BEPOATHOCTU 0OHAPYKEHHS BPELOHOCHBIX IPOTrPaMM
CHCTEMOH aHTUBHPYCHOMU 3amuThl. [TorydeHb KONNYecTBeHHbIe 3aBUCUMOCTH YD ()EKTUBHOCTU
3alIUTBl  JIEKTPOHHBIX JOKYMEHTOB 3a CYET OIIEPEKEHHs MepaMH 3allUThl IPOLECCOB
peanu3anuu yrpo3 Kak OT BEpOSTHOCTH OOHApY)KCHHS BTOPKCHUS HIM BEPOSTHOCTH
0OHapyKEHUsI BPEJOHOCHOI MPOrpaMMBI, TaK U OT COOTHOLICHUSI BPEMEHH, 3aTPadnBaeMOro
CHCTEMOH 3alUTHl Ha OOHApYXCHHE IIONBITKH PEANN3alMU Yrpo3bl M HPHHITHE Mep IO
MIPECEUCHHIO TPOLEcca ee Pealn3alii, i BPeMEHU PeallH3alii yrpo3bl. MoIeni o3BONSIOT He
TOJIBKO OIICHHBATH Y(P(HEKTHBHOCTH MEP 3aIUTHI YIEKTPOHHBIX JOKYMEHTOB OT YTPO3 YHHUTOKCHIIS,
KOIIMPOBAHMUsI, HECAHKIMOHMPOBAHHBIX M3MEHEHMH M TOMY MHOIOOHOE, HO W KOJIMYECTBEHHO
000CHOBBIBAaTh TPEOOBAHMS K BPEMEHHU PEaKIUH aJalTHBHBIX CHCTEM 3aIUTHI Ha 0OHApYKUBaeMbIe
JeHCTBYS, HaNpaBICHHBIC HA HapylleHHe Oe30IaCHOCTH OJJIEKTPOHHBIX JOKyMEHTOB, a TakokKe
BBUIBIIATE Cla0ble MeCTa B CHCTEMax 3allUThl, CBSI3aHHBIE C JUHAMUKON pealH3allid Yrpo3 H
peakIuel Ha TaKue yrpo3bl CHCTEM 3alIUThI YJIEKTPOHHOTO JOKYMEHTO000pOTa.

KiioueBble c10Ba: mokasarens 3()(GEeKTHBHOCTH, CTPYKTYpHO-(QyHKIHOHAIBHAS MOJENb,
cets [lerpn — MapkoBa, cucTeMa IEKTPOHHOTO JOKYMEHTO000pOTa, yrpo3a 0e301macHOCTH,
Mepa 3aIlUThl, BEPOATHOCTb OOHApPY)KEHHs, CHCTeMa OOHAapyKeHHs BTOP)KEHHH, cHCTeMa
AHTUBUPYCHOM 3aIL[UTHI.

1. Beenenune. HeoOxonumocTs oneHrBaHMs 3)(HEKTUBHOCTH 3aIUThI
napopmanmu (31) B mupopmammonnsix cucremax (MIC) ormeuaercss B
LEIOM psiieé TOKYMEHTOB (enepanbHoro ypoBHs. Tak, B JloKTpuHE
nHpopMannoHHOH OGe3onacHocTH Poccuiickoit Penepannu, yTBepKICHHON
VYkazom Ilpesunenrta Poccuiickoit @enepanuu ot 5 aexadps 2016 r. Ne646,
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NHPOPMALIMOHHAA BEE3OMNACHOCTb

yKa3aHo, YTO «IUIAHMPOBAHHE, OCYIIECTBIICHHE M OleHKa 3(PEKTUBHOCTH
KOMIUIEKCa Mep 10 o0ecredeHnI0 WH(POPMAINOHHOW 0e30macHOCTI
SIBIISIFOTCSL  «3aJlayaMM TOCYJIapCTBEHHBIX OpraHoB...». Bmecre ¢ Tem B
HACTOsIIee BpeMs METOOWKH oOueHuBaHusA d¢dextuBHOCTH 33U (Mmm
obecrieuennst Oe3omacHOCTH HMH(MOPMAIMKM) B TPAKTUYECKOM  IUIaHE
OCTaIOTCS Hepa3BUTHIMHU. DT0 oTHOCcHTCS U K MIC ¢ cucTeMaMu 3IeKTPOHHOTO
nokymeHroobopora (COM). CeroaHs AeWCTBUS, HampaBleHHBIE Ha
KOITMPOBAHKE u HECAaHKIIMOHUPOBAaHHOE pacrpocTpaHeHHe,
MOICIKY (MOTU(HUKAIINIO), YHUUTOKEHHUE FJICKTPOHHBIX TOKyMeHTOB (/1)
B MC c C3OJH, BHenpenme BpemoHOCHBIX mporpamm (BII) c¢ memsio
BBIMIOJIHEHUSI TakUX [JeHCTBMH W Tak [Janee, CTAHOBSATCA BaKHBIMHU
COCTaBJISIIOIIMMH MH()OPMALMOHHOTO TPOTHBOOOPCTBA M OOYCIIOBIMBAIOT
npuHATHE 3O OEKTUBHBIX MEp 3alUTHI.

B TeopernueckoM IUIaHE BO MHOTMX HAay4HBIX MyOJHMKaIMsIX
MpeAjiaraluch BEeChbMa  Pa3HOIUIAHOBBIE  IMOAXOABI K  OICHHUBAHUIO
a¢pexruBHOCTH 3U.

Tak, B [1] anst ouenuBanus 3)(GHEKTUBHOCTH 3aLUTHI OT OTACIBHBIX
yrpo3 Npeaarajoch B KadecTBE ITOKa3aTellsl HCIIOJIb30BAaTh BEPOSTHOCThH
TOTO, YTO B YCIOBHAX TNPHMEHEHHS Mep 3alluThl yTrpo3a 0e30MmacHOCTH
nHpopManmu He Oyzmer peanm3oBaHa; B [2, 3] ObumM pa3paboTaHbI
AQHATUTHYECKHEe MOAETH M METOAMKH pacdera 3TOH BEpOATHOCTH IS
paznuunbix UC u yrpo3. B ocHOBe ykazaHHBIX MOJAENEH JIEXKUT TEOPHs
pHUCKa, TIOHMMAaeMOT0 KaK IPOU3BECHUE BEPOSTHOCTH HAHECEHHUs ymiepba
OIIPEZIeJICHHOTO  YPOBHA (WM  CpefHero ymepda) Ha BEpOSITHOCTh
peanu3ayn yrpo3sl, KOTopas MPUBOINT K dToMy yiiepOy [4]. Ilpu aTom, Kak
MIpaBuIIo, yIiepd OT pean3alyy yrpo3bl [10J1aracTcsi HENpUEeMIEMBIM, H PUCK
MTOHUMAETCS TOJNBKO KaK PHCK pPeaji3aliy yrpo3sl. DTO 00YCIOBICHO TEM,
YTO aHAIUTHYECKUE METOJbl OLIEHMBAaHMS yllepda OT peanu3alyu yrpo3
6e30macHoCTH HH(POPMAIMHU TT0Ka HEJIOCTATOYHO Pa3BHTHI.

Yka3aHHBIE TIOKa3aTeNIM HCIONB3YIOTCS B HMHTEpecax BBIPaOOTKH
pelIeHui MO YHpPaBICHUIO pPUCKaMU [5], HIpU PUCK-OPHUEHTHPOBAHHOM
BBIOOpPE Mep KOHTpOJs 3ammiieHHocTd wuHopmarumun B WC [6], mpu
yIpaBJIeHUN pPHCKaMH JUIl CHCTEMHO-CBSI3aHHBIX 00BekToB [7], s
OLIEHMBaHMs 3alUIIeHHOCTH HHpopMalmu B MC, TOCTpOeHHBIX Ha OCHOBE
«00JaYHBIX TEXHOJIOTHI [§], U Tak manee.

Bmecre ¢ Tem pa3pabaTeBalMCh W HWHBIE MOAXombl. Tak, B [9]
oueHnBaHue 3(P(PEKTHBHOCTH, NOHMMAEMOH KaK «CTENeHb COOTBETCTBUS
pe3yJIbTaToOB  3allMThl  HMHPOPMAIMK LEJW  3alMThl  MH(MOPMAILN,
MIPEUIOKEHO MPOBOAUTE C MIPUMEHEHHEM abCOIOTHOTO, OTHOCHTEIBFHOTO U
OTHOCHTEJIEHO-Pa3HOCTHOTO MIOKa3aTesei, KOTOPbIe PACCUUTHIBAIOTCS ITyTEM
CpaBHEHUSI BEPOSITHOCTEH peau3alun yrpo3 0e3 Mep 3allUThl U B YCIOBHIX
MpUMEHEHHs Mep 3ammThl. Kpome Toro, Hapigy ¢ YKa3aHHBIMU
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NOKa3aTeIsIMH, pPACCYMTHIBAEMBIMH aHAJMTHUYECKMMH METOJaMH, s
oneHuBanuA 3pdexrrBHOCTH 3anuThl nHPopMmanuu B C kak B Poccun, Tax
1 32 py0eXoM HCIIOIb30BAINCH M KAUYECTBEHHBIE TOKA3aTeNH, HAallpIMep Ipr
(YHKIMOHAIBHOM TIOAXOJE, KOTOPBI OCHOBaH Ha CpPaBHEHHU COCTaBa
peanm3yeMbIX Mep 3aliuThl C COCTAaBOM, 3aJ@HHBIM HOPMAaTHBHBIMH
JOKyMeHTaMu [9]; mnu npu MoAxoje, KOTOPbI OCHOBAaH HAa BBEJCHHU
OLICHOYHBIX ~ YPOBHEH JOBEpHS B COOTBETCTBHMM C  HJCOJIOTHEH
MexyHapoaHoro cragnapra MCO/ MOK 15408. Inpokoe mpuMeHeHHE Ha
MIPaKTHKE TAaK)Ke Hamled MOAXOM, pealn3yIOIUi OalabHBIH METOA, CyTh
KOTOPOTO COCTOMT B JKCIEPTHOW OIIEHKE PUCKA peai3aldy YIPO3bl I10
OajtaM, ompenessieMbIM IO 3apaHee BBEIEHHBIM IIKajlaM. OJTOT IMOJXO[
HCIIOJIB3YETCSI CErO/IHs B IIEJIOM psijie IPOTPAaMMHBIX ITPOIYKTOB, TAKUX KaK
nHCTpyMeHTapuii cranngapta ISO 17799 (cranmapt nmo uHGOpMaIMOHHON
6e3omacHocTy, onyoiaukoBaHHbIi B 2005 r. opranuzanusimu SO u IEC, B
2013 r. cmenmn Hazanme Ha ISO/IEC 27002:2005 «udopmarmoHHBE
TexHOooruu. MeToxbl obecrieuenus 6e3omacHocTu. [IpakTiuyeckne npasmna
yIpaBIEeHUS nH(OpPMAIMOHHON 0€3011aCHOCTBIO), Hafpumep,
mporpamMHbEIE  mpoxykr COBRA  wmm  mporpaMMHBIA — TPOIYKT,
peammsyromuii Meroq CRAMM (Central Computer and Telecommunications
Agency. Risk Analysis & Management Method — I{eHTpanibHOE areHTCTBO
10 KOMIIBIOTEpAaM M TeJIEKOMMYHHKalusM BenmukoOpuranun. Merton
aHaM3a ¥ KOHTPOJIS PUCKOB), MPOrpaMMHEIH ipoaykT RiskWatch u npyrue.
Bmecre ¢ TeM mnpuMEHEHHE OLEHHMBAEMBIX OKCIIEPTHBIM METOJIOM
KadeCTBEHHBIX  MOKazaTened s¢ddexTtuBHOCTH, B TOM UHCIE C
WCIIOJIb30BAaHNEM OAJTBHOTO METO/A, IPUBOANT HE TOJBKO K HEIOIHOH, HO
1 3a4acTyl0 K HEKOPPEKTHOW OIICHKE, MOCKOJBbKY B HHMX NMPAKTHYECKH HE
yuuThiBaeTCs (AaKTOp BpeMeHH, Ooibllioe pazHooOpaszue  crocoOoB
peanu3anuy yrpo3, IpUMEHsIEMBIX Mep 3all[UThI U TaK Jajee.

C y4eToM H3JI0KEHHOTO Bce Ooliblliee BHUMaHHE B ITOCIIETHEE BPEMs
yIeNseTcs KOIMYeCTBEHHBIM MeToiaM oneHuBaHus ¢ pexruHocTr 3U. [Tpn
9TOM B KadecTse nenu 31, kak mpaBmito, paccMaTpuBaeTcs TapHpOBaHUE BCEX
BBISIBIICHHBIX aKTyaJbHBIX yrpo3 0e30MacHOCTH MH(pOpPMAINK, a B KauecTBE
MOKa3aTeNed  HMCHONIB3YIOTCS WM BEPOSITHOCTHBIE —MOKa3aTelnH, WIN
CPETHECTATUCTUUECKHUE TTOKA3aTeNI BO3MOKHOCTEH MapupoBaHus yrpo3. Tak
KaK paccMaTpHBaeMbIe ITPOLIECCH] PeATN3aluK YIPo3 SIBISIFOTCS CITy4aHHBIMH,
JUISL UX aHAJMTHYIECKOTO MOJIEIMPOBAHMS HCIOJIB3YETCS] TEOPUs CIydalHBIX
MIPOLIECCOB,  BEPOSTHOCTHO-BPEMEHHBIE  XapaKTEPUCTUKH  KOTOPBIX
ONPENENSIOTCST € WCIOJb30BaHMEM  amlmapara  MapKOBCKHX WM
MOTYMapKOBCKHX mpotieccos [10].

BwMmecre ¢ TeM Moaenupyromye BO3MOKHOCTH yKa3aHHBIX allllapaToB
BECbMa OTPaHWYECHBI U HE IO3BOJLIIOT YYECTh BaKHBbIE (DAKTOPBHI, KOTOPHIE
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ONPENENSIIOT ~ TUHAMUKY — pealu3allid  MHOTHX Yrpo3  0e30macHOCTH
nHpopmarmu B MHGOPMALMOHHBIX CHCTEMaxX. Tak, B BHIE MAapKOBCKHX
Mojieneil HEeBO3MOKHO IPE/ICTaBUTh PAa3BETBICHHBIE IPOLIECCHI, XapaKTepHbIE
JUTS peasii3aliuy OOJBINNHCTRA yIpo3 0e3omacHocTr uHpopmanuu B IC, 1 Tem
Oonee yd4ecTb JIOTMYECKUE YCIIOBHS, KOTOPBIE BBOAATCSA IUISi OOECIICUCHUS
a/IeKBaTHOCTU MOJENeH paccMaTpuBacMbIM Tporeccam. IlomymapkoBckue
MOJETH  TO3BOJSIIOT — MPEJICTAaBIATh  IPOLECCHl  Pa3BETBICHHBIMU U
aHAIM3UPOBAaTh JUHAMHKY WX BBIIOJHEHUS, TO €CTh OLCHUBATh
KOJINYECTBEHHO BPEMsI BBINOJIHEHUS ITPOLIECCA, OJHAKO TOJIBKO B TOM CIIy4ae,
€CITH B HEM OTCYTCTBYIOT JIOTHUECKHE YCIIOBUS €TI0 BBITIOJIHEHHUS.

Jloruky TmpoTeKaHMs TIpolecca pealu3allld  yTpo3  MOKHO
npeacTaButh ceTbro Ilerpu [11], omHako aHATUTHYECKH YYHTHIBATH
BpPEMEHHOH (haKToOp B MOJEIISIX, pa3padOTaHHBIX Ha OCHOBE 3TOTO armapara,
mpakTHdeckun HeBo3MoOkHO. Ceromus ammapar cered Ilerpu (E-cetw,
BpeMeHHbIe ceTh IleTpy W T.1.) IPUMEHSIOT U BECbMa 3aTpPaTHOTO II0
BpPEMEHHU UMUTALIMOHHOTO MoJienupoBanus. B [12] B uHTepecax peanusanuu
TpeOoBaHus craHAapTa (yHKOHOHANBHOH Oe3zomacHoctu IEC 61508
MIPEATIOKEHO HCIIOIh30BaTh ISl OLIEHUBAHUS JIOCTUTAEMOM Oe3omacHOCTH
3alIMIIAaeMO CHCTEMBI MPH CIIyYailHBIX OTKa3aX OOOpYZOBaHUS METOJbI
MHOro(a3HBIX ceTeli MapkoBa u croxactuueckux cereid Iletpm ¢
npearkaTamy; a B [13] anst MozenmpoBaHust 1 aHaJIN3a IPON3BOJUTEIIEHOCTH
CHCTEMBI aBapUHHO-CIIacaTeIbHON JTOTUCTUKY — codeTaHue ceter Iletpu c
MapKOBCKMMH TPOLIECCAMU C BBIBOJAOM JIMHEHHBIX ypaBHEHHH s
KOJIMYECTBEHHOTO aHaJlM3a OCHOBHBIX TMOKazaTeled 3(PQeKTHBHOCTH
cucreMbl. B [14] oObenuHenne croxactTuaeckux cereil [lerpu ¢ onrcanuem
JUHAMHMKA WX Cpa0aThIBaHUS C TNPUMEHEHHEM arnapara MapKOBCKHX
MIPOIIECCOB TIO3BOJMIIO CBSI3aTh OMNpenenseMblil ceTtbio IleTpn mopsmok
BBIMOJIHEHUSI MOJEIUPYEMOro Ipolecca CcO CIy4alHbIM BpeMEeHeM
BBINOJHEHHUsI TMapUUaIbHBIX IIPOLELYP, COCTABILSIIONIMX 3TOT MpoLEecc.
OnmHako NpEeNIOKEHHBIE MOAXOABI KpaifHEe CIOXHO WM HEBO3MOXHO
MIPUMEHSATh, KOTa OJHOBPEMEHHO HYXHO YUUTBIBATh JIOTMUECKHE YCIOBUS
BBINOJIHEHUSI ~ MOJENUPYEMBIX  IPOLECCOB, HX  Pa3BETBIECHHOCTb,
MapaJuIEIbHOCTh M BpPEMs BBINOJNHEHMS, YTO XapaKTEepHO ObUIO M IS
TPaJULMOHHOTIO almnapaTa MapKOBCKUX U MOIyMapKOBCKUX IPOLIECCOB.

Jis  ycTpaHeHus yKa3aHHBIX HEAOCTaTKOB MAapKOBCKUX H
MTOTyMapKOBCKHUX Mojiesei B [15] Obut mpeanoxer anmapar ceteit [letpun —
MapkoBa, NO3BOJAOLMI B oTiauuMe oT cered Ilerpu aHamuTHYecku
paccunTHIBaTh MOKazaTean d(GPEeKTUBHOCTH 3amuThl nHpopmarmu B UC c
yueToM (akTopa BpEeMEHHW, a B OTJIMYHME OT ammaparta MapKOBCKHX U
MOTYMapKOBCKMX  MPOLECCOB —  HapsiAy C  Pa3sBETBICHHOCTHIO
MOJIEIUPYEMBIX MPOIIECCOB M MapauICIbHOCTHIO BHITIOIHEHHUS BO BPEMEHHU
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COCTAaBJISIIOLIMX 3TH TPOLECCH MPOLENYP YUYUTHIBATH BIMSHUE JIOTHUECKUX
YCIIOBH HA JHHAMUKY MPOTEKAHHS IIPOLIECCOB peam3anuy yrpo3. [Ipu stom
npu mnomomu cereit Ilerpy — MapkoBa MOryT OBITH IOJyYEHBI
AHATUTHYECKIE COOTHOIICHHS JJISl pacdeTa BpeMEeHH BHITIOIHEHHS IIpo1iecca
W yKa3aHHBIX BBIIIE BEPOSITHOCTHBIX MOKazaTesael oueHKH 3(h()eKTUBHOCTH,
pacCUUTHIBAEMBIX ITyTEM CPaBHEHHS BO3MOXKHOCTEH pealH3alid yrpo3 B
YCIIOBUSIX OTCYTCTBHS M IPUMEHEHHUS BHIOPAHHBIX MEp 3aIlUTHI.

OpmHaKo STHMH TIOKa3aTeIsIMH OLCHUBACTCS «HUTOTOBBIN 3¢ddexT
3aIIUTHI, 1 OHU BECbMa OTIOCPEIOBAHHO YUHUTHIBAIOT BPEMs PEaKI[MU CHCTEM
3aIUTH Ha TIOTBITKH peai3alnil yrpo3. B ycIoBHsxX, Korma IpUMEHSIOTCS
CHCTEMBbI aJalTUBHON 3aIUTHI, K KOTOPBIM OTHOCSTCS, HAIPUMEP, CUCTEMBI
obnapyxenust Brop>kennit (COB), cuctems! antuBupycHoi 3ammtsl (CAB3),
DLP-cucrembr (Data Loss Prevention, cucteMbl OJOKHPOBAHUS IIOIBITOK
HECAaHKIIMOHHPOBAHHOW TIepeau JaHHBIX Bo BHemmHue cetw [16]) u SIEM-
cucteMbl (0OBETUHAIOT B CBOEM Ha3BaHMH aOOpEBHATYpPHI ABYX TEPMUHOB:
SIM — Security information management, ynpasieHHe HHPOPMAIIOHHOMN
6e3omacHocTeio, 1 SEM, ympasnenue codprtusimu 6e3onacHocTr [17-19]) n
TaK Jjajee, HEoOXOOUMO aHAJIM3UPOBATh 3aBUCUMOCTH 3((HEKTUBHOCTH
3aIIUTHl OT BPEMEHH PEaKIMU 3THX CHUCTEM Ha ITOMBITKU peajli3alliyl yrpo3,
yKa3aHHBIE [TOKA3aTeNN OKa3bIBAIOTCS MAJIO IPHEMIIEMBIMH.

B nmaHHOH craThe mpearaeTcss MHOM MOAXOA K OLEHUBAHUIO
a¢¢pextuBHocT 3 B MC ¢ C3OJI, OCHOBaHHBI Ha MOKa3aTesIX
BO3MOKHOCTH OTIEPEKEHHSI MepaMH 3aIllUTHI IIPOIIECCa PEaNH3aliuu yTrpo3
9JIEKTPOHHOMY JIOKYMEHTOO0O0POTY.

2. Iloka3arenn oneHKH 3(PPeKTUBHOCTH 3aIIUTHI 3JIEKTPOHHBIX
nokymMeHTOB B CO/l Ha 0CHOBe ompe/ieJieHHsI BO3MOKHOCTH OTepeKeHu s
MepaMHM 3alUThl TpoIecca PpeaTu3alud  Yrpo3 JJIEKTPOHHOMY
JIOKYMEHT0000poTy. BO03MOXXHOCTH OINEpeKeHUsT MepaMH  3allUThI
mpolecca  pealu3aliyd  yrpo3bl  DIIEKTPOHHOMY  JIOKYMEHTOOOOpOTY
npejsaraeTcs OICHUBATh BEPOSITHOCTBIO TOTO, YTO CyMMapHOE Bpems
obHapyxeHus (akTa peanu3alMM YIPO3bl M TPHHSATHS aJEKBAaTHBIX
JIEHCTBUI MO ee MapupoBaHMIO OyJeT MEHbIIE BPEMEHH IPOHUKHOBEHHS B
onepauuonnyo cpeny COJI CH no MomeHTa Hayana BBINOJHEHUS
HECaHKIIMOHUPOBAHHOTO NeiicTBUA. Takoe onepekeHne OIeHUBAETCS B TOM
cilyyae, KOrJa Mepbl 3allUThl BBIOMPAIOTCS W TPUMEHSIOTCS B XOJE
¢yaxmuornpoBanus COJ] CH B 3aBUCHMOCTH OT conaepKaHHs IeiCcTBHI
HapymuTenss WIA  BBIIOJHSAEMBIX  (DYHKIMH  WMHOTO  MCTOYHHKA
yTpO3bI (HampuMep, mporpaMMHoi 3akmanku, BIl um T.a1.), TO ecTs mpu
MIPUMEHEHHUN aJalTHBHBIX Mep 3auuThl HHpopMarmu. [IpumeHuTensHo K
YHIOMSHYTBIM MepaM 3aIlUThl HIKE MPUBOIATCA MaTEMAaTHIECKHE MOJIEIN
pacyera yKa3aHHOTO IIOKa3aTelsl OHEHKH A(P(PEKTUBHOCTH 3alUTHI
3IEKTPOHHOTO IOKyMEHTO000pOTA.
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Tak kak peanu3anus OOJBITUHCTBA YTPO3 U IPUMEHEHHUS MEP 3aIUThI
BO3MO’KHA IMPU BBINTOJIHEHUH psijia JIOTUHYCCKUX yCHOBHﬁ, a CaMU NpOoLECCChl
peaiu3anuy, KaK MpaBuilo, SIBISIOTCS PAa3BETBICHHBIMU M Pa3JeisIIOTCs Ha
MapaJulelbHO  BBITNIOJIHSIEMBbIE  ITOJIPOLECCH, TO ISl HOCTPOCHHUS
MaTeMaTU4YeCKUX Mojeneil ucrnonb3oBajics ammapar ceredl Iletpu —
MapkoBa. Hwke Takue MOJEIM pPacCMaTPUBAIOTCS MPUMEHHUTEIBHO K
crcTeMaM 0OHapyXeHUs! BTOP>KCHNH 1 aHTUBHPYCHOM 3aIIUTHI.

OcO0OEHHOCTh TakMX MOJEICH 3aKIIoYaeTcss B TOM, YTO C HX
UCIOJIb30BAHUEM OLIEHUBACTCS BPEMSL T, , = Typry T 7, Heobxoxumoe COB

res.u rep.au

I oOHapyxeHus dakra sropskeHus win CAB3 na o6uapyxenus BII (7, ,)

1 OpeCeUYCHU BO3MOKHOCTU BBITIOJIHEHUA HECAHKIIMOHUPOBAHHOT'O HeﬁCTBHH

TIPY MONBITKE Peau3auy U - yrpossl (7,,,, ).
JNuTeNpHOCTE  peaM3allid  yrpo3bl  COCTAaBISACT  CIy4YalHYIO
BEIMYMHY 7,, BKJIIOYAIONIYI0 B ce0s IPOMODKUTENBHOCTh 7, JTala,

KOTOpBIN TpenBapseT Hawyano ¢yHkuuonupoBanmst COB (mmu CAB3),
pacmaKkoBKU NaKeTa (U aKeToB).

0
OG6o3HAYMM PAsHHILY T, — 7, KaK 7. .

IlycTs mnoTHOCTH paclpeneneHus BepOosTHOCTEH BEIMYUH 7,,, U
7\9 pasuer w,,(z,,,,) 1 w,(z\") coorsercrBenHO
u p res res.u u u °
Yrposa He GyzeT peann3oBana, eci 7. > 7,
> u res.u *

Tak Kak paccMaTpuUBaeMble ClIydailHbIe BEJIUYMHBI SBIISIFOTCS
HE3aBUCHMBIMU, TO B COOTBETCTBUU c [20] IUIOTHOCTH
pacTipenenenus BeposTHOCTel  CiydaitHoil  BemuumEBI Y =7." -7, ,
OIIpeIeAETCs U3 COOTHOILCHUS:

o0
WEXC (y) = j WM (y + TI”ES.L{ ) .WVES (TI”ES.Lt ) ' dTI”ES.Lt ° (1)
0

Tor,ua BEPOATHOCTH TOI'O, YTO TEKYLICC BpEMs peain3alilu YIpoO3bl B
Ka)KI[Oﬁ IIOIIBITKE TaKoi peam3anun 6y/:[eT MPEBbINIATh BpEMs NMPUHATHUSA
AACKBATHBIX MEP 3allUThI, ONPCACTIACTCA U3 COOTHOLICHMA:

Pore (0 =T > 0) = [, (), @
0

a cpeiHee BpeMsl pealli3alii yrpo3bl Tf” )¢ yueroM [21, 22] — BenuuuHy:
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__ 0

sy _ Tu 3

T, =1+ " ) , 3)
“ Pexe (Tu “Tresu )

- 0

0
rne 7, ®u 7, — MAaTeMaTH4YCCKUC OXHUIAHMs BCJIMYMH 7, H Z',E)

COOTBETCTBEHHO.
B coorBerctBHU Cc Qopmynoir (3) TPOUCXOAUT BEPOSTHOCTHOE
MPOPEKUBAHAE HCXOAHOTO TOTOKA COOBITHH, OMMCHIBAIOIIETO IPOIECC
peanuzanuu U -l yrpo3sl.
B [21, 22] nokazaHo, 4TO JjIsl TIOJIy4aeMOro IyTeM IMPOPEKHUBAHUS C
BEPOATHOCTBIO P TIOTOKA XapaKTepuCTUIecKast QYHKIMS y.(s) i1 HHTepBaja

BpEMEHU MEXIY COCETHNMHA COOBITUSIMH B TIPOPEIKEHHOM ITOTOKE UMECT BU!

p-x(s)

2O = 0y 20

4)

rae y(s) — Xapakrepuctuueckas QyHKIHS Ul HHTEpBaia BpeMEHH MEXIY

COCETHMMH COOBITHSMH B UCXOJJHOM HIOTOKE.

B kauecTBe Mepbl OIM30CTH IMOTOKA K IIyaCCOHOBCKOMY MOXHO
UCIIONb30BaTh KO3((QUIMEHT BapHalllH, OMNpENeNsieMblii KaKk OTHOIICHHUE
CPEIHEKBAIPATHIECKOTO OTKJIOHEHHS May36bl 6 MEXIy COOBITHAMU B IIOTOKE
K €r0 MaTeMaTH4EeCKOMY OXKHUIAHHUIO:

0 _NZ©-Z 6

"M, Z(s)

s=0> (5)

e y(s) ®m x(s) — TmepBas u BTOpas NPOHM3BOJHEIE OT
XapaKTepUCTHUCCKON QYHKIUU ¥ (s) .

Ilpu sTOM KpallHUMH CIIy4asMH SIBISIOTCS JETePMHUHHPOBAHHBIN
nepuoandeckuil moTok, Mt koroporo K, =0, 1 mMyacCOHOBCKHIf MOTOK,
mist kotoporo K, =1.

KoaddunueHt Bapuanmu uis NMPOPESIKEHHOIO C BEPOSATHOCTHIO P

X
notoka K

var

paccunThIBaeTCs o Gpopmysie, aHaloruyHoi popmyie (5), rae
BMECTO  XapaKTEPUCTHYECKONW (YHKIMA HCXOMHOTO TMOTOKa  y(s)
HCTIOJIB3YETCS XapaKTePUCTUUSCKas (DYHKIIUS TIPOPEIKSHHOTO MOTOKA Y+ (),
KOTOpast OTIpeIeNsIeTCs o popmyie (4).
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C y4eToM M3JI0KEHHOT0 KO3 GHUIMEHT BapUalrH sl IPOPEKEHHOTO

-
notoka K., CB3bIBaeTCs ¢ KOA(QOUINEHTOM BapHalli HCXOJHOTO IIOTOKA

Iy

K cOOTHOIIEHHEM:

o N

D

szOZVKVa_r'p-'—l_p: (6)

NpPEJCTAaBJICHHOM B BHjE TpaduuecKoll 3aBUCHUMOCTH Ha pucynke 1. U3
pucyHka 1 BHOHO, YTO C YMEHBIIEHHEM BEPOSITHOCTU MPOPEKUBAHUS
PEe3yIBTUPYIONIUI MOTOK OBICTPO MPUOIIKACTCS K ITyaCCOHOBCKOMY.

var

Kvar __'_,...f-;?-
/ s
/ e
P4 ° '0"
0.8 T
. o ° Kvar = 08 ‘
“ "
o e .
. '\:.’ ‘
0.6 PO K, =05
<’ 20,
1".\'\\
04,72 K, =03
¢/
oo
i/
0.2 , K, =0.1
)
0
0.75 0.5 0.25 p

Puc. 1. 3aBucumocth K03 GHIHEHTa BapHaluy IPOPEKEHHOTO TOTOKA OT
BEPOATHOCTH MPOPEKUBAHUS U KOI(DDHUINEHTA BApHAIUH HCXOAHOTO OTOKA

IIpu sTOM ma’ke mpu BEpOSATHOCTH IMpopexuBaHus MeHee 0.3 s
OONBIIMHCTBA UMEIOIIMX MECTO Ha MPAaKTHKE MOTOKOB OIIMOKA ¢ 3aMEHOU
11000H 0THOMOJATIBHOM IIIOTHOCTH PACIPENENeHHs Ha SKCIIOHCHIIHAIBHYIO
COCTaBJISIET EWHUIIBI IPOIIEHTOB. OJTO HEKPUTUYHO MJIsI PE3YJIbTaToB
OLCHUBAHUA M OOYCIOBIMBAET BO3MOXKHOCTH IIPH MOJICIHPOBAHHH
MIPOIIECCOB, B KOTOPBIX HMMEET MECTO TO WJIM HWHOE BEPOSTHOCTHOE
NIPOPEKHUBAHUE HCXO/IHOTO HIOTOKa, UCIIONB30BaTh TOJIBKO
9KCIIOHEHIMANBHBII BHJ paclpenesieHuss 0e3 3aMeTHBIX OTKJIOHEHHH B
OLICHKAaX XapaKTePHCTHK MPOPEIKEHHBIX TOTOKOB.
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(0)
IIpencrapnss IUIOTHOCTH pacnpeneneHus w,, (7,.,) & w,(7,”) B
BHUJI€ OKCIIOHEHT, HETPYAHO NMOIXYy4uTh U3 Gpopmy (1) u (2) 3aBHCUMOCTS:

20
0 T
pexc (rl(t ) - Tresuu > 0) = . W’ (7)

TI’@SJ,{ + Tu

raoc 7, — Cp€aHee BpEMsA pPEAKIHUMU CHUCTEMBI 3alllUTBl HAa IIOMBITKY

res.u

peanu3anuu u - yrpossl,

T 7, —
_ Ctdetu rep.u
Tresu = P + P > Tdetu >07 (8)
det.u rep.u
Pdet u Prep — BEPOATHOCTH O6Hapy)KGHI/I$[ U TOPEeCCUCHUs IIporecca

peanu3anuu U -if yrpo3sl.
C ygetom cootHomenus (8) popmyna (7) mpeoOpasyeTcs K BUAY:

1
(0) —
pexc.u (Tu - rres.u > O) - —_—
% + M +1 (9)
(0) (0)
Tu ’ PdetA u Tu ’ Prep u

Kak mpaBuio, eciy mpolecc peaau3aldyd yrpo3bl OOHApyKeH, TO
MPECeUYCHUE TPOUCXOJUT C BEPOSTHOCTHIO, OJIM3KON K CAMHUIEC, TO €CTh
P ~1.Tornma:

rep.u

Tder. .
oo =T (10)
det.u
(0) 0) = 1
Pexcu (Tu T Tresu = ) - — :
T(O) .P T(O)

u det.u

BeposiTHOCTD OIEpeKeHrusT MEpoll 3aIlUThl MpOIEcca pealn3alin
yIPO3bl MOXKET OBITh HCIONB30BaHA B KAYECTBE YaCTHOTO IOKA3aTells
spdexruBHocTn 3amutel DJI. Ha pucynke2 B rpaduueckom Buue
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MHOOPMAUMOHHAA BE3OIMACHOCTb
NpuBeldeHa 3aBUCUMOCTh  JaHHOrO  IIOKasareis OT  BEPOATHOCTH
T, T
OOHApYKEHHS [IPH Pa3IMYHBIX OTHOIICHHUSX % r?’(’) ‘)“ .
Tu Tll
1
pexc (Elet.u ) /_’__
I Val
e ‘ Cdet.u VA
| AO) 0.01
] — u
:\_ - -’ -
0.4 - -
N detu/  — 0.1
; 7"
: |
02 T
: 4
4
’
’
7
00 0.2 0.4 d 6 0.8 1
' ’ ' ' })r]etu

Puc. 2. 3aBUCUMOCTB BEPOSITHOCTH ONEPEXKEHUS TPOLIECCa pealn3aluu Yrpo3bl
MepOH 3alIUThL

HpHBeZ[eHHBIﬁ TIOKa3aTeJib MO3BOJIACT YYUTHIBATh BIUIHUC BPEMEHU
peakIuy CUCTEMBI 3allUThI Ha MPOIECC pean3aliu yrpo3sl. Bmecre ¢ Tem
Jlake TIPH 04€Hb BHICOKOW A(EKTUBHOCTH 3AIUTHI, OLICHEHHOH 1O TAHHOMY
II0Ka3aTelio, B CHIIy CTaTHCTHYECKOTO XapakTepa Ipolecca peatn3aliu
yrpo3bl Beerja CyIIECTBYET BEPOSITHOCTh TOTO, YTO YIrpo3a 3a HEKOTOpoe
KOHEYHOEe BpeMms ! OyIeT pealn3oBaHa. B CBA3M ¢ STHM B KauecTBe

OCHOBHOTO TIOKa3zaressi 3ddexruBHOCTH 3ammTel )] 1enecooOpa3Ho
HCIIOJIb30BaTh BEPOSTHOCTH TOTO, YTO Yrpo3a 3a 3aJlaHHOe BpeMs He Oyner
peann3oBaHa. OTa BEpOATHOCTh PACCUUTHIBACTCS 1O (popmyIie:

(0)
— t Pexcu (Tu “ Tresu O) _ 4
ﬂexc.u (t) - eXp (0) - eXp( — W ) (12)
Ty ) + Tu + z-rex.u

Ecnu Heobxoaumo oreHuTh 3)(HEeKTUBHOCTE 3alTUThHI JJICKTPOHHOIO
nokymentoobopora B COJ[ CH Ha ocHOBe omnpeneneHUs BO3MOXHOCTH
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OTIepeKeHHsI MepaMH 3allUThl IPollecca peaau3alul COBOKYITHOCTH yIpo3,
TO TOKa3aTeib P PEKTUBHOCTH PacCUNUTHIBACTCS CIEAYIOIUM 00pa3oM.

[Tycts wumeercss MHOkectBO U yrpo3, KOTOpbIE MOTYT OBITh
peamzoBansl B COJ1 CH 3a BpeMs ¢ HE3aBUCHUMO APYT OT APYTra OTHOCUTENBHO
KaK OTHENbHBIX JOKyMmeHTOoB, Tak u COJl CH B uemom. Jlnsi mapupoBaHust
KaXJIO! ¢-1 yrpo3bl IPUMEHSETCS] COOTBETCTBYIOIIAs Mepa 3aIllUThI, IIPH 3TOM
Mepa 3alIUThI J0JDKHA ONEPEAUTH MPOLIECC PEATU3alUU YTPO3BL.

Torna moxaszarens 3QQEKTUBHOCTH COBOKYHNHOCTH HPHUMEHSIEMBIX
Mep 3aIUTHl PACCUUTHIBaETCS 10 popmyoe:

U U
1
16O =[Texp-———=—=)=expi~ 2| ———— . (13)
el 7, (14 ren) w7, (1 e
T

u u

Jdns  pacdyera  TNpemIOKEHHBIX  IOKa3areliell  HeoOXoauMmo
MOJIETUPOBaHHUE MPOLIEcca Peanru3alud Kax a0l yrpo3sl ¢ UCIOIb30BaHUEM
annapara ceteit [lerpu — Mapxkosa.

3. CTpyKTYypHO-pyHKIHOHAJbHasA Mojaesb U ceTH
IleTpn — MapkoBa, MoJeJiMpyoIIHe NpoLecchl peaju3alMu yrpo3
3JIEKTPOHHOMY JOKYMEHTO0000pPOTY B YCJOBHSAAX NPHMEHEHUS Mep
3amuThl. B  wuHTepecax ¢opmupoBanus cereit Iletpm — Mapxosa
pa3pabaThIBAINCh CTPYKTYPHO-(QYHKIMOHANBHBIE MOJAEIH MPOIECCOB
peanu3aiuu yrpo3 [23]. CTpyKTypHO-(GYHKIIMOHAIbHAS MOJEIL OTPaXkaeT
colepKaHMe, B3aUMOCBSA3b M  IOCJIENOBATENbHOCTh  BBIIOJIHEHUS
mponeayp n GYHKIUH B MpoOIEcce pealn3altuy yrpo3bl B TEYCHHUE BCETO
nukia oopadotku D] [24] W peakIMIO CHCTEMBI 3alIUTHI HAa MOIBITKY
peann3annu yrpo3sl.

Ha pucyske 3 118 TnpuMmepa TpHBEeNeHa  CTPYKTYPHO-
(yHKOMOHANBHAS ~ MOAENh  peajM3allid  yrpo3bl  CETEBOW  aTaku
TyHHeNWpoBaHUs Tpaduka B ycioBusax mnpumeHenns COB, a Ha
pucyHke 4 — yrpo3sl BHenpeHuu BII myTeM mpoBeeHus aTaku «HECIenon
[P-ciyunr» B ycnoBusx npumenenus CAB3.

O6o3HaueHue U cofep)kaHue (DYHKIHHA, BBIIOTHAEMBIX B XOJE
peanu3anuy yKa3aHHbBIX YIpo3 MPUBEICHBI B TadaHIe 1.

Ha ocnoBe aTix Mopneneil (h)OpMHPOBAIMCH COOTBETCTBYIOLIME CETH
Ilerpu — MapkoBa, MOJEIHMPYIOLIHE BO BPEMEHH IIPOLIECCH PeaTi3aliiy yIpo3.
I'padsr cereii Ilerpr — MapkoBa 17151 yKa3aHHBIX BBIIIE YIPO3 NIPUBEACHBI HA
pUCYHKax 5 M 6 COOTBETCTBEHHO, a 00O3HAYCHWE W ONMCAHWE TMO3UIUN U
niepexooB cetelt [lerpu — MapkoBa 171t 00euX aTak IPUBEICHEI B TAOHIIE 2.
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|

(2)
XocT di; _| [oBepennsiit
HAPYLIHTEIS XOCT >
de® o) d3
: 1)
P d; di, ‘ d? ©
Cucrema - »  ATakyeMslii dl 2
00OHapyKEHUS XOCT . XoctUC - |
BTOP KEHU I 7y kinueHT CDJ]
P dl(.z) L4 d(S) o W
1.2

Puc. 3. CtpykTypHO-pyHKIIMOHATBHAS MOJIEJIb MPOLECCa peaai3alul yTPO3bl
ceTeBoil aTaku ¢ BHeapeHueM BII no cetu, peanusyemoii myTeM «TyHHEIUPOBAHUS»
Tpaduka ¢ ucroas30BaHueM npotokonos [P wimn ICMP

XocT cetn
ST Internet
JOBEpEHHBII |
XO0CT (5) 2
————— dy, d 1( 4)
- d(4\ A
fffff > 1.4
Xocrt (V] Atakyembrii [< -
Mapupytusarop (4 4 HOE
HAPYIIUTENd — -~~~ ~—————~ XOCT >
o CpeACTBO
x_" d
di, L4

Puc. 4. CtpykTypHO-()YHKIHOHAIbHAS MO/ICIIb IIPOLIECCa Peau3aliii YTPO3bl CETEBOM
araxu ¢ BHepeHreM BII oT uMeHH TOBepeHHOro X0cTa IyTeM IOJMEHBI CETEBOIO
azipeca B HHTepecax nepexsata tpaduxa («Hecnemnoii IP-ciryddunr») B ycnoBusx
npumeHenns CAB3

Puc. 5. Cers [lerpu — MapkoBa, MoJeIMpyroniast Ipouecc peain3aiul yrpo3bl
ceTeBoil aTaku ¢ BHexpeHueM BII myTeM «TyHHEIMpoBaHUs» Tpaduka ¢
rcnonp3oBanueM npotokoioB [P wmu ICMP B yenoBusx npumenenuss COB

«N-HE»

Puc. 6. Cers Ilerpu — MapkoBa, MozieTMpyroIIas IpOIece pPeai3aiiy YTpo3bl
BHezipeHus1 BII oT umeHu 10BepeHHOr0 X0cTa ¢ OJMEHOM CETEBOTO ajjpeca B UHTEpecax

nepexsara Tpaduka («uecnenoit IP-criydunr») B ycnosusx npumenenust CAB3
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Tabmuna 1. Obo3naueHnst u cozepxanue GYHKIMH, BHITOIHAEMBIX TIPU peaTi3aliin

Yrpo3 TYHHEJIMPOBAHUSL Tpa(bI/IKa U IPOBEJICHUA aTaKu

«uecnenoit IP-crrypuar»

HaumenoBanue
aTaku

Coneprxanue (GyHKLIHUH, BBITOTHIEMBIX IPU
peaM3aliy yrpo3bl CETeBOH aTaku

0O6o03HaueHNE
(yHKIUH

CeTteBas aTaka
TYHHEJIHPOBAHHS
Tpaduka B
YCIOBHSAX
MPUMEHEHHS
COB

T.1L. (TI0 CUTHATypaM HJIH 110 aHOMAITHSIM)

COB anamm3upyer BXomsamuid Tpaduk Ha
HaJIM4Me TOA03pUTENbHBIX KoMaHn, BII u

4o

Wukancynsamus MaKeToB
HapyIIUTENs B MAaKeThl, IepeJaBacMble Ha
XOCT, KOTOPBIH SIBISIETCS JOBEPEHHBIM IS
aTaKyeMOro XocTa, Iepejadya MaKeToB
Ha TIOBEPEHHBIN XOCT

XocTa

e

HapymuTens, OOHapyXeHue B IIOJe
JaHHBIX WHKATCYJIMPOBAHHOTO MaKeTa JIs
aTaKyeMOro XOCTa, B IMOJSIX aapecoB
KOTOpPOTO  yKa3aH  CeTeBOH  ajmpec
IoJIydaTes — aTaKyeMOIo XOCTa U aJpec
OTIIPaBUTENSI — JIOBEPEHHOI'O XOCTa, a B
crenuanbHas

«cHudbep»,

HoJie JaHHBIX — CKPHIIT,
MporpaMMa-InuoH  (Tuma
nporpamma

tuna Real SPY Monitor u np.)

PacnakoBka makera cooOIICHHS C XOCTa

HaOIr01eHH 3a
ONEepalMOHHON Cpelol aTaKyeMOro X0cTa

e

OTtnpaBka BBISIBJICHHOTO MaKeTa 10 aJpecy
aTaKyeMOoro XoCcTa

di?

PacnakoBka
u 3anyck BII

0Ty 4e€HHOT 0

Imakera

d?

COB oOHapyXHBaeT
(BpEHOHOCHYIO TPOTpamMmy),
MOJIB30BATENs U IOATOTABIMBACT KOMAHIY
Ha OIIOKHpOBaHHE JercTBui o
BBIIOJTHEHUIO IPOTPaMMBbI

BTOPIKCHHUE

OIIOBCIIACT

a©

JIeWCTBUH 10 BhITOIHEHHIO BIT

COB HamnpassieT KOMaHIy Ha OJIOKHpPOBaHKE

4o

Oaua  u3  xoctoB MC-xnmuentoB CDOJ]
Harnpasisier DJ] 11 aTaKOBAHHOTO XOCT

4

HapyIIUTENs

[NepexBaveHHbIit D1 HaMpaBIAETCS HA XOCT

0
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Ipomomxenue Tadnupl 1.

C xocrta Hapymmmrtens mo mportokony UDP (6e3
yCTaHOBJ’leHI/Iﬂ BUPTYaJIbHOT'O KaHa.na) OT HUMCHHU
JIOBEPEHHOT'0 XOCTa MochUIaeTcst coobmenue ¢ BII
yepe3 MapUIpyTHU3aTOp Ha aTaKyeMbIi XOCT
ATaKyeMbIil XOCT IPHHUMAET TTaKET OT «IOBEPEHHOTO
XOCTay», pacHakoBbiBaeT ero. [Ipu 3ToM BiOXeHHas B
Hero BII, Hanpumep, peaHa3HadeHa ULl yHHYTOXEHHUS
¢aiioB ¢ D] ¢ pacumpennem *.doc u *.docx. BII
3aITyCKaeTCsl OINEPALIOHHOM CHCTEMOM M TOTOBa K
TIOUCKY IOKYMEHTOB

AHTHBUPYCHOE CPEICTBO MPOCMATPUBAET (haijIOBYIO
cucTeMy Xocrta Ha peaMeT oOHapyxeHus BIL, no ee

4

CereBas
aTaku
«HECJIeTION
[P-crry puar»
c

4

BHEIPCHHUEM 3)
. | cuTHaType WM 1O AHOMAaNUSAM, PEXHM pPabOTHI d,
BPEIOHOCHOM z
ceTeBOil kapThl Ha mpeamer BbisBieHus BII ummn
IIPOTrPaMMBbl
clIeJ10B ee (PyHKIIMOHUPOBAHUS
AHTHUBUPYCHOE  CpEICTBO  OOHAapyXHBaeT MU P
Gnokupyet BIT 2
OJ1 BBICBUIaETCA HA aTaKyeMbIH XOCT JOBEPEHHBIM Pio)
xocToM ceTd Internet 2
BII nwa arakyeMoM Xocte  OOHapy>KHBaeT 4o

MOsIBUBIIMKCS Ha XocTe DJ] M YHUUTOXKAET €ro.

[Ipn 3TOM y4HTHIBATIOCH CIIEYIOIIEE.

Kaxnas cers Iletpy — MapkoBa nmeeT B CBOEM cocTaBe HabOp
mo3unmi (Ha rpade 0003HaUeHBI Kpykoukamu ¢ Homepamu 0(a), 1(a) u T.1.)
1 Ha0op nepexozoB (Ha rpade 0003HaAYECHBI KUPHBIMHU JIMHUSMHU C HOMEpaMHU
0(z), 1(z) u T.1.), BKIIOYAIONINIA B c€0s MPOCTHIE MEPEXOIBI U JIOTHIECKUE
nepexofpl. [lo3uumu M mepexosl COEAMHEHBI AYTaMH CO CTPEIIKaMH,
YKa3bIBAIOIMMHU HAMpaBJICHUS] MEpeMEIleHHs 1Mo rpady METOK, KOTOpbIe
0003HAUaIOT TeKyllee COCTOsHHE Mozeiaupyemoro mpoiecca. [Ipocrtbie
nepexo/ibl cpadaThIBAIOT NPH MOCTYIUICHUH B HUX METKH OT IPEJCTOSIINX
COCTOSIHMH, a JIOTHYECKHE MEePEeXOAbl — IMpPH MOCTYIUICHUH METKU H TpH
BBIMOJTHEHUH 33/1aHHBIX JIOTWYECKUX YycloBud. Jlist pacuera BpeMeHH
cpabaTbIBaHUs CETH, TO €CTh MEPEMEIICHNsI MOJEINPYEMOTro Tporecca 13
HaYaJIbHOTO B KOHEYHOE COCTOSIHME, BCS CETh pa30MBaeTcsi Ha y4YacTKH
MEXXIy Ha4aJIbHBIM COCTOSTHHEM JI0 TIEPBOTO JIOTHYECKOTO IEPEX0a, MEXITY
JOTWYECKUMH HEPEXOAaMH M OT MOCJIEAHETO JIOTMYECKOro Iepexoaa o
MTOCTIETHETO JIOTHYECKOTO COCTOSHUS (PUCYHOK 7).

B ofmem cmydae ans Takoro y4actka B cooTBeTcTBUH ¢ [10]
HEOOXOIMMO COCTaBUTh CUCTEMY YPaBHEHHIL:

CDij(d,t):ﬂik(d)-J.fl-k(d,‘[)-(l),q(d,t—‘[)-dr. (14)
0
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Tabnuua 2. O603Ha4YeHUs U ONMCaHKe MO3KULMI U nepexonoB ceteil [lerpu-MapkoBsa,
MOZIENIMPYIOIINX MPOIECCH peaan3aliy yTpo3 TyHHEITHUPOBaHUS TpadHKa 1
MIPOBEICHHS aTaku «Hecyenor [P-cryhuHr»

HaumenoBanune
aTaKu

O6o3HaueHue
JNIeMeHTa
cetu [letpu-
MapkoBa

Omnucanue 31neMeHTa cetu [letpu —
Mapxkosa

CeteBast aTaka
TYHHEIMPOBaHUS
Tpaduka B
YCIIOBHSAX
IPUMECHCHUA

COB

TTo3umuu cetn

0(a)

HavansHoe COCTOSIHHE nporecca,
HapyUINTENb TOTOB K MPOBEACHHUIO aTaKH,
chopMHpOBaNl TMakKeT Ui [epedayd Ha
JIOBEpEHHBIN XOCT, B KOTOPBIH
MHKAICyIUpOBal TaKeT C IporpaMMoi-
HITHOHOM

1(a)

C006HI€HI/IC C HMHKAaICYJIMPOBAaHHbIM
IIaKE€TOM IIOCTYIINJIO HAa HOBepeHHBIﬁ XOCT

2(a)

VHKancyaupoBaHHbBIM IaKeT BBIAENEH U3
COOOWIEHUsI M YCTAaHOBJIEH aApec €ro
HEepPechUIKN Ha aTakyeMblid xocT; 3(a) —
MIAKET C BPEIOHOCHOW HpPOrpaMMoM OT
JOBEPEHHOTO  XOCTa  MOCTyNMJI  Ha
aTaKyeMbIi XOCT U paclakoBaH

4(a)

Ha arakyemom xocre BritoueHa COB

5(a)

C  BEpOATHOCTBHIO 0o0OHapyXeHO

poﬁ/-t
BTOp’KCHUE Ha aTakyeéMOM XOCT€ U
OTIIpaBJICHa KOMaHJa Ha MNPECCUYCHUEC

BTOPKEHHS; 6(a) — yrpo3a He pean30BaHa

Ilepexonbl cetu

0(z)

[Mepenaua COOOIICHUS c
HHKAICYJIMPOBAHHBIM HAaKeTOM Ha
JIOBEPEHHBIN XOCT

1(z)

PacnakoBka COO0IIeHUs c
MHKAICYJIMPOBaHHBIM IaKeTOM Ha
JIOBEPEHHOM XOCTe, Iepeaada ¢ OJJHOTO M3
xocToB — kimeHToB CDJl Ha arakyemblit
XOCT

2(z)

MHKancymMpoBaHHBI MaKeT IepefaH Ha
aTaKyeMBbIi XOCT

3(z)

OcyuiecTBisieTcs: 00HapyKEHHE BTOPIKESHHUS
10 CUTHATYPE WM 110 aHOMAITHSIM

4(2)

Jlornueckuit nepexon «U-HE»,
cpabaThIBAIOIIMi, ecIM K  JaHHOMY
MOMEHTY BPEMEHHU IMOCTYIHIIA KOMaHa Ha
npecedenne BropkeHmit ot COB, a
koMmaHJa Ha 3amyck BII He moctymumia, To
€CTh Yyrpo3a peajin3oBaHa
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Ipomomxenue Tabiump 2

[lo3unmu cetn

HauaneHoe cocTosiHME Ipoliecca: Ha aTaKyeMoM
xocTe HaxoxuTcd OJI, HapylmuTenab TroToB K
npoBeneHuto ataku, chopmuposan UDP-nmaker ¢
aZipecoM JIOBEPEHHOI'0 XOCTa M ¢ NPOTrPaMMOH,
NpeIHa3HAaYeHHOW Il  yHuYTokeHuss DJ[ ¢
pacmpenuem *.doc u *.docx

0(a)

[Taker ¢ BII nomyueH Ha aTakyeMoM XOCT€ U
1(a) pacmakoBaH; 2(a) — Ha aTaKyeMOM XOCTe

Cerenas (YHKIMOHHPYET CUCTEMa aHTUBHPYCHOM 3aIUThI

aTaKu
«Hecenoii 3(a) C BeposSTHOCTBIO p,;, OOHapyxeHa BII wu

[P-crty punr» OTIpaBiicHa KOMaH/a Ha ee OJIOKMPOBaHHE

¢ 4(a) Yrposa peanuzoBaHa

BHEAPCHUEM

BpEIOHOCHO IIepexonsl cetu

IIpOTPaMMBI 0(2) IMepenaua coobmenus ¢ BII Ha noBepeHHsIi XOCT,
z
3aIlyCK Ha HEM aHTUBUPYCHOTO CPE/ICTBA

1(z) 3amyck BII

OcymiecTBiseTcs MOMCK BPEIOHOCHOH

22) MIPOrpaMMBbl

Jloruueckuii nepexon «-HE», cpabaTbiBaromii,
€CJIM HE TOCTYMMIa KOMaH/aa Ha OJOKHPOBaHHE
BII, a BII 3anymena Ha BBINOJHEHHE, Yrpo3a
peanuzyercst

3(2)

1-11 TpackTopus 1-ro ygacTka

2-}1 TpacKTopus 1-ro ysacTka

2-1 macmopm 2-ro yJacrka

|_>Q> 1-s TpacKkTopHsd 3-rO yIacTKa

4/
«AJI»
1-1 TpacKkTOpHT 2-r0 y4acTKa
~_ -

3-s1 TpacKTOpHA 2-TO yJacTKa
Puc. 7. Ilpumep pa3buenus ceru [letpn — MapkoBa Ha y4acTKH U TPAeKTOPHU
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®, ;(d,t) — BEPOATHOCTH MEPEMEIICHHS TIPOLIECCa 110 TPACKTOPHH

d 3a Bpemsi ! W3 MO3WUIHUH C HOMEPOM I B MEPEXOJ C HOMEPOM j ;
fu(d,7) — TOIOTHOCTH paclmpeleleHHs BEpOSTHOCTEHl  BpeMEHH

MEPEMEIICHUsT Mpollecca MO TPACKTOPHUH d W3 [ -W TMO3UIMH B Kk -i
nepexomn; 7;,(d) — BEPOATHOCTH TOTO, YTO HMPOIECC MOUAET IO IyTE,

COEIUHSIOMEH 1 -10 MO3UIMI0O C k-M TEpexoJ0M, HaxoISIIMIMMCS Ha
TpaekTopun d (IpU OTCYTCTBHUU Pa3BETBICHUN [JIs HHIIUIAEHTHBIX
NO3WIIMM W [epexoja 3Ta  BEpPOsATHOCT,  paBHa 1;  eciu
MO3ULUS HE COEUHAETCS €  IepexoJoM [0  paccMaTpUBaeMoi
TPaeKTOPHH, TO BEPOSITHOCTH paBHa 0).

Ecnu o 1aHHO#N TpaeKTOPUHM METKA U3 TIO3ULIUHM C HOMEPOM [ MOXET
JOCTHYb TEepexXoAa C HOMEPOM Kk ¥ TO3MIMS U TEepexoJ]l He SIBISIOTCS
WHOUACHTHBIMU, TO UMECIOT MECTO PABCHCTBA!

Hq
7, (d) = [1 isig.rng (A3 (15)
hg=1

ﬁ,j(d:t) = f;,r(d’t)*f;+1d,i'+1]1 (dat)**

*fi+hd,r+hd (d>t) L i+Hg,r+Hg (d’t)’

(16)

rae h, — TeKylMii HoMep Nepexoia 10 TPAEKTOpUK d INIpH NepeMeIleHuH

U3 MO3MLUHM C HOMEPOM i B Iepexoi ¢ HomepoM j, h,=1,H,; H, —
o01Iee KOIMYECTBO MEPEX0A0B MEXKTy TIO3HIIUEH C HOMEPOM i U MePeX0 oM
C HOMEpOM j Ha Tpaektopuu d ; * — omepanus ceepTku [20, 21].

Ecnu Ha ygacTke UMeeT MEeCTO HECKOIBKO TPACKTOPHUI IIEPEMEIIICHHS,
CXONSANIMXCS HAa JIOTHYECKOM IEPeXoiie, TO BpeMs IepPeMEIICHUS
PACCUUTBIBACTCS IS KAXKOU TPACKTOPHH.

IIpu 3TOM cpemHee BpeMs BBIMOJHEHHS IMpolecca 1o d -i
TPAEKTOPUU ONPEACTACTCS CICAYIONIAM 00pa3oM:

7= 15, )] 204 =1.D, (17)

rre Z'z ,($) — TIpOM3BOIHAS OT XapaKTEPHCTHYCCKOM byHKIMH Y5 (9

CYMMBI BpPEMCH BBINMOJHEHHUS (DYHKIUH, COCTABIAIONIMX MPOICTYPHI,
peanusyemsble Mo d -i Tpaektopuu cetu [9, 20]:
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Rq
/’{Zd(‘s):H/Yr(S)srzlaRds (18)
r=1

HezaBucumo  OT  TOro, KakoMy  3aKOHYy  MOJYHUHSIOTCS
pacnpeneneHusi BpeMEH IepeMelleHus] 1o Jyre (B COOTBETCTBUH C
teopuei ceteit [letpu — Mapkoa [ 15] BpeMst iepeMelnienust npoiecca u3
TO3UIMU B MEPEXO0J CUUTAETCS CIy4YyailHbIM KOHEYHBIM, a U3 Mepexoja B
MO3UIMI0 — MTHOBEHHBIM), [ — 00lllee KOJUYECTBO BBIICICHHBIX

TpaeKTOpHﬁ; Rd — 06mee KOJIMYCCTBO HCHYJICBBIX IIO BPEMCHHU

nepeMeleHnii Ha d - TPaeKTOpUH.

Bpewmst cpabaTeiBaHNs TIOTHUECKUX TIEPEXOI0B CYIIECTBEHHO 3aBUCUT
HE TOJIBKO OT KOJIMYECTBA BXOAALINX AYT, HO ¥ OT TOTO, CKOJIBKO BXOMISIIIX
JOYT COOTBETCTBYET Jorndyeckomy ycnosuro «W», «JIN», «HE» umm ux
COYETaHUsIM (PUCYHOK ).

w(

» «IJIN»

10,10
[

«U-NUJIN» «1-HE»

Puc. 8. HekoTopsle norudeckue mepexo/sl, BCTPEYAOIINECs IPH MOJCINPOBAHIN
nporeccoB peanusanun yrpos 8 IC

CooTHOIICHUST TSI pacdeTa BPEMEH CpaOaThIBaHUS JIOTHYCCKUX
MEPEeX0JI0B  HAMOOJIee YacTO BCTPCYANOMIUXCS TPU  MOJCITUPOBAHHUU
MPOIECCOB  peanu3aiiu  yrpo3 Oe3zomacHoctd wuHpopmarmu B HUC,
TIPUBEICHBI B COOTBETCTBUU C [25] B Tabnmie 3.

C y4eToM NPHUBEJCHHBIX COOTHOLICHUH PACCUUTHIBAIUCH CPEIHUC
BpeMeHa cpabateiBanus cereii [lerpu — MapkoBa, MOACTHPYIOIIUE YrPO3y
CETEeBOM aTaku IyTeM «TYHHEJIHpOBaHUs» Tpaduka (PUCYHOK 5) U yrposy
«uecnenoit [P-ciydduur (pucyHok 6).
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Ta6muna 3. COOTHOMEHUs A7 pacyeTa BPEeMEHH CpabaThIBaHHsI HEKOTOPBIX
JIOTMYECKUX [IEPEX0JI0B
Jlornueckoe
dopmyna i pacueTa
yCIIOBUE
—2 - — —2
- T+ T+,
JIns AByX BXOAAIINX AYT: Ty" = == ;
T, +7,
Wy JUISL TPEX BXOAAIINX JIyT:
PR S SR SE
wyn =
e e R R 1
—t=+= =+= =+= =+=
T T3 O T, T T3 T T3
= 7,7,
JIis IBYX BXOISAINNX AYT: Ty = ———= ;
T, +7,
«WIJIN» - 1
JInst Tpex BXOMSIUX IYT: T = 1 1
T T
Jlnst 1By X BXOASAIINX JIyT (TIepBasi COOTBETCTBYET yCIOBHIO
«W», BTopas — yciosuto «HE»):

- — 7,
Ty-pen =7, | 1+ = |
3
«1-HE»
Jlnst Tpex BXoAAmux AyT (TIepBast U BTOPasi COOTBETCTBYET
ycnoButo «W», Tpetss — ycrmoputo «HE»):
—2 = = —2 —2 - — —2
- T, 7T, +T T, T T, +T
T —HE" = 1 1 "2 " %2 (1 1771 "2 72
T,+7, (1, +7,) 74

Jlnst Tpex BXOAMUX AyT (IepBast U BTOPask IyTH MU TPEThs
nyra):
1

«-NJIN» — _
L |
_—t e =4

S}

Tak, 115 IepBOM U3 YKa3aHHBIX YIPO3 CPEIHEE BPEMS €€ pealu3alun
B ycnoBusax npumenernss COB onpenensiercst n3 COOTHOICHUI:

G _ - T, T T Ti4
T, =To4=To0t Tyr_ppr s Toppoppr = T1a 1+z-= , (19)
44
THE Ty =7+ Ty +T34 W 7,7, = et
AC Ty =T T Tp ¥l M Ty =T33+ 75, = Trep-
det
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3nech {0 = z'_o (em.  dopmyay  (3)), 7,

T
0) _ _ 4,4
pexc (Tu z-reSAu > 0) -
T4atTig
Ecmu monoxuts Bce CpeaHuC BpEMCHa ICPEXO0A0B, B TOM YHCIIC
Cpe€aHee BpEMs IIPECCUCHHUS, KPOME CPEAHETO BPEMEHU O6Hapy)KeHI/Iﬂ

BTOP)KEHUS, INPUMEPHO pPaBHBIMU 7, TO BpeMs pealu3aluu yIrpo3bl
OIIPEAECIIECTCSA U3 COOTHOLLICHUS:

O — 7. 4e—2 | (20)

1+ Z-det_
Pdet T

st BTOpoil U3 yKa3aHHBIX YIpo3 CpeAHEE BpeMs €€ peanus3aluu B
ycnoBusix npuMerenust CAB3 ompeznensercs U3 COOTHOLICHUS:

@y _ T _ —
T, =T3 =T T Doy pprs 21)

_ 1 713 _ _ Cdet
e Toypen =713 (14==) 0 7,3 =7,, 4735 =7, +—%-.
3 Pet
3 7= 3 =
pece  7,=7,, (em.  Qopmyny  (3)), 7, =74 #
T
0) _ _ 2,3
pexc(Tu Tres.u > O) -
T3+ 73

Ecii MOJI0KHUTh, YTO BCE CPEIHKUE BPEMEHA MIEPEX0/I0B, B TOM YHCIIC
cpenHee BpeMs IPECEUeHHUs, KpOMe CpPeIHEro BpeMEHH OOHApyXEHHs

BPEIOHOCHON MpOrpaMMBbl, MPUMEPHO pPAaBHBI 7, TO CpeaHEEe BpeMs
pea3aniy yrpo3bl ONPeIeNsieTCs] U3 COOTHOIICHHUS:

1

3y _
O =i ——— 4 (22)
1+ Tdet_
Pher T
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C yd4eroM TpHBENCHHBIX COOTHOLIeHW 1o ¢opmyne (12)
pacCcUMTHIBAINCH ~ 3aBHUCHMMOCTH  mokaszartenst dd¢exkruBHoctn COB ot
BEpPOSITHOCTH OOHapyKEHWsI BTOPXKEHMSI IUIsI YIpo3bl CETEBOHM araku ¢
BHeznpenueM BII mytem «ryHHenmpoBaHus» Tpaduka, KOTOpble IPUBEICHEI B
rpa¢udeckoM Buje Ha pucyHkax 9 u 10. Ha pucynkax 11 u 12 npencrasieHs
MyTeM TIpOBEleHUS aTaku «Hecienod IP-cyddunar» or BeposTHOCTH

00Hapy>KeHHsI BPEIOHOCHOH IPOrpaMMBlL.

ne)(c‘u (t)

0.64 |
/-5

0.48

N %:10

0.32 K

0.16 1;230 ,,-\------"-

-
o
-

0 0.2 0.4 0.6 0.8 P,
et

Puc. 9. 3aBucumocts noka3zareist 3pGpEeKTHBHOCTH 3aUTHI HHYOPMAIINT
npu ucnonb3oBanud COB oT BeposTHOCTH OOHAPYKEHHS BTOPXKSHUS IIPU

%/:0.1
T

Amnanus IMMOJTYUYCHHBIX 3aBUCUMOCTEH ITOKa3bIBACT, 4qTO

3¢ PeKTUBHOCT, 3amuThl )] 3a cYeT omnepexeHHs MepamMH 3alluThl
MIPOIIECCOB pEaNn3allid yrpo3 CYIIECTBEHHO 3aBUCHT HE TOJIBKO OT
BEPOSITHOCTH OOHApY>KCHHSI BTOP)KEHHS MM BEPOSTHOCTH OOHApY>KEHUS
BpPEJOHOCHOU MpOorpaMMebl, HO 1 OT BpeMenu peakiuu COB u CAB3.

OT10 00ycrmoBIUBacT HEOOXOIUMOCTE (POPMHUPOBAHUS TPeOOBAHUHN K
COB um CAB3 B uacTu OrpaHHYCHHS BpPEMEHH, 3aTpadymBacMOro Ha
obOHapy>xeHue u pecedeHne Hapymennid B COJ] CH, cBA3aHHBIX C CETEBBIMU
aTakaMl W TIPUMEHEHHEM BPEIOHOCHBIX mporpamMm. CeromHs Takue

TpeOOBaHUsI B HOPMAaTUBHBIX JOKYMEHTaX OTCYTCTBYIOT.
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nex(‘uu (t)

0.48 - =

0.36 //
t7:10 e
T \______
0.24 e a7
012
- £ =30
fmom |
0 ----—-------*--—-0-0-
0 02 0.4 0.6 0.8 P,
et

Puc. 10. 3aBncumocTs nokasaTens 3G (HeKTHBHOCTH 3aIIUTHI HHPOPMALIH TIPH

T et
ucnonb3oBaand COB ot BeposaTHOCTH 00HAPYKEHHS BTOPKEHHS TIPH co=1
T

ﬂexc.u(t)
0.16 F =5
{ T
0.12
008 | ¢/ _4 |
T 0 L =15
T
0.04 \\ .......
; \
L EL TS bt blbeh ikl
0 02 0.4 0.6 0.8

F, det

Puc. 11. 3aBucumocts 3¢ PpEeKTHBHOCTH 3aLIUTH HHGOPMAIMHU ITPU UCIIOIB30BAHUH

CAB3 ot BepoaTHOCTH 00HAPYKEHHSI BPEIOHOCHOH MPOTPaMMBI IIPH Td% =0.01
T
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nexc.u(t)
/-———.—i-
0.16 -~
0.12
0.08 [
=10
T
¢ =15
004 N
' ’ ' ’ Pdet

Puc. 12. 3aBucumocts nokazatens 3¢ (HeKTUBHOCTH 3aLIUTHl HHOOPMALUH IPU
ucnosszoBanud CAB3 oT BeposTHOCTH 00HApYKEHHUS BPEIOHOCHON POTpaMMbl

Ipu T"%zO.l
T

4. DKcnepuMeHTAIbHbIC pe3yJbTaThl. Hns MPOBEPKHU
aJIeKBaTHOCTH pPa3pabOTaHHBIX MOJENECH M KOPPEKTHOCTH IOTydaeMbIX
OLIEHOK s¢dpexTuBHOCTH 3aLUTHI )| ObuH MIPOBEIEHBI
9KCIIEPUMEHTAIbHBIE HUCCIEJOBaHUA B  (GOpME  BBIYHCIUTEIHHOTO
9KCIIEPUMEHTA C MCIOIb30BAHUEM HM3BECTHOTO METOJMYECKOTO ammapara
¢yuakumnonansHoro mozaenupoBanus IDEFO (Integrated Computer Aided
Manufacturing DEFinition) B cooTBeTcTBHM ¢ PexomMeHmanusiMu IO
craugapruzanun P 50.1.028-2001 «HpopManMOHHBIE TEXHOJOTHH
MOoAACPIKKHU KHU3HCHHOT'O OUKJIa MMPpOAYKIHH. MGTOHOHOFI/ISI
(YHKIIMOHAJIEHOTO MOJICITUPOBAHHUSY.

Jns opmupoBanus nepedHs mpoueayp U GpyHKIUH, BBIIOIHAEMBIX
B X0/JI€ MIEKTPOHHOTO JJOKyMEHTO000pOTa, OBIIIM UCITOIH30BAHbI CBEICHHS O
CTPYKTYpe M (pyHKIMOHaJe IIUPOKO NMPUMEHSEMOHW B OpraHax BIAcTH H
rocynapcTBeHHbIX opranm3anuax COJ1 tuma «/lemoy» [26].

Ha pucynke 13 mnpuBemeHBI COCTaB TPOrPaMMHO-AIMAPaTHBIX
KOMITIOHEHTOB M 33/1a4H, pemiaemMsle ¢ nmpumeHeHueM takod COJI, a takxke
MepeYeHb U MOPAJOK BBHIMOTHEHUS QYHKIMHA 00paboTKH TOKYMEHTOB B HEU
Ha mnpumepe Bxojsmero O/, KoTopble OBUIM TOJOXKEHBI B OCHOBY
MPOBEACHUA SKCIICPUMEHTAJIbHBIX HCCJ’IC}IOBaHHﬁ.
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Web-cepsep PaGoune :
CTaHIMU — |
Cepeep kueHTel COJT ||
3JIEKTPOHH O |
TOYTHI
OcHoBHele 3a1a4H: | |<_>| Cepaep 6a3b!
1. Cucremarmszaims U perjiaMeHTaIusI Lpep | nanubix COJI
8360%1 c O A
. ABromarusarus yuera DJI. v ba3za nanHbBIX
3. ATpuOyTHBHBI U MOJHOTEKCTHBIN
ITOMCK 3}1?, OcHoBHbIE 11porpaMMHbie Moty COJ
4. Co3nanue u pepaktuposanue J/1.
5. Benenue  HOMEHKIATypbl  Jel Moyt BBOJIA
OpraHa, OpraHu3alym. TAHHBIX noucka 3/1
6.ABTOMATH3ALHL npoueayp
KOJUISKTHBHOH ~ pabotel ¢ DJ] Moyis Moxnyis
(cormacoBanue, 31§cnepm3a, KOHTPOJIb PErHCTPAIHY i LRI L E VL0l
MCIIOJIHEHUS U JIP. ).
7. Pa3I‘paHI/I'-ICHIiIC ngoctyna kO], HHACKCHPOBAHIA Monyn
mabJI0HaM, KOTIHAM H JIp. oo YHpPaBICHUSL
8. dopmupoBaHue  OTUETOB U 06paboTKH JOCTyTOM
CTaTHUCTHKH O JIBMKeHUN D] JIOKYMEHTOB Moxys apxuBa

Oynkmnn 06padotku B COJ] Bxomsmiero 3/

IIpuem Perucrpanus CkaHMpOBaHUE Co3znanue
BXOJSIIETO —®  BXOJSINEr0o  —®|  BXOJSINIEIO —® YBEIOMIICHUS
JIOKYMEHTa JIOKyMEHTa JIOKYMEHTa ajzpecaTam

|
[ToaroroBka KapTO4YKH Coszanue pernCTpauoHHO-
PE30IIIOLIHH KOHTPOJIBHOU KapTOYKU

BXOJSILETO IOKYMEHTa

y Cosanue peryucTpanyOHHO-
DopmupoBaHUe KOHTPOJIbHOH KapTOYKH
KapTOYKH HCIOIHCHIUS HCXOJIAIETO IOKYMEHTA IS

azpecaTa Bxozasero D]

4 *
Konrpons
MCIIOJIHCHU S —>| BrBox D]] u3 neictBust |
JIOKYMEHTa

Puc. 13. Cocras u 3agaun CO/1, nepedeHb U MOPSI0K BBIIOIHEHUS QYHKINI
00paboTKN TOKYMEHTOB Ha puMepe BXoasuiero /1, KOTOpble yUYUTHIBAJIKChH B
BBIYUCIIUTEIIBHOM SKCIIEPUMEHTE

B Xxonme oskcmepuMeHTa 3alaBajiOCh BPEMsI PEAKIUU  CHCTEMBI
3amuThl (COB u CAB3) um cpaBHUBaNHCh pPE3yJIbTaThl TEOPETHUECKOU
OLICHKH BPEMEHH peall3alliy YIpo3 3JIEKTPOHHOMY JTOKYMEHTOOOOPOTY C
ucrosb3oBaHueM amnmapara cereil Iletpy — MapkoBa co BpemeHeM,
pPacCUUTBHIBAEMBIM TI0 PE3YIbTaTaM MOJEIUPOBAHUS C HCHOIb30BaHUEM
IDEFO, a 3arem mo ¢opmyne (12) paccuuThIBajCS IOKa3aTelb
s pekTUBHOCTH A1l MOzeNu Ha cetu [letpm — MapkoBa u 11t MOAeH,
pa3paboTaHHO¥ ¢ ucrnonp3oBanueM amnmapara IDEFQ.

BbruuCIUTENIBHBIA  OKCTIEPUMEHT TOKa3ajl, YTO pAacXOoXACHHE B
pe3ynbTaTax OLICHKU 3¢ PeKTHBHOCTH 3aIIUTHI JJIEKTPOHHOTO
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JOKYMEHTOOOOpPOTa MO YKA3aHHBIM MOJCTSIM IPHMEHHUTEIBPHO K YIrpo3am
TYHHEJIMPOBaHus Tpaduka u «Hecnernoro IP-cnyddunra» ve npesbicuio 18%.

OTO CBHIETENBCTBYET O JOCTATOYHO BBICOKOM aJe€KBaTHOCTH
Mojenel, pa3pabaTeIBaeMBIX C MCIOJIB30BaHUEM ammapata cereit [lerpur—
MapkoBa, 1 KOPPEKTHOCTH TOJIY4aeMBIX OLEHOK 3(P(EKTHBHOCTH 3alIUTEI
JJIEKTPOHHOTO IOKYMEHTO000pOTa.

BakHBIM TIpaKTHYEeCKMM BOIPOCOM MPUMEHEHHUs] Pa3padOTaHHOTO
NOAXO0a SBJSIETCSI OlleHUBaHUe 3((PEKTUBHOCTH aalTUBHBIX MEp 3allHThl,
JUIL 9ero HeoOxoanma pa3paboTKa COOTBETCTBYIOIIEH METOIWKH U ee
peanuzanysi B BUAE HPOrpaMMHOTO NpoaykTa. Ilopsmok aedcTBuil 1o
oneHuBaHuoO 3PdexruBHOCTH 3amuTel DJ] B COJI, KOTOPHI MOXKET OBITh
TIOJIOKEH B OCHOBY Pa3pabOTKH TaKOW METOAMKH, IPUBE/CH Ha PUCYHKE 14.

®Dopmupoanue cetu Ilerpu-Mapkosa,

INoaroroBKa MCXOAHBIX JAHHBIX _ | Monenupyromen IMHaMUKy pean3aliu
TSI OLICHKH 3((h eKTHBHOCTH o KaKJIOH yTPO3bI B YCIOBUSX

HPUMEHEHHUS MEP 3aIUTh

l v

PacueT BpemeHn peanuzaiy Kax o

Onpezenenne nepedns YTPO3BI C COOTBETCTBYIOWIEH MEPOH
MOTeHIMATBHBIX YTPO3 3QIUTHI
9IEKTPOHHOMY JOKYMEHTO000POTY
BCO '
DopmupoBaHie QyHKIHOHATBHBIX
MOJIErIei IIPOLIECCOB Peali3aiiH Pacuer noxasarens 3(1)(1)8KTPEBHOCTI/I
YIPO3 MEKTPOHHOMY 3aIUTHI OT PACCMATPUBACMOH YTPO3BI
JIOKYMEHTO000pOTY
B CO/I ¢ yueToM NpUMEHsSEMBIX Mep
3aIIUTEI ‘
OnpeneneHne BpeMEHHBIX Pacuer nokasarens 3¢ (peKTHBHOCTH
XapaKTePHCTHK MPOIIecca 3aIUTEI OT COBOKYIIHOCTH YIPO3
peanu3auy Kaxaon yrposbl 9IEKTPOHHOMY JOKYMEHTO000POTY

Ol'[p CACJICHNE BPEMEHHBIX
XaPaKTEPUCTHUK ITOACUCTEM 3ALUTEHI
(BpeMCHI/I PEAKINA TTOACUCTEMBI
3allUTBI HA MPOLECC peaTn3alui

Yrpo3bl)

Ornpenenenne BEPOSTHOCTHBIX
XapaKTePUCTHK MOJCUCTEM 3aIlUTEL,
CBSI3aHHBIX C OOHAPYKCHHEM
TPOLIECCOB PeanH3aliH yrpo3

Puc. 14. [lopsnok nelcTBUiA, COCTABIAIOMINI COEPKaHNE METOUKH OLICHUBAHMS
3¢ (HheKTHBHOCTH 3aIIUTHI ITEKTPOHHBIX JOKyMeHTOB B COJ] Ha OCHOBE OIpe/Ie/ICHUS
BO3MOKHOCTHU OTIEPEKEHUs] MEPAMH 3aLUThI IIPOLIECCA PEATH3ALMH YTPO3
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4. 3axmoueHue. TpaTUIMOHHBINA MMOIXOA K OLCHUBAHHUIO TIOKa3aTemeit
3¢ PEKTHBHOCTH 3aIIUTHl 3JIEKTPOHHOTO JOKYMEHTOOOOpPOTa Ha OCHOBE
CPaBHEHHUS BO3MO)KHOCTEH peain3anun yrpo3 0e3onacHocTr nHpopmarmu 6e3
MNpUMCHECHUA U C IPUMEHCHHUEM MCP 3alllUThl B ClIy4dac, Korjga IMPpUMCHAIOTCA
AJalTUBHBIC MEPBI 3alIIUThI I/IH(i)OpMaLII/ll/I, OKa3bIBACTCA HEAOCTATOYHbBIM.

[IpennoxeHHblit HOBBIM TOKa3arenb A(PQEKTUBHOCTH  3aLIUTHI
JIEKTPOHHOTO  JIOKYMEHTOOOOpOTa, HAanpaBi€HHBI Ha OLICHUBAaHHE
BO3MOXKHOCTH OIEPEKEHUSI MepaMy 3aIlMTHI MpPOIecca pealn3aliy yrpo3
JOKyMEHTOO0OPOTY, MTO3BOJISIET YIECTh BPEMsI PEakIMU CHCTEM 3aIlUThl Ha
(haxT 0OHAPYKEHUS TOBITKA (TIPOIIECcca) pean3aIliiy yTPO3bI.

Jnst pacdeTa yka3aHHOTO IOKa3aTess B paboTe IPEIIoKeH MOAXO0, BO-
HEPBbIX, K JOPMHUPOBAHUIO CTPYKTYPHO-(YHKIHOHAIBHBIX MOZEIEH IIPOLeccoB
peaM3aliy yrpo3, BO-BTOPbIX, K OCTPOCHHUIO HA X OCHOBE MaTeMaTHUYECKHX
MOZieNiel  OLICHMBAHMS BEPOSITHOCTHO-BPEMEHHBIX  XapaKTEPUCTHK  3TUX
MIPOLIECCOB C UCIIONB30BaHMEM ammapara cereil Ilerpu — MapkoBa, KOTOpBbIi
TO3BOJISIET  KOJIMYECTBEHHO OOOCHOBBIBATH TPEOOBaHUS K BPEMEHHBIM
XapaKTepUCTUKaM (DYHKIIMOHUpOBaHusI cucteM 3amthl 3J] B CO/L.

[IpoBeneHHBIE AKCIIEpUMEHTAJBHBIE HCCIENOBaHMSA B (opme
BBIYMCIUTENHFHOTO 3KCIICPUMEHTA ITyTEM CPaBHEHUSI pe3yIbTaTOB PACUETOB
nokazarened sddexTuBHOCTH 3ammTH JJ] O MOmensIM, MOCTPOSHHBIM C
npumeneHueM cetedd [lerpu — MapkoBa u annapara (yHKIIMOHAIEHOTO
monemupoBanus IDEF0, mokazanu mx TOCTaTOYHO BBICOKYIO CXOAUMOCTH C
OTKJIOHEHUEM OT 3 110 18 %, 94TO CBUAETEIHCTBYET O KOPPEKTHOCTU MOJIENEH
ouleHHBaHHA 3()(HEKTUBHOCTH 3aAIUTHI JIEKTPOHHOT'O JIOKYMEHTO000pOTa B
CB/] c mpumeHeHueM amnmnapara cereit [lerpu — Mapkoga.

[lepcniekTnBaMy HamNpaBiICHUSIMH JAIBHEHUIINX HMCCIICAOBAHUM 10
JTAHHOW TEMAaTHUKe SIBIISIOTCSL:

— pacUIMpeHre COCTaBa JIOTMYECKHX YCIOBUI peai3aliy MpoLecCoB
JIOKyMEHTO000pOoTa 1 yrpo3 0e3omacHocTy uHpopmarwn B COJ] B couetannu
C NPUMEHEHHEM arapaTa JIOTHYECKHX CeTel U TEOPUH IPEIUKATOB;

— pa3paboTKa aHAINTHYECKUX MOJIEJICH pacueTa rmokas3arelei OleHKN
BIMSHUS PA3IMYHBIX MEpP M CPEACTB 3alIMTHl MHGOPMAIMK HA IIPOLECCHI
peau3aliy yrpo3 3MeKTPOHHOMY JIOKyMEHTO000pOTY;

— IIPOBEICHHUE TEOPETUIECKUX M IKCIIEPUMEHTAIBHBIX NCCIIEIOBAHUN
[0 HOPMHPOBAHUIO 3HAYCHUI TOKa3arenedl 3((QEKTUBHOCTH 3aIUTHI
3JIEKTPOHHOTO TOKYMEHTOO0OPOTa B HHTEpecax 000CHOBaHUS TPeOOBaHHIA K
CHCTEMaM 3alINThI;

—Ppa3paboTKa MPOrpaMMHBIX CPEACTB aBTOMATH3ALUH OLCHUBAHUS
3¢ (GHEKTUBHOCTH 3aIUThI AIEKTPOHHOTO J0KyMeHTooOopoTa B CO/I.
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YUu.K. YAzOV, O.S. AVSENTEV, A.O. AVSENTEV, 1.O. RUBTSOVA
METHOD FOR ASSESSING EFFECTIVENESS OF PROTECTION
OF ELECTRONIC DOCUMENT MANAGEMENT USING THE
PETRI AND MARKOV NETS APPARATUS

Yazov Yu.K., Avsentev O.S., Avsentev A.O., Rubtsova 1.0O. Method for Assessing Effectiveness of
Protection of Electronic Document Management using the Petri and Markov Nets Apparatus.

Abstract. Traditional approaches to assessing the effectiveness of information security,
based on a comparison of the possibilities of realizing threats to information security in absence
and application of protection measures, do not allow to analyze the dynamics of suppression by
security measures of the process of implementing threats. The paper proposes a new indicator of
the effectiveness of protection of electronic documents, aimed at assessing the possibility of
advancing security measures of the process of implementing threats in electronic document
management systems using the probability-time characteristics of the dynamics of the
application of protection measures and the implementation of threats to electronic documents.
Mathematical models were developed using the Petri-Markov network apparatus and analytical
relationships were obtained for calculating the proposed indicator using the example of the
"traffic tunneling" threat (placing intruder packets in trusted user packets) and unauthorized
access (network attacks) to electronic documents, as well as the threat of intrusion of malicious
program by carrying out an "blind IP spoofing" attack (network address spoofing). Examples of
calculating the proposed indicator and graphs of its dependence on the probability of detecting
network attacks by the intrusion detection system and on the probability of malware detection
by the anti-virus protection system are given. Quantitative dependencies are obtained for the
effectiveness of protection of electronic documents due to being ahead of protection measures
for threat realization processes, both on the probability of detecting an intrusion or the probability
of detecting a malicious program, and on the ratio of the time spent by the protection system on
detecting an attempt to implement a threat and taking measures to curb its implementation, and
threat implementation time. Models allow not only to evaluate the effectiveness of measures to
protect electronic documents from threats of destruction, copying, unauthorized changes, etc.,
but also to quantify the requirements for the response time of adaptive security systems to
detectable actions aimed at violating the security of electronic documents, depending on the
probability -temporal characteristics of threat realization processes, to identify weaknesses in
protection systems related to the dynamics of threat realization and the reaction of defense
systems to such threats electronic document.

Keywords: Efficiency Indicator, Functional Model, Petri-Markov Network, Security
Threat, Security Measure, Intrusion Detection System, Anti-Virus Protection System.
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O.U. BOKOBA, 1.I'. IPOBHUKOBA, A.C. ETEIHEB, E.A. POrO31H,
B.A. XBOCTOB
METOJUKHA ONEHUBAHUSA HAJTEXKHOCTHU CUCTEM
SAIMUTHI TH®OPMAIIUN OT HECAHKIIMOHUPOBAHHOI'O
JOCTYITA BABTOMATU3UPOBAHHBIX CUCTEMAX

bokosa O.U., [posnukosa U.I., Emennee A.C., Pocosun E.A., Xeocmos B.A. MeToauku
OLIEHMBAHUS HAEKHOCTH CHCTEM 3aIMTHI MH(POPMALUMH OT HECAHKIMOHUPOBAHHOIO
JI0CTYNa B aBTOMATH3HPOBAHHBIX CHCTEMAaXx.

AHHOTANUSA. CoBpemMeHHbIE METOJIbI 3aIIUTHI uHGopMaHu oT
HECAHKLIMOHMPOBAHHOTO JIOCTyla B 005f3aT€IbHOM MOPSAIKE BKIIOYAIOTCA B BHUJE
JIOTIOJTHUTENIBHBIX MOJAYJICH B MPOrpaMMHOE 00ecleYeHe aBTOMAaTH3UPOBAHHBIX CHCTEM B
3aQIUIIEHHOM  HUCIOJHEHUU. [IpUMEHeHHWe CHUCTeM  3amuThl  HHOPMAUUH  OT
HECAaHKLIMOHUPOBAHHOI'O JOCTYNa MOXET CHHU3UTh HAaJEKHOCTh aBTOMaTHU3MPOBAHHBIX
CHCTEM, €CIIM OHU COJIEPKAT OLIMOKH, He 00HApy)KMBAaeMble TIPU OTJIAJKe.

Mertoaudeckoii OCHOBOM IpH HOPMUPOBAHUH OOIUKA CHCTEM 3ALIUTHl HHPOPMALIHH KaK
B TIpolecce pa3padOTKM, Tak M B MpPOIECCe MOJCPHH3ALUHU SIBISIOTCS PYKOBOISIINE
nokyMeHThl DeiepanbHoil ClIyKObI 0 TEXHHYECKOMY M 3KCIOpTHOMY KOHTpor (PCTOK)
Poccun. Pykosomsimue nokymentst @CTOK Poccun He comepikar METOANYECKUX TTOAXO0/I0B
K OLIEHKE HAaJIeKHOCTU YKa3aHHbIX I[POrpaMMHBIX CHCTeM. B 3Tol cBA3M axTyallbHa
pa3paboTKa METOAMK OIICHUBAHMA HAAEKHOCTH CHCTEM 3alllUThl MHGOpPMAnUH OT
HECaHKIIMOHUPOBAHHOTO JOCTYINa, CTPYKTYPHAas CI0XXHOCTh U 3HAYMTEIBHOE KOJIMYECTBO
BBIMOJIHAEMBIX (YHKIUI KOTOPBIX OOYCIOBMJIM HEOOXOJMMOCTH HCIIOJNB30BaHHUA TpPEX
rokasaTeieil HaJeXXHOCTH, XapaKTEePU3YIOMUX CHCTeMY HpPHU PEIICHUH 3a1ad 0OecIeucHus
KOH(UICHINATBHOCTH, IEIOCTHOCTH U JOCTymHOCTH HHpopManuu. [lns paszpaboTku
METO/IMK MCITOJIb30BaHbI U3BCCTHBIC METO/Ibl OLICHUBAHUA HAJIC)KHOCTHU CJIOKHBIX CUCTEM, HE
JIOMyCKAIOLIME HUX pa3loKEHHEe Ha MOCIEJOBAaTEIbHOE U IapajuleIbHOE COCIUHEHUE.
PaszpaboTanHble METOAMKU anpoOUpPOBaHbI NPU OLCHUBAHUU HAAEKHOCTU CUCTEM 3alUThI
uHGOPMALMU OT HECAHKIHMOHHUPOBAHHOIO JOCTYNa, HMCIOLUIMX THIIOBBIE IOKA3aTeIH
HCXOJHBIX XapaKTePHCTUK. Pe3ynpTaThl pacueToB U MEPCIEKTHBBI HCIOIb30BaHHS
pa3pabOTaHHBIX METOMUK NIPEACTABICHBI B CTAThE.

KiioueBble cJI0Ba: HECaHKIMOHMPOBAHHBIH TOCTYI, CHCTeMa 3alUThl HHGOpMALHH,
HaJeKHOCTh, OTKa3, ABTOMATH3UPOBAHHAs CHCTEMa, KOH(UACHIMAILHOCTh HH(YOPMALUH,
LEJIOCTHOCTh UH(OPMALMH, TOCTYITHOCTh HHPOPMALIUH.

1. Beenenmne. IIpoHNKHOBEHHE COBPEMEHHBIX HH(OPMAIMOHHBIX
texHonoruit (UT) Bo Bce chephl HenoBeueckoil AeITeIbHOCTH 00y CITaBIiBaeT
HEOOXOJMMOCTh HAYYHOTO OCMBICIICHHS IIOCICICTBUA WX BHEAPEHHUA H
NPaKTUYECKOTO TIPUMEHEHUs, a TaKkKe TpeOyeT colepiKaTelbHOro aHalu3a
npo0OiemMbl HHpOpMaIoHHOM O0e3omacHoctH (M1B).

HeoOxoaumocTh ocMbIciieHHs1 pe3yibraTtoB BHeApenuss WUT B
3HAQUUTEIbHOM CTElleHH CBsi3aHa C OOBEKTaMH  WH(OPMaTH3AINA
KPUTUYECKOTO IIPUMECHEHUS (OUKIT) (aBTOMaTH3UPOBAHHBIMU
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cucremamut (AC), WucCIONb3yeMBIMH B  BOGHHOHW cdepe, opraHax
TOCYAapCTBEHHOW 0€30IaCHOCTH W OXpaHbl, OpraHax BHYTPEHHUX el U
T.I.), BBIXOJ W3 CTPOSI KOTOPBIX MOXKET NPUBECTH K CYIIECTBEHHBIM
(DMHAHCOBBIM, YEJIOBEYECKMM H JIDYTUM TMOTEepsIM, YTO  SIBISIETCS
HETPHEMIIEMBIM JIJIs1 0OLIEeCTBA.

Tpynaoctn mpaBoBoro perymuposanuss WT u  HemocTaTtku
OPraHM3aIIOHHOTO PETYINpOBaHus npouecca odecrieuenus b, orcyrcrne
METOIMK OLCHWBaHMSA M oOocHOBaHMA TpeOoBanui k Wb, mpobimemsr c
kampoBeiM obOecmeduenneM OWKII Moryr mnpuBecTH K TOMY, dYTO
KoH(puaeHIManpHast  WH(pOpManus, UCIOIb3yeMas y3KHM  Kpyrom
MoTpeduTeNne, CTAHOBUTCSI OOBEKTOM HEMPaBOMEPHOTO MAOCTyNa JUis
3710y MBIIIEHHUKOB.

VckmounTensHass BaXXHOCTh 3afad, pemaemsix B AC Ha OHUKII ¢
HCIIOJIb30BAHUEM  CPEACTB  BBIYMCIMTEIBHOW  TEXHUKH, a  TaKxke
CYIIECTBEHHBIH yniepd HMHTEpecaM JIMYHOCTH W TOCYJapcTBa, KOTOPBIH
BO3HHMKAET B pe3yJIbTaTe CHW)KEHHS ypOBHSI 0€30MacHOCTH MH(pOpPMaIUX B
AC, mOmYEepKHBAIOT 3HAYMMOCTh 33/1a4M  OOECIICUCHHSI HaJeKHOCTH
¢ynkiponnpoBannss AC B 3aIMIIEHHOM HCHOJIHEHHH W B OCOOCHHOCTH
Oe3omacHOCTH  XpaHMMOW,  oOpabarslBaeMOil M HepenaBaeMoi
KOH(UICHIINATHHON HH(OPMAITHH.

Knaccudukanmonnas cxema yrpos b AC mpencraBneHa Kak B
HOpMaTuBHBEIX MokyMeHTax ®CTIK Poccnm [1, 2], Tak 1 B 001e10CcTyTHON
HAay4YHO-TEXHHYECKOH Jmreparype [3-6]. B yka3aHHBIX HMCTOYHHKAX
paccMaTpuBaeTCsl OCHOBHOE cozepxkanue yrpo3 Mb, ToUky UX NpHUII0KEHHs,
OLICHKH yIIepOOB OT BOHUKHOBEHHS M pean3anuy yrpo3. @opmani30BaHbl
yrpo3bl Ub B Buje 6a3sl 3Hanuii yrpo3 @®CTOK Poccuu [4-6], Briroyaromiei
KaK OIMMUCATCJIbHYIO, TaK U PACYCTHYIO YaCTU B BUAC KaJIbKYJIATOPAa OLICHKU
OIaCHOCTH Yrpo3bl. basza 3Hanuii conepkut HHGOPMALIUIO 00 YSI3BUMOCTSIX
oreparonnbix cucreM (OC) m cucreM ympasieHus Oa3amMy JaHHBIX,
MIPUKJIAJHBIX TPOrpaMM, METOJMOB 3allUThl HH(MOPMAIMM, a TaKke O
CBSI3aHHBIX C 3THMH YSI3BUMOCTSIMH U METOAAMH 3aIIUTHI PHCKaX.

MexayHaponHble — CTaHIAPTHI,  perJIaMEHTHpYMomMe  00JIacTh
obecrnieuennst BU u co3naHHbIe A pa3BUTHS M yIITyOJIEHUs] METONOJIOTUI
I'OCT «OOmme KpuTepuu OLEHKH O€30MacHOCTH WH(POPMAIMOHHBIX
texnonoruit» ISO/IEC 15408: 2013. «MuadopManmionHass TEXHOIOTUS —
Mertonsl n cpeacTBa 3amuThl uHGopManuu — Kpurepun oOeHKn
OezomacHoctn  MH(OpManMoHHBIX  TexHonorui»  (OK), comepxar
kiaccudukammio yrpos3 UMb AC. TloapoOuwiii mepedens yrpoz Ub,
mpelHa3sHauYeHHBIH i1  O0OOCHOBaHWSI H BBIOOpa Mep M0 3alluTe
nHpOpMAMU OT HecaHKIMOHWUpoBaHHOrO nocrynma AC, mpHuBEeOeH B
cragmapre HammonameHoro wHctutyta cranmaptoB CIHIA  (NIST)
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ISO/IEC13335:2004 «Information technology — Security techniques —
Management of information and communication technology
security» (MHQOpPMALMOHHBI  MOpPTaJX  HAIMOHAIGHOTO  MHCTHTYTa
crangaptoB CIIA http://www.nist.org) [7, 8].

B mensx oOHapyXeHHS W NPOTUBOJCWUCTBUS HauOoyee ONACHBIM
Bugam yrpo3 Wb, ceszanubix ¢ HCJ k nadopmannu AC, TpaaunuoHHO
MIPUMEHSIOT cucTeMsbl 3amuTbl nHpopmarmu (C3U1) or HCJI, kotopsie B
00s13aTeNbHOM  TIOpSAKE  BKJIIOYAIOWCST B BUJAE  JIOTIOJHHUTEIBHBIX
nporpaMMHEIX cucteM B coctaB OC AC KpUTHYECKOTO TIPHUMEHEHWS.
CucreMsl 3amMTBl MOTYT pa3padartbiBaThesi coBMecTHO ¢ AC B Xome ee
MIPOEKTUPOBAHMS WM YCTAHABIMBATHCA B OOIIECHCTEMHOE IIPOTPAMMHOE
obecrieueHne roTOBOH CHCTEMBI.

Hcnonp3oBanre CcHUCTEM 3alIMTHl CHIDKAaeT HanexHocts AC,
MIOCKOJIBKY OHM, KaK M OOJIBIIMHCTBO MPOrpaMM, MOTYT COJIEPIKaTh HE
oOHapy)XeHHbIe TNpH oOTiaake owmuOku. B mpomecce skcruryaranuu
omun6ku C3U mpHBOAAT K CHIDKEHHIO MHTErpaibHON HaaexxHocTH AC.
HanexxHocTh, B CBOIO OYepeib, OKa3blBaeT BIMSHHE Ha 3((HEKTUBHOCTH
3aIUTHI nHpopMaIH (obecnieuenue KOH(UICHIINAIEHOCTH,
LEJOCTHOCTH U AOCTYITHOCTH MH(OpMaIum).

Meronudeckoii 0CHOBOH OOOCHOBaHHWS TpeOOBaHUH K CHUCTEMaM
3alIUTBl ABIsieTCs psiA pykoBouamux AokymeHToB OCTIK Poccuu, B
KOTOPBIX ~ yCTaHOBJEHHWE TpeOoBaHMH K  3amuTe HHGPOpPMALNU
ompezensercs TpedyemMbM kimaccoMm 3amumenHoctu [9, 10]. dus C3U,
pa3pabaTbIBacMbIX B COOTBETCTBHH C MEXKAYHApOJHBIM CTaHIAPTOM
ISO/IEC 15408 OK [7], ycraHoBimeHHE TpeOOBaHWI COCTOHT B
BBINOJIHEHUU TPOQMIIS 3alMThI. 3aMeHa TOHATHS Kilacca 3allUIIeHHOCTH
HNOHATHSIMH TIpOoMiIsl 3alIMThl M 3aJaHusi 10 OE30MaCHOCTH SIBISETCS
OTIMYHUTEIHHBIM pU3HaKoM cTtangapra OK.

[Mpodunp 3ammrTel BKIOYaeT B ce0sS COBOKYMHOCTh (DyHKUMIA
3alIMTHI, IPUMEHAEMBIX B KOHKPETHOM Npoduite, M SIIEMEHTHI I0BEPHS IS
KoHKpeTHoro uznenus UT.

PesynpraTel  aHanmmM3a  OTEYECTBEHHOM W MEXAYHApOAHOU
HOPMAaTHBHOM JIOKYMEHTALIMH NIOKA3aJI1, YTO B HOPMATUBHBIX JOKYMEHTaX B
obmactn UMb Qaktudeckn 3amaercs COBOKYIMHOCTH (YHKIHMH 3aIllUTHI,
koTopbie Tpebyeres peanuzoatb B C3U ot HCJI. CoBokymHOCTE (hyHKIIHI
3aIIMTHI SABISAETCS MPU3HAKOM, onpenessttomuM coorBerctBue C3U or HCJL
KaK KJIacCy 3alUIICHHOCTH, TaK ¥ MPO(IIIIO 3aHUTHL.

KauectBy mnporpamMmubix cucteM B Poccuiickoit deneparm
nocesersl TOCT 28195 — 89 u TOCT28806 — 90 [11, 12]. Ananu3 ux
COJIep>KaHuUs TIO3BOJISIET ClIENIaTh BHIBOJ 00 OrpaHUYEHHOW MPUMEHHMOCTH
METOJIMK, COJIePIKAIIMXCS B CTaHIApTax /sl OlleHuBaHus HanexHnoctd C3U
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or HC/I. B mpenacraBnennsix cranaaprax C3U He paccMmarpuBaeTcs Kak
00BEKT OLIEHKH KayeCTBa MPOrPaMMHBIX CHCTeM. JlaHHOe 00CTOSTENBCTBO
TpeOyeT TBOPYECKOH NOPaOOTKH METOANYECKOro 00ECHeUeHUs! yKa3aHHbBIX
CTaH/JapTOB Kak B yacT mokazatened HaaexxHoctu C3U ot HCJ, tak u B
YaCTH METOJUK UX OLICHUBaHMUS.

AHaNorn4HbIe yTBEP>KACHHUS IPIMEHUMBI M B OTHOIIICHUH N3BECTHON
Hay4YHO-TEXHUYECKOW JIUTEpaTypbl, IOCBSIICHHOH BOIpOCaM KadecTBa
porpamMMHEIX cucteM [13-18].

OneHnBaHue NOKa3zaTeleld HAAEKHOCTH TEXHWIECKUX CHCTEM B
Poccun permamentupoBano psagoM ['OCT, cocTaBisOmMuX eIy TPYIILY
cTaHgapToB. B wacTHOCTH, cTanAapThl rpymmbl 27. XXX MOCBAIICHBI 00IIAM
npobieMaM Ha/e)KHOCTH B TeXHUKE. HecMOTpst Ha METOIMUECKYIO TTOJHOTY
CHCTEMBbI CTAaHAAPTOB YKa3aHHOM CEpUH, BOIPOCH OLICHUBAHNS HATIEKHOCTH
C31 or HCJ B Hux Hampsimyto He mnpopaboranbl. CyliecTBYeT JHUIIb
BO3MOXHOCTb MNPUMCHCHUA OTACIBHBIX TEOPECTUYCCKUX MOJ0KEHUN U
NOAXOJIOB K OLIEHMBAaHHMIO HAJEKHOCTU IPH Pa3padOTKe MaTeMaTHYECKHX
3aBUCHMOCTEM, HCIIOJIB3YEMBIX B METOJUKAX.

W3BecTHass  Hay4yHO-TEXHHMYECKas  JIMTEparypa, IOCBSIICHHAs
npobieme HaJeKHOCTH, B yacTHOCTH [19-28], Takke HE paccMaTpuBacT
BoIpockl oueHuBanus HagexHoctu C3U or HC/I.

[pn co3manmu AC B 3amUIICHHOM HCIOJHEHHHM COTJIACHO
HOPMATHBHOM JOKyMeHTanmuu [29], B KOTOPO# OIpenereHsl MMEIOIIHecs
HEJOCTATKHA CymecTByommx cucreM obecneuennss Wb wa OUKII u
HampasleHus coBepiieHcTBoBaHMA AC B 4acTH OOECIedeHHs 3alluThl
uHpopmanmu, onenuBanue HaaexxHoctm C3U or HCJ sBasercs
HEOTBEMJIEMOM  COCTAaBJISIIOIIEH  MPOLIECCOB  IPOEKTHPOBaHUS U
skcruryatanuu  ykazaHHelx AC. Ilpm »3ToM Bompocam OLCHHBaHHMSA
HaJIe)KHOCTH TIOCBSIEHAa KOHCTPYKTOpCKasi gokyMmeHTtauus («TexHuueckoe
3a/laHue...», «OCKU3HBIH  MPOEKT...», «TeXHUYECKHH  MPOEKT...»,
«[losicHUTeNpPHAST 3amucKa..» W Ap.) ¥ pa3pabaTbiBacMas Ha €€ OCHOBE
9KCIUTyaTallioHHasi  JOoKyMeHTanusi  («PykoBOACTBO — mONB30BaTelsy,
«PyxoBoncTBo ammMuHuCTpaTopa Oe3omacHocTHY», «[lman MeponpusaTHii 1Mo
obecrieueHnIo 3amuThl MHpOpManum», «PyKOBOACTBO IO pe3epBHOMY
KOTIMPOBAHUIO M BOCCTAHOBJICHHIO» U JIp.).

Takum oOpa3zom, pa3paboTKa METOIUYECKOro obecredeHus,
BKJIFOYAIONIETO  KOHKPETHBIE METOJWKH  OICHHWBAHUS  HAJE)KHOCTH
¢yaknuonnpoarns C3U or HCJl mpum pemeHun 3agad oOecredeHUs
KOH(UIECHINAIBHOCTH, IEJIOCTHOCTH ¥ JOCTYHHOCTH WH(OpMaIuHy,
ABIIAETCA AaKTyalbHOH mpobnemon mia obecneuennss Wb AC B
3amuneHHoM ucrnonaennn Ha OMKIL
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ITocrarneHa Hay4Has 3a/1a4a pa3padboTaTh U alpoOUPOBaTh METOIUKU
onenuBanus HagexHoctn C3M or HCJI, Brmodammux MOKa3aTeNIH
BeposTHOCTH Oe30Tka3Hou pabotel C3U ot HC/I Ha 3Tanax npoeKTHpOBaHUS
u 3kcruryataiui AC B 3aIIUIIEHHOM HCTIOJIHEHUH.

2. MeTonMKa OLIEHHBAHHMS BEPOSITHOCTH 0e30TKa3HOH pPadoThI
CHUCTEM 3alUTHI HHPOPMALMHU OT HECAHKIHOHUPOBAHHOIO 10CTYyIA NPH
ol0ecnieyeHNH KOHQUACHIHATLHOCTH HHPOpMAaNWU. AHAIW3 HAy4HO-
TEeXHUYECKOH Jurepatypbl [26-28, 30-32] moxkasan, uro Hauboiee
enecooOpa3HBIM METOJIOM pacyeTa BepOSTHOCTH Oe30Tka3Ho# padoTsr C3U
ot HCJI B AC sBisieTcst METO.T SKBUBAJIEHTHEIX CXeM. B 0CHOBe ykazaHHOTO
METO/a UCIONb3yeTcs ciexyromas QopMyna Uil pacueTa IOTHOH
BEpPOSITHOCTH [26]:

P.=f(p1sPaseeee Pn)=P1P(t|p1 =1)+q1P(t|p1 =0), (1)

Ile: p; — BEPOITHOCTb O€30TKAa3HOM pabOThl i -ro 2neMeHra; ¢, =1—p, —

BEPOSTHOCTH OTKa3a I -I'oO JIEMEHTA,; P(t| p =0, P(t| p; =0) — ycloBHBIE

BEPOSTHOCTH paboTocnocoOHOTO COCTOSTHHS CUCTEMBI pu
paboTocrocoOHOM COCTOSIHUM (0TKa3e) MepPBOro AJIEMEHTA.
MaremaTuueckue BBIPAKEHHUS P(t| p =0, P(t| p,=0)

ImpenHa3HaueHbl IS pacueTa BEPOSITHOCTEH O€30TKa3HOW paboThI
CTPYKTYPHBIX CX€M, SKBUBAJCHTHBIX HCXOJHOM CXeMe, P YCIOBUH, YTO
MIEPBBIN JJIEMEHT NEpPBOIl CXEMBI SBISETCS a0COJIOTHO HAJCKHBIM, a
TIEPBBIN 3JIEMEHT BTOPOH cxeMbl oTKazan. OTpaxaemas BelpakeHueM (1)
omepamnus Ha3bIBaeTCs omepammei paspe3aHus mo snemeHty 1 [31]. B
ncTovHHKax [26, 27, 31-36] moka3zaHO, 9YTO OIepalys pa3pe3aHus MOXKET
MPOBOJAUTECSA MO  JIOOOMY  JIEMEHTY  CTPYKTYpHOW  CXEMbI
HA/IeKHOCTH CUCTeMBbI.  [Ipy  9TOM  BBINOJHSAETCS  CJEAyHoLIas
II0CJIEA0BATEIBHOCTD JEHCTBUM.

1. Onmpenensitorcss  OPOCThIE  TOYKH  COSAMHEHUS  MCXOJIHOMN
CTPYKTYPHOH CXEMBI M B COOTBETCTBMU C STHM IIPaBHJIOM BBEIOMpaeTcs
9JIEMEHT, 110 KOTOpOMY OyJIeT pealii30BbIBaThCS ONEpalns pa3pe3anus.

2. UcxonHas CTpyKTypa mpeoOpasyercs B JIBE SKBUBAJIICHTHEIC
cXeMbl. B mepBoil M3 HUX SJIEMEHT pa3pe3aHus 3aMeHseTcs abCONIOTHO
HAJIS)KHOU MepeMbIvKoil. Bo BTOPOii cxeMe 3JIeMEHT MOJTHOCTBIO YIaISIeTCSL.

3. IlpoBoguTcs pacdeT HAAEKHOCTH IO KaKIOW SKBHBAJCHTHOU
CXeMe M HCIIONIb3yeTCs MaTeMaThdeckoe BhIpakeHue (1) mms moimydeHus
Pe3yJIbTUPYIOLIETO BRIPAKEHHS pacueTa MoKa3aress HaJJeKHOCTH.

Hcxonnas crpykTypHas cxema mno HazaexsHocth C3U or HC,
paspaboranHas B [37], mpencTaBiicHa Ha pUCYHKE 1.
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Hnrepdeiic ¢ nob3oBarenemMm

SAnpo I1C3U
a Teﬁgxﬁpﬁ( amagnelme Cpencrsa
Y > YIIp anqmunucTpupoBanus [IC3U
JIOCTYTIOM
KoHTpoub 11enoctHoCTH
= . = ~
CpencTBa perucrparuu Kpuntorpapuueckoe
U yyera npeoOpa3oBanne HH)OPMALUH
< ~ <
CHCTeMHBIE CEePBUCHI OIICPALIOHHOI CHCTEMbI
CpencTBO BBIYK CIUTENBHOM TEXHUKA

Puc. 1. Ucxonnas cTpykrypHas cxema o Hagexunocta C3U or HC/]

IIpy oOIcHHBAaHWUM BEPOSITHOCTH OE30TKA3HOW pabOTHl JTaHHYIO
cTpykTypayto cxemy C3U or HCJl MOXHO TpeACTaBUTh B BHAE IBYX
SKBHUBAJICHTHBIX CXEM.

Paspezanne cTpykrypHO# cxembr C3U 1emecoodpa3Ho MPOBECTH IO
aneMeHTy «KOHTpOJIb LIEIIOCTHOCTHY.

I[Ipu >TOM B pe3yinbTaTe OMNEpalMU pa3pe3aHusi MOIyUYUM
nBe skBuBaieHTHole cxembl C3UW ot HCJ, mnpencraBieHHBIE Ha
pucyHkax 2 u 3.

Ucnone3ys dopmyny (1), ¢ ydeToMm paspe3aHuss IO 3JICMCHTY
«KoHTpone menmocTHOCTHY (RIIEMEHT HACaNbHO pPadOTOCIOCOOCH WIH
MTOJTHOCTBIO OTKAa3aJ) Pe3yIbTHPYIONMA TOKa3arenb HanaexxkHoctu C3U
MOJKHO TIOJTYYHTh B BUJIC:

P = ps(1-q,q,)1—q39,) + gs(1— (1= p; p; )1 = p, py))s 2)

rae p; =1—q, — BepOATHOCTH GE30TKA3HOM PabOTHI I -ro sneMeHTa [26].

MaremaTtuueckoe BbIpaKCHUEC (2) TO3BOJIUT OLICHUBATH BEPOATHOCTH
6e3otkaznoit padoter C3U ot HC/I B AC.
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Hurepdeiic ¢ nonbzoBarenem

Wnentuduxanms u
ayTeHTH(UKALMS, yIPaBJIeHHE

Snpo I1C3U

Cpencrsa
anmunucTpuposanus [1C3U

JIOCTYTIOM
CpezicTBa perucTpanun Kpunrorpaduyeckoe
uydera npeobpasoBaHue HHPOPMALHUH
B = s 2
‘ CucTeMHbIe CepBHCHI OMEPALMOHHON CHCTEMBI ‘
CpezicTBO BBIUNCITHTENEHOM TeXHUKH

Puc. 2. DxBuBanentHas cxema ctpykrypsl C3U ot HC/] ¢ 3ameHoii anemeHTa
«KOHTpOIIb 11eJIOCTHOCTHY a0CONIOTHO HaJeXKHOM IIepPeMBIUKOI

WuTepodeiic ¢ nonb3oBarenem

Snpo I1C3U

Wnentudukamus u
ayTeHTH(HUKALMS, yIIpaBIeHUE
JIOCTYTIOM

CpencTBa perucTparuu
1 yuera

CpencrBa
agmunuctpupoBanus [IC3U

Kpurrorpaduueckoe
npeoOpaszoBaHue HHPOpMALH

-

= =

‘ CucremHble CEPBUCHI OI‘[CpaL[HOHHOﬁ CHUCTEMbI ‘

CpeI[CTBO BBIUUCIUTEIBHON TEXHUKU

Puc. 3. DxBuBanentHas cxema ctpykrypsl C3U ot HC/] ¢ 3ameHoii anemenTa
«KOHTpOJIb LIEIOCTHOCTHY Pa3pbIBOM
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3. MeTonnka oueHUBaAHMA K03((PUUMEHTA TOTOBHOCTH CHCTEM
3amuThl MHQOPMANMU OT HECAHKIHOHHPOBAHHOIO [OCTyNa MpH
o0ecrieyeHun a0cTynHocTd uHopmauum. [Ipu pacderax mnokazatens
HagexHoctn C3U or HCJl «Ko3dduimeHT roToBHOCTHY IenecooOpa3Ho
WCIIOJh30BATh METOJ[ IOCTPOCHHS JIOTUKO-BEPOSTHOCTHOH  (YHKIIUU
HagexHocTr C3U. OCHOBOW METOAMKH SBISETCS MATEMAaTHIECKUH armapar
OyneBoii anreOpel. Ha HawanpHON cTaaWu OLEHWBAHWSA HANC)KHOCTU
CTPYKTYPHO-CIIOKHBIX CHCTEM IPH TOCTPOCHHUH PACUCTHOW 3aBUCHMOCTH
HE00X0AUMO TOCTIeNOBATEIHHO pean30BaTh psy 3Tanos [37-41].

DjleMeHTaM  CONOCTAaBISIIOTCS  JIOTMUECKHE TEPEMEHHbIE X, ,

1
NPUHUMAIOIIUE 3HAYCHUS CIUHMIIBI MPU PabOTOCIIOCOOHOCTH JJEMEHTa U
HyJsl — mpu ero HepabortocmocobnocTu. [1o pesynabraTaM JIOrHYECKOro
aHajgu3a paboTOCIOCOOHOCTH CHUCTEMBI KOHCTPYHMPYETCS  JIOTHYECKas
¢bynkips padorocnocodnoctu (JIOP), umeromas cnepyrommii Bug: f(X),

rae MHOroMepHelii aprymeHT JIOP X =(x,X,,...x,) SBISIeTCS BEKTOPOM

JIOTUYCCKUX IEPEMCHHDBIX.

Hannuue XO0TA 6bI CANHCTBCHHOI'O nyTHu oT HCXOJHOT'O
CTPYKTYPHOI'O 3JIEMEHTa CXeMbI HaJIEKHOCTH JI0 €€ KOHEYHOI'0 DJIeMEHTa
MO3BOJISIET CUHTATh JIAHHYIO cxXemy YaCTHYHO
pabdorocniocobHoi (f(X)=1). Takoii myTh MOXET  CUYUTATHCS

paboToCcIOCOOHBIM TIPH YCIOBHU PabOTOCIIOCOOHOCTH BCEX BXOSIINX B
Hero anemenToB C3U. ®opmanmsamnus BceX BO3MOXKHBIX myTeil B JIOP
OCYILECTBIIAETCS 3JIeMEHTapHBIMU KOHBIOHKIUSIMH OymneBbIX
MNEPEMCHHBIX, KOTOPBLIC COOTBCTCTBYIOT BXOJAUNIUM B HOAaHHBIC MYTHU
snemenTaMm. Dyukmus  f(X) BelpaxkaeTcss B BHAC JIU3BIOHKIUU

9JIEMEHTapHBIX KOHBIOHKITHH, COOTBETCTBYIOIINX BCEM
paborocnocobusM TyTsm JIOP. dopma JIOP, momydeHHas B xome
COCTABJICHUS AU3BIOHKINHA 3JI€MEHTapHBIX KOHBIOHKINH, OYAET SBIATHCS
HCXOMHOM TS MOCIIEAYIOIIET0 MTOCTPOEHUS] MATEMaTHIECKOTO
BBIpaxkeHus1 pacuera kodpduuuenrta rorouoctu C31 or HC/I.

Ucxonnas ¢opma JIOP moxer ObITh HpeobOpa3oBaHa K JHOOOH
¢dopme moanoro 3amemnieHus (PI13). JIOGP C3U or HCH B Bume PII3
WCHOJB3yeTCs JJIi TOCTPOSHHS] aHaJUTUYECKOW 3aBHCUMOCTH IS
OLICHWBAHUS  HAAEXKHOCTH. [Ipm  3TOM  TpOBOIUTCS  3aMeHa
JIOTUYECKUX TEePEMEHHBIX BEPOSITHOCTSIMH, a JIOTUYECKUX
orepanuii — apupMETHIECKUMH.

B cooTBeTcTBHN C BBIIIE H3JI0KEHHBIM OCYIIECTBUM PSIJT 3aMEIICHHH!

HepeMEeHHas X; 3aMeINaeTcs BepOATHOCTBIO p, = P(x; =1), omepauus

WHBEPCUM JIOTMYECKOH MEPEMEHHOH X, — BEpOATHOCTBIO ¢, = P(x; =0),
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orepanys TU3BIOHKIMH vV — CIO0KEHUEM + , OoTlepanys KOHBIOHKIIMH A —
yMHOXeHHeM x . Omepanusi JOTMYECKOTO OTPHIAHHWS —y 3aMelIaeTcs
BBIYMTAHUEM BEPOSITHOCTH U3 eauHULbL: 1—P(y =1).

s mpoBenenus oneHku koaddunmenta roroHoctn C3U ot HCJJ
nenecoobpasHo  ucmonmb3zoBath  PII3 B Oasmce  «KOHBIOHKIHS-
otpunianue» [38, 41].

JI®P C3U or HCJ, mpencraBneHHO Ha pucyHkax | u 2, nmeer
CJEeIyIOIINM BUII:

S =335 Vv X4x5) VX (X V X5X5). (3)

Yurcno BXOXKACHUH MaTeMaTHIECKOTO BIpakeHus (3) ompenensercs
Kak JBoiHoe. JIBaXIbl BXOIAT HEPEMEHHbBIE X;,X,,Xs. BbIOpaB x5 1y

Olepali  pa3pe3aHusi, MOMYyYMM U3 HCXOJHOH (OpMBI cienyromee
MaTeMaTHYECKOe BhIpaskeHHE:

S =x5(x (x5 VX)) vy (xs vixg) v xé (x1X3 V x4 X,). 4

IIpeobpa3ys martemaTtmueckoe BeIpakeHue (4) k DII3, momyumm
cleyIolee MaTeMaTHYECKOe BEIPaKEHHE!

1= x5((x(x5) ()Y v xd((xx5) (xy) ) Q)

3aMECHUB  JIOTHYECKHE  IEpEMEHHble  apu(METHYECKUMH B
MaTeMaTHYECKOM BBIPOXXEHUH (5), TOTyINM:

P(f =1)=ps(1-q,9,)1—q3q,) + qs(1— (1= p, p3)(1— p, p,)) (6)

Koaddumment roroaoctn C3U ot HCH (Krezn) momyunum myTem
3aMEHBI BEPOSTHOCTH 0€30TKa3HOW pabOTHI mporpaMMHBIX Moxayneit C3U
k03¢ dunneHTaMu TOTOBHOCTH 3TUX Moayineir (Kp) [38]. BepostHocTu
0TKa3a 3aMeHUM KoddurmeHTamMu npoctost (Kizp):

Kresy = ps(=q19,) 0= q39,) +qs(1= (1= p p3 )1 = p, p,))s (7
rae: p; =Ky, q;=1-K,.
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I[J'ISI MapKOBCKOﬁ MOACIN HAACKHOCTH NUMECM:

y7
Kp=—"—,
L+ A
_ A
mpi= 5 -
M+ A

IIpy OIMHAKOBBIX 3HAYEHUAX XapPAKTEPUCTHK HAJECKHOCTU

nporpaMmusix Moxyneit C3U ot HCA A, =41, u, =y, npunsas p :i,
H

MaTeMaThdeckoe  BheIpakeHme (7) MOXHO  IpeoOpa3oBaThb K
CIIeAYIOLIEMY BHIY:

_(1+5p+8p>+2p%)
Krcm = (1+,0)5

Matematudeckoe — BbIpaxeHne  (8)  TO3BONMT  PaccUUTATh
koadpdunment rorosaoctu C3U1 or HCI B AC [42, 43].

4. MeToauKa OLleHUBAHUSA Cpe/lHeil HAPA0OTKM CHCTeM 3allUThI
HHPOpPMANMH OT HECAHKIHMOHHPOBAHHOIO [OCTYNa HAa OTKa3 MpH
o0ecreyeHUN LEJOCTHOCTH M J0CTynmHocTH MHGopmanun. B ocHoBe
METOAMKH IIpoBeieHus olleHkH cpenneit Hapadotku C3U ot HC/I Ha oTkas
WCIIOJIb30BaHa CHCTEMa ajreOpanvyeckux ypaBHEHHUI MOJIyMapKOBCKOH
MOJEeIu OUEeHKH HanexHoctu [40, 41, 43]. Hdns KOHCTpyHpOBaHHUSA
pacueTHOH (OPMYJBI OLEHKH CpeAaHel HapaOOTKW Ha OTKa3 MPUMEHHM
CIIETYIONINH aIroOpuTM.

B coorBercTBuM ¢ ucxogHoil crpykrypoil C3U or HCJ S,

: ®)

OTIpEJICIMM MUHUMAIBbHBIA d W MaKCUMAaJbHBIA m 3amachl )KHBYUYCCTH.
IIpu sToM cornacuo [38] Mo MUHUMATHHBIM 3aMIACOM KHBYUYECTH OyIeM
moHuUMaTh gncio dnmemenToB C3U ot HCJl B MUHUMaTBbHOM 3aMBIKAFOIIIEM
MHOXecTBe § (S — MUHHUMQJIbHOE KOJUYECTBO MOJIyJeH, Mpu
kotopeix C3U ot HCJ] ocraercs YacTHYHO pabOTOCIOCOOHOM),
YMEHBIICHHOE Ha CIMHHUILY.

JIJis MakCHMAaJTbHOTO 3araca JKABYYECTH HEOOXOIMMO OMpEICITUTh
MaKCUMAJIbHOE KOJTMYCCTBO OTKA3aBIIIHX HIEMCEHTOB, TPH KOTOPOM OCTACTCS
XOTsl ObI OIWH PabOTOCTIOCOOHBIH IyTh OT BXOJHOTO 3JIEMEHTa CTPYKTYPHI
o HagexHocTr C3U 110 ee BRIXOAHOTO AIIEMEHTA.

Breitenum m  ypoBHe#t nerpamanuu C3U or HCJ[ u 3amagum
COCTOSIHUsL S, TP KOTOPBIX CTPYKTypHas cxema mo Hagexsoctn C3U

CUMTAETCS 4YacTHYHO paboTocrnocoOHOil. B kauecTBe HOMepa ypOBHs
nerpanaru C3U BeiOepeM KOJUYECTBO OTKA3aBIINX 3JICMCHTOB.
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Kaxxnomy tumy crpykrypst C3U ot HCJI conocraum cocrosiHue ;.

HazHauuM Assi KaXKI0TO COCTOSIHUSI HOMEP COOTBETCTBYIOIICH CTPYKTYPBI,
UCIIONIBb3YsST CKBO3HYIO HYMEpAalHWIO0 COCTOSIHHMH, a TakkKe 3aJajJuM
00o6mmenHoe HepaboTtococobroe cocrostare C3U ot HC/.

3agaaum BO3MOYKHBIE MEPEXOIBI MEXTY
paSHH‘IHBIMI/I pa6OTOCHOCO6HBIMI/I COCTOSAHUAMH, a TaAKXC BO3MOXHBIC
nepexoAbl M3 pabOTOCNOCOOHBIX  COCTOSIHUH B 000OIIeHHOE
HepaboTOCTIOCOOHOE COCTOSHUE.

YCTaHOBUB HHTEHCHUBHOCTH IIEPEXOJ0B MEXIYy COCTOSIHUSIMU
PpaboTOCIOCOOHOCTH U 00OOIIEHHBIM COCTOSHHEM HEpaOOTOCIOCOOHOCTH,
MOJy4uM B3BeLICHHbIH rpad cocrosiauii. Jlanee HEOOXOAUMO COCTABHTh
CHCTEMY anreOpanvecKux ypaBHEHUH JIst TOJYyMapKOBCKOM MOJISITH pacyera
HAJEKHOCTH CHCTEMBI CO CIHOXHOH CTpykTypoll [39] u pemmts ee

oTHOCUTENEHO cocTosuusa C3U S (ITO) .

AHanu3 TeXHUUECKOH TOKyMeHTanuu ocHOBHBIX TunoB C31 ot HCJ]
B AC [41] mokazai, 4To HHTEHCUBHOCTH OTKa30B OTIEJIFHBIX IIPOrPAMMHBIX
MOJIyNed MOXHO MPHHATH PaBHBIMH, TO €cThb 4 =A, HHTEHCHBHOCTH

BOCCTaHOBJICHNS  pabOTOCIOCOOHOCTH  OTAENBHBIX  IPOrPaMMHBIX
MOAyJel — TaKxKe paBHBIMU IPYT APYTY, TO €CTb L, = A/ , @ YUCIIO ONepanuii

10 BOCCTaHOBJIEHHIO Pa00TOCIIOCOOHOCTH — PAaBHBIM 3.

AHanu3 cTpykTypHOH cxembl no HaaexsHoctn C3U or HCJ B
AC [40], npencraBieHHOI Ha pHCyHKE 1, TO3BOJIAET BHIOPATH CIIEAYIOIIHE
napaMetpel: d =1, m=3. B COOTBETCTBUM C NPUHATHIMU 3HAUYCHUSIMU
MUHMMAaJIbHOTO U MaKCUMAaJIBHOTO 3amacoB kuByuectd C3U BbienuM Tpu
YPOBHSI UX J€TpajalyH.

Jlns mepBoro ypoBHA Jerpajaldd MOXHO BBIICJIHTH [BE
pasIuvHbIe CTPYKTYPHI C3U oT HCO — S, " N

ocTaromuecs YacTHIHo padboTtocnocoOHbIMU. CTpyKTypHBIE cxembl C3U
or HCJlI mnpummepBoM ypoBHE [erpagallii MPEACTAaBICHB Ha
pUCYHKax 4 1 5 COOTBETCTBEHHO.

Jns  BTOPOro ypoBHA Jerpajallid MOXHO BBIICIUTH TPH
pa3IuvHbIE CTPYKTYPBI C3u oT HCIO — S,,, Sy, Sy,

OCTAIOLIMECs YaCTUYHO  paboToCcHOCOOHBIMU. CTPYKTypHBIE — CXEMbI
C3U ot HC/I mpu BTOpOM  ypOBHE JA€rpajlallid IpPEICTaBIEHbl Ha
pucyHKax 6-8 COOTBETCTBEHHO.

i TpeTbero ypoBHS JeTpajalliil MOXXHO BBIJECIUTH CTPYKTYpPY
C3M or HCJ S;, ocramoumymocs 4YacTUYHO PaboTOCIOCOOHOM.
CrpykrypHas cxema C3M ot HCJl mpu TperbeMm YpOBHE Herpagariuu
MpeAcTaBleHa Ha pUCYHKe 9.
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Hurepdeiic ¢ nomb3oBareaem

Snpo I1C31

Wnentudukaums u
ayTeHTU(UKALMS, yIIpaBIeHHe
JIOCTYTIOM

Cpencrsa
aamuHucTpuposanus [1C3U

OCTHOCTH

CpezicTBa perucTpanum
U ydera

Kpunrorpadpuyeckoe
npeodpazoBaHue HHPOPMALNH

- -

‘ CucremHble CEPBUCHI onepaunouﬂoﬁ CUCTEMBI ‘

Cpencrso BBIUUCIIUTENILHOW TEXHUKU

Puc. 4. CrpykrypHas cxema S;; C3U or HCJI iu1st 1epBoro ypoBHs Aerpajaiiun

Hurepdeiic ¢ nonab3oBarenem

Appo NC3U

Wnentuduxanys n
ayTeHTH(UKALNS, yIPaBICHIEe
JI0CTYTIOM

Cpencrsa
azmuunucrpuposanus [1C3U

L 4L

Kontposns nenoctHoctn

B

Kpunrorpapuueckoe
npeobpasoBanue HHGOpMALUI

4
CucremHbie CEPBUCHL onepaunom{oﬁ CUCTEMBI

CpeﬂCTBO BBIYMCIUTENILHOM TEXHUKU

Puc. 5. CrpykrypHas cxema S;, C3U or HCJI iu1st 1epBoro ypoBHs Aerpajatiun
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Wurepdeiic ¢ nonp3oBarenem

Snpo IC3U

Wnentudukanus u
ayTeHTU(UKaLKs, yIpaBIeHHe
JIOCTYTIOM

Cpencra
aamuHucrpuposanus [1C3U

CpezcTBa perucTparum
W yuera

-

‘ CucreMHbIe CEPBUCHI onepauum{ﬂoﬁ CUCTEMBI ‘

Cpencmo BBIUUCIUTEIbHONW TEXHUKU

Puc. 6. CrpykrypHas cxema S,; C3U or HCJI wist BTOporo ypoBHs Aerpajatiun

Snpo I1C3U

Wnentudukanms u
ayTeHTH(HUKALUs, yIIpaBIeHUE
JIOCTYTIOM

L

KOHTpOJ]b LEJIOCTHOCTH

J L

CpezcTsa perictparum
" yueTa npeobpasg

- -

‘ CucTeMHBbIE CEPBUCHI ONEPALIMOHHON CUCTEMBI

CpeﬂCTBO BBIYMCIIUTENIBHOM TEXHUKH

Puc. 7. CtpykrypHas cxema S,, C3U1 ot HCJ] anst BToporo ypoBHst erpajaiiu
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Hurepdeiic ¢ noab3oparenemMm

Snpo I1C3U

Wnentudukanus u
ayTeHTH(UKALUS, yIpaBlIeHue
JIOCTYTIOM

KOHTpOJ’lb LEITOCTHOCTH

Kpunrorpadpuieckoe
npeobpaszoBaHye HHPOpMALIU

- -

CucremHbIe CEPBUCHI OHepaL[HOHHOﬁ CUCTEMbI ‘

CpeacTBO BBIYUCIUTEIBHON TEXHUKH

Puc. 8. CtpykrypHas cxema S,; C3M ot HCJI amst BToporo ypoBHs Aerpagariun

Wnentndukauns u
ayTeHTH(UKALNS, yIpaBIeHHe
JIOCTYHIOM

v

CpencTBa perucTpanuu
u yyera npeodpasg

o

1 !

‘ CucremHbIe CEPBHUCHI OHCpaLII/IOHHOﬁ CHUCTEMbI ‘

CpeI[CTBO BBIUUCITUTEIbHON TEXHUKU

Puc. 9. CrpykrypHas cxema Sy, C3U or HCJI st TpeTbero ypoBHs Jerpaiaiii
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CocraBuM rpad CMEHBI COCTOSHHH CTPYKTYpHOH CXEMBbI IO
HagexxHoct C3U ot HCJ. Tlpu 3TOM MOXXHO BBIIEIUTH 6 COCTOSHHIM C
YaCTUYHON pPabOTOCIIOCOOHOCTHIO, OJHO COCTOSIHUE ONPEHCTUTh Kak
MOJTHOCTRIO  paboTocmocoOHOe, a  Jpyroc — kak  0000IIeHHOe
HEpabOTOCIIOCOOHOE COCTOSIHUE.

I'padp cmeHBI cocTOSIHMI PabOTOCTIOCOOHOCTH — IPOTrPaMMHBIX
monyneit C3U mpeacrasnen Ha pucyHke 10.

Puc. 10. I'pa cmensr cocrosauit pabotoctocodbnoctn C3U ot HCJL

Cucrema anreOpanyeckux ypaBHEHHH UMEET CIIeTyIONINH BUI:

To=——+1T,+ 2T,
54 5" 5
7=1+,uf0+4x1f3
! H+4a
7_1+y70+/173+174+175
> L+4A
1+ pT, + uT, + AT,
3L ©)
_1+2,u72+176
C 2u+32
_ L2,
_2y+3ﬂ,’
14 24T, + T,
3u+24

>

i:

B

S

mﬂl

F6=
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rae 7, — cpenHee BpeMs HaXOXXJICHHS Iporecca, (HopMaIn3yeMoro
rpacdom (pucyHok 10), B i-OM COCTOSIHUH.
Jns perieHuss  MPEACTABICHHOW  CHCTEMBI  anreOpanveckux

ypaBHEHHUH InepeiiieM K Oe3pasMEpHBIM IEPEMEHHBIM «; = lf. U p= i
Torna cucremy ypaBHeHu# (9) MOXXHO IpeoOpa3oBaTh K BUILY:
a, - (I+a,+4a,)
5
_(p+a,+4pay)
a =————=
1+4p

>

4 _(ptay+pla; +a,+as)
: 1+4p
(p+a +a,+ pag)
a4y ==, (10)
2+3p)
_(p+2a, + pay)
2+3p)
_(p+2a)
2+3p)°
_(p+2a,+a,)
G+2p)

CoBepiIMB IKBUBAJCHTHBIE IPEOOpa3oBaHUs, YNPOCTUM CHCTEMY
anreOpanyeckux ypaBHeHun# (10) 1 npuBenem ee K BULY:

b

4

5

6

a = (1+a1+4a2)’
5

o= (p+ay+4pay)

! 1+4p
a0 = (2p(1+2p)+(2+3p)a, + pas + pay)

: (2+9p+12p%) ’ (an
0. = 8P+ p)+B+2p)a +a,) + pa,)

} (6+11p+6p°) ’
a0 = Bp+p)+23+2p)a, +2pa3)'

N (6+10p+6p%)
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Hns peleHus MOJYy4YE€HHOU CHUCTEMBI anreOpandecKux
ypaBHeHmiA (11)  OTHOCHTENBHO  COCTOSIHHS S, 1esrecooopa3Ho
HCIIOJIB30BATh METO/I ONPEACITUTENCH:

Py=a,=ATo=A,/A, (12)
rac:
1 0.2 0.8 0 0
-1 1 0 _47/0 0
1+4p 1+4p
—2-2p 0 | -p(2+3p)  —p(2+3p)
A=[2+9p+12p" 249p+12p% 249p+12p%|,
-3-2p -3-2p | -p
6+11p+6p*> 6+11p+6p° 6+11p+6p?
-2(3+2p) -2p
0 0 - - 1
6+10p+6p~ 6+10p+6p
0.2 0.2 0.8 0 0
p 1 0 __4p 0
1+4p 1+4p
2p(1+2p) 0 | -p2+3p)  —p(2+3p)
Ay =|2+9p+12p? 249p+12p> 2+9p+12p%|.
3p(+p) -3-2p -3-2p | —p
6+11p+6p° 6+1lp+6p> 6+11p+6p> 6+11p+6p°
3p(+p) 0 —2(3+2p) —2p |
6+10p+6p> 6+10p+6p> 6+10p+6p>

Beipaxenune (12) sBusercs pe3ylbTUPYIOIINM aHATHTHYCCKHM
BEIp2)KCHHEM OILIEHMBAHMS CpPEeIHEro BpeMeHH Hapabortkm Ha oTtkaz C3U
ot HCJ] B AC.

5. Pe3ynbTaThl ONEHHBAHHS HAJAEKHOCTH CHCTEM 3aIIHTHI
uHopManuu oT HECAHKIMOHUPOBAHHOI'Q J0CcTyna. ITpu
UCIIOJIb30BAHUK pa3pa0OTaHHBIX METOAUK M aBTOMAaTH3MPOBAHHBIX
cpeAcTB olleHMBaHus mnokazareneil HanexHoctu C3U or HCI B AC
BBIOpaHAa pAaCIpOCTpaHCHHAass TEXHOJOTMYecKas cxema o0padoTku
KOH(UICHIINATbHOW WH(POPMANUU, PEKOMCHIOBAaHHAS TEXHUYECKOU
noxkyMenranuei [38, 41]. Ilpu 3TOM NPUHATHI CAEAYIOLIUE NOMYIICHUS:
AC mpexacraBnsger co0OW OTHETbHOEC aBTOMATHU3MPOBaHHOE pabouce
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MeCTO; OOBEKTOM 3allUThl sBIseTCS KOH(UIeHIHaTbHAsS MH(OPMAIHS;
samura uHGopMaruu peanusyercs C3U or HCJl B cooTBeTcTBUHU C 3
Kki1accoM 3amuiieHHoctd [9, 10]; 9BM pabotaet noj ynpasienuem OC
Windows Ha [I9BM kinacca Pentium.

Pacuetst mo onenuBanuto HagexxkHoctn C3UM  mpoBeneHb
B cpene Mathcad 15.

5.1. Pe3ynbTaThl OlleHNBAHHUSI BEPOSITHOCTH (6€30TKa3HO| padoThI
CHCTeM 3alIUTHI HHPOPMAIMH OT HECAHKIHOHHPOBAHHOTO JAOCTYNAa B
TedyeHue padoueii cmenbl. Ha pucynkax 11-19 mpencraBieHbl 3HaYeHUS
BeposiTHOCTeH paborocmocobHoro cocrostaus C3U ot HCJl ¢ mcxomusiM
ypoBHeM MepBruHbIX omubok A, = 107, 10, 10 u Bpemenem paborsr C3U,

paBHeiM 5, 10 um 20 4YacoB COOTBETCTBEHHO, pACCUHTAHHBIE C
ucnojib3oBaHueM (opMmydbl (1) pacueTa BEpOSITHOCTH OE30TKa3HOM pabOTHI
C3U1 or HCA s crneayromux BO3MOXKHBIX Pa3MEpPOB HCXOJHOIO Koja
nporpammsbl, peanusyromeid C3U or HC/ [11]:

— pa3Mep HCXOAHOTO Kofa mporpaMmel — 100 MO;
————— — pa3Mep HCXOAHOTO Kofa mporpaMmel — 150 MO;

............... — pa3Mep HCXOIHOTo Koja nporpammsl — 200 MG;

— . — . — pa3Mep UCXOJHOTO KoJa nmporpaMmmer — 250 MO.

A BepositHOCTh paboTociocoGHOT0 COCTOSHUSA

I i

LI~ I~
[ING D) ——
0,996 3 Sl T
| i "I ——
. I i1
0.992 i
r -~ q
0,988 =~
0,984
0.900

0 0:5 1 15 2 25 3 3.5 Bpewms paGoThl CBI/I>
Puc. 11. 3aBucumocts BepostHocTH paboTocnocodHoro cocrosHus C3U or HCJI ot
BPEMCHH C HCXOAHBIM yPOBHEM IEPBUUHBIX omubok A, =107,

Bpems padbotsl C3U — 5 vacos
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A Beposatrocts paboTocmocobHoro coctosms

1 1 | | I

0.996 Snil

-
L.
-

0.990 '}

A5L

0.984 N

0.978

0,972

>
0 1 2 3 4 5 6 7 Bpewms padoter C3U
Puc. 12. 3aBucumocts BeposTHOCTH paboTocnocobHoro cocrosHus C3U or HCJI ot
BPEMEHH C UCXO/HBIM YPOBHEM MEPBUYHBIX OLINOOK /7,1 =107,

Bpems padotsl C3U — 10 gacos

A

| BeposiTHOCTE paboTOCTIOCOOHOTO COCTOSIHUSE
| |

LD —
0.98 e ;
[ - =y
— el IS - [
0,96 Bl o2 PR R

0.94

0.92

0.90

>
0 2 4 6 8 10 12 14 Bpewms padorer C3U
Puc. 13. 3aBucumocts BeposaTHOCTH paboTocnocodnoro coctostaus C3U ot HCI ot
BPEMEHH C UCXO/IHBIM YPOBHEM MEPBUYHBIX OLINOOK /7,1 =107,

Bpems padotsl C3U — 20 gacoB
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A BeposTHOCTs paBoTOCTIOCOGHOTO COCTOSHMUS
| | | |
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Puc. 14. 3aBucumocts BeposTHOCTH paborocnocodHoro cocrosHus C3U or HCJI ot
BPEMCHH ¢ HCXOJHBIM YPOBHEM IIEPBUYHBIX ounGox A, = 107,

Bpemst padotsl C3U — S vacoB

A BeposrHocTe PaboTOCIIOCOOHOrO COCTOSHMS
| |

1
v~
0.95 T S .
B Pl TP [ -
\;..h_. =
0.90 ~N e
S, S n
- RS -
0.85 * C ]
" = -
0.80 -
0.75

>
0 1 2 3 4 5 6 7  Bpewms pabdorer C3U
Puc. 15. 3aBucumocts BeposTHOCTH paboTocnocodHoro coctosiaust C3U ot HC/I ot
BPEMCHH C HCXOHBIM YPOBHEM [EPBHUHBIX OmHO0K A = 10,

Bpems padotsl C3U — 10 gacoB
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A BeposTHOCTE paboTOCTIOCOOHOTO COCTOSHHSA

1y i I
3 15
L~
0.9 Y =~
! . —
- .|_~ i~y 1
- ‘~L
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Puc. 16. 3aBucumocts BeposaTHOCTH paboTocmocodnoro coctostaust C3U ot HC/I ot
BPEMEHH C HCXO/HBIM yPOBHEM IIEPBUYHBIX omubok A, = 10,

Bpems padotsl C3U — 20 vacos

A BeposatHOCTE paboToCTIOCOGHOTO COCTOSTHI
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Puc. 17. 3aBucumocts BeposTHOCTH paboTocmocodHoro coctosaust C3U ot HC ot
BPEMCHH C HCXOIHBIM yPOBHEM IEPBUUHBIX OmHO0K A =107,

Bpems padbotsl C3U — 5 gacos
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* BepOHTHOCTI: pa60Tocnoco6H0r0 COCTOAHUA
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Puc. 18. 3aBucumocTts BeposTHOCTH paboTocnocooHoro cocrosiaust C3U ot HCJI ot
BPEMCHH C HCXOHBIM YPOBHEM [EPBUUHBIX OMmHO0K A = 107,

Bpems padotsl C3U — 10 yacos

A BepositHOCTh paboTOCTIOCOOHOTO COCTOSHMS
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Puc. 19. 3aBucumocts BepoaTHOCTH paboTococodnoro coctostaus C3U ot HCI ot
BPEMEHH C UCXO/IHBIM YPOBHEM MEPBUYHBIX OLINOOK ﬂ,l =107,

Bpems padotsl C3U — 20 gacoB
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5.2. Pe3yabTarbl OLEHUBAHUS KOI(PPUUHEHTA TOTOBHOCTH
CHCTEM 3aIIUTHI HHPOPMALUHN OT HECAHKIHMOHHPOBAHHOIO A0CTYyMA.
Ha pucynke 20 npencrasiensl 3Hadenns ko3 dunnenra roronoctn C3U
or HCJI, paccuutanHble C HCHOIB30BAaHHEM METOAMKH pacuera
KO3 UIMEHTa TOTOBHOCTH MJIsi CIEAYIONIMX BO3MOXHBIX pa3MepoB
HCXOAHOTO KOJa MporpamMMbl (M3 BCETO JHama3oHa BO3MOXKHBIX
3HaueHu#), peamusyromeit C3UM or HCJ], ¢ ucxomHelM ypOBHEM
nepBuuHbIX ommbok A =107[11]:

— pa3Mep HCXOTHOTO Kofa mporpamMbl — 100 M6:
— — — — . — pa3Mep UCXOAHOTO Koja nporpammel — 200 M6;
--------------- — pa3Mep HCXOAHOTO Kofa mporpammbel — 300 MO:

— « — « — pa3Mep UCXOJHOTro Koza nporpamMmsl — 1000 M6.

i Koa(hpuumenT roroBHOCTH

o

P Iy [

N\ o |
0.9 NS~
0.8 \ B =
”.7 = i d™ e
0.6 AN o —
0.5 N e
0.4 i = 1PN i
0.3 > R
0.2
0.1 = ]
HA— - A
0 0,05 0.1 0.15 0.2 025 03 P

Puc. 20. 3aBucumocts ko3¢ duuuenta rorosHocti C3U ot 060011eHHOTO
HapameTpa MOTOKOB OTKa30B BOCCTAHOBJICHUH O

5.3. Pe3yJbTaThl OLleHUBAHMS TOKA3aTeJsl cpeAHell HapaOOTKM
CHCTeM 3aIUThI HH(POPMAMHM OT HECAHKIMOHUPOBAHHOIO JOCTYNA HA
orka3. B Tabmuume 1 mpencraBieHbl pe3yNbTaThl pacdeToOB CpegHEi
Hapatotku C3U or HC/] Ha oTka3. PacueTsl npoBeseHBl B COOTBETCTBHU C
METOJMKON OLICHWBAHUS TOKazatens cpexaneit Hapabotku C3U or HC/ Ha
OTKa3, pa3pabOTaHHOH B cTaTke. B Tabnuiie npuBeaeHsl CpeaHue 3HaUYCHUS
HaCTyIUIEHHs COOBITHH, CBSI3aHHBIX ¢ Aerpanannei crpykrypsl C31 or HCJL,
B cooTBeTcTBUU ¢ pucyHKoM 10 (mects coctosauit C3U or HCH ¢
YaCTUIHOHN PabOTOCTIOCOOHOCTEIO).
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Tabnuua 1. Pesynbratsl pacuéroB cpenneid HapadoTkun C3U or HCJI Ha oTka3

£ A To Ay T11 AT 21 AT 22 AT 23 Ay T31
0,01 25,47 35,46 25,22 25,21 25,10 25,06
0,05 5,52 5,50 547 527 515 512
0,10 3,07 3,03 3,03 2,82 2,69 2,68
0,20 1,87 1,83 1,83 1,64 1,51 1,51
0,30 1,49 1,44 1,44 1,26 1,14 1,14

6. 3akimioueHue. B craTthe BHEpBBIE TIPENIOKEHB METOIUKH
onenuBanus HagexxHocTd C3U ot HCJI AC B 3aIMIIEHHOM HCIIOJIHEHUU,
YYUTHIBAIOIINE 0COOCHHOCTH apxuTekTrypHoro nmoctpoenus C3U or HC/] u
OPUHLOUIBL  UX  (QYHKUMOHMPOBAHMS TIPH PEUICHHHM 33jad  3allduThl
undopmaumu. [lpu pemenun TpueaUHOW 3amaun  oOecHeyYeHUs
KOH(WICHIIMAIBHOCTH, IEJIOCTHOCTH M JIOCTYITHOCTH  WH(OpMaInu
MIPUMEHEHBl pa3Hble KPUTEPUH HaJeKHOCTH. Pa3paboTaHHBIE METOIMKU
anpoOHMpOBaHbl ITyTEM IPOBEJCHUSI PACUETOB IOKa3aTeNed HaIeKHOCTH
C3U or HCJ| c TuUHOBBIMH CTPYKTYPHBIMH CXE€MaMH IIOCTPOEHHS U
THUITOBBIMH 3HAUYCHHUSMH XapaKTEPUCTHK OCTATOYHBIX MEPBUYHBIX OIIMOOK B
IIPOTPaMMHOM KOJIe U 00beMe IPOTPaMMBbI.

[IprmeHeHne TIPE/UIOKEHHBIX METOJHMK IIO3BOJINT pa3paboTaTh
pa3zmensl KOHCTPYKTOpPCKOM nokymeHTarmu («llosicHUTenbHas 3amicka K
TEXHUYEeCKOMY TpoekTy») mpu co3manun C3U or HCJ, comepxarime
pacyeTsl Hafie)XHOCTH. [ToTyueHHbIE OIIEHKH TTOKa3aTeseil HaaeKHOCTH IS
ycpenHeHHbIX xapakTepucTuk C3M MOryT ciyXuTb OCHOBOM JuIsi
obOocHOBaHus TpeboBanmii k cucteme skcmuryatanmu C3UW ot HCJ AC
nojpasaeieHusiMu 1o obecnieueHnto Wb, a Takke HCIOIb30BaThCs Kak
TpeOOBaHMS N0  HAJIEKHOCTH, COJEpXKallUMecs B HOPMAaTHBHOW
JOKYMEHTalUU PETYJIATOPOB COBMCCTHO C TCXHUYCCKUMU Tpe60BaHI/ISIMI/I 10
3amuTe nHpOpManum.
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Abstract. Modern methods of protecting information from unauthorized access in
automated systems are based on the use of specialized information security systems from
unauthorized access. Security systems are necessarily included in the form of additional software
systems in the software as in a secure execution. Information security systems from unauthorized
access can be developed not only in a process of automated systems design, but also complement
the system-wide software of functioning systems. The use of the information security systems
from unauthorized access can reduce a overall reliability of the automated systems, if they
contain errors that are not detected during debugging. The reliability of the information security
systems affects effectiveness of information security (confidentiality, integrity and availability).
Guidelines of the Federal Service for Technical and Export Control (FSTEC) of Russia are a
methodological basis for the formation of the information security systems’ image both in the
process of development and in the process of modernization of the automated systems. The
guidance documents of FSTEC of Russia do not contain methodological approaches to assessing
the reliability of these program systems. In this regard, the actual design of techniques of
estimating reliability of the information security systems from unauthorized access in automated
systems in a secure execution. The structural complexity of the information security systems
from unauthorized access and large number of functions performed necessitates the use of three
reliability indicators that characterize the system in solving problems of confidentiality, integrity
and availability of information. To develop the technique, the known methods of evaluating the
reliability of complex systems are used, which do not allow their decomposition into serial and
parallel connection. The developed methods were tested in assessing the reliability of the
information security systems from unauthorized access with typical indicators of initial
characteristics. The results of calculations and prospects of using the developed methods are
presented in the paper.
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KEY PROBLEMS OF THE CRITICAL INFORMATION
INFRASTRUCTURE THROUGH SCADA SYSTEMS RESEARCH

Tsochev G.R., Yoshinov R.D., Iliev O.P. Key Problems of the Critical Information
Infrastructure through SCADA Systems Research.

Abstract. In the current age, cyber security is an essential element of any information
system. A key aspect is in the critical information infrastructure, where information security has
become a top priority for information and network security experts. The interoperability of an
ICT infrastructure with other components of it is an important aspect of its life cycle. Because
Supervisory Control and Data Acquisition (SCADA) systems form part of the critical
infrastructure, their cyber protection is particularly important in strategically important industrial
and infrastructure sites — power plants, refineries, oil pipelines, treatment plants, manufacturing
facilities, communications and transportation infrastructures. Along with the advancement of
technology, the increasing number of Scada devices available online, the vulnerability of the
sectors controlled by them has also increased. In the world of Internet of things (everything), the
end devices cause a new wave of possible vulnerabilities in SCADA. They become the new
places for attacks and breaches trough wich the system may be accessed or even compromised.
There are a number of critical infrastructures in the Community whose disruption or destruction
would have significant cross-border implications for more than one sector as a result of the
interdependence of interconnected infrastructures. Such European critical infrastructures have
been established and launched under a common procedure developed by the European
Commission, with security requirements assessed according to a common minimum approach.

The present article exposes and examines the critical infrastructures of the European Union
and Bulgaria. Trough presenting the structure of a Scada system the vulnerabilities and the
various possibilities of attacking it were analised. As an example, a specific case based on trees
has been considered, and the obtained results were summarized and visualized. The
consequences were analized and respecctive conclusion was done.

Keywords: Critical Infrastructure, SCADA, Attack Tree, Cyber Security, Network and
Information Security.

1. Introduction. The last decade was filled with great dynamics in the
field of information technology. Increasingly, terms such as cyber attacks,
espionage, stolen personal information from hacked profiles in social net-
works or elsewhere have become more common.

In times of high technological growth and multiple directions of develop-
ment, everyone is looking for their own way to succeed. Both the innovativeness
and knowledge of the factors that lead to the successful implementation of the
steps for implementing the final decision are decisive. For the most part, the in-
formation is contained in the shared network space. Its value is greater than ever,
and may be increased or decreased by some of the characteristics it possesses [1]:

—availability allows authorized users — physical persons or computer
systems — to access information without hindrance;

—information accuracy exists when it is free of errors and inaccuracies,
and has the value that end users expect to have. If the information has been
intentionally or inadvertently modified, it is no longer reliable and accurate;
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—of major importance is the authenticity of information, and its qual-
ity and condition to be original. It can be considered authentic when it is on
the same level at which it was created, stored or transmitted;

—information is confidential when it is protected from the disclosure
or exposure of unauthorized users or systems.

For most organizations, the security of information and the systems
that process, transmit, and store it is crucial. In many more cases, information
is also business.

Creating an information security program that adheres to the princi-
ples of security as a business factor is the first step in an association's efforts
in building an effective security strategy. Continuous risk assessment is nec-
essary, as well as evaluating and implementing sound policies, standards, and
controls in order to reduce them.

Computer systems and networks are one of the highest technological
products of humanity. Apart from all the advantages they offer, they have a
number of disadvantages. Security problems in the form of malware, loss of
privacy, reception of unwanted advertising, commercial or spam messages
affect almost every computer user. One of the many definitions of security is
that it represents the ability of a system to withstand external or internal de-
stabilizing factors that can lead to its undesirable state or behavior.

The purpose of information security is to protect the valuable re-
sources (information, computer hardware and software) of an organization.
By selecting and implementing appropriate safeguards, security assists the
mission of the organization by protecting its physical and financial resources,
reputation, legal position, employees and other tangible and intangible assets.

The endless development of technology has undoubtedly improved
the efficiency of industrial processes, and the delivery of health services. Jobs
that would take more time and work force have already been taken up by
devices that are connected to each other to achieve the same goal and even
make it better. Healthcare people now rely on information systems, including
mobile devices (implantable or external), to facilitate patient monitoring, so
delivery of services has become more automated [7]. These connected de-
vices, called the Internet of Things, have grown significantly when it comes
to meaning, number and value over the years.

Despite the enormous advantages of these systems, it is likely that
these devices can be used by malicious cyber attackers as a means of endan-
gering the system itself, and human existence in general. A highly motivated
person or group of people for cyber-terrorism will endanger human lives and
property by disrupting services provided by critical infrastructures, e.g.
healthcare IT infrastructure. By endangering human life, the goals might be
panic, personal injury, health risk or death. The satisfaction for the people
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comes from the use of connected computer infrastructure to cause some phys-
ical impact on the environment.

Although various cyber attacks are already targeting IoT health ser-
vices, pumps that overflow drugs are known to be very reliable and useful for
doctors and patients as they provide safe and accurate administration of drugs
and fluids. It is suggested that the attacker's motive should change from fi-
nancial gain to altering the overflow rate of the overflow pump, changing the
configuration of the device, sending malicious commands, or simply interfer-
ing with the communication of the device. The attacker may also decide to
gain physical or remote access to the electronic health records (HER), and to
modify the patient's files, such as blood type, type of dosage, therapy session,
etc. All this can lead to catastrophic events and can also cause panic in soci-
ety, especially if the event is unexpected — or there are no appropriate control
measures in place.

An alternative industry relevant to this comparative study is the one
that drives the industrial SCADA system [3]. No rigorous security research
has been done when SCADA systems were introduced decades ago. This has
led to many of the security problems that they face today.

2. Critical Infrastructure. The term critical infrastructure refers to
an element, system or parts thereof located in Member States which is
essential for the maintenance of vital public functions, health, safety, security,
economic or social well-being of the population, and whose disruption or
destruction would have significant consequences in a given Member State as
a result of the inability to retain these functions [4].

European critical infrastructures are the critical infrastructures located
in Member States whose disruption or destruction would have significant
consequences for two or more Member States.

The Council of the European Union has adopted Directive
2008 / 114/ EC of 8 December 2008 [8] about the establishment and
designation of European critical infrastructures, and assessing the need to
improve their protection. This Directive mainly covers the energy and
transportation sectors. The requirements of Directive 2008/114/EC have
been incorporated into the national legislation of Bulgaria by Decree
No.18 of the Council of Ministers of 01.02.2011 on the establishment and
designation of European Critical Infrastructures in the Republic of
Bulgaria, and the measures for their protection [9].

Critical infrastructures are taken into account when protecting the
critical infrastructures resulting from human activity, technological threats
and natural disasters, but priority is given to terrorist threats. Member States
are ultimately responsible for the management of critical infrastructure
protection mechanisms within their national borders.
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There are a number of critical infrastructures in the Community whose
disruption or destruction would have significant cross-border implications for
more than one sector as a result of the interdependence of interconnected
infrastructures. Such European critical infrastructures have been established and
launched under a common procedure developed by the European Commission,
with security requirements assessed according to a common minimum approach.

The critical infrastructure of Europe is divided into several sectors:

—Energy;

— Information and Telecommunication Systems;

— Water Resources;

—Food Industry;

—Healthcare;

—Financial Services;

—Law and Order;

—Public Services;

— Transportation Systems;

—Chemical and Nuclear Industries;

—Space Systems and Exploration.

—However, in Bulgaria, 19 sectors have been identified as
critical, as follows [9]:

—Energy;

— Transportation;

—Telecommunications, including electronic = communication
networks, and information and communication infrastructure;

—Healthcare;

— Agriculture and Food;

—Environment;

—Finance and Banking;

—Defense;

—Justice, Public Order and Security;

—Economics;

—Education, Science and Technology;

—Natural Resources;

—Regional Development and Public Works;

—Tourism;

— Government and Social Governance;

— Disaster Protection;

— Cultural Heritage;

—Postal and Courier Services;

— Sports Facilities.
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All of these sectors which have been identified as critical to the country
are governed by the strategic documents on which the models for guaranteeing
their security are based, and developed. The European Council meeting of June
2004 invited the Commission to prepare a common strategy for the protection
of its critical infrastructure. On 20 October 2004, the Commission adopted the
document "Protecting the Critical Infrastructure in the Fight against
Terrorism" [8] with clear proposals for measures needed to improve the
prevention, preparedness and response in Europe of terrorist attacks affecting
the critical infrastructure. In its conclusions on the "Prevention, Preparedness
and Response to Terrorist Attacks" and the "EU Solidarity Program on the Ef-
fects of Terrorist Threats and Attacks", adopted in December 2004, the Council
endorses the Commission's plan to propose a European Critical Infrastructure
Protection Program (EPCIP) [9], and approved the creation of a Critical
Infrastructure Warning Information Network (CIWIN) [10].

Taking these two measures defines the framework for the protection
of EU infrastructure and accordingly defines the horizontal framework for
the protection of EU critical infrastructure, explaining how
EPCIP [9,10] (including CIWIN) can be put into effect.

The CIWIN initiative [9,10] is part of EPCIP, focusing in particular
on the information sharing process between EU Member States, and
addressing the IT system that supports this process.

Essentially, in the course of protecting the critical infrastructure,
this means the identification of risk factors in the sector concerned. Critical
infrastructure protection encompasses a set of activities designed to ensure
the normal functioning, continuity and integrity of critical infrastructures
to deter, reduce, mitigate or counteract threats, risks or vulnerabilities. The
availability, integrity, and confidentiality model of security, integrity,
and confidentiality is fully applicable to the security of critical
information infrastructure.

In order to maximize the use of ICT infrastructures, and thus to make
full use of the economic and social opportunities provided by the information
society, all actors need to have high confidence in these infrastructures. This
depends on various factors, the most important of which is to guarantee their
high level of security and resilience. Diversity, openness, interoperability,
usability, transparency, accountability, verifiability of different components
and competition — these are key factors for improving security, and
promoting the introduction of security products, processes and services.

The rapid pace of industrialization, as well as the use of artificial
intelligence in the management and control of the production, transportation
and storage of products and raw materials, necessitates an appropriate class
of connectivity technologies.
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These technologies have requirements for reliability, operation under
extreme conditions, and protection that are many times higher than normal.
This is due to the risks associated with the collapse of the systems that control
critical infrastructures, such as nuclear power plants, gas transmission
network, water supply and sewerage, and electricity transmission networks.

Typically, such networks have a mix of Scada [10] devices and
Ethernet transmission. These two technologies must work seamlessly
together, and must be well protected against cyber attacks aimed at
disruption, theft, or manipulation of traffic.

The security of Scada systems is of particular importance in
strategically important industrial and infrastructure sites — power plants,
refineries, oil pipelines, treatment plants, manufacturing facilities,
communication and transport infrastructures. With the advancement of
technology, and the increasing number of Scada devices available online, the
vulnerability of the sectors controlled by them has increased.

3. Industrial Control Systems. The industrial management sys-
tem (ICS) is a generic term that covers several types of management systems,
including Supervisory Management and Data Acquisition Systems (Scada)
[11] (Figure 1), control systems (DCS), and other control systems such as
PLCs, common in the industrial sectors and critical infrastructures. An ICS
consists of combinations of components with specific controls (electrical,
mechanical, hydraulic, pneumatic) that work together to achieve their
purpose (e.g. production, material or energy transportation). The part of the
system that mainly deals with the production of industrial products is called
technological process. The part that controls the system includes a
specification of the desired output or performance [12]. The control may be
fully automated, or it may involve a person. Systems can be configured to
work within an open cycle, closed cycle, and manual mode. For open-loop
control systems, output is controlled by the settings set. In the closed loop
control systems, output has such an effect on the input that it supports the
desired purpose. In the manual mode, the system is entirely controlled by
humans. The part of the system that is mainly concerned with maintaining
the specification is called controller. A typical ICS system may contain
multiple control cycles, human machine interfaces (HMI) [11], and remote
diagnostics and support tools built using multiple network protocols. ICS
industrial control processes are commonly used in sectors, such as
electricity, dams, oil and natural gas, chemicals, transportation,
pharmaceutical, pulp and paper, food and beverage industries (including
automotive, aerospace, and durables). ICSs can largely be grouped by
function into one or more of these three categories: overview, monitoring
and management.
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The Scada components [13] (Figure 2) system consist of sensors
and actuators that are responsible for the collection of physical parametric
data from field devices. These signals are typically stored in analogue
format and converted through a remote terminal device, programmable
logic controllers or an intelligent electronic device (IED). Once the data is
converted, it is transmitted via a communication channel to the Scada
control unit where the collected data is processed, and the operations are
transmitted back to the field devices.

Supervisory

System

Human
Machine

Interface

SCADA
system

Remote
Terminal
Units

SCADA
Programing

Communication
Infrastructure

Fig. 2. Components of SCADA architecture

The Scada controller uses the HMI [14], which is responsible for
submitting the collected data to operator in readable form. Further expansion
of the architecture exists in situations where there is an operator outside the
area of the industrial network, trying to control devices from remote
locations. Communication between the field devices and the Scada host can
be accomplished via dial-up, satellite, serial, radio, telephone, or WLAN.
Also, specialized communication protocols such as DNP, DNP3, ICCP,
Modbus and ProfiBus etc. have been integrated into the Scada network. As
some of these protocols were in existence more than 20 years ago, when
security was not a key factor in their construction, the main focus was on their
effective operation, and not security.

With up to 4 layers (collection, conversion, communication and
control) in the Scada system, it can be seen that each of the layers can be
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used as an entry point to attack the system. A physical attack where the
on-site devices are corrected by the attacker or the malicious person alters
the data that is sent to the HMI. Some of the popular protocols that are still
in use do not include authentication and encryption during their operation,
and these shortcomings can be used to capture data that is transferred
between devices. Insider exploitation errors or lack of proper access
control can make HMI vulnerable, this can be used by a malicious attacker
to interfere with industrial processes.

4. Security Issues within Scada Architecture.

4.1. HMI Vulnerability. An attacker can exploit the indus-
trial Scada system by exploiting vulnerabilities that exist in the sys-
tem's HMI [14, 15].

—Preset Name and Password — HMI component hacking can allow
a remote attacker to control field devices. Exploitable vulnerabilities in-
clude embedded username and password in plain text in Java code used to
design Web HMI,

— Validation of Field for Incorrect Input — also, incorrect encoding
techniques can allow an attacker to execute requests through the Web HMI
input field, leading to SQL injection attacks;

—Incorrect Authentication and Permission — bad authentication tech-
niques are a door in the system. For example, the lack of a two-factor system
for certification in critical infrastructure leaves an attacker unable to gain ac-
cess to the system without much effort.

4.2. Zero Day Exploits. Unidentified vulnerabilities by system
software vendors are one of the most common threats exploited by Scada
network attackers. Due to the nature of the vulnerability, an attacker can
infiltrate the system by performing intelligence, scanning and logging
without being detected.

4.3. PLC Vulnerabilities. PLCs, sensors, and actuators serve as ag-
gregators of data in the industrial field. It is possible for the attacker to
take control of the PLC by exploiting vulnerabilities, and then directly or
indirectly intervening in industrial processes. Attacking PLC firmware
vulnerabilities by an attacker can provide direct access to the sensors and
actuators of the field.

4.4. Social Engineering. Cyber-attackers can use social engineering
methods to break into the web. Checking IoT databases such as shodan.io for
device username and passwords is one way to learn the web. Email spear
phishing methods can also be considered an entry point into the corporate
network if the attacker's intention is to bring malware into the network. Hi-
jacking an insider to physically connect a device (such as USB, disk drive) to
distribute malware is also possible.
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4.5. Inadequate Physical Security. The field devices themselves are
responsible for the industrial process, and inappropriate physical security pro-
cedures can allow an unauthorized attacker to gain physical access to the de-
vices. As a result — although Scada monitoring includes an alarm due to the
infectious data it has received — it will be quite difficult for the situation to
be remedied except by physical means.

4.6. Vulnerabilities of the Scada Protocol. Most of the common
protocols used on Scada networks are for operational efficiency, not secu-
rity. They do not include authentication mechanisms used in traditional IT
systems that are used to authenticate the sender or recipient of the data,
thereby allowing attackers to compromise the integrity and confidentiality
of sensor values.

4.7. Corporate Network Connection. Earlier Scada systems relied
on point-to-point networks. To scale the Scada networks to fit current organ-
izational needs, Scada systems have been connected to the corporate network
through a secure gateway. Corporate networks operate as computer networks;
they are susceptible to attacks such as SQL injection, phishing, spear phish-
ing, and other vulnerability exploits.

5. Tree-based Security Breach Risk Analysis. Attack trees were
introduced by Schneier [29] as a way of officially analyzing the security of
systems and subsystems based on various attacks. Schneier's work is
remarkable, as it is the first time that this information security approach has
been implemented. The purpose of the attack is the root of the tree, and the
various ways of carrying out the attack are the leaves, with connections
through nodes AND and OR.

Figure 3 shows an image of a target tree. The attack tree consists of
OR nodes, AND nodes, and Leaf nodes. The topmost node is the root node,
which shows the overall purpose of the hacker. The top node is
decomposed into several sub-goals that consist of other nodes and leafs.
The OR node indicates that the attack can be performed by completing 1
or more sub-targets. For example, the OR target #1 can be achieved either
through subgroup #1a, or subgroup #1b. The AND node indicates that the
attack can be carried out by completing all the sub-goals.
For example, goal AND #2 can be achieved by performing subgroup #2a
and subgroup #2b.

Moore et al. [19] describe and illustrate an approach for
documenting attacks against software systems that use structured and
reusable attack tree information. Analysts can then use the approach to
document and identify common attack patterns, and then modify attack
trees to improve security development.
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Root “OR” Goal

Intermediate
“AND” Goal 2

Intermediate
“OR” Goal 1

1

Subgoal 1a | | Subgoal 1b | | Subgoal 2a | | Subgoal 2b |

Fig. 3. Example Tree

Recently, attack trees have been applied to the Scada
communication system[29]. The authors have identified eleven targets of
attackers and related security vulnerabilities in the specification and
development of a typical Scada system:

1. Easing the access to the Scada system;

2. Identifying the Modbus device;

3. Disconnecting the master and slave modules, or breaking the
Master-Slave rule;

4. Disabling subordinates;

5. Reading data from subordinates;

6. Recording data in subordinates;

7. Programming of subordinates;

8. Compensation of subordinates;

9. Disabling the Main Module;

10. Main Module Data Recording;

11. Modifying the Master Module.

6. Methodology of the Analysis. Figure 4 shows a schematic
overview of the methodology for generating attacking trees, and a description
of the workflow from the adoption of a system model to the categorization of
opportunities for threat level. Secure-Tree Modeling Tool [2] by Amenaza
Technologies Ltd. used in developing the attack tree.
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Attack model [« System model

Identification of reports and studies related to cyber attacks

v

Identification of reports and studies related to cyber attacks

v

Generating an attack tree through SecurlTree

v

Setting the best values for indicators using different online
sources

Using the complexity of attacks to categorize the threat level

Fig. 4. Methodology of the Analysis

7. Scada System Attack. The purpose of the attack is to terminate
fuel operations [20]. Upon successful attack, the attacker can change the Fuel
Manager Database (FMD) protection data, change the real-time HMI data,
crash the FMD hard drive, submit a fake fuel company report, and violate the
FMD communication.

7.1. Indicators. An attacker needs a variety of resources to attack.
Four different indicators are considered below:

—accessibility — accessibility is measured by how easily an attacker
can access a restricted system;

—sight — sight is the measure of how secretly an attacker can perform
an attack without being noticed. Visibility measurement comes from the
mystery of the attack from the planning stage to intelligence, until the attack
is successfully completed;

—technical ability — technical ability is the measure of how easily an
attack can be done. This is related to the level of the attacker, the level of
expertise and specialization that are taken into account in determining the
technical capabilities of the attacker;

—breakthrough time — breakthrough time is a measure of how long it
will take from planning to the final execution of an attack.

The attack tree is built from the end leaves to the nodes until the
attacker reaches his target, which is the root node. Table 1 shows how to
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select Leaf attack tree nodes and how OR and AND nodes are calculated. For
OR nodes, all Leaf nodes are considered in the attack. This means that the
number of Leaf nodes added to the OR nodes affects the number of attack

scenarios generated.

Table 1. Node range

Indicator name

LOGICAL OR

LOGICAL AND

Range

Accessibility

Minimum Peaks:
The tree selects
and examines
each of the nodes
for each attack.

Minimum Peak Value: The
value of Leaf nodes with the
highest system access
restriction is selected to move
to the root node. For example,
in an attack consisting of a
high-access (unrestricted)
node and a medium-
access (moderate-access)
node, the value of a moderate
node rises on the tree, being a
more complex node.

Landmark

Minimum Peaks:
The tree selects
and examines
each of the nodes
for each attack.

Minimum Peak Value: The
value of the leaf node with
the most inconspicuous
attack is selected to move to
the root node. This is
because the lower the value
of the leaf node, the less
noticeable the attack.

Technical ability

Minimum Peaks:
The tree selects
and examines
each of the nodes
for each attack.

Maximum Peak Value: The
value of Leaf nodes with the
highest technical ability is
selected to move to the
primary node. This is because
the higher the score, the
higher the technical ability
required to perform the
attack. If one of the leaf
attack nodes is a combination
of very difficult attacks, then
the attack must also have
high technical ability.

1-5

Breakthrough
time

Minimum Peaks:
The tree selects
and examines
each of the nodes
for each attack.

Maximum Peak Value: The
value of the Leaf node with
the most time to perform the
attack is selected to move to
the root node.

1-5
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7.2. Scada System Attack Scenario. Many attack nodes describe
elements of an advanced persistent threat (APT). The anatomy of APT attacks
describes social engineering, spear phishing, malware, mapping, escalation of
privileges, and networking. APTs are designed to be difficult to see in network
traffic as they move from one host to another. For example, Trojan, Rootkits,
and Backdoors are designed in such a way that they can maintain a low profile
in the system. Figure 5 gives an overview to all nodes of the attack.

SecurITree Licensed to Evahution License Amenaza Tedmologies Ltd.

All Nodes

HamansiHe NPOH3BOAICTBOTO Ha FOPHBO
1 <AND> lMonyyaBaHe Ha oTAaneyeH 4ocTbA
1.1 <AND> KomnpomeTHpaHe Ha CHCTemara
1.1.1 <OR> lNpuaobueane Ha naponara
1.1.1.1 Kpaksaue Ha naponara
1.1.1.2 U3enuyake Ha naponara
1.1.2 Cnupane Ha aHTHBMPYCHaTa nporpama
1.1.3 <AND> EKCNNOWTBaHe Ha yA3BHMOCTHTE
1.1.3.1 <OR> Ha y
11314 Ha YASBHMM
1.1.3.2 <OR> EKCNAoaTaums Ha yA3BUMOCTH CBBP3AHK CbC CHCTeMara
1.1.3.2.1 Excnnoaraums Ha (bainose or 4afeH NPpoexT
1.1.3.2.2 Excnnoarauun Ha 6azara naHHu
1.2 Cb3paBaHe Ha aIMMH
1.3 Eckanaums Ha NPHBHNErHHTE
2 <AND> Moaabpxaxe Ha focTbna
2.1 <OR> MNonyyaBaHe Ha NOCTOAHEH AOCTBLA
2.1.1 Wxcranupase Ha Backdoors
2.1.2 WHcranaums Ha Rootkit
2.1.3 WHcranauma Ha Trojan
2.2 ANNNaHTHpaHe Ha eKCNNOWT C KoMaHaa
2.3 W3bmpaHe Ha HWBOTO Ha AocTbn (User Mode)
2.4 MNoTBbPXAEHHE HAa WHCTaNaUuATa
2.5 MonyyaBaHe Ha NOCTOAHEH AOCTHN C KOMaHAa
3 <OR> [lennoitBaxe Ha eKCNOAT
3.1 <OR> OtpaneyeHo kaysaxe
3.1.1 KaysaHe, Ype3 NOCTOAHEH AOCTbN
3.1.2 3apa3snBaue, ype3 Phishing emenn
3.1.3 3apasnBaue, Ype3 3N0OHAMEPEH CanT

[Hemene, Mac 27, 2018 Page lof 1 11:53:15 AM EEST

Fig. 5. All nodes of the attack in full view

7.3. Scada System Attack Scenario — analysis using complexity
index SecurlTree software provides a tool that allows you to identify threat
profiles. Attack scenarios that fall into threat level 1 have the highest level of
attack complexity (Table 2). The level of complexity of attacks decreases from
threat level 1 to threat level 5. While attacks under threat level 1 are the most
complex, threat level 5 can lead to an attack against healthcare infrastructure
with less complexity and better results. In the Scada attack scenario, it can be
seen that only attackers under threat 1 and 3 can carry out the attack.

SPIIRAS Proceedings. 2019. Vol. 18 No. 6. ISSN 2078-9181 (print) 1345
ISSN 2078-9599 (online) www.proceedings.spiiras.nw.ru



NHPOPMALIMOHHAA BEE3OMNACHOCTb

Table 2. Assigning weight to each of the nodes

N Attack nodes | rechmicall x o oocsibility | Landmark | Atk
ability time
1 Create admin 4 3 4 1
5 Escglgtlon of 4 3 5 |
privileges
3 Password cracking 3 3 3 2
4 Password retrieval 4 3 4 4
5 Stopping the 4 2 4 2
antivirus program
Operation of
6 vulnerable 4 3 3 2
applications
7 Operation of files 4 ) 3 )
from a project
Operation of the
8 database > 2 4 3
9 Installing Backdoors 3 2 2 2
10 Rootkit installation 3 2 2 2
11 Trojan installation 3 2 2 3
Implanting an
12 exploit with a 2 3 3 1
command
Selecting the Access
13 Level (User Mode) 3 3 3 2
Selecting the Access
14 Level (User Mode) 2 2 3 !
Get permanent
15 access with a 3 3 4 2
command
16 Upload, with ) 3 4 3
permanent access
Contamination by
171" Phishing Email 4 ! 2 2
18 Infectl'or'l throggh a 4 1 5 5
malicious site
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An attack causing reduced WPAFB combustion processing utilizes all
the characteristics of a sophisticated attack. There are elements of social
engineering, APT, insubordination, remote administration, and exploitation
of Zero-Day vulnerabilities in the attack being analyzed. This gives the total
SI score for this attack to be 5. Which is the highest SI score obtained. An
additional illustration is shown in Table 3.

Table 3. Determination of SI coefficient for SCADA system

Types of features Attack nodes SI

Social Engineering Infection by Phishing email 1

Backdoors installation, Rootkit
Remote Administration| installation, command implant 1
implantation, installation confirmation

Antivirus suspension, escalation of
Landmark privileges, exploitation of vulnerable 1
applications, installation of Rootkit

Zero-Day .,
Vulnerabilities Database vulnerability 1
APT Backdoors installation, Rootkit 1

installation, admin creation

All=5

8. Results of the Attack on Scada. The minimum level of threat
required to attack an industrial Scada infrastructure is threat level 3. Due to
the AND function of the root node, all attacks must be made to achieve an
attack from any of the threat levels. Threat Level 3 has 36 scenarios that are
the same as the total number of scenarios generated by the attack tree. This
means that an attacker with high technical skills, limited access to the system,
an increased level of insubordination, and ready to devote months to years to
planning and executing the attack, can make a successful attack. The
maximum level of threat required to attack an industrial Scada system for
generating a physical result is threat level 1. An attacker with a level 1 threat
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will also be able to execute all 36 attacks on a Scada system attack, and he
does so with unlimited access to the system.

Although a third-level attacker can execute an attack, the result of the
analysis indicates that an attacker with a threat level 2 cannot execute the attack.
This is because the attacker with threat level 2 has only an average technical level
of cyber knowledge, although the indicators of incompleteness and access are
high. For this reason, it can be concluded that the attacker's technical ability is
one of the most important indicators when analyzing an attacker's capabilities.

There are two types of errors for evaluating IDS, for each possible test
value: false positive (FP) and false negative (FN). FP occurs when an event
is intended to be intrusive, but is actually normal, whereas FN occurs when a
truly intrusive event occurs without being recognized as one. On the other
hand, the true positive (TP) measures the proportion of true positives that are
correctly identified as such, while the true negative (TN) measures the
proportion of negatives that are correctly identified as such.

The performance of each classifier can be quantified using measures
of measurement of detection rate (DR) and overall accuracy (OA). DR shows
the percentage of true breaks that were successfully detected:

P

R =———x100%.
TP+ FN

OA is calculated as the total number of correctly classified infiltrations
divided by the total number of observations:

TP+TN

= x100%.
TP+TN + FP+FN

Effective IDS requires a high degree of DR and OA while maintaining
low levels of false alarms. Accuracy is critical to developing an effective IDS,
since high FP speeds or low DRs will render it practically useless.

The Table 4 below lists data from a standard IDS system that is used
to protect the Scada information infrastructure under study.

Table 4. Simulation results for DDoS attack detection

Attack (% from affected endpoints) FP % FN % OA
1 1.2 1.1 60.1
5 1.3 1.2 60.05
10 1.5 1.6 60.13
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Table 4 (continued)

15 1.7 1.8 60.7
20 1.9 2 62.03
25 2.1 23 61.83
30 24 2.5 62.38
35 2.6 2.7 62.58
40 3.1 3 62.68
45 3.2 34 62.7
50 33 3.7 63.65
55 35 3.8 65.08
60 3.7 39 66.05

From the graph above (Figure 6), it is visible that the system becomes
more accurate with the increase of the relevant percentage. More affected
endpoints lead to more accurate results. If the attack is smaller and targeted
at a specific endpoint, it will be very difficult to detect it. In the course of this
experiment, the gateway capability of the Scada system in/out point of the
network was also recorded (Figure 7).

68
66
64
62
60
58
56
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9. Conclusion. Strategic planning for critical infrastructure protection
requires the coordination and coordination of actions taken across time and
space. Critical infrastructure protection planning needs to be based on a spe-
cific platform. It is created with the help of relevant information, mainly of a
regulatory nature — laws, decrees, directives, regulations, instructions and
other documents.

The real-time cybersecurity of continuous systems requires an overall
view and comprehensive understanding of network security, control theory,
and the physical system. Ultimately, all viable technical solutions and research
guidelines for the provision of Scada systems must be related to computer se-
curity, communications network and control engineering. The idea itself of
looking into the problem within the context of performance control has its foun-
dations. There are two types of errors for evaluating by the Intruder Detection
System, for each possible test value: false positive and false negative. Effective
Intruder Detection System requires a high degree of detection rate and overall
accuracy, while maintaining low levels of false alarms. Accuracy is critical to
developing an effective Intruder Detection System, since high false positive
speeds or low detection rates will render it practically useless. The experiments
show that with increasing attack traffic at multiple entry points the inrtuder de-
tection system becomes more accurate. More affected endpoints lead to more
accurate results. If the attack is smaller and targeted at a specific endpoint, it is
very difficult to detect it. The damage increases when adequate attention to the
various devices involved in the detection process is not provided. Each of these
devices has a specific structure (software and hardware) and thus requires indi-
vidual and specific protection.

1350 Tpyas! CIIUMPAH. 2019. Tom 18 Ne 6. ISSN 2078-9181 (neu.)
ISSN 2078-9599 (oHnaiH) www.proceedings.spiiras.nw.ru



INFORMATION SECURITY

The attacker's technical ability is one of the most important indicators
when analyzing attacker's capabilities. This means that an attacker with high tech-
nical skills, even with limited access to the system, but ready to devote months to
years in planning and executing the attack, can make a successful attack.

The future work of the team will include a more in-depth study of the
cyber-physical connections of the individual elements and the various partic-
ipants in a critical information infrastructure, as well as the application of
active polling in order to reduce the rate of cyber attacks.
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I'.P. 1{ouEB, P.J1. HowmHOB, O.I1. MIIMEB _
OCHOBHBIE HPOBJIEMI\)‘I SAIIUTHI KPUTUYECKOU
HH®PACTPYKTYPBI CETEU HA OCHOBE CUCTEM SCADA

Ljoues I'P., Howunos PJI., Hnues O.I. OcHOBHbIE MPOGJIeMBI 3aLUTHI KPUTHYECKOI
uH(ppacTpyKTypHI ceTeii Ha ocHoBe cucteM SCADA.

Anoramusi.  Kpurnueckwe — MHQpPacTpykTypbl M ONEpaTUBHAs  COBMECTHMOCTB
COCTaBIISIIONIMX € HH(OPMAIMOHHO-PECYPCHBIX KOMIIOHGHTOB — TJIABHAs COCTABJISIOLIAst
JKU3HEHHOTO LKA HHOPACTPYKTYphl. [10CKONIBKY CHCTEMBI AUCIETYEPCKOTO KOHTPOIS U cOopa
naHHBIX ((anr. Supervisory Control and Data Acquisition — SCADA) sBISIOTCS 4acTbIO
KPUTHYECKOI HHMPACTPYKTYpBI, HX KHOep3aIiTa 0COOCHHO Ba)KHA Ha CTPATErNYECKUX 00BEKTax,
TaKUX KaK JJIEKTPOCTAHLMH, HedTernepepabdaThIBAIONIME 3aBOIBI, HE(PTENPOBOIbI, OYUCTHBIC
COOpY’KEHHsI, IPOU3BOACTBEHHBIE OOBEKTBI, TPAHCIOPT M Tak Janee. Hapsamy c pasButHem
TEXHOJIOTHI ¥ OHJIAHH JOCTYITHOCTH ycTpoiicTB cicteM SCADA, Takxke yBelTHImnIach ysa3BUMOCTh
MIOIKOHTPOJBHEIX UM CEeKTOpoB. B Mupe MHTepHeTa Bemrell KOHEUHBIC YCTPOIHCTBAa BBHI3BIBAIOT
HOBYIO BOJIHY BO3MOXHBIX ysi3BuMocTeil B SCADA, Tak Kak OHU MOABEPIKEHBI aTakaM U B3JIOMaM
M Yepe3 HUX MOXKHO IOJIy4UTh JI0CTYI K cucteme. B EBpomneiickom coolliecTBe CyecTByeT psiji
KPUTHYECKH Ba)KHBIX HH(PACTPyKTyp, HapyIICHHE WIH PaspylIeHHEe KOTOPBIX MOXKET HMETh
3HAYUTEIbHBIC [I0 MACIITa0y TPAHCTPAHWYHbIE OCIEACTBUS s OoJiee YeM OIHOIO CEKTOpa KaK
PEe3yNIbTaTB3aNMO3aBUCHMOCTH  B3aHMOCBSI3aHHBIX ~ MH(PAcTpykTyp. Takue eBpomelckue
KpUTHYECKHe HH(PACTPYKTYphl OBUIH CO3MaHBI U 3aIlyIICHBI B COOTBETCTBHY C Pa3pabOTaHHOH
EBpomneiickoii kommuccueidl o0uieil mporenypoii, BKIIOYaroIieid B cebs OLEHKY TpeGoBaHMI
6e30IMacHOCTH, C y4eTOM OOIIEr0 MUHUMAIBHOTO MTOAXO0/.

PaccmatpuBaloTess kputudeckue HH(GpacTpyKTypsl Eponefickoro Coro3a m bonrapum.
IocpenctBoM cTpykTypsl cuctemMbl SCADA ObUIH IpOaHATH3UPOBAHBl YSA3BHMOCTH U
Ppa3InYHbIe BO3BMOXHOCTH JUIS €€ aTakH. B kauecTBe mprMepa paccMOTpeH KOHKPETHBIH CIrydaii,
Ha IpeMepe JePeBbEB aTaK, U MOITYYCHHBIC PE3yJIbTAaThl ObLIN 000OIICHBI U BU3yaIM3HPOBaHbI.
Ipoananu3upoBaHbl MOCIECACTBUS U CAEIAHBI COOTBECTBYIOLINE BHIBOJIBL.
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UNPPOBbIE MH®OPMALIMOHHO-TENIEKOMMYHUKALIMOHHBIE TEXHONOI A

YIK 621.391.1 DOI 10.15622/sp.2019.18.6.1357-1380

0.0. bAacoB, U.A. CAUTOB, A.11. MOTHUEHKO, C.C. ACTAIIOB
CHUHTE3 TONOJIOT'MYECKOM CTPYKTYPhI
PACIHIPEJIEJIEHHOM TEPMHUHAJIBHOM CUCTEMBI 1151
AYJIMOMOHUTOPHHT A ITIOJIb30BATEJIEN JIOKAJIBHBIX
NHO®OPMAIIMOHHBIX TIPOCTPAHCTB

bacos 0.0., Caumos H.A., Momuenko A.U., Acmanos C.C. CHHTe3 TONOJOrHYECKOIi
CTPYKTYpBI pacnpeieleHHOHl TepMHHAILHOH CcHCTeMBI /s ayAHOMOHHTOPHHIA
M0JIb30BaTe el JTOKAIbHBIX HH(pOPMAIMOHHBIX IPOCTPAHCTB.

AnHoTanus. 11Iupokoe UCIOIB30BaHHE MHOTOMOJAJIBHBIX HHTEP(EHCOB, 00yCIOBICHHOE
MHOTOMOJATIbHOCTBIO  TPAJUIMOHHOTO  MEXIMYHOCTHOrO  OOIIeHHs,  Hepexon K
MONUMOJAIBHOMY IIPEACTaBICHHIO MHA)OPMAIMA MU CHCTEM e¢ 0OpabOTKH MO3BONIIM IIO-
HOBOMY B3IUIIHYTb Ha sl ”HYOKOMMYHHKAIMOHHBIX TEXHOJIOTUH U CEPBUCOB M HMPEIOKUTH
MOAXOJ K UX peajn3allii Ha OCHOBE PACIpEe/eNIeHHBIX TePMUHAIBHBIX cHCTeM. IIpemnosken
MOAXO0J] K CHHTE3Y TOIOJIOTHYECKOH CTPYKTYpPHI TAKHX CHCTEM, Pealli3yeMblii B 1Ba dTama: Ha
TIEPBOM OIPEIEIACTCS] MUHUMAIIbHAsE COBOKYITHOCTD y3JI0B KOMMYHHKALlUH U UX pa3MelICHHE
Ha OCHOBE TPEOOBaHHH K MOCTYIHOCTH Y3JI0B KOMMYHHMKALMH IJIs Pa3iIdYHBIX KaTeropHid
MoJIb30BaTeNe M TIII00AJBHOCTH PACHPENEICHHON TEPMUHAIBHON CHUCTEMbI, HA BTOPOM —
BapHAHTHI IOCTPOCHHUS Y3JI0B KOMMYHHKALIUX U CBS3€H MEXIy HUMH, KOTOpPBIE 00ECIICUHBAIOT
BBINOJTHEHNE (YHKIMI KOMMYHHKAIUH IIOJb30BaTelel JOKAIBHBIX HH()OPMAIMOHHBIX
IIPOCTPAHCTB TP OOCCIICUCHUM HENPEPHIBAEMOCTU CBSI3M U PA3IMYHBIX KaTerOpHi
nons3oBareneil. IIpencraBieH MoOIENBHBIM IpHMEp 3aJaddl CHUHTE3a paclpeleleHHON
TePMUHAILHON CHCTEMBI JUIS ayIHOMOHHTOPHHTA ABYX KaTerOpPHIi II0JIb30BaTeNeH (B3pOCIIbIE U
JETH) B JIOKAIbHOM HH(OPMALMOHHOM IPOCTPAHCTBE (IOME), TOJOCOBOTO YIpPaBICHHS
MOJICHCTEMaMU «YMHOIo» noMa. Jljisi ee pelleHusl Ha KaKIOM JTalle CHHTE3a ONpPEAEeNICHBI
HCXOJHbIE JaHHbIE, OCYIIecTBIeHa (opMaibHasi MOCTAHOBKA 3alaull CHHTE3a, NPEACTaBICH
IrOPUTM pEHICHUs] U MOJIydaeMble pe3ylbTaThl. Tak 3aJauya IEepBOrO OSTala CHHTE3a
IpeNCTaBIsIeT  co0OH  NHMHEHHYI0  LENOYHCICHHYIO  3aJady  MaTeMaTH4eCKOro
IIPOrPaMMHUPOBAHHUS, PEIIEHHYIO B MOJICIEHOM IIPHMepe CUMILIEKC-MeToioM. Pemenne 3agaun
BTOPOTO JTala OCHOBAaHO Ha aJbTEPHATHBHO-IPadoBOi hopMaIn3amuu ¥ METOJE «BETBEH U
rpaHuIy. [lonydeHHEIe pe3yIbTaThl AEMOHCTPUPYIOT BO3MOXHOCTH HPEJIOKEHHOTO HaydHO-
METOAMYECKOT0 MHCTPYMEHTAapusl CHUHTE3a TONOJOIMYECKOH CTPYKTYpBl pacHpeeneHHbIX
TEPMHUHAJIBHBIX CHCTEM U MEPCHEKTHBHOCTb €r0 MCIONB30BAHHA BO BHOBb BO3HMKAIOMIUX
3a71a4ax TeXHHYECKOH pealn3aii HOBBIX NHHOKOMMYHHKAIUOHHBIX TEXHOJIOTHI U CEPBUCOB.

KiroueBble cjioBa: HHOOKOMMYHHKAIIMOHHAS CHCTEMa, paclpeseleHHas TepMHHAIbHAs
CHCTEMa, TOIOJIOTHYECKasi CTPYKTYpPa, JOCTYIHOCTb Y3JI0B, HENIPEPHIBAEMOCTD CBSI3H.

Beenenne. Hcnonb3oBanue B npenesnax  JIOKaJbHBIX
MIPOCTPAHCTB (TIOMEUICHUH, OQHCOB, KBapTHpP, JOMOB, 3JaHUN)
MHOTOMO/IaJIbHBIX YCTPONCTB BBOJA/BhIBOAA [1] M cuCTeM Ha MX OCHOBE,
O0BEIMHSIOMNX pa3INMYHble KOMOMHAIIMM BXOJHBIX M BBIXOJHBIX
MOJIIbHOCTEH M Ha3BaHHBIX B [2] pacnpeneileHHBIMH TCPMHUHAIbHBIMU
cuctemamu (PTC), of0ecnmeumBaeT WX  IONB30BATENCH  PSIIOM
MH()OKOMMYHHKAIIMOHHBIX TEXHOJOTHH (Tabmuma 1), mpumaBas TakuM
MPOCTPAHCTBAM CBOMCTBO HHTEIUIEKTYaJbHOCTH. [IpH 3TOM HcXonms H3
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JIMYHBIX TPEANOYTEeHHH M MOTPeOHOCTEH B KOMMYHHKATHBHBIX KaHallaX
nons3oBarensiM  PTC  mpepocTaBisitoTcst  pasiuuHble  (QyHKIUH
KOMMYHHKALIMM Ha OCHOBE HEOOXOMUMOH KOMOHHAIMH JOCTYMHBIX
MonanbHOocTe. Tak, Hampumep, IUIsl peaju3aluy  paclpeleleHHON
TeraeoHun (TeICPOHHOI CBS3U) B JIOKATHLHOM HPOCTPAHCTBE BO3MOIKHO
HCIIOJIb30BaTh MUKPO(OHHBIE U aKyCTHYECKUE CHCTEMBI, a IS TOJI0OCOBOTO
YIPAaBJICHUS CUCTEMaMH «yMHOT0» JIOMa HJIH HHTEIUICKTYaIbHOTO0 3a1a [3]
WIN ayANOMOHHWTOPWHTA TIIOJNb30Bareneidl [4] Takuwe JOKaidbHBIC
HH(pOPMAINOHHBIE MPOCTPAHCTBA JOJDKHBI COIEPKATh PacIpelelICHHYIO
ceTh MUKPO(OHOB [5].

Ta6auua 1. THOKOMMYHHKAIIMOHHbIE TEXHOJIOTHH JIOKAJILHBIX IPOCTPAHCTB
AxycTHUeCKHI Buzyanbublii
KaHal KaHal
KOMMYHHUKAIUH | KOMMYHHKAIHH

Ne & o B & o B WndoxomMMyHHKaMOHHAS
o Q = Q o Q = Q
n/n z 0 29| 3 o £ 9 TEXHOJIOT U
= T = T = T = T
= A o) = A o)
Ss| 23| ¢8| 28
X g el 28 £
SN Aol B o A S
= = = =
MHorokaHajbHas ayIH03aIUCh,

1 + roJI0COBOE YIpaBJICHUE,
ay IMOMOHHUTOPHHT I0JIb30BaTeeH
Buneonabimonenue, yrpasieHue

2 + JKecTaMH, BUJCOMOHUTOPHHT
0Jib30BaTesnen
MHuoroxaHanbHas
ayIMOBHUICO3AITHC,

3 + + MHOTOMO/IaJIbHOE YITpaBIICHHE,
OMMOTATEHBI MOHUTOPHHT
1oJib30BaTenen

4 + «3BYK BOKpPYT», COHU(UKAIHS

5 n MacurrabHasi BU3yaJIn3als,
JIOTIOJITHEHHAS PEATLHOCTh

6 + + Pacnipenenennas tenedoHus

7 n N BuptyanbsHas peajbHOCTb,
yCHUJICHHAsi COHU(HKALIUS

8 + + + + Pacrnpenenennas BUA€oCBs3b

2. 00630p CyLIECTBYOIIHUX cHCTeM MOHHMTOPHMHIa
NMoJIb30BaTeJiell  JIOKAJIbHBIX  HH(POPMALUMOHHBIX  NPOCTPAHCTB.
Cy1miecTByronuye CUCTEMbI MOHUTOPHHTA MOJb30BaTeNIel IpeIHa3HAYCHBI,
KaK TIpaBWiIo, JUIsl aHaiu3a PU3NIeckoro ((pU3N0IOrHIeCcKOro) COCTOSHUS
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Pa3IUYHBIX TPYII HACEJIEHHUS, B MIEPBYIO OUepelb — MOXKMIBIX JTH0AeH [6-
12]. Tak, B [6] mpemnaraercsi cucteMma ormpejaeicHus (akra nageHus
YesioBeKa Ha OCHOBE MHOT'OMOJIQJIBHBIX OECHPOBOHBIX CEHCOPHBIX CETEH,
BKJIIOYAIONIMX JAaTYMKH TEMIIEparypbl, MABIKEHHS U OHOCEHCOPHI,
Bujieokamepsl, ayauoaatyuku u RFID-metku. /{151 moBeIIeHUS! TOYHOCTH
oOHapy>kKeHHs MaJIeHUI 1 MUHUMHU3AINH JOXXHBIX cpabaThIBAHUH CEHCOPHI
HCHOIB3yIoTcst coBMecTHO. RFID-MeTky mpuMeHSIOTCS 1Sl OTCIIEKMBAHUS
MECTOIIOJIOKCHHSI JTIOICH M aKTHBAllMH BHUICOKaMEp B IOMEIICHUAX, TIIe
TOCIIETHIE HaxomsaTcs. Bumeokamepsl oOecrnednBaloT HaONMIOICHWE U
pacmo3HaBaHue AEHCTBUM Jrofed. buoceHcopbl, Hampumep, HU3MEpSIOT
apTepuasibHOE JABICHWE WM YacTOTy CEpACYHBIX COKpaIleHUH,
KOHTPOJHPYSI COCTOSHHE 3I0pOBBA. JlaTUMKU OKpy’Kalomeld cpems
HCIIONB3YIOTCA [Tl TPEJOCTaBIEHUS KOHTEKCTHOH uH(popManuun 00
okpyxatomei cpene. Cucrema MO3BOJSIET OCYHIECTBIATH yJaJICHHBIH
MOHUTOPHHT €€  TI0JIb30BaTelieil  MOCPEICTBOM  MOOMJIBHBIX |
JIOKaJIbHBIX BBIYMCIUTEIILHBIX CETEH.

B cucremax mnpemoTBpamieHds MaJeHUH OCHOBHOE BHHMAaHUE
yaensieTcs Ux oOHapyxeHHI0. Kak TakoBble HaleHUs] HEU30EKHBI, U MX
olpeseJeHNe JUIsl MPEeNOTBpAIleHUs] TPaBM HMeeT OOJbIIoe 3HAYeHHeE,
OJIHAaKO JIpyTUe 00JaCTH MPEJOTBPANICHUS PUCKA TaJCHUS MPEIACTABIISIIOT
cepbe3Hyto npobnemy. Ilpenmonaraercs, uTo Oyaymme CHUCTEMBI
MpeIoTBpalIeHns MajgeHuit 0yayt Oosee 3(h(peKTUBHBI IS yCTpaHEHHUs
BHEITHHUX PHCKOB, B YaCTHOCTH OT TOTO, HACKOJNBKO YCIEIIHO BpadH,
MPOBOANINE  JOMAamIHHE  OOCIIeOBaHUS, MOTYT  HCIIOJh30BaTh
o0opyIoBaHHe, a TOXWIBIE JIOAHM — CaMOCTOSATEIHHO OIEHUTH CBOHU
MOTPEOHOCTH BO BCIIOMOTAaTEeNbHOM OOOpPYIOBaHMM MPU OTCYTCTBHU
nepconana B fome [7]. C 3Toil 11es1bi0 U3ydeHne pacloIoKeHuss MeOenu u
TOYHOCTH (M U3MEPCHUA MOTJIO 6])[ O6eCHe'-Il/ITb IMpaBHUJIbHOC
pasmenieHue o0OpyZOBaHusT B JOME, YTO TMpHUBEJIO Obl K Ooiee
3 (HEKTUBHOMY €r0 HCIOJIB30BAHUIO.

B [8] mccnmemyercs mpeuMyIiecTBa UCIHOJIB30BAHHUS MOOMIBHOU
TpexmepHoi (3D) TexHONOTMHM BH3yaJdHM3alMM JUIS  pacIIUpEHUs
MEPONPHUATHI MO OLIEHKE COCTOSHUS OKPY’KaIOIIeH Cpebl, HalpaBICHHBIX
Ha TPEOAOJCHUEC BHEIIHWX (PAKTOPOB pHCKAa MageHUsS B IOMAIIHHUX
YCIOBHSIX.

BecripoBomHas gomamrHsAs cucTeMa MOHHTOpPHHTA [9] BKIIOYaeT B
ce0st MOHUTOP COCTOSIHUS Y€I0BEKa, HOCHMBIH Ha 3aIsICThe, ¥ ONIHOHAIHHO
ITyJTECOKCHMETPHI WA MOHHTOPHI apTepHaIbHOTO JTaBJICHMUS,
NOAKIII0YaeMble IO OECIPOBOJHOM CETH, U TI03BOJISIET COOMPATh JaHHBIE O
JIeATEIbHOCTH W MECTOIOJIOKCHUH YeJIOBEeKa, paclio3HaBaTh IaieHHs,
BbIJIaBATh OIIOBCIUICHUA O ITAHUKE.
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B [10] npennaraercst cuctemMa yAaleHHOTO MOHUTOPUHTA 3/I0POBbS
MMOKUIIBIX JIIOJIEl Ha OCHOBE «YMHOTO IIOMa», COCTOSMIAs W3 «YMHOHU
OJIE)K/IbI», CYMTBIBAIOIIEH ITapaMeTphl cepALieOMEeHNs ¥ AIBUKEHHS YeJIOBEKa,
[IUTI03a «YMHOTO J0May, MPEIHA3HAYEHHOTO IS MYJIbTUIUIEKCUPOBAHUS U
nepeiayu JaHHBIX Ha cepBep 37paBooxpaHeHus. lIpeanaraemasi cuctema
o0amaeT XopoIei MacmTabupyeMOCThIO B TPOCTOTOMN SKCILTyaTalllH.

B Poccum anamorom pacCMOTPEHHBIX CHUCTEM  SIBIISETCS
ABTOMATH3WPOBAHHAS CHCTEMa AMCTAHIIMOHHOTO MOHUTOPHHTA 30POBBS
yenoBeka «MoHUTOp 310poBhsi» [11], mo3BoJsAMOIIas aBTOMATHYECKH
CUHTHIBATh [AHHBIE C PAa3IMYHBIX CIEIUATH3UPOBAHHBIX IMPHOOPOB
aHanmza rapaMeTpoB 370POBbSI YyeJIoBeKa. IIpu
HEOOXOJAMMOCTH TI0JB30BATETh MOXET IPEJOCTABUTH Bpady JOCTYI K
XPaHAIIIMCS B CHCTEME U3MEPCHHSIM.

B nmopapnsromeM OOJNBIIMHCTBE CUCTEM, 32 UCKIIOYEHHEM [6], Mayo
BHUMAaHHS Y/EICHO aHAIN3Y BCEH COBOKYHNHOCTH aKyCTHYECKHX JaHHBIX,
YTO HE MO3BOJISIET MOJHO OLICHMBATh TEKYIIYI0 CUTYalUI0 B JIOKAJIBHOM
WHQOPMAIIMOHHOM TPOCTPAHCTBE, ONEPAaTHMBHO pearupoBath Ha ee
W3MCHCHHE W  BBIpa0aThIBATh  YNPABILIIONINE  BO3JCHCTBUS — TIpU
BO3HUKHOBEHWH HEIITATHBIX (KPUTUIECKUX) CUTyalni.

Henocratkamu CHCTEMBI MOHHUTOpPHHTA [6] SIBJISIFOTCS
HE0OXOomMMOCTh  pa3MmemieHHss Ha  mosb3oBarensix  RFID-mertok,
UCTIOJB30BaHUE ISl WX JIOKATU3allMid BCTPOCHHBIX BHUAEOKaAMEp M, Kak
CIIEICTBUE, CJOXXHOCTb M JOPOTOBM3HA TaKOH CHCTEMBI, a TaKke
OTCYTCTBHE PEKOMEHJAUUi 1O pa3MEUIEHUI0 ayJIuOAaTUUKOB U
BO3MOXXHOCTH HX HCIIOJb30BAHMS IS JIOKAJIM3AIlMK TIOJB30BaTeNIs B
HEKOTOpPOM MpocTpaHcTBe. JIJIs UX MPEoJOJIicHHUs OJDKHA OBITh pelleHa
3a/aga CHHTe3a Tomojorudeckoit crpykrypsl PTC (ceHcopHO# cetn min
00Jiee KOHKPETHO — PACIPENICICHHON CETH MUKPO(POHORB), TO3BOJISIONIAST
BBIOpATh HAWITYYIIHH 10 3aJJaHHBIM KPUTCPUSAM ONTHMAaIbHOCTH BapHAHT
pasMeIleHUsT ~ ayJdOJaTYMKOB B JIOKAIbHOM  HMH(DOPMAIIMOHHOM
MPOCTPAHCTBE IS JIOKAJNW3allMU IIOJIb30BaTelsl B HEM, CUYUTHIBAaHUS
aKyCTHYECKOT'0 CHUTHajJa ¢ TpeOyeMBIM KaueCTBOM, €Tr0 MpeABapUTEIbHON
00paboTku u nepenaueit JUTSt MOCJIeIYIOLLETO aHalu3a
¢$uznyeckoro (PU3NOJOTUICCKOT0) COCTOSHHUS YejoBeKa JuOO0 s
pacrmo3HaBaHUS KOMaH][ YIIPABJICHHS CHCTEMaMHU «yMHOTO» JIoMa.

CrnemyeT OTMETHTb, 4TO TMocienoBaTenbHblil cuaTe3 PTC momkeH
OCHOBEIBAThCS Ha pa3paboTke c¢ (U3HYCCKOW (TOMOJOTHYECCKOW U
(YHKIIMOHATBFHOW) CTPYKTYpBI, HAYMHAS C CaMOTO INPOCTOTO CiIydas —
OJTHO¥ BXOJTHOM (BBIXOJIHO¥) MOJTATBHOCTH OJHOTO M3 TOCTYITHBIX KaHAIOB
KOMMYHHUKAIlMd  C  TIOCIENOBATEIbHBIM  HapallMBaHWEM  4YHCIa
MOJAIBHOCTEHN U KaHAJIOB.
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3. OO030p cywecTBYHOIIMX TMOAXOJ0B K TMOCTAHOBKAM M
PelleHNIo 32124 AaHAIN3Aa M CHHTe3a (ONTHMH3AINH XapaKTePUCTHK)
PTC u wux »31eMeHTOB. B coBpeMeHHON Hayke CIOXUIOCH TpHU
MPUHLIMIHNAIBHO  pa3jIMdalomuMxcs  Hoaxoja K (GopMmanuzanuu
3a/la4 CHHTE3a, OTPaKAIOUIMX  B3aMMOCBS3b  MEXIY  HCXOJHBIMHU
JAHHBIMH W IPEJCTABICHISIMH O CTPYKType | (YHKIMOHHUPOBAHWU
CIIOXHOW CHCTEMBI:

—CHHTE3 CTPYKTYpBHl CHCTEMBI IIPHM 3aJaHHBIX aJIrOpUTMax ce
¢byakanornpoBanus (1-# xirace 3amaq);

— CHHTE3 ONTHMAIBHOTO TTOBEICHUS u aNrOPUTMOB
(YHKIMOHMPOBAHUS  CHCTEMBI IIPU  HM3BECTHOHW  CTpykType (2-H
KJIacc 3ajaq);

— CHHTE3 CTPYKTYPBI ¥ aITOPUTMOB (TI0BeIeHNUS) (PYHKIUOHUPOBAHHS
CHCTEMBI, pacipeeseHus UX ONTUMAJIBHOTO cocTaBa (3-# kiacc 3amauq).

HccnenoBanus MOKa3bIBAIOT, YTO MPH HAOIIOIAI0NIEMCsI Iporpecce B
pemennu 1 m 2 kiacca 3aja4 NPAaKTUYECKH OTCYTCTBYIOT MOIXOIBI K
¢dopManuzanMu M pelleHdI0 3 Kjacca 3amad, K KOTOpbIM B
METO/I0JIOTMYECKOM IIIaHe PUMBIKatoT 3ana4un cuHreza PTC. Ux pemenue
MOXeT  OBITb  HaWIEHO TpH  KOMIUIEKCHPOBAaHHM  CTPYKTYPHO-
(YHKIIMOHAIBHOTO M (DYHKIMOHATBHO-CTPYKTYPHOTO TO/IXO/I0B.

B cTpyKkTypHO-(hYHKIMOHAIEHOM IIOJIXO0JIE CHCTEMOTEXHHUYECKHE
3aJja4y MPEICTABISIIOT COOOH B3aMMOYBSI3aHHBII KOMIUIEKC 3a/1a4 aHAJIN3a 1
ontuMu3annu xapakrepuctuk PTC nnm ee moacucTeM depes mapameTpsl ee
¢usmuaeckoii crpykTypsl. Takue 3amaun qanee OyaeM Ha3bIBAaTh 3a1a9aMHU 110
ontumm3anyu cTpykTypbl (30C). Kimaccuyeckas 30C Bkio4aeT B CBOM
COCTaB YAaCTHBIC 33Ja4yM MO CHHTE3Yy (ONTHMHU3AIMU) TOIOJIOTHYECKOH M
(YHKIMOHANBEHOH CTPYKTYp, B COBOKYITHOCTH 00ECIEYHBAIOIINX MUHUMYM
KPHUTEpUsI SIKOHOMHYECKOH NPUPOJBI TP BBHINOJIHEHHH OrPaHUYEHHH Ha
BEPOSTHOCTHO-BPEMEHHBIE XapaKTepuCTHKU. [Ipu ncrnosb3oBanuu rpado-
MaTpUYHBIX MoJeNel BBIUMCIHUTENbHAS ciaoxHOCTh 30C  sBusercs
MOJIMHOMUANIBHOM. [yl pelneHust Takux 3a1ad Ha CErOJHSIIHUN JeHb B
npaktike npoektrpoBanus MKC ycraHOBHIHMCH NEKOMITO3UIIMOHHBIN WU
rI100aIbHBIN TTOIXO/IBL.

B mepsom cmyuae PTC pasOuBaetcs, Hampumep, Ha IICHTPaTbHBINA
y3en kommyTtanuu (LIYK), y3mer kommyrtamum (YK) u BcomorartenbHbIE
YK (BYK), cTpyKTYypBbI KOTOPBIX ONTHMH3UPYIOTCS pa3fensHO (PUCYHOK 1).
OueBHIHO, 4YTO [AEKOMIIO3UIMOHHOMY IIOJXOJLy CBOWCTBEHEH TaKoi
HEIOCTaTOK, KaK HEKOHTPOJIMpyeMasl OIIMOKa IEKOMIIO3UIINH, MOCKOIBKY
YacTO OTKPBITHIM OCTAETCsl BOIPOC BBIOOpA IMOJCHCTEM M PACIpEIesICHUs
OO0IECHCTEMHBIX HOPM MEXKY HUMH.
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Puc. 1. O600mmeHHas cxema pacrpeelIeHHOW TePMHHAILHON CUCTEMBI JIJIs
ay TMOMOHUTOPHUHTA MOJIH30BATEICH JIOKATBHBIX HH)OPMAIMOHHEBIX IIPOCTPAHCTB

Bropoit moaxon moapasymeBaeT pabory co crpykrypoit PTC B
IIeJIOM HM Ha TepBBIH IJIaH BBICTyHaeT Mpo0ieMa CHUXCHHS
BeiuncnuTenbHor  cinokHocth  30C. CHIDKEHHE  BBIYHCIHUTENbHOM
cinoxnoctn 30C MoxerT OBITH IOJNIyY€HO 3a CYET OrpyOJieHus
TOIOJIOTUYECKO, (hyHKIIMOHAIBHOM n/nnu KOHCTPYKTHBHOM
ctpykrypsl PTC.

B page cayuaeB nns pemenuss 30C BBICOKOM BBIYMCIUTEIBHOU
CJIO’KHOCTH MPUMEHSETCS MHOroaTamnHas npoueaypa [7]. Takoit mogxon
Oasupyercs Ha TNPUMEHEHHH CEPHUU PaA3TUYAIOMIUXCS CTEICHBIO
aJeKBATHOCTH (M COOTBETCTBEHHO Pa3MEPHOCTHIO) MOJEIEH, AT KOTOPBIX
BBIXOJHBIC PE3YNbTATHl OYEPEeTHOTO JTara ONTHMH3AIUU SBISIOTCS
HayalbHBIMH  yCIOBUSMH  TMOWCKa JUIA  IOCJIEAYIOMIeT0  JTama.
UccnenoBanus moka3aidd, 4TO HaONIOJaeMble B PEaJbHBIX YCIOBHAX
CpPeIHECTaTUCTHUYECKasl TOYHOCTh HCXOJHBIX TAHHBIX M IOTPEIIHOCTH,
BHOCHUMBIE MOJEIBHBIMU JAOMYIIEHUAMH, IO3BOJSIOT C JOCTATOYHOM
JUISL IPAKTHKU TOYHOCTBIO OTPaHUYUTHCS JBYMSI JTanaMmu
peutenus Tunossix 30C.

HezaBucumo ot nprMeHEeHUs! AEKOMITO3UIIHOHHOTO WITH TJI00aIbHOTO
MoIX0Aa BBIOOp anroputMa penieHus KoHkpetHoi 30C ompexpensercs
0COOCHHOCTSIMH €€ ITOCTAaHOBKW, HampuMep CHenu(HuKoil mpearnpoeKTHON
curyarmu. Takum obpazom, 30C MoxeT OBITH CBEJCHAa K TOW WM WHOU
3amaue MaTEeMaTHIECKOTO MIPOTPaMMHPOBAHUS WA
WX TIOCTIEIOBATEIHHOCTH.
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IIpu cuntese crTpykryp cucteM, aHanoruuelx PTC, Hampumep
UH(QOKOMMYHHMKAIIMOHHBIX ~ CHCTEM, YK€ MHOTHE TOJbl  IIUPOKO
WCIIOJIB3YIOTCSI METOJABl «BETBEH W TpaHHI» U «yCTpaHEeHUs pebepy,
aJalTUPOBAHHBIX TOJ LEMH ONTUMHU3AIMU CTPYKTypbl. OJHako wu3-3a
BBICOKOI BEIUHCIINTENILHON CJI0KHOCTH BHE 3aBUCUMOCTHU OT IPUMEHAEMOT0O
MIOMCKOBOI0 alrOpuTMa BO3MOXHOCTH 3THX MeTojo0B pemeHus 30C Ha
MIPAaKTHKE OTPaHUYMBAIOTCS YHCIIOM Y3JI0B COOTBETCTBYIOLIETO Tpada.

Henocrarkamy ImpuMeHEHHMsS 3BpPUCTHYECKMX (B TOM  4YHCIIE
mepeOOPHBIX) aJTOPUTMOB SIBISTIOTCS TPYOHOCTH BBIOOpa CTapTOBOM
TOIIOJIOTWH, BO MHOTOM OIpeAessomeil 3pQEeKTHBHOCTh ONTUMH3AINH, U
HEOOXOIMMOCTh TEPHOIUYECKON TPOBEPKH OTPAHMYCHHH IO CBS3HOCTH
CTPYKTYPBI. FIM Takke CBOWCTBEHHBI CYIECTBEHHBIE BPEMEHHBIE 3aTPAThI HA
MIOMCK JJOITyCTUMOIO HAYaJIbHOTO IUIaHa PaclpeeNeHus IIOTOKOB.

BrIsiBeHHBIE HEOCTATKM CYIIECTBYIOIIMX MOAXOIOB K PELICHUIO
30C PTC cTUMyNupyOT pa3BHTHE TEOPETUKO-METOJOJOIMYCCKON Oa3bl
MPOEKTHPOBaHUS. [IepCTIEKTUBHBIM B 3TOM CMBICTIE SIBIISICTCS. KOMIUIEKCHBIN
M0JIX0J1, Oa3upyIOIMiics OJJHOBPEMEHHO Ha CTPYKTYPHO-(YHKIHOHATBHON
1 (YHKIMOHAIBHO-CTPYKTYPHOH MeTomoJIorusax. B naHHOM cityyae 3amaua
CHUHTe3a Tomonorudyeckoil crTpykrypsl PTC s aynuoMoHMTOpHHra
MI0JIb30BaTENeH JIOKAJIbHBIX HWH(MOPMAIIMOHHBIX IIPOCTPAHCTB COCTOMT B
palroOHAIFHOM OTOOpPaKCHHM MHOMKECTBA B3aMMOCBS3aHHBIX (DYHKIIMH
KOMMYHUKAIlM¥ Ha MHOXXE€CTBO B3aMMOCBSI3aHHBIX Y3JI0B KOMMYHHUKaIUH,
00CITyKHMBaIOIINX PA3IMYHbIE KATETOPHUH HOJIb30BATENECH C yUETOM HX YHCIIA,
PACIIONOKEHUS. M COCTaBa allapaTHO-IIPOrpaMMHBIMH cpercTB. Ilocne ee
pEIICHNUS ONTHMHU3UPYETCS pacIipeieJICHUE BBITOIHAEMBIX (QYHKIMH 1 33139
koMMyHuKanuu 1o y3nam PTC — omnpenensiercss ee (yHKIHMOHAJIbHAS
CTPYKTypa.

3amaun CHHTE3a TOMOJIOTUYECKOW M (PyHKIHMOHAIBHON CTPYKTYp
PTC, mo cytu, npencrasistot coOoi 3aja4u ONTUMU3AIUN XapaKTEPUCTUK
CIIOKHBIX ~ CHCTeM, (YHKIMOHHUPOBAHHE KOTOPHIX BO  MHOIOM
onpenesieTcs NPUHATHIMH NPUHIUIAMHA M aJITOPUTMaMU 00pabOTKH
MHOT'OMOJIAIBHOI MH(pOpMAIMH, CTETIEHBIO EHTPATH3AIMH YIIPaBICHUS,
COTJIaCOBAaHHOCTBIO IIeJiel y3J0B KOMMYHHKAIIMM Pa3IMYHOTO YPOBHS.
Mopensam ontumuzanuu GpyHkunonupoBanusi PTC mocssiieHnsl paboThl
[1, 2], 3mech ke mpeanokeH HaydyHO-METOAUYECKUH annapaT AByX TallHOU
npoueaypbl CHHTe3a Tomosoruueckod crpykrypsl PTC, paccmorpen
MOZEINBHBII IPUMEpP €T0 IPUMEHEHHS.

4. ITocTaHOBKA M pelleHHe 3a1a4M ONpeieJeHN MUHMMAJILHOM
COBOKYIIHOCTH Y3JI0B KOMMYHHMKAIlMd M MX pasMemenns. Ha nepsom
JTame CHHTe3a Tomonorndeckoil crpyktypsl PTC pemmaercs 3amada
OTIpe/IeIeHUs] MHHUMAIBHOW COBOKYIMHOCTH y310B KomMmyHHKammu (YK) u
WX pa3MEeIIeHNs, HCXOAs U3 TpeboBaHui K JocTymHOCTH YK 171 pa3nnaHbIx
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Kareropuii momb3oBateneii um riobameHOcTH PTC. Ilom pasmuaHBIMU
KaTeTOPUAMH II0JIb30BaTeICH IMOHMMAIOTCS WX TPYIMIBI, OTIMYUTEIHHOMN
0COOEHHOCTHIO KOTOPBIX SIBJISIETCSI HCIIOJIB30BAHKE JJIsl B3AUMOJIEHCTBUS C
PTC OJMHAKOBBIX KaHaJloB KOMMYHHKAIUU (MOJAIbHOCTEN).

Hocmynnocme  y3106  OUpENENseTCs BpEMEHEM T,  MaKCHMaJbHON

MIPOIOJDKUTEIBHOCTH B3aHMMOJICHCTBHS TI0JIB30BATENS i-H KaTEerOpHH C j-M

YK (j = I,_J) , a 2106an1bHOCMb

T.
=",
T
rae r[(izl,_l) —— obmiee Bpems goctynHoctd PTC i-ii kareropuu

rojib3oBareneil; T — oOlee BpeMsi HaXOKACHHS IT0JIb30BaTeNs B 3aJaHHOM
JIOKQJIbHOM MH(OPMAIIHIOHHOM IIPOCTPAHCTBE.

PaccmoTpuM MOZEnbHBIH HpHMEp pEHICHHs 3alJayd CHHTE3a
TOIOJOTUYECKON CTPYKTYpBI PTC JUIs ayJMOMOHUTOPHHIa
MOJTB30BATENICH B 3alaHHOM JIOKAJIBHOM MpOCTpaHCTBEe (pHCyHOK 2). B
COOTBETCTBHH C OTPEIACICHHBIMU B [2] 0003HAaUCHUSMHU Takas CHCTEMa
BKJIIOYAET B ceOsL:

— VYK, npennasHaueHHbld i 00pabOTKM U Imepepaqu
ayanonHgpopmMarmu oT YK B ccTeMy MOHHUTOpPHHTA;

— HenocpenctBeHHO YK, mpencrasisiiomye B paccMaTpUBacMOM
ClTydae KOMILUIEKCHI allapaTHO-POrPaMMHBIX CPEACTB cOopa, 06paboTku u
nepenauu L[YK aynuonnpopmaiyu B undpoBom Buje;

— BYK, npeacrasmsronmie co0oii 0TaebHBIE MEKPO(OHBL

B mozpensHOM mpumepe mukpodonsr YK u BYK pasmemniarorcs Ha
MIOTOJIKE TOMEUICHWA W WMEIOT HalpaBICHHYI0 BHHM3 JIUArpamMmy
HAaNpaBJICHHOCTH, a I[OJb30BAaTENN [ENATCS Ha JBE KaTETOpUU IO
BO3PACTHOMY NPH3HAKY: MEpBOH Kateropuu (i=1) — B3pOCHBIE, UL

KOTOpBIX k=2, — JOCTymHbl BCE€ IIOMELICHUS JIOKAJIBHOI'O
MH(OPMAIMOHHOTO MPOCTPAHCTBA; BTOPOil KaTeropuu (i=2) — aeTH,
JUI KOTOPBIX k, =1, — JOCTYIHBI Bce MOMEIIEHUs, 3a UcKIoueHueM I,

YCPENHEHHBIC MAapIIPYThl WX MEPEABUKEHHS OTIHYHBI B CBSI3U C
OTCYTCTBHEM HEOOXOAUMOCTH MOJb30BAaHHS HEKOTOPBIMH MpPEAMETaAMU
nHTEepbepa (pUcyHOK 2 0).
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[l
a
'
8
P
1
1
]
i

0)

Puc. 2. 3D-npoekius (2) ¥ IUIaH JIOKAIBHOr0 HH(OPMAIMOHHOro pocTpaHcTia (6)
€ yKa3aHHEM MapIIpyTOB ABMKCHUS MONb30BaTeNIeH ABYX KaTeropuil (MapmpyT
MepeABIKECHUS MOJIb30BATEINCH IEpBON KaTeropuu 0003HAaYCH CIUIOIIHON JINHUEH,
TI0JIb30BaTeNIe BTOPOI KaTeropuy — MPEpHIBUCTOMN JTHHHEHT)
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Ilonp3oBaTenu KaxJAOW U3 KAaTErOpUH IPENBSBIAIOT UIECHTUYHBIE
TpeOOBaHMS K HOMEHKJIATYpE M KaueCTBY INPEAOCTABIAEMBIX (YHKIIMH
KOMMyHUKaiuu  (ycayramM) ®W = HMEIOT  ONM3KHE  IapaMeTphl
JBIKEHUS (CKOPOCTH, HAPaBJIeHUE U T.I1.).

HcxomHbIMM  JaHHBIMM UI  PEHICHHSA 3afadd  ONpENeIICHHs
COCTaBa y3I0B KOMMYHHKallld W WX pasMemeHus (pUcyHoK 3)
SIBILSIFOTCS (TaOIUIb! 2-4):

— /=1, — y4acTKH, Ha KOTOPBIX I0JIb30BaTe/ M focTymHbl YK [2];

— 1, — MHOXECTBO Y3JIOB, KOTODBHIE JOCTYIHBI IOJb30BATEIAM

COOTBETCTBYIOLICH KaTerOpHH Ha [-M y4acTke;
—k, — umcmo y370B, HEOOXOAMMBIX JUI1  OOCTY>KHBaHHSA

I10JIb30BaTeNeH -1 KaTEerOpuH;
— L, — MHO€CTBO HHJIEKCOB y4aCTKOB, HA KOTOPBIX MOJIb30BaTEIAM

i-i KaTeropuu (i = 1,_1) noctynHa PTC;
— 0, — Bpems noctynHocTH YK 114 onb30oBaTens Ha /-M y4acTKe;
— ¢; — 3aTparsl Ha co3fanne j-ro YK ( j=LJ ) .

HauvanpHas (10 onTHMH3alMM) cXeMa BO3MOXKHOTO DPa3MELICHUS
y3JI0B KOMMYHHUKAal[M{ B JIOKAJIFHOM HH(OPMAIIMOHHOM MPOCTPAHCTBE
MPEANoNaracT pa3MelleHUe UEHTPAIbHOIO Yy3lla KOMMYHHMKAallUd B
TEXHUUYECKOM MOMeLEeHUH I, 10 0THOMY Y311y KOMMYHHKAllU — B KaXA0M
U3 [OMEIIEHUI, BCIIOMOTaTeNbHbIE Y3Jbl KOMMYHHKallUK — IO
MIOMEILEHUAM C LIEIIbI0 YBEIWYEHHS JOCTYITHOCTH y3JI0B KOMMYHHKAIIMH.

3agaya ompeneneHnst coctaBa n pasMemenns YK B oOmem ciydae
COCTOMUT B MUHUMM3AllUU 3aTpaT Ha co3nanue YK:

J
min ) e,x,, (1)
=1

1, ecnu B cUCTEME UCTIOIB3YETCs Y3ell j ( j=LJ );

x; =

0 — B IPOTUBHOM CIIy4ae;
MIPA OTPAaHMUYCHUSIX HA TIO0ATBHOCTH CHCTEMBI CBS3H, HPENIOCTaBISEMON

MOJIB30BATECIAIM PA3JIMYHBIX KaTeFOpHﬁI
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ZG,yl >Hnz,i=11, )

leL;

rac

1, ecnu /-if y9acTOK HOCTYITHOCTH uctonb3yercs B PTC;
Vi =

0 — B IPOTHBHOM CIy4ae.

IIPY OIPAaHUYCHUSX, HAIIPUMED:

>ox; 2k, i=11, 3)

Jem;

IIpX OTOM B3aUMOCBA3b MEKAY IIEPEMEHHBIMU Xj u y, 3a1a€TCs yCIOBUAMU:

1 _
Dx;zy=—>x, =11, (4)

jen

|”l Jen

Puc. 3. Micxonnble qaHHbBIC IS pEIICHUS 3a0a4H ONPEIeIICHNUS MUHIMAaTbHON
COBOKYITHOCTH Y3JIOB KOMMYHHKAIIMU U UX Pa3MELICHUS
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Ta6umua 2. Bpems pocrynaoctr YK (BYK) i monms3oBaresneii nepBoii kareropuit

L 1 3 6 9 |10 12 14 17 | 19 | 20
273)
4, 4, | 5,13, 14,15, 8,
n WL ais |15 |18 17 | 2,7 1,71 1
12 ’ ’ 16 | 19
13
0,,c | 7 10 3 2 3 6 1 4 2 1

Tabmuna 3. Bpems nocrynHoct YK (BYK) niist mons3oBareneit Bropoii KaTeropuii

L, 2 4 5 7 9 11 13 14 15 16 | 18

3, S
4, |11, |10, | 3, | > | 18
ol a2 |1, |16 11‘; o | 16728207
13

0,,c| 4 4 5 1 6 2 1 1 2 1 1

Tabmuua 4. BpeMeHHbIE ¥ CTOUMOCTHBIE TAPAMETPHI y3JI0B KOMMYHUKALUH

J 1 2 3 4 5 6 7 8 9 10

T.e | 3| 1 2 | 2 |os5| 0 | 2 3 0 |1

T0| 0| 1 1 1 o5 o 1 2 0 | 2

Solal 4| a4 a2 2]2]2]2

y.e
J 11| 12 13 14 15 16 17 18 19

T | 2 1 2 4 3 2 0,5 2 0,5

Tysc| 2 0 2 1 1 2 0,5 2 1
C-,
/ 2 2 2 2 2 2 2 2 2
y.e.

3agaga (1)—(4) mpexncrtaBisier cOOOH JMHEHHYIO LEIOYHCICHHYIO
3aJjadyy MAaTeMaTHYECKOTO MpPOrpaMMHpPOBAHUS, PE3YJIbTAaThl PEIICHUS
KOTOPOH CHMIUIEKC-METOIOM MO3BOJIMIIM ONPEAEIUTh B PacCMAaTPUBACMOM
MOZENBFHOM  IIpUMepe, Kakhe y3JIbl  HEOOXONMMBI B  CHCTEME
ayJMOMOHUTOPUHra  IIOJIb30BaTENCH  JIOKAJIBHBIX  MH(OPMAIOHHBIX
IPOCTPAHCTB, UX pa3MEICHUE, a TaKXKE COCTaB Y3JIOB, OOCIYKHBAIOLINX
ToJib30Barenei IByx Kateropui (pucyHok 4) [13-15].
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| - | | | »
LYK
i O e
® VK5 BVK17
7 O BYKIS eYKL ¥
| 1
o g
BYKI16
o - [
BYKI1 o BYK70
BVKI13 BVYKS
® VK4 ® VK3 ® VK2
| | [ 1 [ 1] | 1

Puc. 4. PeByHLTaTLI peuieHus 3a1a4n ONpPEACICHUA MHUHHMAaJbHOMI COBOKYITHOCTH
y3JI0B KOMMYHHUKAIIUU U UX PasMCUICHUS

s monmydeHHoro pemieHus nodanbHOCTh PTC [t pasidyHbIX
KaTeropui 1moyib30BaTesiel cocTaBuia:

H, =Zle/T:0,95;
J

H, :Zrzj/rzo,%,
J

Tae T, Ty,
NepBOil ¥ BTOPOI KaTeropuH COOTBETCTBEHHO.

CrenoBaresnbHO, Toib30oBarensiM nepBoil kareropun PTC Oyzper
noctymHa B 95 % oT 0011ero BpeMeH! HaX0XKICHHS B 3aJAHHOM JIOKAJTbHOM
MH(QOPMAIIMOHHOM TIPOCTPAHCTBE (PUCYHOK 2), MOJIB30BATEIsIM BTOPOU
kareropud — B 93 % OT 00IIero BpeMEeH! HaX 0K ICHYSL.

5. TlocTanoBKa M pelleHHe 3ada4yd OMpeaeeHHs] BAPHAHTOB
MOCTPOEHMSsI y3/10B KOMMYHHKAIMM M cBsi3eil Mexkay Humu. Ha Bropom
JTane CHHTe3a Tomojorudeckoi crpykrypel PTC janst  BeiOpanHOU

— obree BpeMst AOCTYIHOCTH j-ro y3ia PTC monb3oBaTensim
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coBOKYNMHOCTH y3710B PTC u ux B3auMocBsizel (pUCYHOK 5) ompeaenstoTcs
BapuanTsel noctpoeHuss YK (BYK) u cBsseit Mexny HHUMH, KOTOpBIE
00ecIeunBaOT BHINOIHEHNE (QYHKIMH ayIMOMOHUTOPHHIA MOJIb30BaTENCH
JIOKQJIBHOTO ~ MH(OPMALMOHHOTO  MPOCTPAHCTBA TPH  0OECIeYEeHUH
HENPEepPBIBAEMOCTH CBSI3H VIS 3aJJaHHBIX KaTETOPUH MOJIb30BaTEIICH.

C y4eToM BO3MOJKHBIX BHEIIHHX HEOIArompuATHBIX BO3AECHCTBUI,
OTIPEISIISIIOIINX BEPOATHOCTH HAACKHOHN paboTHI (BRIMONHEHHS (HYHKIUH
kommyHukanuu) PTC m ee 31eMeHTOB, MCXOIHBIMH JAaHHBIMH IS
pelleHusl 3ajjaun ONpeAeleHUs BapuaHTOB mocTpoeHuss YK u cBszei
MEXJly HUMU SIBIISIOTCS:

— [=1,L — BapuaHTBI TIOCTPOCHUSA y3/1a (CBS3U MEXKIY Y3JIaMu).

Jns  momydeHHBIX pe3yNbTaToOB pEHICHHs 33/Ja4yd  TIEPBOTO  JTara
cuHTe3a (pUCYHOK 4) BBIOpaHBI /1Ba BapHaHTa pealM3alliil IPOTPAMMHO-
anmnapaTHbIx komiuiekcoB st YK u tpu Bapuanta mukpogonos aist BYK;

P, BEpOSATHOCTH HAAEKHOH paboTel [-r0 BapHmaHTa
noctpoeHus j-ro YK 3a paccMarprBaeMblii HHTEpBAJI BpEMEHH;
— P, — BeposATHOCTH HaJEXHOI PabOTHI aKyCTUYECKUX KaHAIIOB

U
MeX 1y Toab3oBaTesieM U YK;

P,y; — BEPOATHOCTH HAJEKHOH PabOTHI KAHAJTOB CBA3M MEKIY

YK u LYK 3a paccmarpuBaeMmblii WHTEpBalI BPEMEHH IS Pa3IMIHBIX
BapUaHTOB UX peaU3aLUH;
— B, — BeposTHOCTHU HAJIEKHOH paboThl /-ro Bapuanra R-ro BYK

3a paccMaTpUBaeMbIil HHTEPBAJI BpEMEHH (l =1LL,r= I,R);

Py, — BEpOATHOCTU HAJEKHOW pabOThl aKyCTUYECKUX KaHAJIOB

Mexay nosb3osarenem u BYK;
Py — BEPOATHOCTH HAJEXKHON PabOTBI KAHAIIOB CBA3M MEKIY
BYK u VYK 3a paccMaTpuBaeMblil MHTEpBaJl BPEMEHHM AN Pa3IMYHBIX
BAPHAHTOB UX peau3alllu;

- BHOH — JIoITycTUMasi BEpOSATHOCTh HazexHoi pabotel PTC s
10JIB30BATENEN i-H KaTeropuu;

— Cy, Cx» Cys Cpys Crys Cjop — 3aTPAaThl HA OPraHM3aLMIo
OCHOBHBIX M BCIIOMOTaTenbHBIX YK, KaHalOB CBA3M M AaKyCTHYECKHX
KaHaJIOB JJIs PA3JIMYHbBIX BAPHAHTOB UX PEATN3AINY;

B paccmatpuBaemom npumepe unaeke j=0 coorserctByer LYK,

uHAekcel j=1,J — coBokynHoctn YK (l:l,Lj,j:I,J), a rmof
HEONArOMPUATHEIMA ~ BHCIIIHUMHU ~ BO3JICHCTBUSIMH,  BJIHMSIONIUMH  Ha
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HaJIeKHOCTh PadOTHl pa3niuuHbIX BapuaHtoB moctpoeHus YK u BVYK,
MOHUMAIOTCS CIO0KHbIE aKyCTHUYECKHE YCIIOBHS, BO3HUKAIOIINE B CIIEACTBUE
MOSIBJICHUSI HECKOJNBKUX IIOJIb30BaTeled B  ONpENeNIEHHBIX MecTax
JIOKQJIBHOTO HH(OPMAIMOHHOTO MPOCTPAHCTBA, OTKPHIBAaHHS OKOH H
nBepeit (i ux orcyrersus). Kanaisl cBsizu mexay BYK u YK, YK u LIYK
32 paccMaTpUBaeMbIi HHTEPBal BPEMEHH CUHMTAIOTCA  aOCOIIOTHO

HaJI)KHBIMA, B CBA3H C YeM, BepostHoctn Fp, =1, P, =1.

Jonyctumblie BeposiTHOCTH ycnentHoi padotsl PTC aiist BbAEIEHHBIX
P =09, P“"=0,8.
OpPTaHM3aIMI0 BapHUAHTOB IIOCTPOCHUS KAaHAJIOB KOMMYHHKALUH (CBA3N)
MEXIY OCHOBHBIMH U BCIIOMOTaTEIBHBIMU y31aMH KOMMYHHKAIIUH,
LEHTPaAJIbHBIM y370M KOMMYHHKaIUU MIPUHATHI PaBHBIMU
Cyp = Cigg =Cryg =Cjgy =0,25 ye.
JEIIEBU3HBl Pean3alii IIPOBOJHOW CBS3M MEXAY YKa3aHHBIMHU Yy3J1aMU
KOMMYHHKAIIMH B JIOKATEHOM HH(POPMALIHOHHOM NpocTpaHcTBe. OcTanbHbIe
napaMeTpsl JUIs OTIpeleNIeHUs] BapuaHToOB nocTpoeHust YK u cBsseil Mmexmy
HUMH B pacCMaTpUBA€MOM MOJEIHHOM IpUMEpE OINpEesICHbl CIIy4aifHbIM
00pazom (Tabuiisl 5, 6).

KaTeropuil  MoJb30BaTesIeh 3atparel Ha

BBHUAY OTHOCHUTCJIBHO IIPOCTOTBI H

Tabnuma 5. XapakTepHCTHKH HaIe)KHOCTH U crouMocTi YK 1 kaHanmoB

KOMMYHHKaIlH

F 1 2 3 4 5
I=1 0,90 0,90 0,80 0,90 0,90
e 0,91 0,91 0,90 0,91 0,91
i=1 0,80 0,81 0,80 0,78 0,80
=1 == T 000 0,65 0,70 0,75 0,70
B i=1 0,85 0,85 0,85 0,80 0,85
=2 52 o7 0,70 0,70 0,80 0,75

| 1= 7 7 7 7 7

ve. | =2 6 6 6 6 6

3anava ompezeneHnus BapuaHToB moctpoeHns YK u cBszelt MexIy
HHMH B 00LIEM CIIy4ae CBOAUTCS K MUHMMH3ALMHU 3aTpaT

min chkxjk + ZcikaiRk + Zc:jkxijk + ZCijijk + ZCjkajOk ’ (5)
% & & k ;

Ipu OrpaHUYCHUAX!
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P (x’”"x"’“')(l_%k (x,jk,ijk,xjk))"'
(6)
+(1—PRk(ka,x,.Rk))(l P, (xyk’x ))ZPZ.HO”,

ink =1 inRk =1 injk =1 ijRk =1 inOk =1,
k k 3 k k

rae
1, ecnu BeIOMpaeTcs k-if BApUAHT MOCTPOCHHUS j-TO y3I1a;
X, =
k
! 0 — B mpoTHBHOM ciTyyac;
1, ecnu BeIOMpaeTcs k-if BApHAHT CBSI3M MEXKTy JIEMEHTaMH i H
X.., =
k
Y 0 — B IIPOTHUBHOM CIIy4Yae;
1, ecnu BEIOMpaeTCs k-if BapUAHT CBS3H MEXIyY deMeHTamu j U 0;
ijk =
0 — B IPOTHUBHOM cCITy4ae.
P (xRA > tRk z X Rk ZP:'kaiRk 5
k
5 (xuk > X Rk ’xﬂf 1 Pykxyk 1= ZPRkaR/k ZPJ X
k

Pu( Xiji> X ) H Z ik ik ;ijxk

st perienust 3amauu (5), (6) B MOJACIBHOM MPUMEPE HCITOJIb30BaH
BapHaHT IepeOOpPHOro pelleHus, Torja Kak s OoJbIIero Ywucia
KaTeropui IoJb30BaTeIei y3J0B KOMMYHUKAIMH U alIbTEPHATHB MOXKET
ObITH  HCIIONB30BaHA  ajJbTepaTUBHO-TpadoBas  dopmanmzanus U
TpeayokeHHbId B [16, 17] anroput™M, OCHOBaHHEIN Ha CXeME «BETBEH U
rpaHuny. s 3aqaHans BO3MOXKHBIX BapHaHTOB mocTpoeHus y3inoB PTC n
B3aMMOCBSA3€EH MKy HUMH BBeJlieH Tpad G, , a s ONpeaeneHus: OIHOTO
13 BO3MOXKHBIX BAPHAHTOB peanu3anuu y3oB PTC ¢ UX B3aMMOCBA3SIMHL: |

noarpad G, € G, [18, 19].
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Tabmuna 6. XapakTepucTiku Hajie)kHOCTH U crouMocTi BYK 1 kananos

KOMMYHHUKaIIUN
J 6 7 8 9 10 11 12
/=1 0,90 | 0,80 0,90 0,90 | 0,90 | 0,80 | 0,90
B, =2 0,91 | 0,90 0,91 0,91 | 0,91 | 0,90 | 0,91
=3 0,81 | 0,80 0,78 0,80 | 0,81 | 0,80 | 0,78
/=1 0,65 | 0,70 | 0,75 0,70 0,65 | 0,70 | 0,75 | 0,70
0,85 | 0,85 | 0,80 0,85 0,85 | 0,85 | 0,80 | 0,85
P, /=21 0,70 | 0,70 | 0,80 0,75 0,70 | 0,70 | 0,80 | 0,70
0,90 | 0,80 | 0,90 0,90 0,90 | 0,80 | 0,90 | 0,90
/=3 0,91 | 0,90 | 0,91 0,91 0,91 | 0,90 | 0,91 | 0,88
0,81 | 0,80 | 0,78 0,80 0,81 | 0,80 | 0,78 | 0,75
/=1 5 3 4 3 2 3 3
w122 3| 4 4 5 4 | 4 | s
y.e.
[=3 3 3 2 3 4 5 3
J 13 14 15 16 17 18 19
=1 0,85 | 0,85 0,85 0,85 | 0,85 | 0,85 | 0,85
B, =2 0,70 | 0,70 0,70 0,70 | 0,70 | 0,70 | 0,70
[=3 0,90 | 0,90 0,90 0,90 | 0,90 | 0,90 | 0,90
I=1 i=1 0,85 | 0,85 0,85 0,85 | 0,85 | 0,85 | 0,85
i=2 0,70 | 0,70 0,70 0,70 | 0,70 | 0,70 | 0,70
p [=2 i=1 0,90 | 0,90 0,90 0,90 | 0,90 | 0,90 | 0,90
" i=2 0,85 | 0,85 0,85 0,85 | 0,85 | 0,85 | 0,85
/=3 i=1 0,70 | 0,70 0,70 0,70 | 0,70 | 0,70 | 0,70
i=2 0,90 | 0,90 0,90 0,90 | 0,90 | 0,90 | 0,90
=1 5 3 3
Cris | 1=2 3 4 4 5 4 4 5
A IV 3 3 2 3 4 5 3
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Ha mepBom »stame paboThl ajropurMa pemreHus 3agadd  (5)
UCKIIIOYAlOTCA BapHaHThl Ha IIOCIENOBaTENbHBIX ydacTKax rpaga G, c

y4eTOM MpaBWJI JOMHUHHPOBAaHHMS UM (OPMHUPYIOTCS arperupoBaHHBIC
BapUaHTHL. 3aTeM HCKJIIOYAIOTCS BapHaHTHI, 3aBEOMO HE BXOMIAIIME B
ONITUMAJIBHOE PEIICHUE, ISl 3TOr0 Ha OTICIBHBIX YYAaCTKaX BBIUYUCIISFOTCS
MaKCHMAaJbHO BO3MOXKHBIE BEPOSITHOCTH MX HCIIPaBHOM padoTel. B (6) BO
BCEX COMHOMKHTENAX Y4YacTKOB, KpPOME OJHOTO, BapHaTHBHbBIE YacTU
3aMEHSAIOTCSI Ha BBIUMCICHHBIE MAKCHMAaJIbHO BO3MOJKHBIE BEPOSITHOCTU
UCIpaBHOW  paboThl  y4yacTkoB. B He3aUKCHPOBAaHHOM  ydacTKe
MIOCJIC/IOBATENIbHO ~ QHAIM3UPYIOTCS. M HUCKIIOYAIOTCS — BapUaHTHI,
WCIIOJIb30BaHNE KOTOPBIX HE YAOBIETBOPSET (6).

[anee ocymiecTisieTcsl BETBICHHE N0 C(OPMUPOBAHHBIM BapHaHTaM
TIOCTPOGHUSI OTJENBHBIX YYacTKOB cHCTeMBL. [Ipy 3TOM dUHCIIO ypOBHEH
BETBJICHUS PABHO CyMMapHOMY YHCIy OTIEIbHBIX YYAaCTKOB CHCTEMBIL.
Ormenkw (5) B mporiecce BETBICHHS HAXOHATCS CIEAYIOMAM 00pa3oM: Uit
3a()MKCHPOBAHHBIX BapHaHTOB BHIOMPAIOTCS COOTBETCTBYIOIIME BEIMUYMHEL, a
I He3a(MKCUPOBAHHBIX IIEPEMEHHBIX — MHHHMAJIBHO BO3MOJKHBIE 3aTPAThI
Ha COOTBETCTBYIOMNX y4acTkaX. ONeHKH Ui (6) BBIYMCIISIOTCS aHAJIOTHYHO,
OJIHAKO HCIOJNB3YIOTCS MaKCHMAJIbHO BO3MOXKHBIE BEPOSTHOCTH HCIPABHOU
paboThl Uil He3a(UKCUPOBAHHBIX y4acTKOB. I'pad) BO3MOXHBIX pear3anuii
PTC anst paccmaTpuBaeMOro MoJIENIbHOTO pHMeEpa UMEET BUJI, TOKAa3aHHBIN Ha
pUCYHKE 5, TJ€ >XMPHBIMH JIMHUSAMH BBIJCJICHBI ITyTH, COOTBETCTBYIOIIWE
ONTUMAJIBHOMY PEILICHHIO 3a/1a4H (5) IIpy orpaHuIeHusIX (6).

6. 3axmouyenue. HecMOTpss Ha BUIUMYIO MPOCTOTY MOJENBHOTO
NpuMepa B BUAY WCIOJBb30BAaHUS JIMIIb OJHON BXOJHOW MOJAJIBHOCTH,
MONYYEHHBIH  pe3yiabTaT  HarSqHO  JEMOHCTPHUPYET  BO3MOYKHOCTH
pa3pabOTaHHOTO  HAYYHO-METOIMYECKOTO  WHCTPYMEHTapHs  CHHTE3a
Tonosormdeckoii ctpykrypel PTC. Tlpu mccneoBaHud CHCTEM € OOJBIIM
YHUCIIOM BXOJHBIX M BBIXOAHBIX MOJAIBHOCTEH W Oosiee  CIIOKHBIMU
B3aMMOCBSI3SIMU MEX/Ty €€ 3JIEMEHTaMH He BCET/Ia MPEACTABIIETCSI BO3MOXKHBIM
BBIPA3UTh aHAIUTHYECKH MapaMeTphbl CHCTEMBI Yepe3 MapaMeTphl 3JIEMEHTOB,
MO3TOMY B JAHHOM CIyda€ Ul TIOTy4YEHHS OLCHOK HAACKHOCTH MOTYT
HCTIONIH30BATHCS METOIBI «KPUTHYECKUX IyTel 1 ceaeHuiny [20].

Ilocne cumuTe3a Tomomormdeckoil crpykrypsl PTC Ha ocHoBe
omnpenenenHoro MHokectBa YK u BVYK, obGcmyxuBaromux mosp3oBatesneit
Pa3IMYHBIX KaTErOpHil, ¥ 3aaHHbIX (DYHKIMHA KOMMYHHKAIUN IS KOKIOH U3
HHX peIaercsl 3aj1aua ONTUMAIIBHOTO (KBa3HONTHMAIBLHOIO) paclpeielieHue
3aa4 ((hyHKIMI) 1Mo y371aM cucTeMsbl [2]. Kpurepusamu onTHMHU3aINY B JAHHOM
ciy4ae BbIcTymaroT 3aTparsl Ha ocHamienue YK (BYK, ILIYK) mporpammuo-
anmapaTHBIMU CPEJICTBAMH U MX HKCIUTyaTalHIo, ONIePaTHBHOCTh, HAJIE)KHOCTb,
MaccorabapuTHbIE [OKa3aTeNd 1 SHEPronoTpedIeHue.
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VYka3zanHas 3a7aya cHHTe3a (YHKIHOHAJIBHOW CTPYKTYpbI, PaBHO
Kak ¥ paccMOTpeHHas B paboTe 3ajaya CHHTE3a TOIOJOTHYECKOM
CTPYKTYpPBI, SIBIIETCSl CTaTUYECKOH, TIIOCKOJBKY HOMEHKJIATypa W
pacnpezneneHue QyHKINH KOMMYHUKAIMH, a TAaK)Ke COCTAaB PEaTU3yIOIINX
WX Y37I0B M HX PAaCIOJOKEHHE ONPEIENIIOTCS Il HEKOTOPOro
nepcuekTuBHOTO Tepuona BpemeHu. s PTC, ymkumonmpyromeii B
TEYEHNE JOCTATOYHO JUINTEIBHOTO BPEMEHH, IPHOOPETAaET aKTyalbHOCTh
COBMECTHasl IIOCTAHOBKAa 3aJayd CHHTE3a CTPYKTYpsl M  BBIOOpa
I1aHa (TpaeKTOPUHN) Pa3BUTHUSA CTPYKTYPHI CUCTEMBI.

Takas 3anaya, sIBJISIFOLIAsACA, IO CYyTH, IUHAMUYECKOH, B OTJIIMYHE OT
CTaTUYECKOW HalpaBjeHa Ha ONTUMH3AIMIO HE TOJILKO COCTaBa Y3JIOB,
B3aMMOCBSI3M MEXy HUMH U pactpenenenue pynkunit mo YK (BYK) s
3aJlaHHOTO MHTEpBaJla BpPEMEHH, HO U Ha (hopMUpOBaHHE (CUHTE3) IUIaHA
pa3BUTHUA CHUCTEMBI. CoOTBETCTBYIONINH Hay4HO-
METOIMYECKUN MHCTPYMEHTapuil TOJIEXKHUT pa3paboTKe B Iporecce
MOCIIEAYIOMNX HCCIIEeIOBAaHUH.
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0.0. Basov, ILA. SAITOV, A.I. MOTIENKO, S.S. ASTAPOV
SYNTHESIS OF THE TOPOLOGICAL STRUCTURE OF
DISTRIBUTED TERMINAL SYSTEM FOR AUDIO MONITORING
OF USERS OF LOCAL INFORMATION SPACES

Basov O.0., Saitov L.A., Motienko A.IL, Astapov S.S, Synthesis of the Topological Structure of
Distributed Terminal System for Audio Monitoring of Users of Local Information Spaces.

Abstract. A widespread use of multi-user interfaces, due to multimodality of traditional
interpersonal communication, a transition to a polymerized presentation of information and
systems, has allowed the creation of new approaches to their implementation based on distributed
terminal systems. An approach to the synthesis of topological structures of such systems
implemented in two stages is proposed in the article. The first stage determines a minimum set
of communication nodes and their location based on the requirements for the availability of
communication nodes for various categories of users and the globality of a distributed terminal
system. The second stage determines options for constructing communication nodes and
connections between them, which ensure the performance of audio monitoring functions of users
of local information spaces while ensuring continuity of a bridge for different categories of users.
A model example of the synthesis of a distributed terminal system for audio monitoring of two
categories of users (adults and children) in the local information space (home), voice control
subsystems of the "smart home" is presented. As a part of its solution, at each stage of the
synthesis, the initial data are determined, a formal formulation of the synthesis problem is carried
out, an algorithm for the solution and the results are presented. So the task of the first stage of
the synthesis is a linear integer mathematical programming problem, solved in the model
example by the simplex method, the solution of the second stage problem is based on the
alternative graph formalization and the method of "branches and borders". The obtained results
clearly demonstrate the capabilities of the proposed scientific and methodological tools for the
synthesis of the topological structure of distributed terminal systems and the prospects of its use
in the newly arising tasks of the technical implementation of new infocommunication
technologies and services.

Keywords: Infocommunication System, Distributed Terminal System, Topological
Structure, Node Availability, Communication Continuity.
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SEMANTIC TEXT SEGMENTATION FROM SYNTHETIC IMAGES
OF FULL-TEXT DOCUMENTS

Bures L., Gruber 1., Neduchal P, Hlavd¢ M., Hriz M. Semantic Text Segmentation from
Synthetic Images of Full-Text Documents.

Abstract. An algorithm (divided into multiple modules) for generating images of full-
text documents is presented. These images can be used to train, test, and evaluate models
for Optical Character Recognition (OCR). The algorithm is modular, individual parts can be
changed and tweaked to generate desired images. A method for obtaining background images
of paper from already digitized documents is described. For this, a novel approach based on
Variational AutoEncoder (VAE) to train a generative model was used. These backgrounds enable
the generation of similar background images as the training ones on the fly.

The module for printing the text uses large text corpora, a font, and suitable positional and
brightness character noise to obtain believable results (for natural-looking aged documents).

A few types of layouts of the page are supported. The system generates a detailed, structured
annotation of the synthesized image. Tesseract OCR to compare the real-world images to generated
images is used. The recognition rate is very similar, indicating the proper appearance of the
synthetic images. Moreover, the errors which were made by the OCR system in both cases are
very similar. From the generated images, fully-convolutional encoder-decoder neural network
architecture for semantic segmentation of individual characters was trained. With this architecture,
the recognition accuracy of 99.28% on a test set of synthetic documents is reached.

Keywords: Generation of Synthetic Images, Semantic Text Segmentation, Variational
Autoencoder, VAE, Optical Character Recognition, OCR, Aged-Looking Text Generation.

1. Introduction. Computer vision and machine learning fields are
fast-growing, innovative, and well-researched fields nowadays. One of the
research areas is Optical Character Recognition (OCR), which can be used
for reading scanned documents. In this paper, we focus on digitized text
documents and its corpus generation — we considered only the documents with
typewritten text. The OCR methods are very often used as a follow-up step in
the task of textual data digitization. E.g., full-text search, information retrieval,
indexing, and document search can be achieved with the data digitalization for
digital archiving purposes. Previously, most of OCR systems were rule-based
systems, which were usually divided into a few steps — mainly detection and
recognition phases. For instance, here are a few; OCRopus [4], GOCR, Ocrad,
Tesseract OCR system [21], and many more. All noted systems have been
published under the licenses which allow free use. Further, there exists multiple
commercial systems, for instance: ABBY'Y FineReader or OmniPage. These
days, methods of machine learning and artificial intelligence are used in the
form of Deep Neural Networks (DNN). These approaches are mostly used in
the way of end-to-end solutions, which cover all the necessary steps: detection,
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localization, and reading [13-15,24,25]. The DNNs are successfully used in
the area of text detection and recognition in everyday environment domain (e.g.,
a photo of a street — where text can be located on store signs, car plates, and
other areas), so-called wild text reading. In other words, it is a task of detecting
text in real-world environments, where text appears in a sparse form (not
full-text documents like in our use case). A lot of noise and clutter are present
in such data, and the text can be in any font/form/angle/deformation/style. A
large amount of training data is required for the training of machine learning
methods to be able to generalize the nature of the task. In the case of supervised
methods also, the targets need to be available. Generally, one of the most
time-consuming tasks in the process of training neural networks is to gather
labeled data which are mostly labeled by humans and can be inaccurate. An
algorithm for synthetic training data generation, which has been previously
published in [10], can be used for the task of wild text reading. In their work,
they estimate the depth of the image data. From this information, the geometry
is estimated, and the synthetic text was transformed into this detected region
to look natural. The algorithms for real-world text reading nowadays achieve
good results, but they cannot be used for full-text document reading tasks.
It is due to a significant difference in the task itself and in the image/scene
appearance. The authors, in the paper [7], published a system for synthetic text
generation, and it was for the aim of reading short texts in mobile environments.
Our approach is different from theirs in this aspect. Our focus is mainly on
full-text document generation, but they generated only short sentences. In this
paper, we propose an automatic system for synthetic image data generation
— for labeled training dataset creation. The dataset was further used for the
training of multiple machine learning algorithms. The data source which we
have used are collections of digitized full-text documents from the times after
World War II from Czechoslovakia. This data we aim to emulate.

We followed and considerably extended our previously published
work; [5] and [9]. The newly obtained results correspond to the ones presented
and described by experiments in this paper.

Several algorithms were used in consecutive order to generate aged
and natural-looking typewritten documents. In the first step, we automatically
extract samples of document’s backgrounds — aged-looking paper. We used our
real document dataset for generating the empty documents (plain aged-looking
paper backgrounds). Next, Variational AutoEncoder (VAE) [16] was trained
and fine-tuned from obtained image dataset. Then, the VAE can generate
backgrounds from random noise of given properties. Further, for the illusion
of aged-looking text, we used brightness and per-character location noise to
create even more authentic images. In the final phase, the corresponding text
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annotation is automatically generated. Our process is capable of generating
a huge amount of text documents — it needs only a text corpus as an input.
The process of generation is language independent. Even though we used
exact data in our experiments, the proposed system can generate images from
any font and background. Only the proper dataset has to be provided. Next,
we trained a DNN for semantic segmentation of the characters. During this
segmentation process, a label is assigned to every image pixel. The assigning
process is explained in [2], where it was used for road segmentation in urban
environments. The method was updated and enhanced a few times, you can
check [6] — e.g., network architecture, loss function and general approach to
decoding were enhanced.

The main contributions of the paper and the described system are:

— an algorithm designed to remove text from the image of the full-
text document. This part aims to keep the image as much natural-looking
aged-document as possible;

— synthetic background generator based on VAE is trained by image
data from the text removal algorithm (aged-looking documents). This output
generates artificial/synthetic images — which are then used as background for
generating our full-text typewritten documents;

— asystem which is capable of generating trustworthy full-text type-
written documents. Moreover, the document layout can be edited during its
generation. All layouts have to be defined before the generation starts;

— Full-text images are semantically segmented to provide the first step
of an OCR system. Our character recognition accuracy is above 99%.

The paper is organized as follow: in the Introduction describes the topic
of this paper and previous related works. As well as in the introduction, we
discuss our contributions. Background Extraction section is focused on a text
removal algorithm that is capable of obtaining document backgrounds.The
way of generating synthetic artificial document backgrounds is described in
the Background Generator section.In the next section, the Text Generator is
described. With a synthetic background as an input, it is possible to generate an
authentic-looking document. Moreover, it is possible to choose a layout of the
text.Experiments and an evaluation of the proposed system are described in the
next section. The main goal of this section is to verify whether the OCR results
have similar accuracy for real and generated data. Semantic Segmentation
section is focused on the description of a segmentation algorithm based on
fully-convolutional encoder-decoder architecture. Moreover, the process is
based on the segmentation of convex hulls. It is a different approach than the
direct segmentation of characters.Summary and proposition of future work are
discussed in the last section named Conclusion and Future Work.

1382 Tpyabl CIMIMNPAH. 2019. Tom 18 Ne 6. ISSN 2078-9181 (neu.)
ISSN 2078-9599 (oHnaiH) www.proceedings.spiiras.nw.ru



DIGITAL INFORMATION TELECOMMUNICATION TECHNOLOGIES

2. Background Extraction. Our developed algorithm for image back-
ground extraction is described in this section. The background extraction
algorithm needs digital scans of original typewritten image documents as
input. Commonly the text is of a dark shade on a bright background. Our
system expects it in this form. This assumption is the truth for the majority of
tested free and commercial software (some can handle inverted colors too),
but generally, all digitized documents usually meet this requirement. The
developed algorithm is based on computing the mean color value, according
to this assumption.

The algorithm loads image in RGB and grayscale color format, and
the text is found with the use of Otsu’s brightness thresholding method [19].
The thresholded binary image is used for localization of corresponding pixels
where the text’s pixels are stored as ones and non-text’s pixels as zeros. The
dilatation process with a square kernel of predefined suitable size is applied in
order to suppress the effect of color values from the pixels between text and
non-text in the mean color computation. The individual mean color of the
background’s pixels is calculated for every color component separately. The
binary image, from the previous step, is used for masking, which removes all
the text pixels from the computation. Each of the pixels which belong to a text
label is replaced by mean values of the background.

Further steps are applied to our algorithm. The color difference
between pixel values and calculated mean color can be large in some image
areas — this can leads to brightness discontinuities which are unwanted. The
re-computation process enhances the quality of the result by replacing the
color in text pixels by a mean value from the text pixel’s local neighborhood
(NEIGHBOR_MEAN_ADAPT in the Algorithm 1. It creates a desired
statistical bias towards the mean background value by using every pixel for the
local mean computation, even the already replaced text pixels. The summary
of the proposed method is shown in the Algorithm 1. An example of the
results of the proposed algorithm is shown in Figure 1.

img_color, img_gray <~ LOAD_DOCUMENT
binary <— OTSU(img_gray, BINARY_INVERSE)
binary <— DILATE(binary)

red, green, blue <— GET_CHANNELS(img_color)
red_mean <— MEAN(red[binary = 0])
green_mean <— MEAN(green[binary = 0])
blue_mean +— MEAN(blue[binary = 0])
red[binary = 1] <— red_mean

green[binary = 1] <— green_mean
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blue[binary = 1] < blue_mean
result <— [red, green, blue]
FOR NONZERO_PIXELS AS p IN binary:
result[p] +— NEIGHBOR_MEAN_ADAPT (result, p, n_size=(k))
SAVE_IMG(result)

Algorithm 1. Background extraction algorithm

There are some flaws in the algorithm. When some dark artifacts are
present in the input image, the algorithm is not able to remove them completely.
Moreover, the procedure occasionally results in high contrast noise in the
yielded image. However, these issues are well handled by the VAE method of
generating synthetic backgrounds, and thus they do not need to be addressed
by this algorithm.

Prevokadni le
ktery dne 5.7

z nedné&tu Ant
Beol v 72 e

Pozndmka

Fig. 1. Every step of the algorithm demonstrated on the tiles of input documents. The
left column contains examples of input documents. The results after mean value
replacement are presented in the middle column. The right column contains result
after NEIGHBOR_MEAN_ADAPT - i.e., local adaptation of the mean color to
eliminate "shadows" of erased characters

3. Background Generation. The task of synthetic image generation
can be handled in different ways. This paper presents a method based on
a neural network topology called autoencoder [3, 8]. This topology usually
employs a bow-tie structure, where the first part encodes the input data into a
latent space, and the second part then decodes the vector from latent space
back to the shape of the input data. In the usual implementation of a plain
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autoencoder, there are no restrictions applied to the latent space. Without any
restrictions, the autoencoder acts as a memory with compression. To improve
the idea of autoencoder into a generative model Variational Autoencoder was
developed [12, 16,23]. This approach forces the latent space to follow a
Gaussian distribution. This typically leads to blurry images generated at the
output of the VAE. We have discovered such behavior is to our advantage and
developed the background generator for our synthetic data based on the VAE.
The blur typical for the VAE introduced into the generated data helps us to
improve the results of the Background Extraction algorithm (Section 2). The
VAE eliminates the artifacts from the training set by compressing the data and
then generating them back from the Gaussian latent space.

The training data for the VAE were obtained by Background Extraction
algorithm in Section 2. The original scans of old documents were rid of the
text by the background extraction algorithm, and 685 of them were used for
training. The structure of the network is described in detail in Table 1. The
latent space is created by two fully connected layers with size 250 neurons
representing the mean and the variance of the Gaussian distribution with set
values of zero mean and unit variance for each individual neuron. The training
used the following parameters: learning rate of 0.001 with RMSprop optimizer
over 1000 epochs. The input images were resized from the original resolution
to the size of 128 x 96 x 3. This size roughly represents the original ratio of
the training data.

Only the decoder part of the VAE is used after training as a generator
for synthetic backgrounds. The background is generated from an input
vector of size 250. The values of the vector are sampled from the Gaussian
distribution with zero mean and standard deviation of 0.15. This value was
selected experimentally based on the analysis of the generated data. The
images generated with a higher value of standard deviation produced various
unrealistic backgrounds with different artifacts and colors which were not
suitable for the task of synthesizing artificial images of old documents. Before
the data can be processed by the decoder, there is a necessary step of resizing the
single-dimensional vector of the input vector to a three-dimensional shape that
can then be processed by deconvolutions. The needed shape is taken from the
output of the last convolutional layer of the encoder. The output of the decoder
is resized to the original resolution of the training data (2480 x 3504 x 3) using
linear interpolation.

The main contribution of this approach is the ability to create a general
background that is very similar to the real old paper. The algorithm is able to
produce various colors from clean white paper, through gray paper, to yellow
recycled paper typically used during older eras. The process removes typical
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artifacts from the training data like water damage, coffee circle stains, and
letters visible from the other side of the paper, which are typically present
due to the nature of the typewriting. These may be added to the generated
background if needed in our future research.

Table 1. Structure of VAE

Encoder Decoder

64 conv(2 x 2), ReLU deconv(3 x 3), ReLU
64 conv(2 x 2), BN, ReLU | deconv(3 x 3), ReLU
64 conv(3 x 3), ReLU deconv(3 x 3), ReLU
64 conv(3 x 3), BN, ReLU | conv(2 x 2), sigmoid
500 fully-connected

The encoder is composed of four convolutional layers with 64 kernels
with the ReL.U activation function. Every other convolutional layer is followed
by batch normalization. The intermediate layer with 500 neurons has tanh
activation function. The latent space is represented by two fully connected
layers with 250 neurons and a linear activation function. The decoder mirrors
the structure of the encoder.

4. Synthetic Image with Text Generation. The first part of creating
a synthetic image is generating the background. The background image is
created by our trained VAE model described in Section 3. The VAE neural
network is fast enough to generate the images on the fly. The second part is
adding synthetic text to the background. The font used to generate the synthetic
text is Bohemian typewriter. A sample image with the font is depicted in
Figure 2. We have used this font as it was corresponding to our real data from
scanned typewritten documents. The font size was experimentally set to 45
pixels. This size is the closest to the real data, and it also depends on the
resolution of the background. The font can be easily replaced by any other
desirable font. This change does not impact the performance of our algorithm.

ALBCEDDEEEFGH adbc¥ddeééfgh

TfJKLMNNOOPQRR ifjklmniiodpqrt

SSTFUGOVWXYYZZ s3ttultvwxyyz?
1234567890

Fig. 2. Bohemian typewriter font used for generating synthetic documents
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We have implemented an input from a text file to generate the text in
the synthetic images. The text in the file can be composed of any UTF-8
characters. The contents of the text file are not limited by the output font. If
the output font does not contain the character from the input file, it is replaced
by a dummy placeholder.

The background is generated after the input file is processed. Our VAE
neural network generator outputs an image with a resolution of 2480 x 3504.
This resolution was chosen to correspond to the scanned documents in our
dataset. The image has three color channels (RGB). Generated backgrounds
are unique and unpredictable in the sense of color and noise. The general
distribution of colors generated by our VAE network is given by the distribution
in the training set. The pre-trained VAE model can be easily changed for
another model if another type of background is needed.

The first instance of the text is generated on a white background with
a resolution corresponding to the synthetic background (2480 x 3504). The
white background is used to print out the characters with zero brightness.
The text output is formatted into a predefined block. The block corresponds
with a predefined area in the image where the text is supposed to be placed.
These areas are easily added and/or modified to create a desired format of
the output document, for example, two columns, two paragraphs, zig-zag, etc.
The position of the area is given by the set of coordinates (x,y) that represents
the top left corner. The second parameter of the area is its width and height
of (w,h). The text is continuously printed into the predefined areas until all
of them are filled, or there is no more text on the input. After that, if any
text is remaining, it is omitted. A random offset is added to the coordinates
(x,y) to add a more natural appearance to the synthetic data. Examples of the
generated images are in Figures 3 and 4.

The position of every character is calculated with respect to its size.
This position is further augmented with an offset generator. The offset can
reach values of £3 pixels in both directions of x and y coordinates. This value
is randomly added to each character. We have implemented this generator
to simulate better the text produced by older types of typewriters where all
the characters were not printed in a straight line. The offsets were selected
experimentally to respect the size of the font and the resolution of the whole
image. The value of the parameter can be easily changed if needed.

Various defects can be found in archived typewritten documents. One
of them is a variance in the brightness of the old paper versus a new paper. We
introduce a method for simulating this effect in our synthetic data. We generate
a Gaussian noise ./ (i, 6%) (where it = 0 and 6% = 0.3) and reshape it into

the size width = 24% and height = %. This noise matrix is then reshaped
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Fig. 3. Example of the layout areas: zig-zag text areas
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Fig. 4. Example of the layout areas: change of the width in the middle of the second
paragraph
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into the size of the synthetic image using linear interpolation. The noise is then
added to the synthetic image (at the locations where the characters of the text
are present). The final values are then clipped for the purpose of the consistency
of the image data. The resulting image is further augmented by a blurring filter
with a local averaging window of size 7 x 7. This process produces a synthetic
image with blurred text areas. This image is then merged with the synthetic
background generated by our VAE network. One last operation in the form of
a blur filter is then applied to the whole image using a local averaging window
of size 5 x 5.

We can create a bounding box from the knowledge of the parameters
of each character (coordinates (x,y), character offset, and font size). The
size of the bounding box is constant since the font width of the typewriter
is not changing during writing. We have aimed for bounding boxes that are
considered minimal. We have implemented a method to decrease the size
of the bounding boxes. The synthetic image is transformed into grayscale at
first. Then the contour of each character is extracted. Bounding boxes are then
resized to touch the contours found in the previous step. The same has been
done for page’s, word’s, and line’s bounding boxes. Examples of character
bounding boxes are shown in Figure 5.

Lorem ipsum dolor sit amet,
consectetuer adipiscing elit.
Nulla non lectus sed nisl
molestie malesuada. Quisque
porita.

Lorem ipsum dolor sit amet,
consectetuer adipiscing elit.
Nulla non lectus sed nisl
molestie malesuada. Quisque
porta.

Fig. 5. Examples of character’s bounding boxes: (top) the original bounding boxes,
(bottom) fine—tuned character’s bounding boxes

All collected data about images, words, characters, and lines are stored
in files (in pickle data files and png images). This data can be utilized in further
experiments and analysis.
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The pickle data file for every page is structured in the following manner:
the printing areas of a defined layout store the objects of lines. The line
object contains a list of word objects, and each word object contains a list of
character objects. The objects contain precise x and y global coordinates and
the height and width of its bounding box. The file also contains information
about the number of objects. We have also generated pixel-wise data with
binary information about each character’s pixel coordinates. This information
was obtained by thresholding the white background image with the generated
text before it was merged with the VAE background. The storage structure is
depicted in Figure 6.

The data structure is designed to be universally usable in various tasks.
We have used it for training several types of neural networks. It can also be
used as ground truth data for benchmarking existing algorithms. A comparison
of generated vs real text is depicted in Figure 7.

5. Experiments. To test the efficiency of the proposed method, we
have designed an experiment to measure the accuracy of an OCR system on
both the generated synthetic data and real scanned documents. We have chosen
the Tesseract system for the OCR task. The hypothesis is that if the generated
data have valid properties, Tesseract should perform similarly on the generated
data as on the real data. For this purpose, we manually annotated 24 documents
with a total of 25 292 valid characters. The formula to compute the accuracy
was:

pz(l—;)-loo %), (1)

where [ is the Levenshtein distance between the two strings representing the
OCR results of synthetic, respectively real data and m is the length of the
longer string. The strings were rid of white characters, that do not bear any
valuable information, such as spaces, newlines, dots, colons, etc.

Another metric we used was Word recall. In this case, we count the
percentage of words from the ground truth text that we are able to recover
with the OCR system. In the experiments, four datasets were tested. The first
one is a dataset of real documents, and the other three are artificial datasets of
documents generated by our proposed algorithms from the same text, as is in
the real dataset. The artificial synthetic datasets were generated with various
amount of character noise — i.e., damage in the structure of printed characters
in the scan (see Section 4). The results are shown in Table 2. It can be seen
that we are able to control the properties of the algorithm so that the results
of the OCR system are close to the results from the real data. In Table 2 you
can see Mean accuracy — i.e., character accuracy of OCR system, standard
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Page Object:
Bounding Box (x, y, w, h)

Page Resolution
Page Layout

List of Boxes

Box Object:
Bounding Box (x, y, w, h)  List of Lines

Line Object:
Bounding Box (x, y, w, h)  List of Words

Word Object:
Bounding Box (x, y, w, h)  List of Chars

Character Object:
Bounding Box (x, y, w, h)
Chracter Mask ([x, y])
Convex Hull Mask ([x, y])

Fig. 6. Pickle data file structure hierarchy

deviation, and word recall. The word recall is important for measuring the
performance of the OCR system for the purpose of information retrieval.
The results in Table 2 show that the dataset denoted Generated three
is similarly challenging for the Tesseract system as the real data. Moreover,
when observing the recognized texts, the OCR makes very similar mistakes as
in the real scanned documents. The character noise used in this dataset can be
used for generating benchmark datasets for comparing state of the art OCR
systems. We can also control the amount of character noise to generate less
challenging data. This attribute of the algorithm can be beneficial for training
DNN:s. First, a DNN can be trained on easier data, and then the difficulty of
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FrantiSek Vladimir
Frantisek Vliadimir
FrantiZek Vladinir
Frantifek Vladimfr

Fig. 7. Examples of generated text. (top row) original scanned text sample. (following
rows) generated text

Table 2. OCR accuracy of real and generated scans. The generated datasets have
different amount of noise applied: Generated 1 < Generated 2 < Generated 3

Mean Word
Dataset accuracy | STD | recall
Real data 0.73 0.14 | 0.79

Generated 1 0.94 0.08 | 0.90
Generated 2 0.92 0.10 | 0.83
Generated 3 0.88 0.12 | 0.69

the data can be progressively raised. One can also generate baseline datasets
that should be recognized flawlessly.

6. Semantic Segmentation. Inspired by [2, 18, 20], we propose a
method based on a Fully-Convolutional neural network with Encoder-Decoder
structure, which proved itself to be perfectly suitable for semantic segmentation
tasks. First, we designed a simple plain Encoder-Decoder network (our baseline
architecture, for exact configuration, see Table 3), nevertheless, this setup
did not provide satisfactory results. Therefore, we implemented a couple of
improvements. To be more specific, our final neural network architecture is
based on the work of Ronnenberger et al. [20] and their U-Net architecture
(see Table 4). In comparison to standard Encoder-Decoder, this architecture
utilizes skip connections between each layer 7 in the encoder and layer n-i in
the decoder, where # is the total number of layers. The skip connections are
utilized for element-wise addition of the activations from layer i and layer n-i.
Experiments proved that usage of skip connections allowed better propagation
of information through the network and, therefore, significantly improved
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classification (or segmentation) results. In our future work, we would also like
to test the concatenation of the activations instead of their summation.

A good practice before designing the architecture of a neural network
is to understand the input data. In the case of visual processing, the receptive
field is an important attribute of the individual layers. Since we want to read
a text composed into lines, we need to figure out the average height of a text
line so that the receptive field of the deepest layer is in compliance with this
height. This approach is supported by the fact that text is highly dependent in
one line and less dependent in the vertical direction. In the original resolution
of 2480 x 3504 pixels, the average line-height is 36 pixels. Due to the memory
limitations during training, the original resolution was reduced to 620 x 876,
thus, the average height in the lower resolution is 9 pixels.

During the design of the neural network architecture, we utilize standard
(de)convolution-batch normalization-ReLLU sequence for all the convolutions
and deconvolutions except the last one, which performs classification task and
therefore uses classical Softmax activation function. All the convolutions and
deconvolutions in this work are used with stride 1. We would also like to point
out the total max-pooling operation omission, which stems from the optimal
size of the convolutional receptive field considering the line average height.

Table 3. Structure of our baseline architecture
Encoder Decoder
Conv(16, 3 x 3), BN, ReLU | Deconv(64, 5 x 5), BN, ReLU
Conv(32, 3 x 3), BN, ReLU | Deconv(32, 3 x 3), BN, ReLU
Conv(64, 5 x 5), BN, ReLU | Deconv(16, 3 x 3), BN, ReLU
Conv(Q, 1 x 1), Softmax

The encoder is composed of three convolutional layers with 16, 32, and
64 kernels, followed by batch normalization and ReLU activation function.
The decoder mirrors this structure. N in the last convolutional layer of the
decoder is the number of classes.

Table 4. Structure of our final architecture
Encoder Decoder
Conv1(16, 3 x 3), BN, ReLU | Deconv1(64, 5 x 5), BN, ReLU
Conv2(32, 3 x 3), BN, ReLU | Deconv2(32, 3 x 3), BN, ReLU
Conv3(32, 3 x 3), BN, ReLU | Deconv3(32, 3 x 3), BN, ReLU
Conv4(64, 3 x 3), BN, ReLU | Deconv4(16, 3 x 3), BN, ReLU
ConvF(N, 1 x 1), Softmax
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The encoder is composed of four convolutional layers with 16, 32, 64,
and 64 kernels, followed by batch normalization and ReLU activation function
again. The decoder mirrors this structure. N in the last convolutional layer
ConvF of the decoder is the number of classes. There is a skip connection
between each layer i and layer n-i.

All tested neural network architectures were implemented in Python
using Chainer deep learning framework [1,22]. Also, in all experiments, we
use the cross-entropy loss for the network training. In the following subsections,
we describe the experimental setting and the results of two experiments. For
both of them, we are providing quantitative results for testing synthetic data
and qualitative results for both synthetic and real data.

6.1. Two-class classification. In the first experiment, we train baseline
architecture to perform semantic segmentation of input image into two classes:
text, and background, i.e., last convolutional layer has two kernels — one for
each class and the softmax activation function is used to obtain a probability
measure in each location. To further elaborate, for each class, the network
produces one output map with segmentation for this specific class. The final
segmentation map can be constructed by combining the results from all output
maps in a simple manner.

Standard mini-batch SGD optimization with mini-batch size 2 — memory
limitation — is used in our architecture. We used the learning rate with step
decay. In particular, the learning rate started on value 0.01, and every 10
epochs, the step decay 0.1 was applied. The recognition accuracy of the
network on the testing set is 99.28% after 30 epochs. An example of a result
of a synthetic document segmentation is shown in Figure 8.

Our dataset contains 150 thousand synthetic documents divided into
three sets — i.e., training, development, and testing set. The total number
is split as follows. The training set contains 100 thousand documents, the
development set 20 thousand documents, and finally testing set contains 30
thousand documents.

In Figure 9, an example of real document segmentation is shown. It can
be noted that the network is capable of filtering out the document background.
Moreover, it even removes paper inaccuracies and other defects. On the other
hand, the network leaves parts of the text which are not wanted in our result. In
the example, the underline under characters is unwanted because it can influence
the accuracy of the OCR algorithm. The reason for this phenomenon is caused
by the absence of this type of distraction in the synthetic data. Nevertheless,
we argue that this approach can be used as a part of a pre-processing pipeline
for the standard OCR algorithm and hopefully improves its final results.
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¢rgha = Ppdfl aesplacenyech
avéri na eelkovém cbjemu
sankcvnicr pajfek v dnoru
mirne stoupl na £ 31
Frocenta ¢ 6,) frocenta na
konel ledna, Vyplyvd to =
3dajt Teské ndrodni banky,
kterd md JTK k disposted.

V sPipads domdcnoat! podil
Gvart v selhéni, tedy piloex
nespldcenych T0 & vice dal,
v dnoru stoupl ne 5,21
trocant® £ 519 procenta ma
kEonel ledna, U nefinsnlnfck
podnicd pak pedil

Frahs = Podil assplacenfeh
dvérd na celpprdn cbjean
benkernich pdjéek v finaruy
sirné stoupl ng €31
procenta ¢ 6,3 nCoeents na
Eongl ledna, Typlyvd to
fdeid feskdé nerodni banky,
kterd md OTE k& dlspezicl.

V s2fpadé domdcenoatl podil
GVErd v selhdnf, tedy pijiex
aaspldeenych S0 a viee danl,
v dnoru ateupl ns 5,21
vrogenta £ 5,15 procénta na
koned ledna, U nefinanfnich
podnisl pak pedil

Fig. 8. A result (on the right) of the semantic segmentation for the class fext of the
synthetic document (on the left)

Otfzka: Vydetfo
skupiny potrestmych t.2' ghupiny potrestmych t.w
Vypovidejte o charskteru Vypovidajte o charekieru
Fig. 9. A result (on the right) of the semantic segmentation for the class text of the real
historical document (on the left)

Digrlea: Vydetio

Segmentation of convex hulls instead of direct character segmentation
is used in our research. The idea was proposed in the paper Hajic et al. [11].
The paper contains a statement that the training of the network should be better
with a convex hull approach. The idea is verified on the task of musical symbol
recognition. In Figure 10, an example of convex hulls of letters a, b, and ¢ are
shown.

To try convex hulls on our segmentation problem, we had to regenerate
synthetic data labels. We trained the network using the same training settings
to predict hulls instead of characters. The recognition accuracy was improved
by 0.27% on the test set using this approach. It represents an improvement of
37.50% w.r.t. the approach based on the direct segmentation of characters. On
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Fig. 10. Examples of convex hulls for letters a, b, and ¢

the other hand, it does not solve any of the systematic problems present in the
first method.

Table 5. Baseline architecture results of per-pixel recognition accuracy of two-class
segmentation on the synthetic documents

NN architecture Development set Test set

Direct-char 99.32% 99.28%
Convex-hull 99.60% 99.55%

Generation of the problematic unwanted parts of the text is one of the
tasks that we want to address in our future research. Their presence in the
training sets should improve the results of the neural network.

6.2. Single-character classification. The second experiment is fo-
cused on the semantic segmentation into 107 classes —i.e., classes of Czech
language text characters plus one for the background. This task is called
a single-character classification. We assume that it can avoid problems of
two-class segmentation. During the experiment, we train the network using
both direct-character and convex hull segmentation. The recognition accuracy
of the network reached 97.75%, 97.58%, respectively.

Despite the good quality of results, we find out that the network
provides almost perfect prediction for frequent characters — e.g. a and e — but
significantly worse results for the rare ones — e.g. F and G. The reason for this
fact is the nature of the Czech language because some of the characters are
rare. Consistently, there are a small number of occurrences of these characters
in the training data.

There are basically two possible solutions to overcome this flaw. First,
we can regenerate the training set with a uniform distribution of the characters.
This approach will definitely solve the problem for the synthetic data, but
it will likely provide worse results for the real documents, which meet the
unbalanced frequency of characters of the Czech language.

SPIIRAS Proceedings. 2019. Vol. 18 No. 6. ISSN 2078-9181 (print) 1397
ISSN 2078-9599 (online) www.proceedings.spiiras.nw.ru



UNPPOBBIE MH®OPMALIMOHHO-TENIEKOMMYHUKALIMOHHBIE TEXHONOI

Table 6. Comparison per-pixel recognition accuracy of single-character segmentation
on the synthetic document test set for the baseline and the final architecture

NN architecture Direct-char Convex-hull

Baseline 97.75% 97.58%
Baseline_weighted 97.83% 97.75%
Final 99.14% 99.17%
Final_weighted 99.53% 99.52%

The second option is that we preserve the same training set, but we
motivate our network to stop ignoring the rare classes. Therefore, we weight
the loss from individual classes w.r.t. their frequency, i.e., the loss from the
less frequent classes introduces a larger penalty than from the frequent ones.
The frequencies of individual characters were obtained from 10 thousand
real internet news documents. Weighted categorical cross-entropy slightly
improves results. However, the obtained results still were not satisfying. We
tested a few modifications to our baseline neural network architecture. In
Table 6, the results of the baseline and our final architecture can be found. The
results while using standard categorical cross-entropy are listed too. We would
like to point out the fact that convex-hull prediction reached only comparable
results despite that in theory, it should significantly improve them. In our
opinion, it is caused by the relative similarity of the characters’ convex hull
and the characters themselves as opposed to the findings in the work [11] with
convex hulls of musical symbols. We are also providing qualitative results (see
Figure 11 and Figure 12) of the final architecture using weighted cross-entropy
loss.

THipes/Ostrava - Findls g e
Vitkovice. Moravskoalezs e @
tFineckd Werk Ardné v po E B

pirek, “

Fig. 11. A result (on the right) of the semantic segmentation for letter e of a synthetic
document (on the left) using the final architecture using weighted cross-entropy loss

The final network architecture and training process reached good
accuracy. Therefore, we want to use it as a pre-processing part for a novel OCR
algorithm for scanned historical documents in our future research. On the
other hand, there are still problems with the segmentation of rare characters
that should be addressed. There is also some noise caused by the appearance of
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Didzka: Vyieifo 4
skupiny potrestmych t.z - £
Vypovidejte o charakteru £ o g
Fig. 12. A result (on the right) of the semantic segmentation for letter e of the real

historical document (on the left) using the final architecture using weighted
cross-entropy loss

scanned documents. In the future, we want to try more complex architectures
together with an extended training set to solve these problems. Moreover, the
parallelization of the training process can increase the batch size and lead to
results of better quality.

7. Conclusion and Future Work. We have presented an algorithm
for generating synthetic images resembling real-world scanned typewritten
documents. The algorithm is highly modifiable in terms of generating different
classes of documents. The algorithm is composed of modules handling smaller
tasks. They can be easily switched and modified, which also enables appearance
tweaks for any given class of documents. The modules include a dynamic
generation of backgrounds using VAE, different standard fonts, and layout
generation. The attributes of the printed text can be easily interchanged. There
is the possibility of location noise addition, blurring of the printed text, or the
whole generated image. We test the properties of the generated documents,
and we observe that through the lens of an existing OCR system, they are very
similar to real-world scanned documents. The generated data can be used to
train, test, and evaluate new or existing OCR algorithms. In this work, we
utilize the algorithm to generate vast amounts of training data for our semantic
segmentation approach of text detection and character classification. We use an
approach called semantic segmentation, which involves a fully-convolutional
neural network.

Two different tests were performed: two-class classification and charac-
ter classification. With the best training settings and final fully-convolutional
encoder-decoder architecture inspired by U-Net, we reached 99.28% recogni-
tion accuracy, 99.52% respectively, for the synthetic data. We also proposed
segmentation of convex hulls instead of direct segmentation of characters,
which, unfortunately, did not provide any legible improvement. We also provide
qualitative results for real data. For our future research, we have several plans.
First, we would like to extend our generator with options to generate new text
features like text underlining or line margins. Second, we plan to use two-class
classification results as a part of a pre-processing pipeline for the standard
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OCR algorithm. Third, we will employ more complex architecture in the
character classification task. Last, but not least, we will develop a text decoder
to be able to compare reached results with other OCR algorithms.
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JI. byPELl, W. I'PyBEP, I1. HEAYXAJ, M. I'/IABAY, M. I'Py3
CEI'MEHTAIIUA CEMAHTHYECKOI'O TEKCTA 110
NCKYCCTBEHHOMY N30BPAKEHUIO ITIOJIHOTEKCTOBBIX
JOKYMEHTOB

Bypew JI., I'pyoep U., Heoyxan I1., I'nasau M., I'py3 M. CerMeHTanis1 CEMAHTHYECKOT'0 TEKCTa
110 HCKYCCTBEHHOMY H300pa’kKeHHIO NOTHOTEKCTOBBIX IOKYMEHTOB.

AnHotanus. Ipenmaraercs pa3ze/leHHbI Ha HECKOIBKO MOIYNEH alrOPUTM IS CO3aHUs
N300pakeHNIi MOJIHOTEKCTOBBIX NOKYMEHTOB. DTH M300paXeHHs] MOXKHO HCIIONB30BaTh IS
00yUeHHsI, TECTUPOBAHMSI M OLICHKH MOJEJIel ONTHYECKOro pacro3HaBanusi cumBosios (OITP).
AJITOPUTM SIBJISIETCSI MOAYJIBHBIM, OTJEJIbHbIE YaCTH MOTYT OBITh M3MEHEHBI 1 HACTPOEHBI [JIsI
CO3/IaHU KeJlaeMbIX U300paxkeHuil. OnuchBaeTCs METOM HOTy4YeHUs (POHOBBIX M300paKEHMI
Oymary U3 yxe oludpoBaHHBIX JOKYMEHTOB. [lJIsl 9TOr0 UCTIONb3YeTCs HOBBI, OCHOBAaHHEIH Ha
BAaPHALIMOHHOM aBTOIHKO/IEpE MOAXO/ K 00YUEHHIO FeHepaTUBHOI Mojiesn. DTH (hOHBI O3BOJISAIOT
cpasy ke CreHepHpOBaTh TaKue ke (POHOBbIE N300pakeHHs], KaK Te, Ha KOTOPIX IPOU3BOAMIOCH
oOyueHuHe.

Jlnist nonydyeHust paBaonoA00Horo ek ta crapeHus B MOYJIE eYaT! TEKCTA UCTIONb3YITCS
GoJIbIIINE TEKCTOBbIE OJIOKH, TUIIBI IIPU(TOB ¥ BAPUATHBHOCTH N3MEHEHHSI SIPKOCTH CUMBOJIOB.

IMoaaepkuBaIOTCS HECKOJIBKO TUIOB MaKeTOB cTpaHuLbl. CHCTeMa reHepupyeT HOAPOOHYIO
CTPYKTYPHPOBAHHYIO aHHOTAIIMIO UCKYCCTBEHHOrO M300paxkeHus. [[Is cpaBHEHUS peasbHBIX
n300paKeHMi C UICKYCCTBEHHO CO3JJaHHBIMU HcTIONb3yeTcs nporpamma TeccepakT OITP. TouHocTh
pacro3HaBaHUs NPUOIN3UTENIEHO CXOXa, YTO yKa3blBaeT Ha MPaBUIBHOCTh CTEHEPUPOBAHHBIX
HCKYCCTBEHHBIX M300paxeHuil. bonee Toro, momymenusle cucremoit OITP ommOku B 0doux
Cllydasix oueHb HoXoxH. Ha ocHOBe creHepupoBaHHBIX H300pakeHHi OblIa 00yUeHa apXUTEKTypa
CBEpPTOYHAsI KOZEp-JieKoep HeHpOHHAsl CeThb MOJHOCTBIO ISl CEMaHTUYECKON CerMeHTalln
OTIEeJbHBIX CUMBOJIOB. braromapsi 9Toil apXuTeKType AOCTHIHYTa TOYHOCTh PACHO3HABAHUS
99,28% B TeCTOBOM Ha0Ope CUHTETHUECKUX JOKYMEHTOB.
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Texuuueckas, 8, 306 14, I[Tnp3ens, Yexus; p.1.: +420 377 632 145.

I'py6ep UBan — acrmpant, HTHO - HoBble TexHOMOTHM AJ1s1 HH(OPMALIOHHOTO O0IIeCTBa
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IIne3ens, Yexus; p.t.: +420 377 632 137.

Henyxaun Ilerp — acnmpant, HTUO - HoBble TexHOMOrUM AJ1s1 MH(OPMALIMOHHOTO 001IeCTBa
(MccnenoBaTesIbCKUiA HEHTP (baKy/IbTeTa NPUKJIAJHbIX HAyK), 3anaJHO-YeLICKUIl YHUBEPCUTET.
O06J1acTh Hay4HBIX MHTEPECOB: MOOWIbHAs POOOTOTEXHHMKA, OJIHOBPEMEHHAs JIOKAIU3alMs 1
KapTHPOBaHMe, HCCIieJOBaHUe poOOTa, KOMIILIOTEPHOE 3peHHe, MalllHHOe oOyueHue. Yucio
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V.F. OcHKOV, L.LE. VASILEVA
APPLICATION OF DIFFERENCE SCHEMES TO DECISION THE
PURSUIT PROBLEM

Ochkov V.F., Vasileva LE. Application of Difference Schemes to Decision the Pursuit
Problem.

Abstract. The problem of the pursuit curve construction in the case when the tangent
to pursuer’s motion trajectory passes at any time through the point representing the pursued
is considered. A new approach to construct the pursuit curves using difference schemes is
proposed. The proposed technique eliminates the need to derive the differential equations
for the description of the pursuit curves, which is quite difficult task in the general case. In
addition, the application of difference methods is justified in a situation where it is
complicated to find the analytical solution of an existing differential equation and it is
possible to obtain the pursuit curve only numerically. Various modifications of difference
schemes respectively equivalent to the Euler, to the Adams — Bashforth and to the Milne
methods are constructed. Their software implementation is realized by using the
mathematical package Mathcad. We consider the case of a uniform rectilinear motion of the
pursued whose differential equation describing the path of the pursuer and its analytical
solution are known. We compare the numerical solutions obtained by the different methods
with the well-known analytical solution. The error of the obtained numerical solutions is
examined. Moreover, an application is considered illustrating the construction of the
difference schemes for the case of an arbitrary trajectory of the pursued. Also, we extend the
proposed method to the case of cyclic pursuit with several participants in the three-
dimensional space. In particular, we construct a difference scheme equivalent to the Euler
method for a three-dimensional analogue of the "bugs problem". The results obtained are
demonstrated by means of animated examples for either two-dimensional or three-
dimensional cases.

Keywords: Differential Games, Pursuit Problem, Pursuit Curve, Numerical Methods,
Difference Methods, the Euler Method, "Three Bugs" or "Three Mice" Problem, Mathcad.

1. Introduction. The pursuit problem belongs to a class of long and
widely studied problems. The leading role in the formulation of this problem
belongs to research conducted in the field of the differential games, where it
is necessary to choose the optimal pursuit strategy [1-6]. A common strategy
is the pursuit method [7] which determines the motion of the pursuer in such
way that the tangent to the trajectory of its motion at any time passes through
the position of the point associated with the pursued. The problem of
constructing the trajectory of the pursuer — the pursuit curve — is relevant
in various areas and it has a wide practical value, in particular, in mechanics,
military affairs, control systems [8-25].

Despite the variety of applied problems, only particular cases of pursuit
are sufficiently studied, for example, the case of a simple motion when the
pursued entity moves uniformly along a straight line. For this case, it is possible
to explicitly write a second-order nonlinear differential equation describing the
pursuit curve and to find its analytical solution [9, 10]. It is assumed, for
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definiteness, that the pursued entity begins a uniform motion with speed v
along the axis Oy from the origin of coordinates, while the pursuer starts with
speed V from the point with coordinates (1,0) (Figure 1).

ial 4

Fig. 1. Scheme of a simple motion

Then the sought differential equation is given by [9, 10]:

V@) =$-\/1+<y'<x)>2, (1

where k£ =v/V is the ratio of the speeds of the pursued and of the pursuer.
Taking into account the zero initial conditions y(1)=0,y'(1)=0,

which emerge from the statement of the problem, the solution of equation (1)
is described as follows [10]:

1 x1+k xl—k k
xX)=— - + Af k#1;
e 2{1+k =k ) 1=K

| 2
y(x) =Z()c2 —Inx*-1),ifk=1.

To find the pursuit curve in particular cases, either kinematics
methods [11-14] or parametrization methods [8] are also used.

However, the question of describing the curve of the pursuer in the
general case remains open due to the complexity of deriving the differential
equation itself, as well as finding its analytical solution.

This article proposes a numerical approach for constructing the pursuit
curve based on difference schemes. Numerical methods are often used in
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differential games problems, also in relation to the pursuit curve problem. In
particular, the grid method and its variations are widely known [22-24], they
are designed to derive the value function in a time-optimal game and the
optimal trajectory [22]. This method is also successfully applied to solve the
pursuit problem in distributed control systems [25]. The difference schemes
investigated in the mentioned works are constructed for an available
differential equation describing the pursuit process.

The proposed approach instead makes it possible to abandon the need
to derive the differential equation that describes the pursuit trajectory. In
addition, the application of this approach is justified in a situation where it is
difficult to find the analytical solution of the existing differential equation and
it is possible to obtain the pursuit curve only by numerical methods. The
possibility of this approach is described, in particular, in reference [26].

2. Construction of a difference scheme equivalent to the Euler
method. Initially, it is constructed a difference scheme for the case of a
simple motion (Figure 1) in order to show the approximation of a well-known
analytical solution (2).

Then we deal with the parametrization with respect to time t and
denote at each time point the known coordinates of the pursued with
x(t), y(¢t) and the unknown coordinates of the pursuer with X (¢),Y(¢) [8].

According to the law of the uniform rectilinear motion, the coordinates
x(t), y(t) of the pursued along the axis Oy, are determined by the formulas:

x(1)=0,

y()=v-t. )

The pursuit time is divided into n time intervals and the time step is
denoted Af, and the approximate coordinates of the pursued and of the

pursuer at each step: x;,y; and X,,Y,i=0,n, respectively. At the initial
time, the coordinates have the following values:

X =0, »,=0,

4
X,=0, ¥,=0. @

From (3) it follows that the coordinates of the pursued

X115 Vin»1 = 0,n—1, are defined as follows:

xi+1 =O, .
i=0,n-1. ®)
YVin=y; +v-At,
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In order to determine the coordinates of the pursuer at step i+1,
geometric constructions are used (Figure 2).

=

=0 Xina X;
Fig. 2. Construction of the difference scheme

The acute angle between the tangent to the pursuit curve and the Ox
axis at stepi is denoted by ¢, . Obviously, at the initial time ¢, = 0. The

tangent of the right angle (Figure 2) is given by:

=Y
tg(cpi>=|jf_—)(’_|,i=0,n—1. ©)

From the right triangle ABC we obtain:

Xy —X; =—-AC-cosg,,

Y., -Y, =AC-sing,,

1

i=0,n-1, @)

or

X=X, +AC-cos(m+9,), re
' i=0,n—1 (®)
Y., =Y, +A4AC sin(7 +¢;),

Since the velocity vector V is directed tangentially, the following
relation applies:
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AC=[p|-a )
Taking into account (6) and generalizing formula (8) for the cases where
the angle ¢; is located in any coordinates quarter, the following recurrence

formulas are derived for determining the coordinates of the pursuer:

X=X, +‘I7‘-At-cos(6,.),

_ _ i=0,n-1, (10)
Y., =Y;+‘V‘-At'sin((pi),
where
=Y
arctg( YT ]+7r,if X; >x;,
x; =X,
— =Y
¢, = arctg( Yi ],if X, <x,
x; —X; (11)
%‘Sgn(yi_yi)aiin =X

i=0,n.

It should be noted that the calculation by the difference scheme (10)
should be stopped if at any step k <n the equality x, = X, ,y, =Y, is

verified. In fact, this means that the pursuer caught up with the pursued, i.e.
the pursuit is complete.
Thus, the central element of the proposed method is the calculation

at each step i of the angle 61. between the tangent to the pursuit curve and
the axis Ox. The expressions ‘V"At'cos@i) and ‘V‘ ~Atosin(6i) are

respectively approximate increments of functions X (¢) and Y(¢) per step
At (Figure 2), and, therefore, at a small step, these expressions serve as
analogues of the differentials of the functions X(¢#) and Y(¢) at the
point ¢;. Therefore, it can be said that the difference scheme (10) is

equivalent to the classical difference scheme, which is constructed by
the Euler method for finding the solution u(f) of a Cauchy

problem of the type:
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"= 1@),
u'()=1() (12)
u(t0)=u09
and it has the form [27]:
U, =u,+du(t), i=0,n-1, (13)

where ¢, is a partition point, u, are the values of the approximate solution at

the partition points, At is the step.

The difference scheme (10) is implemented using the mathematical
package Mathcad [28, 29] for given values of the number of stepsn , step
At and speeds v and V(v #V). A numerical solution of the problem is

obtained in terms of the vectors (X,,Y)),i=Ln, that is, we obtain an

approximation of the pursuit curve. A comparison with the analytical
solution (2) is made. The results are shown in Figure 3a, b (the animation
for Figure 3a is posted on an electronic  resource
https://community.ptc.com/tS/PTCMathcad/OchkovArticleAnimaions/td-
p/583048).

From the graphs shown in Figure 3, it is clear that the obtained
numerical solution actually implements the pursuit method (the tangent at the
selected point of the pursuer’s trajectory passes through the point of the
pursued entity — Figure 3b) and approximates the analytical solution quite
well Figure 3a.

!

X

Fig. 3(a). Comparison of numerical and analytical pursuit curves: general view
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yl'l\ c

—— analytical pursuit curve
A4 numerical pursuit curve

' ' ' ' x
Fig. 3(b). Comparison of numerical and analytical pursuit curves: scaled view of
part of the curve

In Figure 4 it is reported a plot showing the error € of the numerical
solution, defined according to the formula:

£=|y(X)-Y(X,). (14)

where y(X,) is defined according to (2).

As can be seen from Figure 4, because of accumulation, the error
becomes equal to the step Ar=107, that is, the difference scheme (10) has
an accuracy of the first order corresponding to the Euler method [27].

3

1.5x10~
&
1x107°
5x10*
1 038 0.6 02 0
X
Fig. 4. Numerical solution error
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3. Construction of difference schemes using linear multi-step
methods. The Euler method, that is used to construct the difference scheme
described above, is a rather "rough" method of approximate calculation. To
increase accuracy, linear multi-step methods are usually applied. These
methods use not only one, but several previously calculated values of the
sought function [27]. Let us consider the construction of a difference scheme
equivalent to the two-step Adams — Bashforth method, which for a Cauchy
problem of the form (12) is given by the formula [27]:

u =1, +du(t0),

(15)

3 1 A
U, =ui+5du(ti)—5du(ti71),z =l,n-1.

This method has, in contrast to the Euler method, an accuracy of the
second order [27].
The difference scheme (10) is modified in accordance with (15).

Taking into account the fact that the expressions |I7|~At~cos(6i) and

|I7|~At-sin($l.) have the meaning of differentials of the functions X (t) and
Y (t) at the point #,, the modified difference method will be:

X, = X, +|7|- At-cos(@y).Y; =Y, +[7|- At-sin(@,),
X=X, +%|I7| At -cos(9,) —%|I7| At -cos(9,_;),

3 | (16)
Va= Y4 2|7 |-t -sin@,) - |- At -sin@,.),

i=lLn-1,

where 61. is defined by the formula (11).

The difference scheme (16) is implemented using the Mathcad
mathematical package for given values of the number of steps 7, step At

and speeds v,V (v#V) . The obtained numerical solution is compared with

the analytical solution (2) and with the solution obtained using the
difference method (10). The results are shown in Figure 5a, b (the
animation for Figure 5a is posted on an -electronic resource
https://community.ptc.com/tS/PTCMathcad/OchkovArticleAnimaions/td-
p/583048).

From Figure 5b it is clear that the numerical solution obtained by the
difference scheme (16) (equivalent to the Adams — Bashforth method)
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approximates the analytical solution better than the numerical solution
obtained by the difference scheme (10) (equivalent to the Euler method): the
plot of this solution coincides visually with the analytical solution.

y p
x
a)
XN
. —— analytical pursuit curve

S, A7 numerical curve by method (10)

;. \_®ee numerical curve by method (16)
x

b)
Fig. 5. Comparison of numerical and analytical pursuit curves:
a) general view, b) scaled view of part of the curve

The plot in Figure 6 shows the errors of the numerical solutions,
determined by formula (14). The error of the numerical solution obtained by

this method (16), for a given step size Ar=10" is of the order
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O(At*)~10"°, which is far less than the error of the numerical solution
obtained by method (10).

110”7

51074

- error for the pursuit curve
according to method (10)
== error for the pursuit curve
according to method (16)

e

1 0.8 0.6 02 0

X
Fig. 6. Numerical error of the solutions obtained by the two methods

If it is necessary to construct the pursuit trajectory with a much smaller
error, numerical methods of a higher order should be used, for example, the
predictor-corrector methods which are widely used in applications [30-36]. Let
us construct the difference scheme equivalent to the fourth-order Milne
method [37, 38]. This method requires four initial steps and uses a couple of
finite-difference formulas (a predictor and a corrector).

For a given initial value u,, additional initial values u,,u,,u, are

calculated by some other methods, for example, by the Runge-Kutta method,
which has fourth-order accuracy [27, 39, 40].

Let us consider the predictor-corrector formulas by the Milne method
starting with the fourth step.

The predictor formula for the Cauchy problem (12) is defined as
follows [37]:

Wl =y (2du (1)~ du () + 2du (1))
3 (17)

i=3,n-1.
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The corrector formula is defined as follows [37]:

ucer =u, +%<du(l‘i71 ) +4du (ti ) + dupred (ti+l ))

i+l

> (18)

i=3,n-1,

where expression du”*’(t,,,) defines a predicted differential of function
u(t) at the point #,,, based on (17).

Let us consider the difference scheme according to (17)-(18).
As noted above, the key clement of the proposed method is the
calculation at each step i of the angle ¢, between the tangent to the pursuit

curve and the axis Ox. The expressions |I7|-At'cos($,-) and |I7|~At-sin($i)
are respectively analogues of the differentials of the functions X (¢) and
Y(t) at the point ;.

Accordingly, the essential link of the difference method is the

calculation of the predicted angle 7.

Thus, the difference method is defined as follows:

i+l

X x| +§(2|17|.At.COS@H)—|I7|~At~COS($H)+
+2|77|- At - cos(@,),
=Y+ 3 Q7] A sinG, ) -7 At-sinGg, ) +
+2|7|- At -sin(g,)),
i

X=X, +%(|I7| -At-cos(@;_y) + 4|I7| +Az-cos(9;) + 4

+|I7| - At -cos(@”Y),

i+l
i+1

yeorr — Yi—l + %(|I7| AL sin(@i_l) + 4|I7| -At- Siﬂ(@i) +

+|[7| At sin@ﬁﬁed)),

i=3,n-1,
where
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y Ypred
. —Y . 4
arctg| —H—HL_ 1 7 if X2 > x,,,
_ypred i+ i+
Xin i+l

_ ypred i+l i+1 20
Xitl i+] ( )

ed
Gpred _ D Ak I .
Q. = arctg[y”'l—l*l ,lf X,p”d <X

z_ _yopred ) pred __
> Sgn()’m Y ),1f X =x

i+l i+1>

i=3n-1.

The difference scheme (19) is implemented using the Mathcad
mathematical package for given values of the number of steps n, step At

and speeds v,V (v#V). The obtained numerical solution is compared with

the analytical solution (2) and with the solutions obtained using the difference
methods (10), (16). The general view of the plot of the analytical solution and
of the numerical solution obtained using the difference methods (19) is
identical to the ones in Figures 3, 5.

The plot in Figure 7 shows the errors of the numerical solutions
determined according to formula (14) for each of the three solutions obtained by
the difference scheme (10), (16), (19).

£

. 3x107*
«mw crror for the pursuit curve
according to method (10)
« error for the pursuit curve
according to method (16)
=== error for the pursuit curve

according to method (19) .

2107

1x107*

J,

0.8 0.6 x 0.2 0
Fig. 7. Numerical error of the solutions obtained by the three methods
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The error of the numerical solution obtained by method (19) (equivalent
to the Milne method), for a given step size Ar=10" , is of the order

O(A*)~107"2, which is significantly less than the errors of the numerical

solutions obtained by methods (10) and (16) (analogue to the Euler method and
the Adams-Bashforth method respectively).

A high accuracy of a numerical solution is achieved by implementing
of the proposed method.

Therefore, it can be concluded that the proposed difference
schemes (10), (16) and (19) allow to construct numerical solutions that
approximate the analytical pursuit curve with varying accuracy according to
the specific problem.

4. Application of difference schemes for constructing the pursuit
curve in case of an arbitrary trajectory of the pursued. The derived
difference schemes (10), (16), (19) can be used to obtain a numerical solution
also if the pursued entity moves not along a straight line, as it was considered
previously, but along an arbitrary trajectory.

Let us consider as an example the situation when the pursued moves
uniformly along an elliptical path, i.e. the coordinates x(¢),y(t) are

determined by the formulas:

x(t)=4-sin(v-1),

y(1) = B-cos(v-1), 1)

where v is the speed of the pursued, while 4,B are constant coefficients.
Let the pursued start moving from the point with coordinates:

X,=0, y,=1. (22)

Then the difference relations (5) take the form:

Xy = A-sin(v-Ar-(i+1)),

=0,n—1. 2
Vig=A-cos(v-Ar-(i+1)), P 3)

The initial values of the sought coordinates of the pursuer

X,,Y,i=0,n are assumed as follows:

X, =0,Y,=—1. (24)
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Then, by performing the calculation using formulas (10), (16), (19)
for given values of the number of steps n, step At and speeds v,V (v=V).
three numerical versions of the pursuit curve are obtained.

The implementation of the described algorithm using the Mathcad
mathematical package is shown in Figures 8a, b (the animation for Figure 8a

is posted on an electronic resource
https://community.ptc.com/t5/PTCMathcad/OchkovArticleAnimaions/td-
p/583048).

From Figure 8b we notice that the numerical pursuit curves
constructed according to the methods (16) and (19) (analogue to the
Adams — Bashforth and to the Milne methods respectively) provide a
better prediction for the next step of the pursued than the pursuit curve
constructed according method (10) (equivalent to the Euler method): the
n+1 steps of the pursuer trajectories are directed not at the point of the
pursued location (as in method (10)), but with anticipation towards
the (n+1)— th step of the pursued.

It is obvious that method (19) (equivalent to the Milne method)
provides a better approximation to the (n+1)— th step of the pursued than
method (16) (equivalent to the Adams — Bashforth method).

Thus, the possibility of using the difference schemes is
demonstrated also in the case when the pursued entity moves along an
arbitrary trajectory.

¥

=
-

Fig. 8(a). Pursuit curves obtained by different methods for the case of an elliptical
path of the pursued: general view
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02

o

\.
v
. 1Y

L

trajectory of the pursued

numerical curve by method (10)
numerical curve by method (16)
numerical curve by method (19)

—0.4

Fig. 8(b). Pursuit curves obtained by different methods for the case of an elliptical
path of the pursued: view of part of the curve

The advantage of the proposed method is that it allows to construct
numerical interpretations of pursuit curves for given strategies of the
pursued, which are not, generally speaking, solutions of any differential
equations, as it is usually done in the theory of the differential games (see,
for example, [41]).

5. Application of difference schemes for constructing a pursuit
curve in the three-dimensional space. The proposed method for constructing
difference schemes can be extended to the case of the three-dimensional space.
The problem of constructing a pursuit curve in three-dimensional space is most
often considered in the context of control theory problems with cyclic pursuit,
where several enumerated objects start moving from different points of the
space, with each object catching up with the next [42-44]. This case has been
studied quite well on the plane (see, for example, [45-47]), and it reduces to the
so-called "bugs problem" (this problem is also known as "mice problem"). [48,
49], when the objects begin to move uniformly at the same speed from the
vertices of a regular polygon, with each object moving in the direction of its
nearest neighbour. In this case, the trajectory of motion of each object is a
logarithmic spiral [50].

We construct a difference scheme equivalent to the Euler method for
the "bugs problem" in the three-dimensional space, i.e. for the problem of
finding the trajectories of objects that begin a uniform motion with equal
speed from the vertices of a regular polyhedron.
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As a polyhedron, it was considered a tetrahedron with vertices at the

points (0,0,0),(?,%,OJ,(O,I,O) ,(g,%,g]. Let four objects begin

their uniform motion with the same speed from the vertices of the tetrahedron,
with the first object following the second, the second following the third, and
so on (Figure 9).

The speeds of the four objects are denoted by V,,...,v, (the modules

of the speeds are set to be equal). The coordinates of each of the objects in a
time-parametric form will be denoted

by (x' (1), ()2 (£))s-oo(x* (1), (1),2* (1))-

Fig. 9. Cyclic pursuit in a tetrahedron

To construct a difference scheme which is similar to the two-
dimensional case, we will not explore the trajectories of the objects of the
pursuit in the space itself, but their projections on the Oxy and 0Oxz planes.

A partition of the pursuit time into n time intervals is introduced and the
time step is denoted by Az. Then for the coordinates X0, (1), k =1,4, the
difference relation (10) is written for the two-dimensional case in the Oxy
plane, and for the coordinate z* (t).k= L4 in the Oxz plane.

To do this, firstly, it is necessary to calculate, respectively, in the Oxy

and Oxz planes, the angles ", @, i=1,n, between the tangent to the
pursuit curve and the axis Ox by the formula (11).
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Secondly, one should use not the modules of objects velocities
k =1,_4 on the

—oxy
Vi

—O0XZ

‘E‘,k =1,_4, but the modules of their projections Vi

B

corresponding planes.
The difference relations are derived for finding the coordinates

(xl (¢).0'(1),2' (t)) of the first object, starting from the origin and following

the second object with coordinates (xz (t),%(1).2° (t)), starting the motion

NERS!

from the vertex [T,E,OJ. Then the initial values of the coordinates are:

(25)

According to (10) and taking into account the above remarks, the
difference relations are converted to the form:

1 _ 1 —oxy —O0xy
X =X+ | x At x cos(9; ),
1 _ .1 —oxy o (TOXY
Vi =Y F | X Arxsin(@;),
(26)
1 1 —oxz s (OXZ
Ziq =2; || X At xsin(@;),
i=0,n-1,
where
21
Yi =i 1 2
arctg| ——— |+ 7, forx; > x;,
X X
oY = yi2 - 11 1 2
i arctg| ——— |, forx; <x7, 27)
X =X
4 2 1 1.2
5-sgn(yi -y ),forxi =X,
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2
X, —X

21
z; —z;
arctg[ L J+7r,f0rxil >x7,

2

—oxz _ zi— 2z
ST = i 1 2
®; arctg[ 5 j,forxi <xi,

Xi =X

1_ 2
),forxi =X,

i i

T 2 1
3~sgn(z. -z
i=0,n

The projections ‘\71"” ‘ , ™| are found using the geometric

constructions in Figure 10.

y

X

Fig. 10. Determination of the projection of the velocity of an object on the plane

Figure 10 shows that the projection is defined as follows:

—oxy

1

=[]-cos(a). (28)

where a; is calculated from the relation:

2 1
)
ig(a)= : (29)
2 a2 P
Xp=Xi| Vi —»
Similarly, the projection [»*| is defined:
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—0XZ

N

= ‘v_l‘ocos(ﬂi), (30)

where f; is calculated from the relationship:

b7 - |
()= .
R e o

Using (28)-(31), the difference method (26) is obtained in the final form:

X, =x +‘\71 -cos (e, )- At-cos(@;),

1

vl =+ cos (@) Ar-sinGg),

(32)
2y =2} +|w|-cos(B,)- Ar-sin@™),
i=0,n—-1,
where @;, ¢ are determined according to (27), and a; and f; are
determined by the relations:
|2z
z; —z
a; = arctg
2 P 2 af?
X=X i~
(33)
2
‘yi _J’i‘
B, = arctg - -
A=+ -2)

By establishing similar difference relations (32) for the second, third
and fourth objects and combining them into a system we obtain a complete
difference method for constructing the pursuit curves in the tetrahedron.
Figure 1la (animations for Figure 11 are posted on electronic resources
https://community.ptc.com/t5/PTC-Mathcad/Is-it-my-own-or-Mathcad-15-
error/m-p/576164, https://community.ptc.com/t5/PTC-Mathcad/Bats-
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problem/m-p/576137) shows the results of the implementation of the
difference method in the Mathcad package for the tetrahedron, while Figures
11b, ¢ show the results of implementing similarly constructed pursuit curves
for cases when objects start their motion from the vertices of a cube and of a
dodecahedron respectively.

It could be noted that the proposed approach allows to construct
difference schemes not only for objects that start their motion with
identical speeds from the vertices of Platonic solids, but also for objects
that move uniformly with different speeds and begin their motion at
arbitrary points in space.

R Bocnpovasecty anmaumio O X | WiBocnpomsmecrn amaunio e L —" - o x

Fig. 11. Constructing the pursuit curves in the three-dimensional space

6. Conclusions. This article proposes a new approach to the
construction of pursuit curves through the use of difference schemes. The
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advantage of the proposed approach is the possibility of describing pursuit
curves in a numerical way without deriving the differential equation. The
constructed modifications of difference schemes equivalent respectively to the
Euler, to the Adams — Bashforth and to the Milne methods approximate the
analytical solution with high accuracy. The proposed approach can be applied
to the numerical construction of pursuit trajectories with arbitrary pursued
strategy either in two-dimensional plans or in three-dimensional spaces.
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B.®. OukoB, U.E. BACUJIbEBA
NMPUMEHEHHUE PABHOCTHBIX CXEM K PEHIEHUIO 3ATAYHU
O IIOI'OHE

Oukog B.®D., Bacunvesa H.E. IIpuMeHeHHe Pa3HOCTHBIX €XeM K PellIeHHI0 321a4H O NMOroHe.

AnnoTtanmusi. B paGote paccMaTpuBaeTcs OJMH W3 acIeKTOB 3aiadyd O IIPEciie/JOBaHHH:
MOCTPOCHNE TPACKTOPUI [BIDKCHHS IIpeciefoBaTens I Clydas, KOIZa Ipecie/joBaHHe
OCYILECTBIIACTCS [0 METO/y ITOTOHM, TO €CTh KacaTelIbHasl, IPOBEICHHAS K TPACKTOPHH [BHKCHHUS
[pecieaoBaTeas B JII000M MOMEHT BPEMEHH, IPOXOJHUT dYepe3 IONOKECHHE TOUYKH, KOTOpast
acCOLMMPYETCs ¢ TpeciaenyeMbIM. [Ipeuiaraetcst HOBBIN MOAXO/ MTOCTPOCHHS! KPUBBIX ITOTOHH
IIyTeM NCIIONB30BaHUS pa3HOCTHBIX cXeM. JlaHHas MeToJquKa MO3BOJSIET OTKa3aThCsl OT
HEO0OXOAUMOCTH COCTaBIIATh AU pepeHIHaTbHbIe yPaBHEHNUS JULS ONIUCAHHS KPUBBIX IIOTOHH, YTO
OBIBAaCT JOCTATOYHO CIIOXKHO CIENaTh B 00IIeM cirydae. Kpome Toro, npiMeHeHHe pa3sHOCTHBIX
cXeM 00OCHOBAHO B CHTYaIlHH, KOT/Ia HAXOXK/ICHHE aHAJTUTHYECKOTO PEIICHHS y’Ke HMEIONIETOCs
udpepeHInanbHOrO YpaBHEHHS 3aTPYAHUTEIBHO, M JaeT BO3MOXKHOCTH MOJYYHTh KPHBYIO
MOTOHM YHUCIICHHBIM crocoO6oM. IlocTpoeHsl pasindHble MOAM(MHKALNM Pa3sHOCTHBIX CXEM,
SIBISTFOLIIECS] aHAJIOTaMH CXEM Ha OCHOBE METOOB Jilepa, Anamca — Bamdopra nu Muisa.
OcymiecTBiICHA UX MPOrPaMMHAsi PeAIH3alisl C IIOMOIIBI0 MaTeMarndeckoro makera Mathcad.
PaccMoTpeH citydaii paBHOMEpPHOTO MPSIMOJIMHEHHOTO JABMKEHHUS TPECIIEyeMOro, I KOTOPOTo
n3BECTHO Ju(depeHIratbHOe YPaBHEHNE, ONMCHIBAIONIEe TPASKTOPUIO TIPECIIEIOBATENS, H €TI0
aHanuTHYeckoe pernenue. [IpoBeneH CpaBHUTEIBHBIN aHAIH3 MOTYyYEHHBIX Pa3HBIMH METOJAMH
YUCJIEHHBIX PELICHUH M M3BECTHOIO AHAIMTHYECKOro peuleHus. Haiinena mnorpemHocTs
MOJy4YCHHBIX YHCICHHBIX pean3aluil. PacCMOTPEeHO NpHMEHEHHE MOCTPOCHHBIX Pa3sHOCTHBIX
cxeM Juist Gonee 0OOLIEro Ciydas NMPOM3BOJBHOW TPACKTOPHHM Hpeciemyemoro. Takke omucaH
AITOPHTM PACIIPOCTPAHEHHUS IPEUIOKEHHOTO METO/Ia ISl CITydast IUKIIMIECKOTO IIPEeCIeIOBa s
C HECKOJIbKMMH y4aCTHUKAMH B TPEXMEPHOM IPOCTPaHCTBE. B wacTHOCTH, TOCTpOEHa pa3HOCTHAs
cXeMa, aHaJIOTHYHas MeTo Ty Diinepa, JUls TPEXMEPHOT0 aHaJIora «3a/1aun 0 sKyKax». [lomydenHsie
Pe3yIbTaThl MPOJAEMOHCTPUPOBAHBI HA aHUMALMOHHBIX MPUMEPAX Kak Ul JBYMEPHOTO, TaK U
TPEXMEPHOTO CITy4acB.
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E.B. KornkuH, 1.M. KOB3APEB
HNCIIOJb30BAHUE MEPBI HEHHOCTU UH®OPMAIIUN
CTPATOHOBHYA IJISA ONTUMU3AIUUA T'NBKUX [TPOI'PAMM
JUATHOCTUPOBAHUSA TEXHUYECKNX OBBEKTOB

Konxun E.B., Ko6zapes .M. Ucnionb3oBanue Mepbl HeHHOCTH HHpopManun CTpaToHOBHYA
JUIS1 ONTHMH3AIUH THOKUX MPOrPaMM AHATHOCTHPOBAHHUS TEXHHYECKNX 00HeKTOB.

AnHoTtanus. CymecTByIOIIHe METOABl BBIUHCICHUS LEHHOCTH JHATHOCTHYECKON
nHbOpMaIMy, IHPKYIUpYIOmel B  aBTOMAaTHU3HPOBAaHHBIX  CHCTEMaX MOHHTOPHHTA
TEXHHYECKOTO COCTOSIHHSI OOBEKTOB, HE YYUTBHIBAIOT IHOTEPH (BBIUIPBHILIM), CBS3aHHBIC C
MIPUHSATHEM HEIPABUIIBHBIX PEHICHUH IPH HACHTHOHUKAIUHE 3TOT0 COCTOSHUSA.

Ilens paboTsl — pa3paboTKa alrOpUTMa, MO3BOJIIIONIETO PEIINTh 3aJady Paclo3HABAHUS
TEXHHYECKOTO COCTOSIHUS, B KOTOPOM HAXOJHTCS aHAIM3UPYEMBI OOBEKT, METOIOM
JMHAMHYECKOr0 MPOrpaMMHPOBAHMs, HCIOJb3ys B KauecTBE ONTHMH3UPYEMOIo MOKa3aTes
LEHHOCTh JUarHocTHYecKkol mH(popManuu. Penrenne 3agaun onTUMU3anuy JHATHOCTHIECKOU
MPOLEAYPHl OCHOBAHO HA HUCIIONB30BAaHHU MepHI IIeHHOCTH MHpopManuu P. JI. CtpaToHOBHYAa,
MOIUGUIMPOBAHHOW  NPUMEHHTENBHO K  HPEAMETHOH  00NacTM  TEeXHHYECKOro
JUarHOCTHPOBAHUS U IIPU KCIIONB30BaHUM JUATHOCTHYECKHX IPH3HAKOB, IIPEICTaBICHHBIX B
BUJIE WHTEPBAJOB HA BCIIECTBEHHON YHCIOBOM ocH. MakcuManbHas II€HHOCTh
JIMarHOCTHYECKOH HH(pOpMaLUH JIOCTUTAEeTCst pH MHHHMH3ALHUH CpelHHX
moTeps (MAKCUMU3ALUK CPEJHUX BBIMTPBIINICH), MONYy4aeMbIX IPH BBIIOIHEHUH IIPOBEPOK
JMarHOCTHYECKUX IIPU3HAKOB, B IIPOLIECCE PACIIO3HABAHUS TEXHHIECKOI'O COCTOSHUS O0BEKTA.

Jlis peuieHus 3ajaud NPEJIOKEHO O0Jaaroliee Hay4yHOHM HOBHU3HOM PEKyppeHTHOe
BBIPa)KCHHE, TI03BOJIIONIEE BRIYUCIIATH IEHHOCTD HH(OPMAIH, ITOIy4aeMOH TP BEINOTHEHHN
NIPOBEPOK JHMArHOCTHYECKUX IPH3HAKOB B KAKIAOM U3 aHAIM3HPYEMBIX HH()OPMAIUOHHBIX
COCTOSHMH ~ mpollecca  auarHocTHpoBaHus. B mporecce  peanmsanuuM — IpOrpamMMBbl
JUarHOCTHPOBAHUS NPH PACIIO3HABAHUM TEXHHYECKOTO COCTOSIHHS OOBEKTa BO3MOXKHBI KaK
NOTEPH, TaK U BBIUIPHINIM. Pa3HOCTh MX aNpUOPHBIX U aOCTEPHOPHBIX CPEIHMX 3HAYCHHI
YHUCICHHO XapaKTepU3yeT LEHHOCTh JUarHocthdeckoil mHdopManuu. Bennunna nokasatens
LEHHOCTH MH(OpPMAIMU 3aBHCHT OT BEPOSTHOCTEHl HCXOZOB INPOBEPOK JHATHOCTHICCKUX
NPU3HAKOB ¥ IPOIOPLHHOHAIBHA PA3HOCTH aIlOCTEPUOPHBIX U AIPHOPHBIX BEPOSTHOCTEH
JOCTHIKEHHUS eI THarHOCTHPOBAHUSL.

Hcnons3oBanue MPeI0KeHHOTO PEIICHHsS MO3BOJISET CHHTE3HPOBATh ONTUMAIBHYIO MO
KPHTEPUIO MaKCHMyMa ILI€HHOCTH JUarHOCTHYeCKOH HH(OpMamuu THOKYI0 HpOrpaMMy
JIMarHOCTHPOBAHUS B BU/IE OPUEHTHPOBAHHOIO rpada MM yIopsI0YeHHBIX 0 04EPETHOCTH UX
BBIIIOJIHEHNSI HAOOpPOB IIPOBEPOK, HEOOXOAMMBIX [UII PACHO3HABAHHSA KOHKPETHOTO
TEXHHYECKOTO COCTOSIHHSI, B KOTOPOM HaXOMUTCS OOBEKT.

Peanu3zanus pa3paboTaHHOTO aJropuTMa BO3MOXKHA B IIPOrPaMMHO-AITOPUTMUYECKOM
o0ecriedeHHM aBTOMATH3UPOBAHHBIX CHCTEM MOHHTODHHIA COCTOSIHUSL — CJIOXKHBIX
TEXHUYECKUX 00BEKTOB.

KiioueBble c10Ba: TEXHHYECKOE COCTOSIHHE, THOKas IporpaMma AHarHOCTHPOBAHMS,
LEHHOCTb HH(POPMALUH, JUATHOCTHIECKUH IPU3HAK.

1. Benenne. Bompocamu 1neHHOCTH MH(pOpMAUUMU  HAy4HOE
c000I1ecTBO HaYasIo 3aHUMAThCS BO BTOPOH Mo0BHHE XX Beka. AKaJIeMUK
A. A. XapkeBuu c(hopMyJIMpOBaj MOHITHE LIEHHOCTH UH(OpMALUK OJJHUM
n3 nepBbix [1]. OH NPenrmoyoXKui, YTO €CIH IOJlydeHHue HH(POpMaln
YBEIMYMBACT BEPOSTHOCTh JOCTHIKEHHS 1IEJIH, TO 3Ta MH(popManus Oyner

1434 Tpyasl CTIMMPAH. 2019. Tom 18 Ne 6. ISSN 2078-9181 (neu.)
ISSN 2078-9599 (oHnaiH) www.proceedings.spiiras.nw.ru



MATHEMATICAL MODELING, NUMERICAL METHODS

o0JlaiaTh HEKOTOPOM  TOJIOKHTENBbHOM IIeHHOCThIo.  [IpemnokeHHas
A. A. XapkeBuueM Mepa UEHHOCTH WH(OpMalUU OIpeAesseTcs Kak
JIBOUYHBIH JIOrapr(M OTHOLIEHUS BEPOSITHOCTH P TOCTHKEHUSI LIENH MoCIIe
MOJy4eHUss HHPOpMAlMU K BEPOSTHOCTH Py JOCTIKEHHS ILEIH [0
MOJTy4eHHs 3TOH MH(OPMALIMH, TO €CTh B COOTBETCTBUH C BHIPAKEHHEM:

P,
V =log, L.
gzpo (D

B pabore M. M. bonrapna [2] paccMaTprUBaiCh CUTYaIlH, B KOTOPBIX
norygaemasi nH(opMarms MokeT BooOIe He 001aaTh HUKAKOH [IEHHOCTBIO
WIN Jaxe OBITh OTPUIATEIBbHOM, €CIM OCYIIECTBISIETCS Mepenada JIOKHOH
nH(pOpMaIHK, 9TO MPUBOAUT K YBEINUEHNIO HEOTIPEACICHHOCTH.

O4eBHIHO, YTO CYIIECTBYET JOTHYECKas CBSI3b MEXKy KOJTHUYECTBOM
unpopmanuu 1o LlleHHOHY, TO €CTh BEIMYMHOMN CHSITOM HEONPEIEICHHOCTH,
u nokazareneM (1). LlenHocTh MHQOpManuu u3MepsieTcss B OuTax, a ee
YHCJIOBBIE 3HAYEHHUS JIeXKAaT B AUANa30He OT -0 JI0 +00.

Ipennoxennsiii B. U. Koporomuaeim B pabote [3] mokaszarenb
LIEHHOCTH NH(OPMAIINH ONpeersieTcs o popmyie:

A-5K
V= -p . ®))

OTOT noKa3aTenb YHCcIeHHO n3MeHseTcs oT 0 1o 1 1 mo cBoiicTBam He
OTJIIMYACTCS OT MephI IIeHHOCTH A. A. Xapkepuua (1).

IIpennoxennsiii P. JI. CtparoHOBHYEM METO/ ONPENEIECHHUS LICHHOCTH
nHdopmarmu [4] mnpemycMarpuBaeT, 4TO JIOCTIIKEHHE LIEJM 3a CUeT
TIOJTyYEeHUsT HEKOTOPOTO KOJIWYEcTBa MH(OPMAIMK BO3MOXKHO Pa3IMYHBIMU
myTsiMu. [Tpu aToM Oonee 1ieHHOM Oy et Ta MHpOpMaIHs, TOJIydeHHE KOTOPOH
CHIDKACT YCIIOBHBIC MTPadbl, KOTOPBIEC MPUXOANUTCS IUTATHTH JJIS JOCTHYKCHUN
eI, TUTH, HA000POT, YBEITMYMBACT MTOIYIaeMBIi B STOM IPOIIECCE BHIMTPHIII.

CBOIO TEOpHIO IEHHOCTH WHGOpPMAIMK TPEUIOKIWIT  TaKKe
P. XoBapz [5] B 1966 roxy. B otnmuane ot teopun uHpopmanun [llerrona,
KOTOpas H3MepsieT ee KOMMYecTBO B Owurax, P. XoBapna KoiIMdecTBEHHO
orpesiesisieT UEHHOCTh MH(pOpMalKU Kak (YHKIHIO OT €€ IMOTEHIHAa,
MTOMOTAIONIETO B IPWHATHU pemieHus. LleHTpampHas uzmes 3TOH Teopuu
HpEJCTaBISAETCS B BUJIE YPABHEHUS:

V(]):U(d )—U(d), 3)
rne [ — undopmanus; V(/) — ee LeHHOCTB; d — pelleHne, IPUHIMAeMOe
10 monydenus uHpopMarmK; d — U3MEHEHHOE DEIIEHHE, MPUHUMAEMOE
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nocne monydenus unpopmaunn; U(d) m U(d") — pyHKumm neHHOCTH
COOTBETCTBYIOIINX PELIECHUM.

KiroueBbIM KOMIIOHEHTOM B IIPOLIECCE TPHHSTHUSI PELICHHUS SBIISIETCS
¢yHKms mieHHOCTH U, KOTOpasi, WCHOJNB3ys 4YHCIeHHOe 3HadeHue V()
LIEHHOCTH WH(OPMAalUK, ONpPEAeNseT BBIMIPHIN (J0XOX) OT HPHHSITOrO
pentenns. Ecii npuHATOE pelieHne No3BOMISET MOTYYUTh NPEITOYTHTEIbHBIH
pe3yJsibTar, To eMy HazHayaeTcsi 0ojee BBICOKAsl IIEHHOCTh 110 CPaBHEHHIO C
pelIeHueM, CIIOCOOCTBYIOIIMM JIOCTHKEHHIO MEHEE MPEIIIOYTUTENHEHOTO
pesynbrata. B cootBercTBHM C BbIpakeHHeM (3) IEHHOCTh MH(GOpMaIUH
TIpeACTaBIsieT co00H pa3HOCTh (QYHKIINI [IEHHOCTH PEIICHNH, TPUHIMASMBIX
IO ¥ T1ocle moiydeHHs uHpopMmanud. Takum 00pa3soM, pasiu4Has
nH(popmarms 00nasaeT pa3IMIHBIMH 3HAYEHUSIMA [IEHHOCTH.

Teopuss neHHoctd wHpopManmu XoBapAaa ObUla NPUMEHEHa KO
MHOJKECTBY HMCCIIEJOBAHUH B Pa3JIMYHBIX MPEAMETHBIX 00J1acTsX, TAKHX KaK
WHBECTHIIMOHHBIM  aHamm3 [6-8], kiamHWYeckue wucmpitanus [9-11],
nHdpacTpyKkTypHble NpoekThl [12-15], aHTHKpU3UCHBIA MeHemkMeHT [16],
reorpadus, reopusuka u reomorusi [17-20]. B atux uccnemoBaHusX s
BBIYHCIICHUSI IEHHOCTH MH(OPMAIINK UCTIONB30BANIACh JICHEKHAs! CTOMMOCTb.

B TexHHUYECKHX IMPUIOKEHUAX MOHATHE IEHHOCTh MH()OPMAIUm)
O0COOCHHO  aKTyaJlbHO MpH  OOCCHEYeHWH  3alUThl  MH(MOPMAIHH.
AxcroMaTHiKa HOHSTHS IEHHOCTH HH(OPMAIH ¥ MaTEMaTHIECKUE MOJICTIH,
C TOMOLIBI0O KOTOPBIX 3Ty IIEHHOCTh MOKHO KOJHMYECTBEHHO OIICHUTB,
npemioxkeHsl B MoHorpadmu . I1. Hlankwnaa [21], pa3BuBaromeil wpen
M. M. bourapna u  P.JL CtpatoHoBHua. BemnumHa  BO3MOXHOrO
BBIMTPHIIIA, KOTOPBIH MOXHO MOJY4IHTh, 00/1a1asi HEKOTOPBIM KOJHMYECTBOM
MHQOpPMAIINH, U ONPE/IENISIET €€ LEHHOCTh ISl TI0JIb30BATENs IPU PELICHUN
KOHKPETHBIX 337ad.

[Ipoueccrl mepenaun WHGOpPMAIMKM MO KaHajlaM CBS3W HMEIOT
pasiuyYHBIe  [ENH,  JOCTIKGHHE  KOTOPBIX ~ MOXHO  OIICHHUTH
COOTBETCTBYIOIIIMUMHU YaCTHBIMH IIOKa3aTCIIAMU, UMCIOIHUMH PA3JINIHYIO
CTENeHb BaXXHOCTH. CBepTKa 3THUX 4YacTHBIX IIOKa3aTesed I103BOJISIET
chopmupoBaTth  O0OOOIIEHHBIA IOKa3aTelb [EHHOCTH HH(GOPMAIIHH,
OCHOBaHHBIH HA HCIIOJIB30BAaHMM WHGOPMAIMK Ul ITOBBIIICHUS
a¢dexTUBHOCTH Tmporiecca ee 3ammthl [22, 23]. YHCIeHHOE 3HAaYCHHE
00001IIeHHOT0 TTOKa3aTe sl HEHHOCTH HH(OPMAIIUH OTIPEIEIIsIeTCsl Ha OCHOBE
JIOTMKO-TTMHTBUCTUYECKOH MOJIETIM OLIEHKH CBOWCTB, XapaKTEPU3YIOLINX
9TOT NOKasaTedb, ¥ METoJa IOINAapHBIX CPaBHEHHWH, HCIIOJIB3YyEeMOro JUIs
olpesieNieHust 3Ha4eHUH K03()(HHUIIMEHTOB BaXKHOCTH 3THX CBOICTB.

[Tokazatenp UeHHOCTH WH(OpPMAaLUK, TPEUIOKEHHBIH B [24],
MpeaACTaBJIACT CO60171 OTHOHICHHUEC BCIIMYMNHBI CMBICJIOBOI'O 3HAUYCHUA O6U.[el"0
o0bemMa HHPOPMAIMU K KOJMYECTBY eAUHUI (00bEMOB), HEOOXOAUMBIX IS
ee mepemaud. /JIpyruMu cloBaMHM, LEHHOCTh ONpeEAENseTcs TITyOWHOMH
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CMBICTIa ¥ OOpaTHO NPOIOPLUOHAIBHA KOJIMYECTBY CHUMBOJIOB JISI €ro0
nepeaavu. HpI/I OTOM, OJHAaKO, H€ YTOYHAITCA IOHATHUA «CMBICIOBOC
3HAUYEHHE» U «EIUHUIIBI MH(OPMAIMN», KOTOPhIE 3aBUCAT OT KOHKPETHOU
MPEIMETHOM 00J1aCTH HCIIOIB3yEeMOU HH(pOPMAIIHH.

CoBpeMeHHEbIE MH)OPMaIMOHHO-U3MEPUTEIIbHBIC CHCTEMBI,
MIPUMEHSEMBIC TIPH YIPABICHUHN CIOXHBIMH TEXHUYCCKAMHU OOBEKTAMH U
TEXHOJIOTUYECKUMH  IIpoIieccaMy, 00pabaThlBalOT OTPOMHBIE ITOTOKH
Ppa3HOPOTHON U3MEPUTENEHON HH(POPMAIINH 1, KaK IIPaBUIIO, HIMEIOT B CBOEM
COCTaBe aBTOMATH3UPOBAHHEIE CHCTeMBl MOHHTOpUHTAa (ACM) cocrostHUs
9THX OO0BEKTOB W mpomeccoB. B konTypax ACM oOpabateiBaeTcs u
aHANU3UpyeTCsd OUAarHOCTHYeCKass HWH(OpMAIus, WCIoiIb3yeMas IS
MIPUHATHUS PELIICHAN 0 TEXHUIECKOM COCTOSIHUH OOBEKTOB U IS YIPaBICHUS
STUMH COCTOSHHSIMHA. OMNEpaTHBHOCTh NPUHATHA PEHICHHH MOXKHO
CYIIECTBEHHO IIOBBICUTH npu 3a[leI>IICTBOBaHI/II/I TOJIBKO TaKoH
JIMarHOCTHYECKO MH(OpManuu, KoTopas OyJeT CUMTaThCs IEHHOH Juist
ONPCACIICHUA TCXHHUYCCKOI0O COCTOSHUA. B cBsa3u ¢ stum IIPUIIOKCHUC
TEOpUH LIEHHOCTH MH(POPMAIMU K 33/1a4aM KOHTPOJIS U JMarHOCTHPOBAHHUS
MPEICTABIISACT 3HAYUTENBHBIA HAYYHBIA U MPAKTHYSCKUI HHTEpEC.

B wuwactHocTH, B [25] mnpeminoxeHa WHpOpMAIMOHHAs —Mepa
JMUArHOCTHYECKOTO TMpH3HAaKa (MOKa3aTeNb MEHHOCTH IHArHOCTHYECKOU
nH(POPMAIINHN), UCTIONB3YEMOTO IS OMPEICIICHHS] COCTOSIHAS 00BEKTa, KaK
KOJIMYECTBO MH(OPMAITNH, BHOCHMOE pPAacCMATPHBAEMBIM IPH3HAKOM IS
OTIPENICIICHNUS 3TOTO COCTOSTHUSI.

B [26,27] mpencraBineHbl ONTHMATIbHBIE ANTOPUTMBI MTOCTPOCHHS
rubkux mnporpamm auarHoctupoBaHus (I'TIJI) oOBEeKTOB Ha OCHOBE
WCTIOJIb30BaHMS Mephl I[IeHHOCTH uHpopManmu A. A. XapkeBuua U
B. . KoporoanHa, COOTBETCTBEHHO. lICmoib30BaHWE MEpHI IICHHOCTH
P. JI. CtpatonoBuya ansa moctpoenus I'TIJ] mpennoxeno B [28], ogHako
TOJIBKO YIS CITy4asi, KOTJa AMarHOCTHYECKUE MTPU3HAKH UMEIOT TUCKPETHYIO
(dbopmy mpeacraBieHusI.

Creyer OTMETHTB, YTO CUCTEMBI IMarHOCTHPOBAHMSI, HCTIOJIB3YIOIINE
JICKPETHBIE TMarHOCTUYECKUE MTPU3HAKU, UMEIOT CPaBHUTEIEHO HEBBICOKYIO
nomexoycroituuBocts. Ecmu co3maBaemas ACM mnpeaHazHaueHa Uit
KOHTPOJISI M THAarHOCTUPOBAHUSA OOPTOBOW ammaparypsl 0Opas3lioB paKeTHO-
KOCMHUYECKOW TEXHWKH, TO paTuOTeJIeMETPHUYCCKHE KaHAIBl Iepefavn
JUAarHOCTUYECKON WH(GOpPMAan B HAWOONBIIEH CTEMEeHH ITOIBEP KEHBI
BO3JEMCTBUIO €CTECTBEHHBIX U MCKYCCTBEHHBIX BO3MYILAIOLINX BO3AEHCTBU.
B sToM ciydae croco6 mpencraBieHuss WHQOpMANUU B BHIAE IUCKPETHBIX
MPU3HAKOB OKa3bIBACTCSI MO (DEKTHBHBIM.

B sTom oTHOmIEHNH O0JNee HaASKHBIMU U 3(PPEKTUBHBIMHA SBISIOTCS
HENpEphIBHBIC TPU3HAKH, TMPEICTABICHHBIE B BHAEC aOCTPaKTHBIX
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BEIIECTBEHHBIX YHCEII, COAEPXKALIMX B ceOe CBEACHHS 00 M3MEPEHHBIX Ha
6opTy mapaMeTpax, MpUUYEM XapakTep 3aBUCUMOCTH Ka)KIOTO W3 YHCEN OT
TOr0O WIM HWHOTO TIapaMeTpa He packpeiBaercsi. B mporecce
JUArHOCTHPOBAHUSA  MpPEOyCMAaTpPUBAETCs  HHTEPBAJIBHOE  OLICHHBAHHE
HETIPEpPhIBHBIX MPHU3HAKOB (a HE TOYEYHOE, KaK IUCKPETHBIX), Omaromaps
YyeMy BO3MYILIAIOIIME BO3ACHCTBUS Ha IeperaBaeMblie ¢ OopTa COOOIIEHHMs
OKa3bIBAIOTCS 3HAYUTEIBHO OCITA0JICHHBIMH.

B cwny yka3aHHBIX OOCTOSITENBCTB  pa3pabdoTKa  aIropuTMa
noctpoenus ['TIJl, ontumanbHOM B cMmbicie neHHOCTH (1o CTpaTOHOBHUY)
aHAIM3UPYEeMOW  JNAarHOCTHYeCKOW WHGOpPMAIMM ¥ yCTOWYMBOH K
BO3/ICHCTBUIO ITOMEX Oarosapsi HCIOJIb30BaHUIO HETIPEPHIBHBIX IPU3HAKOB,
SIBISIETCS  aKTyallbHOM 3ajjauel, MMEIOIIEW Ba)KHOE HAy4YHO-TIPUKIAJHOE
3HaveHne. Pazymeercs, mepexoa K HEMPEepHIBHBIM NPU3HAKAM CYIIECTBEHHO
OCJIOXKHSIET MPOIIECC NOCTPOCHHUS AITOPUTMA, UTO SBIIAETCS IJIAaTON 32 BHOBb
MIPUOOPETEHHBIE €T0 MOJIE3HbIE KAUECTBa.

2. IMocranoBka 3amauu. 1t (opmaibHOW TIOCTAHOBKH 3adaud
BOCIIONIB3YyEMCSl ~ M3BECTHBIMH ~ MOJENSIMH ~ OOBEKTa W Ipolecca
JUarHOCTHUPOBAHUS, MPEICTAaBICHHBIMU B padote [26]. Ilpu sTom Oymem

CUMTATh  3aJ@HHBIMH:  MHOXECTBO S = {S,. |i= l,m} BO3MO’KHBIX

texanueckux cocrostanit (TC) obOwekrta; MHOXkecTBO [1= {n = l,n}
JIMarHOCTUYECKHUX TPU3HAKOB, 00ECIICUNBAIONIMX TOMAPHYIO PA3InuUMOCTh
srux TC; MHOXecTtBO L= {ﬁi/ li=Lm;j= l,n} WHTEpBAJIOB  Ha

BELIECTBEHHOM YMCIOBOW OCH, XapaKTEPU3YIOLIUX IOIYCTHMbIE 3HAUCHHUS
Kaxporo npusHaka B kaxzaom TC. V3mepeHHble 3HaueHus

COOTBCTCTBYIOIIMX ~ NPU3HAKOB T ( j=1 n) ,  KOTOpblE  SIBJISIOTCS

BCIIICCTBCHHBIMHU qyucCJiaMu, UMCHOIIIUMHU paBHOMepHBIﬁ 3aKOH
pacmpeneNieHusi, MPEACTaBIAIOT CO00M  MOCTYMaroyrd ¢ 0O0beKTa
U3MEPHUTENIbHYIO HH(POPMAIHIO.

[lpouecc M3MepeHns TEKyWIEro 3HAaYeHus Y, TpU3HAKa T; W

BBISABJICHUS MONTAJaHU 3TOT'0 3HAUCHUS B UHTCPBAJL /y el (I/IJ'II/I B HCCKOJIBKO

UHTEPBAJIOB B Cllydyae UX IIEPECEYCHMs) HA3bIBACTCS IIPOBEPKON U
0003Ha4aeTcs CUMBOJIOM T Iz

OcHOBHBIE 3JICMCHTBI mponecca JAUarHoCTUpOBaHUA —

nHpopmannonHsie coctostHus (MC) Ry € S ¥ BBINIONHAEMBIE B HUX TIPOBEPKU
T;, oOpasyloume MHOXKecTBa ()= {Rk ‘k =1, M} u I1 :{fcj | j zl,n}

cootBeTcTBeHHO. MIC mnponecca AMarHoCTUpOBaHUA SABJISICTCA BHpTyaJ'ILHOﬁ
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CTPYKTYpOil — IIOJMHOXECTBOM MHOXECTBA S, B KaXIOM W3 3JIEMEHTOB
KOTOPOTO C HEKOTOPOH BEPOSTHOCTBIO MOXKET HAXOHUTHCS OOBEKT B MOMEHT
aHaiu3a ero cocrosHus. bynem pasmudats koneunsie MC R = {S;},
i=lm
R, cS(k=m+1, M), nns xotopeix 2<card{R, }<m.

, ABJIIOINIUCCS PACIIO3HAHHBIMUA TC 06’BCKT3, oT Bcex octanbHbix MC

Bribupas mnsa nposepku B KaxzaoMm u3 C R, TOJNBKO Te MPU3HAKH

T ;, TI0 KOTOPBIM XOTs1 Ob1 01HO TC oTiM4aeTcst OT APYyTruX, MOKHO CIIENIaTh

j°
mponecc auarHoctuposanHust Oonee s¢dextuBHBIM. Chopmupyem s
kaxgoro UC R, noamHokecTBO 11; IpH3HAKOB, IOIYCTUMBIX JUL IPOBEPKH

B 3ToM UC, ompesenseMoe cCoriacHO yCIOBHUIO:
n; el com (38,8, eR,):(£,N0,; =2). )

I[J'IH paccMaTpuBacMbIX IIPHU3HAKOB T; € II; Ha BCH.[GCTBGHHOﬁ
YHCIIOBOM OCH MOKHO BBIACINTE HEKOTOPOC KOJMYCCTBO MOABIHTCPBAJIOB

Ay,  ONpeNenAIMX ~ AWana3oHbl, B  KOTOPOM  MHTepBaibl [y,

xapakrepusytomue TC S, nepecekarorcs:
Ay = ﬂg i
{i}

CoOniTHE (V; € Aj), 3aKiTIOUaromeecs B IONaJaHUM H3MEPEHHOTO
3HAYCHHs. ), TNPH3HAKA T, B OJMH U3 IOJBIHTEPBAIOB A, Ha3bIBaCTCA

HCXOZIOM NpOBepKH 7 ., BbimonHeHHoit B UC R,. O6o3HaumM uepe3 AZi

J?
NOJBIHTEpPBAL Ay, HMCIOWMI NOPAAKOBBLI HOMEp Vv M3 X oluero

BO3MOJKHOTO ~ YHCIA @) Torma  coObiTHE ( V€ AZ,- ), V= l,cokj,

npeCTaBIsIonee Co00M V- HCXO IPOBEPKH T ;> BeinonHeHHo B IC R,

v

0003HaYMM Yepe3 ;.

Ipu 5TOM npoBepKa 7; (OPMaNLHO ONMMCHIBAETCS OTOOPAKEHNEM:

TRy >Ry, ecmny; €A (v:l,w,g.), (5)
rac

R =4S, eR|i: Qﬁith@ .
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Hosoe UC Rkvj , kotopoe nomydaercsa u3 MC R, npu v-M mucxone

MPOBEPKU 7, , UMEET B CBOEM COCTaBe MeHbillee koudecTso TC, To ecth
vV

card {R,g. } <card{R,}.
BepostHOocTh  peanu3anuu  COOBITHS ( y; € AZJ) Ha30BEM

BEPOSITHOCTBIO V-TO MCXOAa mposepku mpusHaka =n; B UC R, CS,

Ay )
0003Ha4nM yepe3 B, (n j) n OyJeM BBIYUCIATH IO popMyJIe:

A
(i) = P(R; ) =Py, <) = 5 ©
G
rae Zj:{l‘;S[DR]‘;/}gij u |ka|: {i:Sng}/ii/ — JUIMHBI TIEPECEUYEHHS U

00BEIMHEHNS COOTBETCTBYIOIIUX HHTEPBAJIOB.
IIpn yKa3aHHBIX YCIOBHSAX CHHTE3UPYEM OPHUCHTHUPOBAHHBIN
rpa¢ G, BepUIMHBI KOTOPOro npeacTasisioT coboit UIC R, —§ npouecca

A

v
AMAarHOCTUPOBAHMSL, @ IyTH — HCXOAbL 7t; mposepok B otux UC. I'pad G,
cocrosimuil u3 BetBel G, €U (r — mNOpAAKOBBII HOMEp BETBH,

U — MHOXECTBO BCeX BeTBEH), HMEeT OJHy HayalbHyl0 U m
KOHEUHBIX BEpIIMH, COOTBETCTBYIOIMX omno3HaHHeIM TC o0bexTa

S; (i =1, m) . BerBu G, rpada o0pa3yroT MOIHYIO TPYIILy HECOBMECTHBIX
COOBITHH, TO €CTb Z P(G,)=1.
G,.eU
CocTaB IpOBEPOK, BXOAAIIMX B KaxIyro u3 BerBe G, rpada, a

TaKKe MOCJIEAOBATEIILHOCTD UX BBITIOJIHEHUS], 00pa3yI0T THOKYIO IPOrpaMmy
JVarHOCTHPOBAaHMSA, B XOJAE peaIM3alud KOTOpoil obecrmeymBaeTcs

pacnozHaBaHue Kaxknoro u3 3amaHHeix TC S, €S (izl,m) o0BeKTa C
MaKCUMAJIbHOW B CPEIHEM IEHHOCTBIO J/ TMAarHOCTUYECKOH WMH(OpMAIUH,

MIOJTy4aeMOii [P BBITTOJIHEHUH IPOBEPOK.
IMoctpoennsiii rpad G DOIKEH YAOBIETBOPATH yCIOBHIO:

G = arg max {V(Gx)} ,

x=1,2,...
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rne V(Gy) — YCpPeAHEHHBI MO BCEM BETBSIM TOKa3aTelb IEHHOCTU
JIUArHOCTHYECKOW WH(OPMALUH, IONYyY4aeMON C TOMOIIBI0 HEKOTOPOTO
BapuaHTa uckomoit I'TI/1; x — HOMep BapuaHTa.

B mpomecce cunresa [TIJ[ dopmupyrorcs  ymnopsaodYeHHBIC
noamHoxkectsa I, < I mpu3HakoB, mocnenoBaTeNbHAsS IPOBEPKa KOTOPBIX

obecmeunBaet pacrnozHaBanue i-ro TC o0bekTa (¥ — HOMEp BETBH, BeAyIIeH
B i-e TC). IlockoiabKy OTH TOAMHOXECTBA SBISIIOTCS CTPYKTYPHO
B3aMMOCBSI3aHHBIMU B paMKax COCTaBJIIEMON MPOTrpaMMBbl, TO OHU HE MOTYT
OBbITH CHOPMHUPOBAHEI 10 OTAENBHOCTH. KpoMe Toro, IpH HCIOIb30BaHHH
JUAarHOCTHUECKUX  TPU3HAKOB, HMEIONIMX  HEMpephIBHYIO  (opmy
npecTaBieHus, B oHO U To ke TC S; MOryT IpHUBOIUTH HECKOJIBKO BETBEH
G,, mostromy mna kKaxaoro TC MOXeT CyIIeCTBOBaTh HECKOJIBKO
noaMHoxecTna [1,.

3. BoluncjieHHe LEHHOCTH JMATHOCTHYecKoW HHpopManuu Ha
ocHoBe Mepbl P. JI. CtpaTonoBuua. Jlro6oe IC R, € Q (kpoMe KOHEUHBIX

R = {Sl.} , i=1,m) obnagaer HeKOTOPOIl SHTpONHEH (HEONPEIEIICHHOCTHIO)

1 MOXCET pacCMaTpUBaATLCA KaK OT,I[GHBHBIﬁ HUCTOYHHK I/IH(I)OpMaL[I/II/I. Torz[a
BBITIOJIHACMYIO B 3TOM ncC IPOBEPKY ﬂj MOXXHO pacCMaTpuBaTh KakK

CPE/ICTBO TOJYYEHHsS JWArHOCTUYECKOW WH(pOpMAIMK, CHIKAIOIICH
HCXOJHYIO HEOIPEAEIEHHOCTh U CIIOCOOCTBYIOIIEH JOCTMKEHHIO LEITH.
IpoBepka 7 ;» BbmonHenHas B WC Ry, uMeeT NpOM3BOIbHOE

KOHEYHOE YHCIIO (04 CIy4aliHBIX HCXOA0B ft; (v =1, wkj) . B coorBercTBUM C©
AV
otoOpaxxeHHeM (5) B pe3yJIbTaTe Ka/0ro ucxona ; noiy4aercs Hosoe C

Ry (v = E) , IUISL KOTOPOTO card{R,fj} <card{R, }.

OGosHaunm depes R u R}, (u,v =1, wk,.) KOHKYPHPYIOIINE THITOTE3HI

O BO3MOXHBIX HCXOJaX TNPOBEPKH 7; 10 M TOCIE €€ BBIIOIHEHHUS.
COOTBETCTBEHHO, BEPOSITHOCTH Pk(ch) u Pk(fc;) HCXOJIOB, B PE3YJILTATE
KOTOpBIX ~monmyvaioTcst rumotetudeckne MC R u R, Oynem
paccMaTpHBaTh KaK ~ ampUOPHBIE W  allOCTEPHOPHBIC  BEPOSTHOCTH
JOCTH)KCHUSI LISITH.

P. JI. CTpaToHOBHY NP0 KOJTUYECTBEHHYIO OLICHKY LIEHHOCTH
nH(OpPMAMK B BHAE Pa3sHOCTH ANPHOPHBIX U alOCTEPHOPHBIX CPEIHHX
noreps (mrpadoB), MO0 pPasHOCTH aNOCTEPHOPHBIX M aAlPHOPHBIX
BBIMTPBIIIEH, TOTy4YaeMbIX B IIpoliecce JOCTHXKEHHUS 1enH [4].
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[TycTh HCXOMOM MPOBEPKH T ;» BeinosnHeHHo# B IC Ry, sisisiercst UC

Rkvj = R,';. , TO ecTh rumnotesa R;; moxreepxknaercs. Toria noxydaeMeie pu

9TOM NOTEpU OLEHUM BenuuuHoW o>0. Ecmu ke mnomydenHoe HC
v u T ] — —

Ry; # Ry, To Gynem OLEHMBATH IOTEPH BETMYNHOH [3; > a(z =10, l).

Ecmm wmcmone3oBath CTPATETUI0 MaKCUMH3allun «BbIPII'pLIHIeIZ)), TO
BEIMYUHON o >0. 6y)1eT OLICHMBATBHCS BBIMIPLIILI, HOJ'Iy‘IaeMLIFI B ClIy4ac, Koraa

v

K= k/ ,a BEIIMIMHON B, <o— BBIAT'PBIIII, HOJ'Iy‘IaeMLII/I B MHOM CJry4ac.

AnpuopHBIE CpEeIHME MOTEPH, TMOIYYaeMble [0 BBIOIHEHHS
IPOBEPKU 7T ; B YIC Rk, MOXKHO OLICHUTb KaK:

L(RG)= R (% )81+ B ()8 + ot B (7 By B () Jorr
+B (747 B + B (7472 )Bua +...+P,{(&j‘-’kf)ﬁw,g =
=p(#)ar X B(R))..

RZ/V.ER/(\{RIL;.}

ArmocTepropHBIe CpelHie MOTepH, MTOyyaeMble MOCIe BBIITOTHEHUS
HPOBEPKU T  » MOXKHO OLICHHUTH CIIEJYIOLIUM 00pa3oM:

L(Ry 1 Ry )= B (7 )By + B (75 )8y + .ot B (7
+Pk(fr;“)ﬁv+l+P(A“”)Bm B (%
JB..

+
=B(f))ar 3 A(%
ngeRk\{Rkj}

B+ B (] o

) 03/(1

AHaNOTU4HO, aNpHOPHBI M aNOCTEPUOPHBIN CpEeIHHE BBIUTPHILIN
OLICHUBAIOTCS BEIIMYUHAMM:

o)) X n(E)p

R};ERk\{R};.}
G(Ry /Ry ) =P (7))a+ > B(%))B,.

R,:teRk\{R];>
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Ecnu B kauecTBe OCHOBHOW BBIOpaHa THIIOTE3a R,;., a MCXO0JIOM
MPOBEPKH  SIBJISIETCS ﬁi‘;-, TO TMNpU HCHOJb30BAHUM  CTpaTEruu

MUHHUMU3ALKU I0T€Ph LEHHOCTh V) (fcj" ) moyrygyaeMorr  mHQopMaIu

ompenensieTcs mo Gopmysie:

V(i) = L(RY)-L(Ry /RY) = B (72) - B (7)) ]+

t X R(Ep X R(Epavacle. D

R}geRk \{R]':j } ngeRk \{R,tj }

IIpy wucnonp30BaHUM CTpaTeTMM MAaKCHUMM3ALUK  BBIUTPHIIIECH
LICHHOCTh IOJy4aeMoi nHdopmManuu onpenesnsercs o popmyie

() =GRy /RY) - G(Ry )= o B (R))- R (%))] +

+ F}((fcy)ﬁw— > ﬂ(&y) w;v,uzl,_(okj. (8)

w v w u
RkjeRk\{R]g.} RkjeRk\{R]g.}

Iociie BBITIONHEHHST TPOBEPKU 7T j OCHOBHas TMIOTE3a R,fj MOXET
MONTBEpAUTECA (V=1u) WIM HE TMOATBEPAUTHCH (V# U) C BEPOSATHOCTHIO

P, (ftj) , onpeiensieMoit mo gopmyie (6).

B 3aBHCHMOCTH OT TOW TMIIOTE3BI R,i;. , KOTOpas IpHUHATA B KaYeCTBE
OCHOBHOIi, @ TAKKE OT HCXO/IA T, BBITOTHAEMO¥ IPOBEPKH, Gy IET MEHATHCS
¥ BeNMYMHA T0KasaTenst V), (fc;’” ) , orieHnBaemoro dopmynamu (7) u (8).

JIBoiiHoe cyMMupoBaHHe (T10 YHCTy (4 BBIIBUHYTBIX THUTIOTE3 R, 1

IO YHCITY BO3MOXKHBIX HCXO/IOB ftj POBEPKH 7 ; ) B3BEWIEHHBIX C IOMOLIBIO
BeposTHOCTEH B, (&;) 3HaueHni nokasarens V (ft;’") O3BOJISIET OLEHUTh

CPEeHIOI0 I[IEHHOCTh Vk(nj) nH(opManuy, NolrydyaeMod B pe3yibTare

BBITIOJIHEHHS IPOBEPKH 7T ; BUC Ry,

Okj ki
A _ AV AV
AR YALAACAY! ©)
v=l u=1
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IIpu wucnonb3oBanuum mokasatens (7) dopmyay (9) MoxHO
3a1ucaThb B BU/JC:

ki ki

V(i) =2 () Lol 2 (%) -7 () ]+

u=1

(10)
X R(A)B.- X B(R)B.
RgeRk\{R,'gj} R',geRk\{Rl‘;/.}
a TIpU UCIIOJIB30BAHMH TTOKa3aTens (§) — B BHIE:
(ij (ij
(k)= 28 (%) e[ 2 () -4 (%) ]+
v=1 u=1
(11)
+ Y BR(R)B.- X R(%))B.
R]:;eRk\{R]‘;.} ng.'eRk\{R;;;

HecnoxHble MaTeMaTn4ecKue peoOpa3oBaHus O3BOJISIOT IPUBECTH
dopmyner  (10) m (11) k crmemyrommeMy Bumy (B 3aBUCHMOCTH OT
HCIIOJIB3YyEeMOH CTPATETHH):

ki

V(7)) =28, ~) B (7)) 0y (7)) 1] (12)

v=1
TIpHU UCIIOJIb30BAHUH CTPATETHUA MUHHUMHU3AUU KIIOTEPH,

ki

Vk<f°/‘):Z(“—Bv)l)lc(ﬁ;)[mlqpk(ﬁ;)_l} (13)

v=1

TIPU UCIIOJIb30BAaHHUH CTPATETHH MAKCUMH3AIMH BBIUTPBIIICH.
YroObl BBIUUCIAHUTH OLICHKY V(G) 1leHHOCTH MH(pOpMAIMU Ui YXKe

moctpoeHroit ITIJl, HeoOXomMMO yCpPEemHUTH BEITMYHUHBI Vk<frj) o

MHOXeCTBY ;< Q Bcex HekoHeuHbIX MC Ry < S, BXOASIUX B COCTaB
OpUCHTUPOBaHHOTO rpada G:

V(G):M{Vk(ﬁj)}: Z P(Rk)Vk(ﬁj)’ (14)
R eQy
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rae P(Rx) — BeposatHocTh cooTBeTcTBytomero MC; M — cumBon
MaTEeMaTHYECKOTO OKUIaHUsL.

YroObl BbUMCINTH BeposiTHOCTH P(Rj), o0o3HaunM BeTBb G
rpada G, mo KoTopod mpouecc pacrno3HaBanus TC mocienoBaTreabHO
MEepeXOqUT M3 HA4dalnbHOro COCTOSHMS R =S B mpomexyrtounoe MC

k
R, § uepes Gf . Torma BeposATHOCTH P(Gr ) peanu3anuy 3TOW BETBU
MOJKHO BBIYHCIIHTE MO hopmyie:

P(Gf )= Hkpk(ﬁ;)”:@’ (15)

njel'[,,

rie l‘[f — YHOPAIOYEHHOE TOAMHOKECTBO NPU3HAKOB, MPOBEPSAEMBIX MPU

k
peanuzanuu BeTBu G, .

COOTBETCTBEHHO, BEpOATHOCTh P(R;) ompeaensercs Kak CcymMa
BepOATHOCTeH BeTBe, mpuosaiux B UC Ry, ToO ecTh

P(Rk):gP(Gf ) (16)

IIpu  wucmomezoBanmm  mokazatens  (12)  dopmyma  (14)
mpeobpa3yercs K BUIY:

/@)= 3 A0 R onE)- o

a TPH UCIIOJB30BaHUU MoKa3aTens (13) — k Bumy:

Ok

V(G)= X P(R)Y(a-B,)R (7)) ok ())-1] (18)

Rj Qe v=l

HomyctiM, 4TO KOTrJa OCHOBHAs THIOTE3a IOATBEPXKAACTCS, TO
motepu OTCYTCTBYIOT (00=0), a Korga OTKJIOHSETCI — MOTEpU paBHBI
equnute (B, =1). Taxke HOMyCTHM, YTO BBIMTPHIN IPH MOATBEPKICHUN
OCHOBHOM THITOTE3bl PaBeH EAMHUIIE, TO €CTh 0. = 1, a IpH ee OTKIIOHEHUU
STOT BBIUTPHIII PaBEH HYJIIO, TO €cTh P, = 0.

Torna ¢popmyist (12) u (13) npeobpasyroTes K BUIY:
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ki

Vk(ﬁj)zzz}za,((ﬁj)[m,gpk(ﬁ;)—l} (19)

a popmyst (17) u (18) — x BuAy:

Ok

vG)=Y P(Rk)éa(ﬁj)[mk,g(ﬁ;)—l]. (20)

Ry eQy

I[J'IH TOr0 YTOOBI YCTAHOBUTH HEMOCPCACTBECHHYIO 3aBUCHUMOCTbH
IIOKa3aTcIAa (20) oT BBI6I/Ipa€MBIX MMPU3HAKOB, 3alIMIICM 2TO BBIPAKCHUC B
HACKOJIbKO U3MCHCHHOM BHJIEC, TO €CTh

ok
V(i) = 3 P(R)YB(7 ) 0uh (7)) -1) 1)
RkeQz v=l
rae Q, € Q, — noxMHOKeCTBO HekoHeuHbix UC, comepkammuxcs B Ry-

MOANpOTpaMMe, HauMHAKOIIEHca ¢ nMpoBepku npusHaka m; € 1. ITox Ri-
MOPOTpaMMOii TOHUMAETCs OTAEIbHAst YacTh rpada G, HAUMHAIOIIANCS
B UC Ry, BMecTe C BBIXOAALIMMH M3 HETO IyraMH, KOTOpbIE TPUBOIAT K
xoneuHsiM VIC R; = {S;}.

Hcnone3yst METOl AMHAMUYECKOTO ITPOrPaMMHPOBAHNS, C TIOMOILBIO
BeIpaXeHUs (21) MOXKHO IOCHEIOBATEIbHO  BBIYUCIATH  3HAYCHHS

MoKa3aTejaen Vk<ft j), HaunHasi ¢ MC Ry, mis koropeix card{Ri} =2, u

3akaHuMBas Ry =S, amsa koroporo card{R;} =m, U OCyIIECTBIATH BEIOOP
HanboJee EHHBIX TPU3HAKOB.

Onnako mpu mociepoBarensHOM Tnepexone or MC ¢ meHbei
morHocTei0 K MC ¢ OonbIledl MOIHOCTHRIO BCE BBIYUCIECHHS II0
¢dopmynie (21) npuaercs BBIIOIHATH 3aHOBO, IMO3TOMY HEOOXOJMMO
npeoOpa3oBaTh €€ B peKypPEHTHOE COOTHOLICHUE.

0O603HaunM mpoBepseMsiii B IC R, mpu3HaK depes T, a OTHOCSIINECS
K HEMY YJICHBI BBIACIMM B BUAC OTACIIBHOI'O CjiaracMoro. B peE3yabTaTe
u3 (21) momy4uM BeIpaXKeHHE:

Ofs

v (7,)= zl P, (ftg)[w,ﬂ,Pk (77)- 1} +

(22)
Oks ©ksj
AV v ~u v ([ Au
+ZF;( (ns )z B (nj )[coksijs (ch)—l},
v=I u=l
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[O€ Mk — YHCIO KCXOHOB IMPOBEPKH 1T IE BemonHeHHOH B UC R,

COrjIaCHO OTO6pa)KCHI/IIOI

u -
. v v _ .
T kv—)(R,m)j,u—l,ookvj,

A u (V)
P (TC';) — BEpPOATHOCTh U-TO HCXOAa (R,;)' 9TOH TPOBEPKH, KOTOpas
J

BEIYUCIIACTCS 110 PopMyIie, aHAIOTHIHOH (6), TO eCTh

(ay) ]

(e)=#{(m) /s e

ks j|
BseneMm 0003HaueHnE

Oksj
v [ A _ v [ ~u v [ ~Au
(&)= B (71:].)|:0),W. v (ch)—lJ (23)

u=l1
U cpaBHUM ero ¢ ¢dopmymnoit (19). OueBumro, uto V), (fcj) MIPEACTaBISET
€000l 3HAaYeHHEe LEHHOCTH MH(OPMAIMH, MONYyYaeMOH TPH BBIIOTHEHHH
nposepku mnpusHaka 7; €I, B UC R . II; — onpenensemoe mo
YCIOBHIO (4) MTOAMHOKECTBO MIPU3HAKOB, JOIMYCTHMBIX [UIA poBepku B UC
R;.. JpyruMu crnoBamu, BenuduHa V), (ft j) OIpe/ieNsieT [EHHOCTh

MH(POPMAINH, OTY9aeMOM IIPH BHINOIHEHUH AATBHEHIIINX IPOBEPOK.
PekyppeHTHast popmyia, ¢ TOMOIILIO0 KOTOPOH BEIUUCIIACTCS CPEIHSASA

LEHHOCTh TUarHOCTUYECKON MH(pOpPMaIHH, 0Jy4yaeMol P BBITIOJIHEHUH

nposepku 7T, B IC Ry, oOpa3syercs myTeM MOACTaHOBKU B (opmyny (22)

BbIpakeHus (23), To ecTh

V()= 2R (&) o (7)) 142 () |- (24)
v=1
Ecmu kaxoi-mmb0 W3 MCXOIOB BBIIONHSEMOW IPOBEPKH SBISETCA

KOHEYHBIM, TO ecTh R =R, ={S,-}, u TC oObekra cuuTaercs

PpacIO3HaHHBIM, TO COOTBETCTBYIOLICE eMy 3HadeHue V), (fr /.) =0.
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CreqtyeT Takke OTMETHTB, YTO IIPU BHIYMCICHAN NoKasatens V) ()

st UC Ry, y KOTOPBIX card{Rk}:2, BMeCcTO (popmyiel (24) MOXHO

BOCIIOJIB30BATHCA 60.]166 HpOCTLIM Bpra)KCHI/IeMI
2
V()= B(7)-R(7)] (25)

Bbraucnne 3Hauenne nokasatens V(%) W1 BCex AOMyCTHMBIX

NpU3HAaKoB T, € II;, BbIOepeM B KadecTBE ONTHMAIBHOTO TPU3HAK T,
YAOBJIETBOPSIONINNA YCIOBUIO

m; =arg max {Vk(fcs)}. (26)

mgelly

Boeuucnue mo ¢opmyne (24) 3HadeHWS TOKasarened IEHHOCTH
nHpopmarmu mnst Bcex WC Ry=Cy wm BBIOpaB AN KaXIOrO0 W3 HUX
ONTUMAaITFHBIC TIPU3HAKY TI0 yCI0BHUIO (26), coctaBuM ontuMansHyto [TI]] B
BHJIE OPUEHTHPOBAHHOTO rpada.

Jlnst mpoBEpKH MPaBUIBHOCTH BBIMOJIHEHHBIX PACYETOB, HCIIOIb3YS
¢bopmyiy (20), paccuutaem CpeHIO IEHHOCTh HH(OPMAIMH, TTOJTydaeMOi
NPy peanu3aly CUHTE3UPOBAHHOM IHMArHOCTUYECKOW npoueaypsl. Eciau

BBIYHMCIICHHOE 10 3TOM (opmyne 3Hauenne V(G)=V, (ft j), k: Ry =S, To

I'TI]] cocTaBnena npaBUIbHO.

4. AropuT™M NOCTPOEHUS] ONTHUMAJIBLHOI THOKOH NMporpaMmsl
JAMArHOCTUPOBaHUA. AIroputM noctpoeHus ontumanbHor [TIJI Ha
OCHOBE METOJla JHHAMHYECKOTO MPOrPaMMHPOBAHHUS COCTOMT U3 TpPEX
3TamoB, KaXAblii M3 KOTOPHIX BKJIOYAeT  BBIIOJIHEHHE  psja
MIOCJIEI0BATEIIBHBIX IIATOB.

Oman 1. Omnpenenenue MHOYECTBa Q= {Rk |Rk cS }

MH()OPMAIIMOHHBIX COCTOSIHUH ITpoliecca AUarHOCTHPOBAaHUSI.

Illaz 1.1. Bxmodenue B MHOXxecTBO 2 HadaimpHoro MC Ry =S, B
KOTOPOM TSI IPOBEPKH AOIYCTUMBI BCE IPU3HAKH, TO ecTh [1; = I1.

Ilaz 1.2. BeimonHeHue NpoBepok Bcex mpusHakoB 7 € II; B YIC
Ri=S COTIaCHO 0TOOPAKEHHIO 6) U MTOTyYeHHE ux

v p—
HUCXOJI0B Rkj (v— 1, oakj).
Ulaz 1.3. Bwibop UC Ry, nns xotopeix 2 <card{ Ry } <m,
MPUCBOEHHME KaKIOMYy M3 HHX HOBOTO TMOPSIAKOBOrO HOMepa k, TO €CTh
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R; >R, S, onpenenenne jns stux HMC Ry B COOTBETCTBHH C

ycmoueM (4) MHOkecTBa [I; MOMyCTHMBIX At TPOBEPKH IPH3HAKOB
u BKiIoueHne B MHOxkecTBO . IloBropsromuecs WC RS B
MHOJKECTBO {2 HE BKIIFOUAIOTCS.

1llaz 1.4. Bemonnenne maroB 1.2 u 1.3 g xkaxaoro u3z UC Ry S,
BKITFOYCHHBIX B MHOKecTBO € Ha miare 1.3, 3a uckimroaenuem M C, y KOTOpbIx

card{R;} =2, no Tex mop, moka Bce mnomydeHHsle MC R,;- HEe OymyT

YIIOBIETBOPATH ycioBuio card{ Ry } <2.

Llae 1.5. YnopsimodeHne BKIFOUYEHHBIX B MHOKecTBO () IC Ry o nx
MOIITHOCTH, TO €CTh IO BO3PACTAHUIO YHCIIA COJEPKAIIUXCS B DJICMEHTOB.

Oman 2. BeiOop onTHMaNbHEIX MpU3HaKoB i kKaxaoro UC R, < S.

Hlae 2.1. UzBneuenne u3 mHOkectBa (Q UC Ry, I KOTOPBIX

card{R;} = 2, Beraucnenue no ¢popmyne (25) noxasareneit V, (fcs ) LEHHOCTH
nH(OpMaMHU IS KXKIOTO U3 NMPU3HAKOB Ty € I1; M BHIOOP ONTHMAaIbHBIX
MIPU3HAKOB B COOTBETCTBHUH C YCIOBUEM (26).

Ilae 2.2. TlocneaoBarenbHOe u3BjIcueHre u3 MHOKecTBa Q) IC Ry, mis
kotopbix 2 <card{R;} <m, Berucienue no ¢opmyne (24) nokazaresneit

V. (fcs) LHEHHOCTH MH(GOPMAIIUH JUTsl KKIOTO U3 MPU3HAKOB Tx € [1; 1 BEIOOD
OINITHMAJIbHBIX B COOTBETCTBHM C ycioBueM (26). B kauecTBe peKyppeHTHBIX

n06aBok V), (ft ,-) B (hopmyie (24) cremyeT HCHONb30BaTh COOTBETCTBYIOIIIE

3HAYCHUS Vk(fc j), NONTyYeHHble Ha TpenplayliuxX Imarax. Bsioop

ontuMansHoro npusHaka it IC R = S 3aBepIaeT BBIIONHEHKE dTamna 2.
Oman 3. Iloctpoenne ontumansroi I'TI/] mo pe3ynpTaram pacdeTos.
Illaz 3.1. TlpuMeHEHNE ONITUMAITBHOM MTPOBEPKU 7T ; » BBIOPaHHOH Ha

mocuenHeM mare oJdrama 2, kK HWC Ry=S wu momydeHue ee

UCXOMIOB R,:/- (v =1, (ij) )
Llaez 3.2. TlpuMeHeHre ONTUMANBHBIX TPOBEPOK 7T ;» BBIOpaHHBIX Ha

stame 2, K Kaxgomy u3z UC R,:j, MOTyYeHHBIX Ha MPEOBIAyIIeM Imare,

MOJy4YEeHHE UCXO0JI0B ITUX NPOBEPOK.
Iz 3.3. BeinonaHeHue onepanyii, NpelyCMOTPEHHBIX aroM 3.2, 10

MTOJTyYCHHS BCEX KOHEUHBIX COCTOSTHUH R; = {S;} (i =1, m) .
B pesynprare BEIIONHEHUS dTama 3 ompenenuM Bce BetBH G, € U

rpada G, npexncrasisrone coboit Hadoper 1. < Il mpusnakoB m; € I,
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YIOPSIOUSHHBIX 110 OYEePENTHOCTH WX TPOBEPKU, HEOOXOIMMBIX IS
pacmo3HaBaHus Kaxaoro u3 3agaHHbix TC S; € S o0bexTa.

5. Mpumep peamusauuu ajaropurma. CHHTE3UpPYEM, HCIOIb3YsI
METOJ] TMHAMUYECKOIO MPOrpaMMHUPOBAHHUSA, ONTHMANBHYIO 10 KPUTEPHUIO
MaKCHUMyMa HEHHOCTH auarHoctnieckod mHdopmanuu I['TIJ] odwexra. B
Ka4yeCTBE MCXOHBIX JaHHBIX Oy/IeM MCIOJIb30BATh NPEICTABICHHbIE B BUJIE

Tabmunel 1 MHOXecTBO S Z{Si li=1, 5} TC o00bekTa, MHOKECTBO

I1= {TC ; | j= 1,_5} TUArHOCTUYECKUX  TPH3HAKOB, O00ECTICUYMBAIOIINX
MOMapHyl0  pasnuuuMocTs 3TuXx TC, a  Takke  MHOMXECTBO
L= {!f gli= 1,_5; Jj= 1,_5} HUHTEPBAJIOB, XapaKTEePU3YIOIIHUX BO3MOXKHBIN
JMara3oH 3HaYeHUH MpU3HaKoB B kKaxaoMm TC.

Tabmumna 1. Tabnuia cocTosiHUN 00BEKTa JUATHOCTHPOBAHHS

TC Jlnarnocruyeckue nNpu3HaKku T

Si T ) 3 T4 s

S1 (0,0; 0,4) (0,2; 0,5) (0,1; 0,3) (0,0; 0,5) (0,5; 1,0)
) (0,2; 0,6) (0,7; 1,0) (0,3; 0,8) (0,2; 0,6) (0,0; 0,3)
S3 (0,5; 0,8) (0,0; 0,4) (0,6; 1,0) (0,4; 0,6) (0,6; 0,8)
Ss (0,6; 1,0) (0,2; 0,7) (0,4; 0,8) (0,7;1,0) (0,3;0,5)
Ss (0,3; 0,5) (0,6; 0,8) (0,0; 0,3) (0,5; 0,7) (0,3; 0,7)

Pewenue. Otan 1. ChopmupyeM 11 3a1aHHBIX UCXOTHBIX JaHHBIX
MHOkecTBO () Bcex Bo3MOXkHBIX MIC Ry < S mpormecca AMarHOCTHPOBAHUS
U MHOXecTBa II; JOMYyCTUMBIX AJisi MPOBEPKH MPHU3HAKOB B KaXIOM W3
3THUX COCTOSHHUH.

IMoryueHHOE MHOKECTBO (2 YIIOPSAIOYHM TI0 YHACITY COACPIKAIIUXCS B

NC Ry (k = @) 3JIEMEHTOB S; (i = 1,_5) U cBesieM B Tabiuiy 2. B mepssrit

cronber; 3aHeceM MC Ry (xpome koneunsix MC R;= {S;}). Bo Bropoii
cToxber] TaOnuIE! 2 3aHEeCeM AOMYCTHMEIE s TpoBepkd B Kaxkaom MC
npusHaky 7; € Ik, onpenernsiemble U3 yciuoBus (4).

Oram 2. Paccuntaem 3HAYEHUS oKasareyen LIEHHOCTH
uHpopmarmu s Kaxaoro u3 nonydeHHeix MC Ry S u BbIOEpemM
HanboJlee IeHHbIEe TPU3HAKH.

PaccmoTtpum cHayazia nc Rs—Rys, ns KOTOpPBIX

card{Ri} =2 (k:a). [Mockonbky mrobasi mpoBepka (W3 yucha

JONYCTHMBIX), BBINOJHEHHAas B OTHX COCTOSHHAX, NpPUBEICT K
pacmnozHaBaHuio KoHkpeTrHoro TC, To pacdersl OynemM NpPOBOIHUTH
o gopmyie (25).
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Ta6ﬂ1/1ua 2. I/IH(l)OpMaL[I/IOHHBIe COCTOSIHUS U BLI6I/IpaeMI>I€ B HUX IPpHU3HAKU

UC R S e OnTuManbHbBIH Vk (ﬁ:,)
MIPU3HAK Tl :
Re = {81, S2} 2, T3, TS 3 0,1837
R7= {81, S3} T, T3 3 0,1111
Rs = {81, Sa} 1, 103, T4, TS s 0,1837
Ro = {51, S5} 2, T4 T 0,1837
Rio = {52, 83} T2, s s 0,04
R = {52, 84} T, T2, T4, TS m 0,0625
Ri2 = {52, S5} T3, Ts m3 0,0625
Riz = {83, 54} 4, T5 T4 0,04
Ris= {83, S5} T, T2, T3 m 0,1111
Ris = {84, S5} T, T3, T4 m 0,1111
Ris= {51, 5, S5} 1, T2, T3, TS 1) 0,1528
Ri7= {81, 5, S5} 2, T3, T4, TS 3 0,4522
Ris = {S1, S5, Sa} 1, T3, T4, 5 T4 0,3457
Rio = {851, 83, S5} 1, T2, T3, T4 T4 0,5828
Roo = {S2, S5, Sa} 1, T2, T4, TS T 0,14
Ra1 = {52, 83, S5} 1, T2, 3, TS T 0,3828
R = {S1, 82, S3, S4, S5} T, T2, T3, T4, T5 s 0,31

Tak, cormacuo yciosuto (4), B UC Rg = {S1, S2} momycTuMbIMA IS
& 2 2
IPOBEPKU SABISIOTCA IIPU3HAKH T, M3 U Ts. IIpoBepka f5, HampuMep,

COTJIACHO OTOOpaXeHHUIO (5) UMeeT CIeayIONIie KOHSUHBIE HCXOBI:

Ré;S = RZ = {Sz}» €Clin ys € (0903 093) = Alé;Sp
Ris =R ={S,}, ecmn ys €(0,5;1,0)= AZ.

A

s 1 Re —

BeposaTHOCTH 9THX HCX0/0B BEIYHCINM 110 opmyie (6):
|V6;5| = |f15 U£25| =0,8;

(i2)- g _{0,375 (v=1);

P
o\%s [Ves| 0,625 (v=2).

[oyyeHHbIe 3HAYCHWS BEPOSTHOCTEH HCXOAOB IIOJCTAaBHM B
dhopmymy (25) 1 BEIYHCINM:

Ve(fs)= [Pé (#))- A, (f:?)T =(0,375-0,625)" = 0,0625.
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AHallOTHYHBIE BBIYKCICHUS A IIPOBEPOK 7"\52 u fC3 JaroT

CIIEYIOIHE PE3yIbTaThL:
Ve(,)=0; Vé(fc3) =0,1837.

ITo ycnoButo (26) BeIOEpEM NPHU3HAK T3 B KAYECTBE ONTHUMAIBHOTO
mra mpoBepku B MIC Rg. 3aHeceM ATOT MpH3HAK, a TakKe 3HAYCHHE

nokasarens V; (ﬁ3) B COOTBETCTBYIOIIUE STYCHKH TaOIAIBI 2.
AHanorn4HsIM 00pa3oM BeIOepeM HanboJee IeHHbIE AJIsl IPOBEPKU
npuzHaku B UC Ry (k = m) U 3al0JHUM COOTBETCTBYIOLIUE
STYEHUKH TAOIHIEI 2.
Paccmorpum teneps UC Ry (k = m) , IUTst KOTOpBIX card{R;} = 3.

Hanpumep, s UC Ris = {S1, S2, S3} nOmycTHMBIE JUIsl TPOBEPKH MPU3HAKA
COCTaBIIIOT MHOXKECTBO I1i6 = {m1, 72, 73, 7s}. [IpoBepKa 7, , BHIIOIHCHHASL

B OTOM I/IC, HMCECT IIATHh UCXOO0B:

Rlg; =R ={S,},ecmn y, €(0,0;0,2) = Aj;
R =Rs ={S,,S,}, ecin y, €(0,2;0,4) = Al
iR — R136;1 =R, ={S,},ecin y, €(0,4;0,5)= A136;1;
RY =R, =1{S,, S}, ecm y; €(0,50,6)= Al
Ry =Ry ={S,}, ecnm y; €(0,6;0,8) = Ay,

Hcnons3ys Gpopmyaty (6), paccuuTacM BEPOITHOCTH STUX HCXOTOB:
|Vl6;1| :|£11 Uty Uf31| =0,8;
A1v6;1| B {0,25 (v=12;5);

R (&r): |v16;1| 10,125 (v=3;4).

Ucxonsr R]V(,;1 (v = {1; 3; 5}) SIBIITEIOTCS] KOHEUHBIMHU, TIO3TOMY TSI HUX

B hopmyre (24) smauenns Vg, (fc ; )‘ =0 . Jlns ncxomon Rlzé;I =R, u

v={1;3;5}
RI46;1 =R, Ha mOpemblAymMX IIarax OBUIM y)KE ONPEACTCHbI 3HAUCHHUS
Ve(;)=0,1837 nu V,(fs)=0,04. TloxcraBum o5TM 3HaueHH B

bopmyity (24) u momyuum:
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5
Ve (1) =2 R (ﬁf)[ﬂ’m (fff)-1+V12;1 (&,)J =
v=1
=0,25[5-0,25~1+0]+0,25[5-0,25~1+0,1837] +
10,125[5-0,125—1+0]+0,125[5-0,125-1+0,04] +
+0,25[5-0,25—1+0] = 0,1447.

AHanoruvHble  BBIYUCICHUS, TMPOBEICHHBIC IJISI  OCTABIIMXCS
HEPaCCMOTPEHHBIMU MTPU3HAKOB {702, T3, TTs}, NAOT CJEIYIONINE PE3YIbTATHI:

Vi (7,) =0,1528 5 V¢ () =0,0459; V4 (t5)=0,059.

ITo ycnoBmio (26) mmsa mpoepku B UC Ri¢ BbIOEpeM IpH3HAK TT).
3aHeceM €ro M COOTBETCTBYIOIIEE 3HAUEHUE MOKazaTens Vg (fcz) B TPETHH

Y YE€TBEPTHIA CTOJOIBI TAOIHIIBI 2.

JleiicTBysI TakuM ke 00pa3oM, BEIOEpEM ONTHMATBHBIC JIJIS TPOBEPKH
npusHaku w; a1 MC Rz — Ry ¥ 3aloHUM  COOTBETCTBYIOIIME
STYEHKU TaOJIHUIIEI 2.

3aepmas cuaTe3 [TI/I, BEHIOEpeM oONTHMANBHBIA TpPU3HAK UL
npoBepku B HadasnsHOM UC Ry = S, yuutsiBas, uro Il =II. B gactHocTH,
HpPOBEpPKa Iy HMMEET IIECTh BO3MOXHBIX HCXOJOB C COOTBETCTBYIOIINMU

BEPOSTHOCTSAMHU:
Ry.s =R, ={S,}, ecmu s €(0,0;0,3) = A}, ;
R}.s =Ris ={S,,Ss}, ecmn y5 €(0,3;0,5) = A, 5;
. Ryy.s =Ry ={S,Ss}, ecmn y; €(0,5,0,6)=A3, 5;
Tt Ry, — . .
Ry.s = Ry ={8,,8;,85}, ecmn ys €(0,6,0,7) = Al 5;
R5y.s =R, ={S,,5,}, ecmn y; €(0,7;0,8) = A, 5;
Rgz;s =R = {Sl}, €CIH J5 € (0,8; 1,0) = Ag“;
|V22;5| :|£15 Ulps UlssUlys U£55| =10;
A;“‘ 0,3(v=1);
Py, (#) = v : |= 0,2(v=2;6);
250 10,1(v=3;45)
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3aMeTuM, 4TO HCXOIbl R),.s (v= {1 6}) ABJIAIOTCS KOHEYHBIMH, TO

€CTh HHKaKOH JOTONHHTENFHOW wWHpopManmuu s pacrmo3HaBanus TC
00BeKTa yxke He TpeOyeTcs, IOATOMY IPH HCIIONb30BaHUU (PopMyIrsr (24)

BEMIHMHEL V). (ftj )‘ MIPUMEM PpaBHBIMHM HYJIO. A UI1 HCXOZOB

v={1; 6}
v _ v A
Rys (v =2, 5) COOTBETCTBYIOIIME 3HAYEHHS V) 5 (n j) ObLIM TOTy4€eHbI Ha

NpeAbIIYIINX IIarax pacuyera U 3apuKcupoBaHsl B Tabuuie 2. [loxcraBum
HUMeroLIHecs JaHHbIe B opMyiy (24) 1 momydum:

6
Voo (s) = ZP22<7A‘§)[6P22 (TA‘;)_1+ Viss (7%,)} =
v=I
=0,3[6-0,3-1+0]+0,2[6-0,2—-1+0,1111]+
0,1[6-0,1-1+0,1837]+0,1[6-0,1—1+0,5828] +

0,1[6-0,1-1+0,1111]+0,2[6-0,2—1+0] =0,31.

[Tyrem aHaNMOTMYHBIX BBIYMCICHHH ONpENENNM CpeaHee 3HAaueHHE
LICHHOCTH JHAarHOCTHYECKON MH(OPMAINH, MTOIYIaeMOil IPpH BBIOIHEHUN
JIPYTHX TIPOBEPOK:

Vyr (7,)=0,2018; Vo, (7,)=0,2249;
Vy (3) =0,1572; ¥y, (/) =10,2903.

Od4eBHOHO, YTO TO YCIOBUIO (20) ONTHMANBHBIM SIBISIETCS
TIPU3HAK 7T5. 3aITOJTHUM TaOIHIly 2 OKOHYATEIIFHO M BHIITOJIHUM TPETHIl 3Tar
noctpoenus I'TIL.

Oran 3. B navaneaom UC Ry = {S1, S», S3, Ss4, Ss} BbIMOTHSICTCS
npoBepka 7l . HekoHeYHBIME McXomaMu 3Toi mpoBepku sBisiores UC Ry,
Ro, Ris 1 Ry9, 17151 KOTOPBIX B KaueCTBE ONTHUMAJIBHBIX BBIOPAHBI MIPOBEPKH
n,, R, M W T, COOTBeTCTBeHHO. OJHHM H3 HEKOHEYHBIX HCXOJOB
npoBepku T, , BeimonHseMol B UC Rig, sBmsieTcs Ry, JUIL KOTOPOTO B
KauecTBE ONTUMAIIBHOM BHIOMPAeTCs IIpoBepKa T, .

Takum o00pa3oMm, Bce YIOPSJIOYECHHBIE ITOJMHOXKECTBA IPU3HAKOB

II,cII(r=1,14), koTopble 3a1al0T COCTaB U OYEPEIHOCTH BBITOIHEHUS

npoBepok ; € [1(j =1,5), HeoOXOAMMBIX ISl paclio3HABaHUS KaXKI0TO U3
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3aJaHHBIX TEXHUYECKUX cocTtosHui S; € S (i =1,5) o0beKTa ompenecHb.

HpeHCTaBI/IM 9TH IIOAMHOXCCTBA B BUJIC Ta6J'H/IHI)I 3.

Tabnuna 3. YropsaoueHHbIe HAOOPHI IPU3HAKOB, HEOOXOAMMBIX IS
pacno3naBanusi TC o0bekTa

TC S; INoamuoxecTBa npusHakos I1,  I1
S1 Iio = {ms, T4, m3}; i1 = {ms, m3}; o =13 = {ms, ma}; [Tha = {ms}
S IT1 = {ms}
S3 117 = {ms, ma, ma}; s = {ms, m4, m3}; [lo = {ms, w3}
S4 I = {ms, m1}
S's 115 = {ms, m1}; s =15 = {mns, ma}; e = {ms, M4, m2}

OnTuManbHas o KPUTEPHIO MakcuMyMa LEHHOCTH
quarHoctudeckoit  mHpopmarum  [TIJI  w3o0paxkena B Buje
OPHEHTHPOBAHHOTO rpada Ha puCyHKe 1.

CRzzz{SI, 82,83, S, Ss})
A
5§ 9 5 ¢
(Ri=tsi 55 ) (Rt 53 ) (Ri=153, 55,551 )
—— /L

(&—{Sﬁ)(&—{&}) ( " {Ss}) (R; s ) (Cre 5

Puc. 1. 'nbkas nporpaMma AUarHOCTUPOBAHNUS, ONTUMAIBHAS IO KPHTEPHIO
MaKCHMyMa IIEHHOCTH AUarHOCTHYECKOH HH(popMarmm

st mpoBepky onTUMaNIBHOCTH cuHTe3upoBanHoM [ TI/] paccunraem
CPEe/IHIOI IEHHOCTh HMH(pOpMAIMHU, TOJlydyaeMOW NpU ee peaH3aliH, C
MOMOIIBIO (hopmysl (20).

Cuavana mo ¢opmynam (15) u (16) ompemeauM BepOSTHOCTH
Hekoneunsix WC Ry (k=7;9;14;15;19;22), wumerommxcs B
MOCTPOEHHOU Iporpamme:
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P(R;) =Py (%) By (7%} )+ B (71) =0,1:0,143+0,1=0,1143;

P(Ro) Pzz(ns) 0,1;
P(Ryy) =Py (#) By (7;)=0,1-0,143=0,0143;

P(Rs)=Py(73)=0,2: P(Ry)=Py(71)=0.1; P(Ry)=1.

[ToxcraBuM mony4yeHHBIE JaHHBIE B hopmyity (20) u paccanTaem:

6= 3 p(R)3R () oo (%)-1])-

k={(7:9:14515:19: 22}
=0,1143(0,333[2-0,333 1] +0,667[2-0,667 -1]) +
+0,1(0,714[2-0,714-1]+0,286[2-0,286 —1]) +
+0,0143(0,333[2-0,333-1]+0,667[2-0,667—1]) +
+0,2(0,333[2-0,333—-1]+0,667[2-0,667—1]) +
+0,1(0,571[4-0,571-1]+3-0,143[4-0,143-1]) +
+1(0,3[6-0,3-1]+3-0,1[6-0,1-1]+2-0,2[6-0,2-1]) = 0,31.

Iockomeky V' (G) =V, (fcs) , 3HaunT I'TIJI cocTaBiieHa IpaBUIBHO U

SIBJIIETCSI ONITUMAJILHOM MO BHIOPAaHHOMY KPUTEPHIO.

6. 3axiroueHne. MaTeMaTHUECKHI ammapar, MpeUIoKEeHHBIN s
(dopmanumzanun MOJIOKEHUN TEOpHH LEHHOCTH nHdopManuu
P. JI. CrpaToHOBHYA IPUMEHHUTENBHO K 33/1a9aM TEXHHYECKOH ANAarHOCTHKU
MO3BOJISICT C/EJIaTh BBIBOJ O TOM, 4YTO JWArHOCTHYECKash HWHGpOpMAaIys
00J1a/1aeT IEHHOCTHI0, KOTOPYIO MOXHO BEIMHUCIATH. I1py 3TOM HanbosmbIieit
LICHHOCTBIO O0JIaIaeT Ta JUAarHOCTHUYEeCcKas MHGOPMAIHS, MPU MOIyYCHUN
KOTOpO B HAMOOIBIIIEH CTETIEHN Pa3INYaroTCsi MEXIy COOOH arnpropHbIEC U
aroCTEPUOPHBIE BEPOATHOCTH PACIIO3HABAHMUS TEXHUYECKOTO COCTOSIHUS
aHATM3UPYEMOro 00BbEKTa. DTOT BBIBOJ COTJIACYETCs TAKXKE C KOHIICIIHEH
LIEHHOCTH HH(pOpMaluyu, mnpeanoxeHHoit A. A. Xapkesuuem. OO 3ToM
CBHJIETENbCTBYET TOT akt, uro I'TI/I, koTtopas n3oOpaxeHa Ha pucyHke 1,
MOJYYHJIacCh aHAJIOTHYHOM MporpamMMe, MOCTPOCHHOW TaKUM e METOIOM
JUIA TEX K€ UCXOAHBIX JaHHBIX MPH HMCIOJIB30BAHUHN MOKA3aTCJid HEHHOCTH
nHpopManny XapKeBuya.
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Cienyer OTMETUTh, YTO TIPEIUVIOKEHHBIH  alroput™M  OyJer
KOPPEKTHBIM W TIPH WCIOJIb30BaHUU JUCKPETHBIX JTHArHOCTUYECKHX
npu3HakoB. [Ipu 3TOM HeoOXomUMO 3a/1aTh 3Ha4YeHUS P(S;) BeposTHOCTEH
AQHAIM3UPYEMBIX TEXHUYECKHX COCTOSIHUI 00BEKTa, a HEKOTOpBIE (POPMYJIBI
MIPETEPIISAT He3HAUUTENbHbIE U3MEHEHNUS.

PaccMOTpeHHBI anropuTM MOXKET OBITh IIOJIOXKEH B OCHOBY
pa3paboTKy MPUKIATHOTO TPOTPAMMHOTO OOECIIEUEeHHs IPOTPaMMHO-
annapaTHBIX KOMILIEKCOB, IPEIHA3HAUYCHHBIX U1 aBTOMAaTH3MPOBAHHOTO
MOHHUTOPHUHTA COCTOSTHHSA CJIOKHBIX TEXHUYECKUX 00BEKTOB,
(YHKIMOHHUPYIONNX B MacIiTabe BpeMeHH, OJIM3KOM K peabHOMY.
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E.V.KOPKIN, .M. KOBZAREV
INFORMATION VALUE MEASURE FOR OPTIMIZATION OF
FLEXIBLE DIAGNOSIS PROGRAMS OF TECHNICAL OBJECTS

Kopkin E.V., Kobzarev I M. Information Value Measure for Optimization of Flexible
Diagnosis Programs of Technical Objects.

Abstract. Existing methods of calculating of the value of diagnostic information circulating in
the automated systems of monitoring of technical condition of objects do not take into account
"losses" ("'gains") resulting from making “wrong” decisions when identifying this state. The purpose
of the work is to develop an algorithm that allows to solve the problem of recognizing the technical
state of the object being analyzed by means of dynamic programming, the value of the diagnostic
information as an optimized indicator being used. The solution to the optimization problem of a
diagnostic procedure is based on the use of a measure of the information value proposed by
R. L. Stratonovich. It is modified according to the subject area of the technical diagnostics and in
the case when the diagnostic features presented in the form of intervals on the real numerical axis
are used. The maximum value of the diagnostic information is achieved by minimizing the average
"losses" (maximizing the average "gains") obtained when performing tests of diagnostic signs in
the process of recognizing the technical condition of an object. To solve the problem, a recurrent
expression possessing a scientific novelty has been proposed. It allows to calculate the value of the
information obtained when performing tests of diagnostic signs in each of the analyzed information
states of the diagnostic process. In the process of the diagnostics program implementation when
recognizing the technical condition of the object both “losses” and “winnings” are possible. The
difference between their a priori and a posteriori means values characterizes the value of the
diagnostic information numerically. The magnitude of the information value indication depends on
the probabilities of the results of the diagnostic signs checks and is proportional to the difference
between the a posteriori and a priori probabilities of achieving the diagnostic goal. By using the
proposed solution, it is possible to synthesize the flexible diagnostics program that is optimal
according to the maximum value of diagnostic information in the form of a oriented graph or sets
of tests in proper sequence of their execution. This is necessary in order to recognize the specific
technical state in which the object is located. The implementation of the algorithm developed is
possible in the software and algorithmic support of the automated systems for monitoring the state
of complex technical objects.

Keywords: Technical State, Flexible Diagnosis Program, Information Value, Diagnostic Sign.
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E.I1l. MUHAKOB, b.B. Cok0JI0OB, C.E. IIIAJIJTAEB, M.A. AJIEKCAHJIPOB
PACYET U UCCIEJOBAHUE NPOCTPAHCTBEHHO-
BPEMEHHBIX XAPAKTEPUCTHUK PYBEKEW ATAKH

ACTEPOMJI0B OPBUTAJIBHBIMU CPEACTBAMHA

Munaxoe E.I1., Cokonos b.B., Illanoaeé C.E., Anexcanopos M.A. Pacuer M ucciieloBaHNe
MPOCTPAHCTBEHHO-BPEMEHHBIX  XAPAKTEePUCTHK  pyOelkeil  aTakH  acTepoHI0B
OpOUTANBHBIMH CPeJICTBAMH.

AnnoTanus. Pa3sutue pabot 1o 60psbe ¢ acTepOHJHON OIACHOCTEIO TPEOyeT IIOCTPOCHHUS
U HUCCIENOBaHMS OONacTeidi KOCMMUYECKOro IIPOCTPAHCTBA, IIEPEMEIIasich B KOTOPBIX
KOCMHYECKHE alapaThi-IePeXBaTINKN MOTYT BO3ACHCTBOBATh Ha aCTEPOHIBL. B pearaemoi
CTaTbeé TakWHe OOJacTH Ha3BaHBl pyOekaMH aTakd, IPOCTPAHCTBEHHO-BPEMEHHEIE
XapaKTePUCTUKN KOTOPBIX 3aBUCAT OT MapaMETPOB OPOHMT acTEPOMAOB, a TaKke (a3oBbIX
KOOPAMHAT Y3JIOBBIX TOYCK. B yKa3aHHBIX TOYKax MPOMCXOMHUT ICPECEUCHHUE TPACKTOPHEH
JBIDKCHUS aCTEPOHIOB U IUIOCKOCTEH OpOHT KOCMHYECKHX alllapaToB-IepeXBaTIHKOB. B
citydae BO3JCHCTBHA KOCMHMYECKHMX allapaToB-TIEPEXBATUYMKOB HA aCTCPOMABI B Y3IIOBBIX
TOYKax OCOOYI0 3HAYMMOCTh MNPHOOPETACT HCCIEAOBAHUE MPOCTPAHCTBEHHO-BPEMEHHBIX
XapaKTepHCTUK pyOexell aTaku ¢ y4eToM OrpaHHYEHHII Ha OTHOCHTENBHBIE CKOPOCTU
CONMKEHHS aCTEPOHUIOB U KOCMUYECKHX alllapaToB-IepeXBaTYUKOB. [y 3Toro mpejuiaraercs
MOCTPOUTH U POAHATM3HPOBATH COOTBETCTBYIOIIIE 30HBI 0OPATHOI! 10CATaEMOCTH.

B cocraB pa3paboTaHHOrO KOMIUIEKCa Mojeleil BKIIOYEHAa HUMUTAIMOHHAsS MOJENb, C
HCTIONB30BAaHHEM KOTOPOH TI'€HEepUPYIOTCS CIIydaifHble YINIBI MEXTY NPOEKLHSIMH BEKTOPOB
CKOpOCTEil acTepon 0B Ha IUIOCKOCTH OPOHT KOCMMYECKHX AallapaToB-IIEPEXBATIUKOB H
TEKYIIMMHU HAIPABICHUSIMHU Ha rogorpadbl BEKTOPOB HX CKOPOCTEH B y3/IOBBIX TOYKAX, a TAKKE
aHAJIUTHYECKas MOJEb OLCHHBAHWS IPOCTPAHCTBEHHO-BPEMEHHBIX XapaKTEePHCTUK pyOexel
aTaKd acTepOMJOB, 3aJaBacMbIX paJMyCaMH HX HApY)XHBIX M BHYTPEHHHX TIPaHULl H
HCHOJB3YeMbIX [UIS OIPEACICHHBIX 3HAYCHWIl COOTBETCTBYIOIIMX AapryMEHTOB MLIMPOT H
BPEMEHH MPUOBITUSI KOCMUYECKHX alllIapaTOB-IIEPEXBATUYMKOB B y3JIOBEIC TOUKH.

Anpobanyst pa3paboTaHHBIX MOJIENIEH U UCCIIEJOBAHUE COOTBETCTBYIOIIMX XapaKTEPUCTUK
pybexeil aTaku IPOBEJECHA B XOAC BBIYUCIUTEIBHBIX IKCICPHMEHTOB IO ABYXLHUKIOBOMY
MOJICJIIPOBAHHIO BEJIMYHMH YIJIOB MEXIY NPOEKIHSIMH BEKTOPOB CKOPOCTEH acTepoHioB Ha
IUIOCKOCTH OPOMT KOCMHYECKHX arlflapaToB-MEPEXBATYNKOB M TEKYIIUMH HAIPABICHUSIMU Ha
rogorpagbl BEKTOPOB HX CKOPOCTEH B Y3JIOBBIX TOYKaX. [10IydeHHBIC PE3yIbTaThl O3BOIMIIH
MIPOBECTH BepU(PUKALIIO ¥ BAMIAIMIO pa3pabOTaHHBIX MOJeIel, Ha OCHOBE 4ero ObLI C/ielaH
BBIBOJ] O TPeOyeMOil CTCIEHN HX afeKBaTHOCTH. Takxe MpeyIokeHa MpoLeaypa OLCHUBAHUS
apaMeTpoB pyOesKeil aTaky, 3aBUCSIIMX KaK OT 3HAYCHWIl apryMEHTOB MIHPOT KOCMHYCCKHX
anmapaToB-IEPeXBAaTUYNKOB, TaK U BEICOT UX IOJNETa HAJl MOBEPXHOCTHIO 3emud. IIpm sTom
000CHOBaH MOAXOA K OLCHMBAHUIO MPOCTPAHCTBEHHO-BPEMEHHBIX XapaKTEPHCTHK pyOexeit
aTaKd  acTepOMIOB  KOCMHYCCKHMM  alllapaTaMHU-NMCPEeXBaTYMKaMU IS JIFOOBIX
BHYTPHUILIOCKOCTHBIX ITapaMETPOB HX OPOUT.

KiioueBble cJIOBa: acTepoM/HAs OMACHOCTb, KOCMHYECKHH alapar-IiepexBaTylk,
oTzensieMas  4acTb, y3/IOBas TO4YKa, pyOekK arakd, I[POCTPAHCTBEHHO-BPEMCHHBIC
XapaKTEePUCTHKH.

1. BBegenne. OpHOil U3 IaBHBIX NPUYUMH  BO3MOXKHOTO
HWCYE3HOBEHMS JKM3HM Ha 3eMile SBJISETCS BO3MOXKHOE CTOJIKHOBEHUE
mIaHeTsl ¢ actepougamu [1-14]. MHOrOYHCIEHHBIE WCCICIOBAHUS
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3apy6e>KH1>Ix u OTCYCCTBCHHBIX YUCHBIX IIOKa3bIBAIoOT, qTO
BO3MOXKHOCTb (BEPOSITHOCTh) MOSIBICHHUA TAKOTO COOBITHS HUYTOXKHA Maja,
HO BCE-TaKu OHa He HyJeBas [4, 9, 12-19]. ITanenne TyHrycckoro mereopura
B Hayase XX BeKa, HEJaBHEE IMaJICHUE METeOpuTa B paiioHEe ropoja
YenstOMHCKA TOBOPHUT O TOM, YTO ONACHOCTh BOSHUKHOBEHHMS TUIAHETAPHOM
karactpodsl cymecTByeT. OJTHO U3 HalpaBJIeHUH pa3BUTHS paboOT 1o 6oprode
C acTEepOHMIHON ONMAaCHOCTBIO, MPOBOJUMBIX B HACTOsILEE BpeMs B Hallel
CTpaHe ¥ 3a pyOeKOM ¥ IIOCBAIIEHHBIX BOIPOCAaM  CO3JaHUS
COOTBETCTBYIOIIUX CHCTEM ABTOHOMHOTO aBTOMATHYECKOIO YIPaBICHUS
KOCMHMYECKUMH amnmnapaTaMmu-niepexBatuukamu (KAII) [14-19, 21-26],
CBSI3aHO C TIOCTPOCHUEM B OKOJIO3EMHOM HIIM OKOJIOTYHHOM KOCMHYECKOM
MIPOCTPAHCTBE TakKuWX oOJIacTel, mepeMelnasch B IpenesiaXx KOTOPBIX
NnpeaHasHavacMbIC I YHUYTOXCHHUA IABMKYIIUXCA K 3emite acTeponioB
KAII moryT rapanTHpOBaHHO (¢ OaITUCTHYECKON TOUKH 3pEHHS) JOCTUTATh
" opaxkaTh ux [27-30]. ApyruMu ciioBamu, Ajs TF0OO0OT0 MOMEHTa BPEMEHHU
B cinydae HaxoxzaeHus KAIl B paccmaTpuBaeMoil 001acTH Bcerja MOXKET
ObITb HaiifieHa JOmycTUMas OaJUIMCTHYECKash TPAcKTOpHUs IepexBara
acTepon/a yKa3aHHBIM anmapaToM (MO0 armaparamMy) B COOTBETCTBYIOIICH
y3JI0BOil Touke. BBICTpOTEUYHOCTH COOBITHH, CBS3aHHBIX C TaJCHHEM Ha
3eMJII0  acTepOMIOB, OOBEKTUBHO CYIIECTBYIONIEE 3ala3[bIBaHUE B
Mpoleccax MX OOHAPY)KEHHS W TOMY IOJI0OHOE CYIIECTBEHHO 3aTpyAHSET
cBoeBpeMeHHoe BbiBenieHne KAII Ha opOUTHI, KOMIUIAaHApPHBIE C OpOUTaMuU
JABMKCHUS aCTECPOUIOB. B 370l cBs31 BO3MOKHEIC CIICHApU YHUYTOXKCHHUE
acTEepOMIOB JOJDKHBI 3apaHee ObITh CIUIAHMPOBAHBI M OPUEHTHPOBAHBI Ha TaK
Ha3biBaeMble y3noBble Touku (YT) Tpaekropuii nemwxenus KAIIL, koTopsie
00pa3yroTcsl MpU MePECeUueHNH acTepouIoM (11eJIbI0) TUIOCKOCTH JBUKCHUS
KAIIl u sBnsioTcs Hambojee MPEANOYTHTEIBHBIMA C TOYKH 3PCHUS X
SHEpPreTH4ecKUX 3aTpaT IpU BHIIOJIHEHUH IiepexBaTa. JlaHHBIE TOUKH
3aJ]al0TCsl JAJIbHOCTBIO OT IIeHTpa 3eMiti uin JIyHbI, a TakKe YIIIoM MEXIY
HampaBJeHHeM Ha YT 1 TuHHe! mepecedeHuns II0CKOCTeH OpOuT acTeponia
n KAIIl. Eme onun Baxnbii mapamerp YT — Bpems mnepecedeHus
actepounom miockoctu apmwkenns KAIT [28-30].

Ha >d¢dexTHBHOCTS YHUUTOXKCHHUS aCTEPOUJIOB BIHUAET MHOXECTBO
¢akTopos u B MEPBYIO ouepens TaKTUKO-TEXHUYECKHE
xapakrepuctuku (TTX) KAIT [23, 28-29]. OwueBugHOo, dUYTO 3TH
XapaKTEepPUCTUKN UMEIOT MEPBOCTENIEHHOE 3HAYCHNE NPU (OPMHUPOBAHUHU
MIPOCTPAHCTBECHHOTO IIOJOXEHMA oOnacTel, B Mpenenax KOTOPBIX B
OTIpE/ICICHHOEe BpeMs JOJDKHBI HaunHath jaBuxkeHune KAIl  mms
YHHUUYTOXEHHS acTepouoB. OmnpeneneHne MpocTpaHCTBEHHO-BPEMEHHBIX
XapaKTEePUCTUK YyKa3aHHBIX oOsacTedl (pyOexkeil aTaku acTepOHIOB)
OCHOBBIBaeTcs Ha yuere Takux mapamerpoB KAII, xak ux npesenbHbIe
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OTHOCHUTEJIbHBIE CKOpOCTH nepeMeneHus OTHOCHUTEIIBHO
HepexBaThIBAEMbIX HMHU acTepou1oB. [Ipu aToM nod pybescom amaxu (PA)
MMOHUMAETCsl Takas MPOCTPAHCTBEHHO-BpeMeHHas obnacte (I1IPBO),
asurascek B kotopoit KAIT mosxer nopasuts actepous B YT. B artoif csizu
paspabotka MaTeMaTH4YeCKUX Mojenein u HCCJeI0BaHUE
MIPOCTPAHCTBEHHO-BPEMEHHBIX  XapakTepucTuk (mapamerpoB) PA ¢
Y4ETOM  COOTBETCTBYIOIIMX  OAUIMCTHYECKUX M TEXHUYECKHUX
orpaHuueHui Ha ycinoBua npumeHeHus KAII sBnsgercs HoBoil u
aKTyaTbHOU HAYIHO-TEXHUUECKOH 3aaueit, TpeOyromeii CBOero pemeHus.

2. OcHOBHBIC MOHATHSI M MOCTAHOBKA 3a1a4M HCCIeIOBAHHS.
Pewenne mmpoxoro Kpyra 3agad, CBS3aHHBIX C  OpraHM3anuei
LIeJICHANPABJICHHBIX BO3/CHCTBUI Ha NMOTEHIUAIBHO ONACHBIE ACTEPOUJBL,
JOIDKHO  OCHOBBIBATbCS, Kak YyXe ObUI0O CKa3aHO paHee, Ha
(dopmupoBaHum (pacyere) B KOCMHYECKOM ITPOCTPAHCTBE NPOCTPAHCTBEHHO-
BpeMeHHbIX ~ oOnacteir  ([IPBO), mHaxomsce B kotopeix  KAII
rapaHTHPOBaHHO (C  OAJUIMCTUYECKOW TOYKM 3PEHHs) IEepPEeXBaThIBACT
COOTBETCTBYIOIIMI KOHKpeTHbIN acTepou. K takum [TPBO oTHOCSTCS 30HBI
araku acteponsioB (3A), To ects [IPBO, B npesienax KOTOPHIX TOJKHO OBITh
OCYIIECTBICHO TpeOyeMoe Bo3zaeicTBHE 1O HUM, U pyOexu araku (PA)
acTEepOMIOB, PEICTABIAIONINE CO0OH, KaK yxke roBopmiock panee, [IPBO,
Haxomsich B KoTopelix KAIl MoXer oOCyImIecTBHTh [ABW)KEHHE IIO
COOTBETCTBYIOIIEH OQJUIMCTUYECKOW  TPAeKTOPHM ISl  COBEPIUCHUS
KOHKPETHBIX BO3ACHCTBUI Ha acTepou] B 30HaX araku. IIpenBapuTenbHbIi
pacdeT TpaHWI YKa3aHHBIX 30H M HUX MPOCTPAHCTBEHHO-BPEMEHHBIX
XapaKTEePUCTHK ITTO3BOJIIET CYIIECTBEHHO COKPATHThH 3aTpaThl BPEMEHH Ha
NOATOTOBKY  WCXOAHBIX  JaHHBIX, (OPMUPOBaHHUE U  peaH3aLUI0
COOTBETCTBYIOIIMX YIpaBISIOMUX Bo3jeiictBuii Ha Oopry KAIl npu
BBINOJIHEHUH MM MaHEBpa-MiepexBaTa acTepona B KOHKPETHBIX YCIOBHIX
o0ctaHoBKH. boee Toro, kak Noka3pIBaeT aHAJIN3, TPEABAPUTEIBHBIA pacyeT
PA ® wux XapakTepuCTHK I@pU pelIeHHH 3aJad JUHAMHYECKOTO
HenepacnpeneneHus u neneHaseneHus rpynnupoBku KAIT Ha Heckomnbko
OJTHOBPEMEHHO JIETSIUX B CTOPOHY 3€MJIM ACTEPOMJOB MU UX OCKOJIKOB
MO3BOJIUT CYIIECTBEHHO MOBBICUTH ONEPATUBHOCTh CHHTE3a U peaau3alyiu
IporpaMM IepexBara yKa3aHHbIX menei [29, 31, 32].

B cooTBeTcTBUY C BBE/ICHHBIMU TIOHSTUSIMU 30Ha aTaku actepouyia O

OTpeNeNsIeTcs Ha IEKapTOBOM MPOM3BEACHUH IBYX 0a3UCHBIX MHOXKECTB —
MHOXECTBa TOUeK W , U3 KOTOPBIX MOXKET OBITh OCYILECTBICHO Tpedyemoe
BO3IECHUCTBHE MO0 HUM, W MHOKECTBA BpeMeH R , korma 3TO BO3IEHCTBHE
MoxkeT mpomsoiiti: Q=W xR . B cBoto ouepenp, PA, mpencrapnstommii
c000¥ MHOXECTBO TOUCK (00JIACTh) A , KOTOPOE TaKXKE MOXKET OBITh 3aJIaHO
Ha JIEKaPTOBOM IMPOM3BEJEHHE JBYX MHOKECTB: MHOXecTBa B —
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MHOKECTBa TOUEK POCTPAHCTBEHHOTO TIONOKeHNsT PA 1 MHOKecTBa D —
BPEMEH €ro0 CYIIeCTBOBaHusL, TO ecTh A =BxD.

C y4eToM BBIIIECU3I0KEHHOTO 0COOYI0 aKTyaJbHOCTh IpHOOpETacT
3ajaya pacuera W OICHMBAHMS DJIEMEHTOB MHOXecTBa A Ha OCHOBE
aneMeHToB MHOXeCTB O U G (G — MHOXECTBO TAKTUKO-TEXHUUYECKHUX U

Oaymctiueckux xapakrepuctuk KAIT), a Takxke noucka (KOHCTPYKTHBHOTO
onmcanus) oroopaxenns F :{0,G} —> 4.

B cocra TTX KAII mMoryr BXOAUTH OTHOCHUTEJIBbHBIE PACCTOSHUS
MEXIy HUMH M acT€POMIAMH, UX OTHOCHUTEIbHBIC JTUHEHHbBIE U YTJIOBBIE
cKkopocTr B MOMeHT Bo3zeiicTust KAII Ha acTeponzipl 1 HEKOTOpBIE ApyTHE
XapakTepUCTHKH. B kadecTBe OaJUIMCTHUECKUX XapaKTEPUCTHK MOTYT
BeICTYnath napamerpsl opout KAIl u actepounnios, (azoBbie KOOPIUHATHI
obiyiacTeil BO3AEHCTBUSI Ha acTtepouabl U ToMy noaoOHoe. [Tomumo Toro,
JOJDKHBI  OBbITH 3aaHbl criocoObl npumenenust KAIL. W3 mHOxkecTBa
yKa3aHHBIX  XapakTepUCTUK B  CTaTb€  HUCCIEAYIOTCS  TOJNBKO
MIPOCTPaHCTBEHHO-BPEMEHHBIE ~XapakTepuCTHKU PA, dQopmupyemble B
OKOJIO36MHOM KOCMHMYECKOM IIPOCTPAHCTBE C YYETOM OrPaHUYEHHUH Ha
OTHOCHUTEIIBHBIE CKOPOCTH Mex 1y Humu u KATI.

Hcxonss #3  BBIMEH3NI0KEHHOTO  COAEPKATEIbHOTO  ONKCAHMSA
HCCIelyeMbIX 33/1a4, Oy/IeM CUUTaTh, YTO HaM 3a/IaHbl:

— mnapametpsl opoutsl KAIl — {qa,;,¢,;,i,,} < G;

— JIONmyCTUMasi OTHOCHTEIbHAs CKOPOCTh JBIIKEHHS acTepouna M
KAII B momenT npumenenus KAIl — AV, € G ;

— TmapameTpsl OpOUTHI j-TO acTeponsa — {a;,e

Hust it YT o {a;,e

J° /’wj}'

2€)51;,0; } MOryT OBITH OMpEe/eIeHBI MapaMeTpPhI

JBIKEHHUS j-T0 acTepouna — {1, @t ;;,V;,© ), rne r;; — paccrosnne YT
OT LeHTpa 3emun uin JIyHbl; @;, — yroi Mexnay HanpasieHneM Ha VT u
JNMHUCH NepeceueHus IIocKocTel opout acrepouna u KAIL 7, — Bpems
npoiera acrepouioM iockoctn aswkenus KAIL  V,, — ckopocts
acrepouna B YT; O, — yroxn Opocanus acrepouna B VT [2,7];

B xoze HCCIIEeI0OBaHUI NIPOCTPaHCTBEHHO-BPEMEHHBIX
XapaKkTepucTUK PA ObUTH MIPUHSTHI CIIEAYIONINE AOMYICHNUS:

1) nBmxenue acrepounia u KAII mogenupyetcs mo 3akonam Kerepa;

2) KAII criocodeH BBIIIOJIHATD TOJIBKO KOMIUIAHApHOE
MaHEBPUPOBAHUE;

3) BozzetictBue KAII na acrepoun ocymectsiusiercsi B YT;

4) reomerpuueckre pasmepsl 3emi (JIyHbBI) HE yIUTBHIBAIOTCS.
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HoBbIM 00BEKTOM B HCCIIEIOBaHUN XapakTepucTHK PA acrepounos B
YT sBusercss «30Ha OOpaTHOM JOCSAraeMOCTH» IPU OrPaHUYEHHH Ha
OTHOCUTENIbHYI0 CcKopocTh nBrmxkeHus KAII u acrepomza B MOMEHT
npumenenus KAII, npencrasistomas codoii [IPBO, nmoiydaemyto Ha ocHOBE
00paTHOro 0TOOpaKEHHsST MHOXKECTBA JOIYCTUMBIX 3HAUYCHHH Ha4daJbHBIX
yenosnit - (HY)  pewkenns KAl — {<ry;, Vi, 0k, >} B TIPBO

BO3MOXHBIX ABIKeHUH KATI, obecneunBatomux TpedyemMoe Bo31eiCTBHSA Ha
acTepou C y4eTOM 3aJaHHBIX OIpPaHHMYEHHH Ha OTHOCUTEIBHYIO CKOPOCTh
ux cOnvxeHus (pUCyHOK 1).

OcHOBa  NPOBOAMMOIO  WCCIEAOBAaHHUS  3aKJIIOYaeTcs B
YCTAaHOBJIGHUM  3aKOHOMEPHOCTEH W3MEHEHHs MaKCUMaJIBHOTO U
MUHUMAaJIBHOTO paguycoB PA actepousa ¥ COOTBETCTBYIOUIMX BPEMEH B
3aBHCHMOCTH OT OpHEHTALMHM €ro BEKTOpa JOMYyCTUMOH CKOpPOCTH
nemxenus — f€[0°,360°), 00ecneynBaroIIero YIOBJIETBOPEHUE

1ji

OrpaHUYEHHUS HA OTHOCUTENBHYIO CKopocTh arxkeHus KAII u actepouna
B MoMeHT npumeHeHus KAIl— AV, , And pasnmuyHBIX 3HA4CHHUH

aprymenTa mupoTsl KAIT — u €[0°,360°) Ha OCHOBE MOCTPOEHUS «30H
00paTHBIX T0CATAEMOCTE».

AVory | Vi PA 0p61/1Ta KAII ]

p f\ i-a YT opbuTa j-ro acreponia ]

Puc. 1. PyGexwu aTaku actepornna

Jia  mpoBeneHMs  BBIUUCIUTENBHBIX JKCIEPHUMEHTOB IOMHUMO
YKa3aHHBIX MCXOJHBIX JIAHHBIX JOJDKHBI OBITh TaKXKE 3aJaHbl Imar
BapbHUPOBAHUS MOJOXKEHHS IOITyCTUMOTO BekTopa ckopocT KAIT B MoMeHT
OpUMEHEHHUS 1O acTepouny — Af | mar U3MEHEHHs apryMEHTa MIHPOTHI

JUISL OLICHUBAHUS IPOCTPAHCTBEHHBIX XapaKTepUCTUK PA.
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3. Mogean ouneHuBaHus XapakTtepucTuk PA npu orpaHuveHusix
HA OTHOCUTeJIbHBbIE ckopocTH npuMeHeHusi KAII mo acrepouny Mmerogom
Momnre-Kapiso. OcCHOBHBIMM MaTeMaTHMYECKHMMM 3aBUCHMOCTSIMH B
yKa3aHHON MOJENH SBJISIIOTCA:

— ONpefeNeHHe  TPaHCBEPCAIBHOM  COCTABIAIONIEH  BEKTOpa
CKOpOCTH j-ro actepouna B i-it YT [29, 30]:

Vieys =V 4 050 g5 M

— BBIYMCIICHHE OTpe3Ka, IPOEKTUPYIOUIETO Tojorpad BeKTopa
ckopoctH j-ro acrepouna B i-ii YT Ha miockocts opouts KAIT:

Vi =V siny , 2

rae y; =ig —i, — yroj HeKOMIUIaHapHOCTH Mex 1y opouramu KAII u j-ro
acTepouia; iy — HakinoHeHne opoutel KAIL; 7, — HakioHeHue OpOUTHI j-

TO acTepOUa;
— pacuer paamyca 30HBI ToaorpaoB BEKTOPOB CKOpOCTEH
nerxeHust KAII B i-if YT, mpuroHeIX A1 BO3JASHCTBUS 10 j-MY aCTEPOUTY:

AV,

_ [ap2 2
it =AY or _VAhji' S

Takum o00pa3oMm, MO TPHBEIEHHBIM 3aBUCHMOCTSIM MOXKET OBITh
c(hOpMHPOBAHO MHOXECTBO 3HAYCHUI HAaYaIbHBIX YCIOBHHA ABmKeHHS [30]
KAIT B VT, oOecneunBaromux (HOpMHUPOBAHUE «30H 0OpaTHOU
A0CATaAEMOCTH» MTPU OTPAaHUYCHUN HAa OTHOCHUTCIIbHYIO CKOPOCTH JIBUKCHU S
KAII u acreponna B MoMeHT npumeHeHus KAIT:

1) Bpemst —

2) pamuyc — 1y

3) apryMeHT WHPOTEL — @; ;

4) MHOXECTBO IPHTOIHBIX JJIS MPUMEHEHHS IO j-My acTepouay B
i-i YT 3nauennii ckopocreit KAIl — Vi, €[0,AV;];

5) MHOXECTBO MPUIOJHBIX Al NPUMEHEHHUS IO j-My acTepOUIy B
i-i VT snauennit yrnos 6pocanns KAIl — O; €[0°,360°).

B kawecTBe OJHOrO W3 CIOCOOOB OLICHWBAHUS IMPOCTPAHCTBEHHO-
BPEMEHHBIX XapakTepucTuk PA actepommoB B YT Obun BbIOpaH croco0,
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Oazupymonuiics Ha peanuzanmus Metoga Monrte-Kapio, HCHonb3ys
KOTOPBIA yAAJIOCh PACCUUTATh U MPOAHAIU3UPOBATh TAKUE UX MapaMeTphl,

Kak jonycrumble Oombume mnomyocn —  dapy =ap; (Vi O3 1, 71)
OTHOCUTENbHbIE 9KCLEHTPUCUTETHI — epy =epy(Vii» O3 s 1)
apryMeHTbI LWIHPOT NepureeB — @py = Wp, Vi, O3 1, ;) 1 Bpemena
NPOXOXKACHUS  TIePUTeEeB — Trpa = Trpa Vigis Opiis Liss 1) - oA

MNpOBEACHUA YKa3aHHBIX pPacuUC€TOB OCYHIECTBIIAJIOCH CTOXAaCTHUYCCKOC
MOACINPOBAHUEC BO3MOKHBIX peaﬂmaum‘/i JA0IYCTHUMBIX 3HAYCHUH BEIUYUH

Viji 1 ©g; DY 3alaHHBIX [; U 1

apy =1; 1 (2-k), 4)
rue k:rﬁ'Véji /K,
epy = 1=k (2= k)cos O, ; (5)
Opy =Pj; —arccos[(aPA(l—ei,A)/rﬁ -1 /ep,]; 6)
Tapa =1 @, | Ky (E, —epysinE,); 7

sinE; =( l—ef)A sing;; )/ (1+ep, cos(p; —a)PA))_

COSE ; =(epy +¢089;)/ (1+ep, cos(@; — @py))

rae

Ilo 3HayenusaM ap,, €p,, Wp, U Tpp, NI PA3IUYHBIX 3HAYEHUHN
apryMeHTOB WHPOT u €[@;,@; —360°) ObUIM OLEHEHBI PagMyChl r W

COOTBETCTBYIOILIIUE MOMCHTBI BpEMCH t. COOTBGTCTByIOHII/IC
3aBUCUMOCTH UMCIOT BU:

r(u)=ap,(1-e3, )/ (1+ep, cos(u— wp,)); ®)
3 .
t(u):rHPA+1/aPA/K3(E—ePAsmE), 9
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rae K; =398600,44 o [t — TpaBUTAIMOHHAS TIOCTOSTHHAS 3eMITH;

E(u) — skcueHTpriecKkas aHOMaJIHs:

sin E(u) = (\1-¢}, sinu)/ (1 +ep, cos(u = @p,)) (10)

cos E(u) = (ep, +cosu)/ (1+ep, cos(u—wp,))

I'pannyHoe  Bpems  cymecTBoBaHMs  PA  ompexpensercs
BpPeMeHeM 7. B m000i MOMeHT Bpemenu #(u) <t; NPOCTPAHCTBEHHOE

nonoxenune PA B muiockoctu apmwkeHust KAIT (OU) MoxxeT OBITh OIL[EHEHO
B COOTBETCTBHH C 3aBHCUMOCTHIO:

1y () = max ()}

: (In
1y (u) = m]\lfn{’"N(“)}-
Bpewms t onpenensiercs no Gopmyine:
t=t;—At, (12)

tie At=,|a), | Ky -[(E; —E(u))—e} (sinE; —sin E(w))].
B T0 e Bpemst 3a7aHue ClIy4ailHbIM 00pa3oM 3HaueHui yria © Kji

NPUBOJAUT K HEOJHO3HAYHOCTH B ONPENEICHUM MOJIYJIS BEKTOpa
ckopoctd V. B oTO  CBS3M  NpU  MPOBEJCHMM — MCCICLOBAHHH

XapakTepucTuk PA mpu oOrpaHMYeHHSX Ha OTHOCHTEIBHBIE CKOPOCTH
nenecoobpasHo MepeiTH K MOJESIUPOBAHHIO yrila f MEXIy NPOSKIHH
BEKTOpa CKOPOCTH j-T0 acTepouna B i-if YT Ha miockocts opbutsl KAII u
TeKyIIMM HampaBjieHHeM Ha rojorpad Bekropa ckopoctu KAIT (OY),
neTepMuHEpOoBano m3Menstomerocs ot 0° mo 360° (pucyHok 2).

Torga st MOJENIMPOBAHUS VKj[ " @Kﬂ HEOOXOIUMO:

1) BBIYMCIIEHHE MPOEKIMK BEKTOpa CKOPOCTHU j-TO acTepoupa B i-i
VYT na mockocts opoutsr KAIIL:

Vagi =Vacji~©087 3 (13)

2) mpu 3amaHHOM yriie [ = [, MOJCIMPOBAHUE N0 PABHOMEPHOMY
3aKOHY  paclpefielieHus]  CIydalHbIX  BEJIMYMH,  IPHHAICKAIINX
otpe3ky s €[0,A

rji]9
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3) ompenenenue Vg,

Vi = 5" +V 35, =25V 1y 005 (14)
4) oueHnusanue yrina Opocanns O :
®Kji:a+®dji; (15)

rue sina =s-sin,3/VKji; tg@dﬁ = VAdﬁ /VA,W. ; VAdﬁ =V,

gi SINO 4.

Vi

—

Vasi Ogji \

Puc. 2. 'eomeTpuueckoe onucanne B3auMOCBA3U VKji u® Kji

JIMT'

4. Anroput™M  OUeHMBAHHUA  Xxapakrepuctuk PA  mpm
OrpaHUYEHUSIX HA OTHOCUTebHbIe ckopocTu npumeneHusi KAIIl mo
acTepoMay, a TaKKe pe3yJibTaThl BLIYHCIUTENBHBIX IKCIIEPHMEHTOB.

OCHOBHBIMH dTallaMu pcaiusaly ajlropuTMa ABJIAIOTCA:
1. BBOJ UCXOJHBIX JAHHBIX.
2. Pacuer V, VAhﬁ S AVU.[., VAﬂ- o hopmymnam (1)-(3).

3. 3amaHme  HAYaJbHOTO  3HAYCHHS  apryMEHTa  IIHPOTHI
KAl —u=¢;.

4. 3anmanue HavanbHOTO 3HaveHus yrima f =0°.

Tji >

5. 3amaHue HavyaJIPHOTO 3HAYCHWS CUCTYMKA YKCJIA HCIBITAHWN B
Mmetoze Monte-Kapino N:=1.

6. MopenupoBaHue Cciay4ailHOM BEIWYMHBI § IO PaBHOMEPHOMY
3aKOHy pacnpenesenus Ha unrepsaie [0,AV;].

¥
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7. Pacuer Bemuau Vi, a , Oy, Vg, O 10 hopmynam (14)-(15).

8. Pacuer BemmuuH ky, dpuy, €pgys @pays Euy, Tpyy 1O
bopmynam (4)-(10).

9. Pacuer ry(u), Ey(u), ty(u), At, t no dopmynam (11)-(12) u
BBIBOJI 3HAUEHUH 7y (1), ty(u).

10.3amanue cemyromero 3HaUYEHHsI CYETYNKA YMCIIA MCIBITAaHUHA B
merone Monre-Kapno N =N +1.

11. OuenuBanue BemuuuHbl N : ecnu N < N5, To nepexop Ha I1.6;
eciu N> N,, To mepexog Ha 112 (B Xoxe BBIYUCIUTEIBHBIX
JKCIIEpPHUMEHTOB BelNu4uHa N, NpUHUMaachk paBHoi 200).

12. I3MeHeHue 3HaueHus yriaa [ Ha BenuuuHy Af .

13. OuennBanue BemuuuHbl [ : ecnu [ <360°, To mepexom Ha
OyHKT 5; ecin > 360°, To mepexo/ Ha MyHKT 14.

14. Onpeenenue Benu4uH 7, (1) , 1y, (¢) , t mo popmynam (11), (12).

15. U3meHenue 3Ha4YeHUs apryMeHTra HIMPOTHI KAIIL:
u=u—Au (War u3MeHeHust Au B XO/i¢ BBIYUCIUTEIBbHBIX IKCIIEPUMEHTOB
npuHUMaIcs pasasM 100).

16. OueHnBaHye BENUYMHEI u: ecnu u > 0°, TO MepexoA Ha IMyHKT 4;
eciu u < 0°, To nepexon Ha MyHKT 17.

17. BeBox {ry (u),t, (1)} .

Hcxoauele  paHHble Uit TPOBEACHHS  BBIYHCIUTEIBHBIX
SKCIIEPUMEHTOB NPHUBEIEHBI B TabmIe 1

Tabnuua 1. Vcxonuble NaHHbIE Ui IPOBEIEHUS JKCIIEPUMEHTOB
e | @i | Lo | Vaio | Ouios | ks | Laps | AVos | AL, | AB, K,
kM |rpan| ¢ | km/c | tp |rpam| tp | KM/c c | 1p KM>/c?
7000 45 |1000| 10 1 63 | 63,5 0,5 60 | 10 |398600,44

B Xode BBIUMCIUTEIBLHBIX OKCIICPUMECHTOB ObLia HCCJICJOBaHa
3aBUCUMOCTb H3MCHCHUSA BCJIMYUHBI MOAYJISL paguycCa-BEKTOpa r(u) oT

W3MCHEHHsI BEIMYHMHBI pajJdyca TOYKM Tojorpada BEKTOpa CKOPOCTH
KAIl — § mpu pa3nuyHbIX 3HAYCHUSX yria [ . PesynbraTsl nccieqoBaHus

YKa3aHHbIX  3aBUCUMOCTEH  WUIIOCTPUPYIOTCA Ipu  u =45° i

£ =0°30°)150° u necsitn 3uavenuii S or 0 km go AV, ;¢ marom AV, /10
0 KKAOMY [ IaHHBIMH Tabnuue 2.
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TaGnura 2. Pe3yasTaTsl MCCIIEN0BAHMS 3aBUCMOCTH BEIMYMHBI MOAYIs 7(U1) or S

B, 1p. 0 30 60 90 120 150

S, KM/C r(u),kM r(u),km r(u),km r(u),km | r(u),km | r(u),km
0,0492328 140111,787[40183,953| 41043,96 142538,03844335,636/45945,492
0,0984656 |37365,749| 37471,54 | 39006,345 141833,65245487,299/48994,108
0,1476985 |34937,957(35050,181| 37113,167 H41129,94746702,639|52459,779
0,1969313 |32776,195|32875,631| 35349,807 40427,11847986,919/56434,385
0,2461641 |30839,077(30912,181| 33703,553 [39725,36249345,991/61038,932
0,2953969 129093,378(29130,694| 32163,301 39024,881)50786,39 |66436,097
0,3446298 | 27512,12 |27507,163 | 30719,307 38325,882|52315,429/72849,842
0,3938626 |26073,166(26021,623| 29362,986 [37628,572|53941,323|80597,284
0,4430954 |24758,183[24657,342| 28086,744 36933,163|55673,331/90142,746
0,4923282 |23551,857(23400,186| 26883,839 [36239,868/57521,925/102194,39

CooTBeTcTBYIONIME TpahMKH ITPUBEICHBI HA PHCYHKE 3(a).
Amnanornynele pesynbratel i S =180°(30°)330° npuBeneHsl B

tabsuie 3. CooTBeTCTBYOIINE rpad)KU IPUBEACHBI Ha pUCYHKE 3(0).

120000 180000
100000 , 160000 ;
. 140000 7
80000 - / 120000 7/
e 100000 2
- L/
60000 _ N 20000 4
40000 —i— 60000
20000 —— 40000 —S=Fm— e
20000 —
0 0
0 0,2 0,4 0,6 0 0,2 0,4 0,6
orp. = ==30Trp. = e 180 T 210
p. rp
60 rp. 90 rp. 240 rp. 270 rp.
----- 120 rp. =+ =150Trp. — —3301p. — - =3301p
a) 0)

Puc. 3. [paduku 3aucumoctert 7(u) or § mist: a) S =0°(30°)150°;
0) mia S =180°(30°)330°

3nauenus ry(u), 1y (u) nomydaemsle no Qopmynam (11) mms tex
’Ke 3HaueHHH [ U COOTBETICTBYIONIME BpeMeHa fz(u), 1, (u)

CBCICHEBI B Ta6J'II/IH€ 4.
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Tabnuna 3. Pe3ynpTaThl HCCIIEAOBAHNS 3aBUCUMOCTH BETUYMHBI MOy #(u) OT s

B, 1p.

180

210

240

270

300

330

S, KM/C

r(u),km

r(u),kM

r(u),kM

r(u),kM

r(u),kM

r(u),kMm

0,0492328

46846,097

46718,983

45622,845

43948,092

42204,845

40830,612

0,0984656

51036,632

50703,28

48206,722

44653,392

41217,555

38664,199

0,1476985

55970,684

55315,543

51021,567

45358,637

40277,52

36707,898

0,1969313

61865,168

60716,341

54099,393

46063,654

39381,538

34932,552

0,2461641

69030,468

67126,082

57478,419

46768,276

38526,687

33314,161

0,2953969

77926,863

74855,769

61204,643

47472,339

37710,296

31832,789

0,3446298

89267,434

84358,866

65333,93

48175,686

36929,923

30471,74

0,3938626

104219,25

96323,42

69934,808

48878,164

36183,325

29216,926

0,4430954

124833,05

111846,29

75092,271

49579,627

35468,443

28056,376

0,4923282

155074,9

132789,74

80913,041

50279,931

34783,38

26979,851

Tabnuua 4. Pe3ynpTaThl HCCIE€A0BaHUA 3aBUCUMOCTEH BenuuuH ry (1), 1y () ,

1), ty () or f

p,Ip. 7 , KM Ty > KM tg,cC ty,c

0 40111,787 23551,857 25697,535 13457,179
30 40183,953 23400,186 26031,271 14592,66
60 41043,96 26883,839 26977,724 18736,992
90 42538,038 36239,868 28368,744 29137,213
120 57521,925 44335,636 55956,634 29887,121
150 102194,39 45945,492 122787,64 31088,553
180 155074,9 46846,097 190672,19 31547,223
210 132789,74 46718,983 122456,82 31082,969
240 80913,041 45622,845 55748,887 29877,945
270 50279,931 43948,092 29035,722 28358,862
300 42204,845 34783,38 26969,722 18688,367
330 40830,612 26979,851 26026,867 14572,674

CootBercTByomye rpaduKi NpUBeIeHbI Ha pucyHKax 4(a) u 4(0).
B Xxone BBIYMCIHTENBHBIX 3KCIEPUMEHTOB OBIIM  ITOTyYSHBI
3HaueHus ry(u), 7y (u) 1A pa3sIM4HBIX 3HaYeHUH wu =0°,15°30° u

45° (tabnuma 5).
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180000
160000
140000
120000
100000
80000
60000
40000
20000 ‘

0 -
0

200

]

a)

TH

400

250000

200000

150000

100000 /

50000 // \\
o— L =
0 100 200 300 400

— ly
0)

Puc. 4. I'paduku 3aBucumMocteit o1 B :a) ry(u), ry(u);6)1,(u), ty(u) ot S

Tabmuma 5. Pe3ynpTaTsl HCCIETOBAHMS 3aBUCUMOCTEH BEIMIUH 75(u) , 15 (u) OT

B
Ip.

g , KM

g , KM

g , KM

g , KM

Ty, KM

Ty s KM

Ty » KM

Ty, KM

u, Ip.

0

15

30

45

0

15

30

45

23512,331

38818,7

50613,533

40111,787[20979,733

28964,212

30534,493

23551,857

30

23684,04

39250,309

51113,799

40183,953[22434,147

31386,242

32016,972

23400,186

60

24635,098

39959,209

52465,156

41043,96

23892,948

37028,253

38687,279

26883,839

90

27004,564

46418,893

54692,866

42538,038[24082,176

40768,862

54396,421

36239,868

120

28513,22

57639,238

88365,275

57521,925[24197,803

41453,692

56430,487

44335,636

150

28415,386

64007,521

143733,22

102194,39|24206,61

41807,048

57962,284

45945,492

180

26941,345

60533,183

165038,83

155074,9

24107,31

41720,792

58475,11

46846,097

210

24901,26

51366,242

119914,61

132789,74(23929,742

41228,837

57796,383

46718,983

240

23723,559

42334,601

77007,483

80913,041

22966,903

40486,093

56184,127

45622,845

270

23542918

39702,877

54169,847

50279,931

21480,9

35588,436

52619,65

43948,092

300

23433,152

39078,403

52313,168

42204,845[20590,766

31235,944

39595,338

34783,38

330

23421,617

38758,956

51042,845

40830,612[20390,046

29034,013

32941,763

26979,851

CootBercTByomIHE rpadUKH MPUBEICHBI Ha puUcyHKax 5(a) u 5(0).

AHanm3 pesysbTaToB,

MOJyYEHHBIX B XOIE BBIUYHCIUTENHHBIX
9KCIIEPMMEHTOB, TOKa3bIBaeT, 4To romorpad BekTopa ckopoctd KAII,
obecrnieunBatoluii 7, (1), r,(u), ROIDKEH IPHHAUICKATH OKPYNKHOCTH

ckopocreit npmwxenns KAII B i-it YT, koTopsle IpUrOAHBI IS BO3IEHCTBUSA
10 j-MY aCTEPOULY.
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180000 70000 ‘
160000 > 60000
\
140000 \ 50000
120000 » —
100000 +———— 7\7 40000 77 j\
80000 30000
\
o000 )/~ = | 20000 = .
40000 ﬂLF 10000
20000 |
0 ‘ 0
0 200 400 0 200 400
I'g, KM Tg, KM Py KM 75, KM
g, KM Vg, KM 75, KM 75, KM
a) 0)

Puc. 5. I'paduxu 3aBucumocreit ot S : a) ry(u); 6) ry (u)

5. AHaauTH4yeckasi MojeJib OIEeHHBAHUS TMPOCTPAHCTBEHHO-
BpPeMeHHBIX  XapakTepuctuk PA  actepoupoB.  OueHuBaHHsA
MIPOCTPAHCTBEHHO-BPEMEHHBIX XapaKTepUCTUK PA BkiroyaeT B ceds:

1) ompeneneHyie BENWYMHBI MPOCKIMH BEKTOpPa CKOPOCTU j-TO
acreponna B i-it YT Ha mnockoctb opoutst KAIl — V. mo dopmyae (13);

2) ompenerneHue HadanbHBIX ycioBmid aBikeHus KAII mo opOure,
COOTBETCTBYIOILICH «30HE o0paTHOi JOCATaeMOCTH npH

B =5y =0°=V;(0°, 7;:,6(0°):

i

Vii(0°) =V g + AV, ionc; (16)

6,(0°) = arccos(V . ;; -cosy; / AV,;); (17)
3) BBIUMCJIEHHE 10  M3BECTHBIM  HAYaJbHBIM  YCIIOBHSM
KeIuIepoBCcKux aneMeHToB opoutsl KAII, coorBercTByromeit S = f, =0°
o ¢popmyiam (4)-(6);
4) onpexnenenyie HavalnbHBIX ycioBui nBrxeHus KAII mo opOute,
COOTBETCTBYIOLIEH «30HE oOpatHOH JIOCSITaEMOCTHD npu
B =180°:V,(180°, r;,6,(180°) :

Vi(180°) =V 5 = AV i3 (18)
6,(0°) = arccos(V, ;; -cosy; | AV,;); (19)
SPIIRAS Proceedings. 2019. Vol. 18 No. 6. ISSN 2078-9181 (print) 1475

ISSN 2078-9599 (online) www.proceedings.spiiras.nw.ru



MATEMATWYECKOE MOAENTMPOBAHWE U NPUKNAOHAA MATEMATUKA

5) BBIYMCIICHUE 110 W3BECTHBIM HAdaJbHBIM YCIIOBHSM KEIUICPOBCKUX
aneMenToB opoutsl KATL, cooterctyromeii £ =180° mo popmynam (4)6);

6) 3amaHKe HauaIbHOIO 3HaueHus yriaa [ = £, =0°;

7) BBIYHCIIEHHE MOIYJS TPENeNbHOr0 MNPUTOJHOTO BEKTOpa

ckopocti KAIT B MOMEHT IIPUMEHEHUS 110 j-MY aCTePOHIY UL 33 JaHHOTO
3HauYeHHs yraa f:

2 2 .
V(B =V 2y + AV 420 45 AV, -cos

8) ompenenenue yria OpocaHus MPOEKIMH BEKTOpa CKOPOCTH j-TO
acreponsa B i-ii YT Ha rmutockocts opoutsr KATIL:

cos&(B) =V V3

J

9) pacuer IOMOJHUTEIBHOTO yriia OpocaHMsi BEKTOpa NpENeNbHOrO
MIPUrOJHOTO BekTopa ckopoctu KAITI:

6(p) =arcsin(AV,; 1V sin f);

10) onpezneneHue yria OpocaHus BEKTOpa MPEACIFHOTO NPUTOAHOTO
BekTopa ckopoctu KAIT:

O(p) =6,(p)-6(p);

11) BeUUCIICHNE 1o HM3BECTHBIM HaYaJIbHBIM YCIIOBHSIM

<7, V;(B), O(B)> IIOCKOCTHBIX KCIUIEPOBCKMX 3JIEMEHTOB  OpOMTHI

KA —  <a,(p),e,(f).0,(f)>. mie a,(f) onperemsercs mo
dopmyne (4), e;(f) — o popmyse (5), @;(B) — no popmye (6);

12) 3agaHie HAYaIbHOIO 3HAUCHUS yIlla apryMeHTa IIUPOTHI
u=uy,=0°;

13) onpenenenne wmonyns paamyca-BektopaKAIl Ha  opOure,
coorsercTByrowmeit f=/4,=0°: V,(0°), r;, 6(0°) no popmyie (8);

14) Berunciienne Monyns paauyca-Bekropa KAIT Ha opOure,
coorsercTByrowmeii f=180°: V,(180°), r;, 6,(180°) mo dopmyae (8);

15) pacuet monyns paguyca-sexkropa KAIl — ry,; (u; f) Ha opOure,
COOTBETCTBYIOIIEH yrimam un S 1o ¢opmyse (8);

16) ouennBanue skcueHTprdeckoi anomanun YT o popmymnam (10);
17) onpeneneHne SKCHEHTPUYECKON aHOMAIHWH, COOTBETCTBYIOMICH
yriy u 1o ¢popmyiam (10);
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18) Beruncnenue Bpemenu aBmxeHus KAII oT Touku ¢ apryMeHTOM
mmpoTel u a0 YT mo dpopmyne (9);

19) pacuer momenta BpemeHu nposieta KAII Touexk opOuTHl €
apryMEHTOM HIMPOTHI u

t(u; ) :tji + At(u);

20) mepepacyeT 3HAa4YCHUS apryMeHTa WIMPOTHI u:=u-+Au; eciu
u €[0°,360°) , mepexon Ha TMyHKTH 16 u 15 W HakoIUleHHE 3HAYCHHHA
Tey (u; B, t(u; B) ; eciiu — HeT, epexos Ha MyHKT 21;

21) mepepacuer 3HaueHus yra f:=[+Af; ecim [ €[0°,360°),
Hepexol Ha IyHKT 6 M HAaKOIUICHWE 3HA4YeHHl 7, (u;f); ecam — HeT, TO

Iepexo]] Ha MyHKT 22;
22) ompeneneHUe paAWyCOB  HapyXHOW rpaHmmsl PA  mus
OIpe/IeTICHHBIX 3HAYCHUH u :

1y (W) =minry; (u; )

1 COOTBETCTBYIOLINX BpeMeH ¢y, (i) ;

23) onpenencHre paAWycoOB BHYTpEHHeW TpaHuisl PA s
OIIpeIeNICHHBIX 3HAUCHUH U:

rp(u) =max ry,; (u; )

U COOTBETCTBYIOIIUX BPEMEH 75 (1t) .

6. Pe3yJbTaThl  OLEHUBAHUS  NPOCTPAHCTBEHHO-BPEMEHHBIX
xapakTepuctuk PA acrepounos. Anpo0Gaiys npeangaraeMoid Moaenu Oblia
NPOBEJICHA JUIsl HCXOIHBIX JaHHBIX, IPEACTABJICHHBIX B TA0MMLAX 6 U 7.

Tabnuna 6. VicxoaHple JaHHBIC T POBEACHUS IKCIICPHMEHTOB

AV{IVIZH , KM/C a;, KM €; iKAH , I'P.
4 7000 0 80
Tabnuna 7. VicxoqHbIe JaHHBIC VT TPOBEACHUS SKCIICPHMEHTOB
T KM @i TP L, ¢ Vi KM/C 6’].,. ,Tp. | Au,rp. | AB,Tp
7000 10 200 [7,54605327 0 30 30

ITopsinok npoBeAeHUs BBIYUCIUTEIBHBIX SKCIIEPUMEHTOB COCTOSUI B
OJHOKPAaTHOM TIOJIy4YeHWH YyKa3aHHbIX B IyHKTax 1-8 BemnumH U
BBIYMCIICHUU BEJIMYHMH YKa3aHHBIX B MyHKTax 10-27 mpu ABYX LHMKIOBOM
BapbUPOBAHNUHU BEIHYHHAMH YIJIOB [ ¥ U B YKa3aHHBIX BBIIIE HATa30HAX C
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3aJ[aHHBIMH [IaraMy (BHEIIHHUH UKIJIO N0 yIity f3, BHYTPEHHUH 0 YTy u ).
C yueroM TOTO, 9TO £ W U MOTYT M3MCHATHCS HEMPEPHIBHO B YKa3aHHBIX
JMama3oHax Aus 3aBucumocteit 1, (u) uo ry(w), ty(m) umo ty(u)

COOTBETCTBYIOIE TpadUKH OBUIM IOCTPOCHBI KaK OruOaromye JIMHUH,
NPOXOASIINE Yepe3 MOJyYeHHbIE B pacueTax W NpHUBEICHHbIE B TalOiumax
TOYKH 3HAYCHHH 1, (u; ) .

Pe3ynpTaThl pacueToB BeIMUIMH MOAyJIeH paauycoB-BekTopo KAII mpu
B =0° u $=180° npuBeneHs! B Tabmuiie 8 Bo 2 u § crondmax. B sroit xe

Talyuie Ui pa3IMYHBIX 3HAYeHWI aprymenTa mmpotel — u = (0°(30°)360°
NPE/ICTaBIICHbI 3HAYEeHUs 7y ,;; (u; ) mpu S =0°(30°)150° (crondupr 3-7).
IMosy4eHHbIe pe3ysIbTaThl CBEICHBI B rpaduKky Ha pUCyHKax 6, 7.
Ha pucynke 6a npusenensl rpapuxu ans f=0°30°)90° u nns

S =0°, f=180°, a na pucynke 66 — mnsa 75(u) u 1y (u).
Ha pucynke 7a npusenensl rpaduku ais £ =120°(30°)180° u ana
B=0°, B=180°, a na pucynke 76 — mus 75(u) u 7y (u).

Tabnwma 8. Pe3ymbTaThl HCcTeI0BaHHs 3aBUCHMOCTH Bemannbt Ty 7 (Us B) ot u

Feearr (30°) e (u330°) | 1y 7 (10360°) 717 (10390°) [rg iy (u5120°) r 7 (u5150°) 74 7 (113180°)
KM KM KM KM KM KM KM
0| 7000 |6872,683 |6721,607 [6596,361 |6532,261 [6590,084 7000
30(7295,011 |7441,268 [7689,113 [7769,653 [7533,058 [6950,923 |5657,871
60| 8244,263 |8631,117 [8980,556 |8423,844 [6899,894 |5244,177 [3712,944
90110026,49 [10538,51 [10237,69 |8045,619 |5365,757 |3575,733 |2526,535
120[12791,79| 12971 |10787,78 [6946,743 |4065,754 |2584,309 |1914,719
150[ 16027,79 | 14871,4 |10230,81 [5799,596 |3249,579 [2066,956 |1626,405
180[ 17663,33 | 14711,5 |8971,381 [4948,483 |2815,787 |1837,326 |1541,448
210 16027,79 |12643,52 |7681,347 |4444,938 |2663,268 [1811,114 |1626,405
240[ 12791,79 110244,04 |6716,465 |4255,858 |2752,568 [1978,926 |1914,719
270 10026,49 |8432,586 |6151,527 [4359,395 |3106,943 |2401,829 |2526,535
300[8244,263(7332,317 |5968,652 [4768,068 |3812,865 |[3235,601 [3712,944
330[7295,011(6838,333 |6154,016 [5517,087 |4987,665 (4712,335 |5657,871
360 7000  [6872,683 16721,607 [6596,361 |6532,261 [6590,084 7000

> TP:

Pe3ynbpTaThl pacyeToB BeMTUYHH Mojenel paguycoB-BekTopoB KAITI
mpu u =0°(30°)360° u £ =210°(30°)330° MIPUBEICHBI B
tabymuie 9 (crondust 2-6). B 3T0# ke Tabnuile A pa3IuIHBIX 3HAYCHUH
aprymesnTta mupoTsl — u =0°30°)360° npencTaBineHsl 3HaueHUS 7y, (1)

u ry(u) (cronbusl 7, 8).
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Puc. 6. I'paduxu 3aBucUMOCTEN OT u : a) ry,;(u; B); 0) ry(u) U ry(u)
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0)

Puc. 7. Tpadvku 3aBUCUMOCTEH OT u : @) Fy ;7 (3 5) 5 6) 15(u) u 7y (1)

Ha pucynke 8a npuBenens! rpaduku s S =210°(30°)270° u ans

p=0°, p=180°, a mHa pucynke 80— i1 maxry,;uw;f) u

min g, (u; f).
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Tabmuma 9. Pe3yapTaThl HCCISTOBAHMS 3aBUCUMOCTEH BEHIUH 7y, (U3 ), 1y (1) ,

75 (U) OT u
u,  [ream (5 210°),r 47 (5 240°), (1 7 (25 270°), 147 (3 300°), [y 7 (15,330°), | 7 (1), ry (1),
rpan KM KM KM KM KM KM KM
0 6590,084 | 6532,261 | 6596,361 | 6721,607 | 6872,683 |7026,915 |6532,261
30 | 6950,923 | 7533,058 | 7769,653 | 7689,113 | 7441,268 |7769,653 |5657,871
60 | 5244,177 | 6899,894 | 8423,844 | 8980,556 | 8631,117 |8980,556 |3712,944
90 | 3575,733 | 5365,757 | 8045,619 | 10237,69 | 10538,51 |10538,51 |2526,535
120 | 2584,309 | 4065,754 | 6946,743 | 10787,78 12971 12971 |1914,719
150 | 2066,956 | 3249,579 | 5799,596 | 10230,81 14871,4 |16027,79 |1626,405
180 | 1837,326 | 2815,787 | 4948,483 | 8971,381 14711,5 |[17663,33 | 1541,448
210 | 1811,114 | 2663,268 | 4444,938 | 7681,347 | 12643,52 |16823,12 |1626,405
240 | 1978,926 | 2752,568 | 4255,858 | 6716,465 | 10244,04 |13791,97 |1914,719
270 | 2401,829 | 3106,943 | 4359,395 | 6151,527 | 8432,586 |10767,95 |2401,829
300 | 3235,601 | 3812,865 | 4768,068 | 5968,652 | 7332,317 [8690,169 |3235,601
330 | 4712,335 | 4987,665 | 5517,087 | 6154,016 | 6838,333 [7509,226 |4712,335
360 | 6590,084 | 6532,261 | 6596,361 | 6721,607 | 6872,683 |7026,915 |6532,261
HOJ’Iy‘IeHHLIe PE3YIbTATEI CBEACHEBI B l'”pa(i)I/IKI/I Ha pUCYHKax 8-10.
20000 20000
18000 18000
16000 //\ \\ 16000 //\ \\
14000 / \ 14000 / \
12000 4 \ 12000 / \
10000 // \ 10000
8000 = 8000 / \
6000 %Jﬁ 71 so00 £ B
4000 ‘Q\ T /// 4000 \ /
2000 : 2000 > |~
0 1 o
0 100 200 300 400 0 200 400
panuyc (0 rpan)
panuyc (210 rpan)
panuyc (240 rpan) MakcuManbHbIi panuyc PA (210-270 rpan)
panuyc (270 rpan)
pazuyc (180 rpax) MUHUMaJbHBIN paguyc PA (210-270 rpan)
a) 0)

Puc. 8. I'paduku 3aBucumocTeil oT u : a) VKAH(M; p);6) rB(u) u FH(u)

p=0°,

min vy, (u; f) .
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P =180°, a Ha pucyHke
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Ha pucynke 10 mpencraBneHsl Tpadukud  3aBHCHMOCTEH
MaKcUMaJibHOTO paauyca PA u muHnManbHoro pamuyca PA B dyHkuuu ot
apryMeHTa IMINPOTEHL.

20000 | 20000
18000 | 18000
16000 // 16000 / N\
14000 ™ / 1\
14000
12000 / \
10000 - 1\ 12000 7 \
8000 | 10000 T N
6000 \\ 7 8000 -~ S
4000 — 6000 \\ 7
2000 4000 N —
0 2000
0 100 200 300 400 0
pamaye (0 rpaz) 0 200 400
panuyc (300 rpax)
pamnyc (330 rpax) Makcumanbeblit paguyc PA (300-360 rpax)
panuyc (360 rpan) N
pamyc (180 rpaz) MHUHUMaTbHBIN paayc PA (300-360 rpan)
a) 0)

Puc. 9. I'paduku 3aBUCUMOCTEHN OT u : @) Ty (s 5); 15(u) 1 1y (1)

20000
18000

16000 /N AN
14000 / \
12000 / \

74
10000 // \\
8000 | ——
P V4
6000
4000 \\ ,/
2000 ‘\//
0
0 100 200 300 400

MaKcHMalbHbIN paguyc PA, km

MHUHUMAJIBbHBII paguyc PA, km

Puc. 10. I'paduku 3aBucuMocTeit max ry,; (u; ) w minrg,;(u; f) or

max ry,; (u; 5) u u

Pe3ynbTaThl pacueToB BPEMEH, HEOOXOMUMBIX ISl TPOJIETa MPAHMIT
PA npu u =0°(30°)360° u £ =30°(30°)180°, npuseneHsl B Tabuuie 10.
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Tab6nuua 10. Pe3ynbTarhl HCCIEA0BAHHS 3aBUCHMOCTH BelMYUHBI (145 ) OT u

u, | w3300, | #(u;60°), | t(u;90°), [#(u;120°), | t(u;150°), | #(u;180°),
p. c c c c c c

0 62,77918 | 51,70948 | 30,07894 | -2,24299 | -39,5597 | -64,7661

30 | 496,1395 | 539,1359 | 602,385 | 672,9495 | 716,975 703,8212

60 1042,695 | 1194,83 | 1339,062 | 1387,911 | 1311,159 | 1174,099

90 1822,6 | 2074,764 | 2102,84 | 1890,05 | 1608,096 | 1378,654

120 | 3007,393 | 3137,876 | 2728,629 | 2180,921 | 1751,395 | 1475,661

150 | 4698,252 | 4200,25 | 3175,464 | 2354,935 | 1833,271 | 1532,984

180 | 6625,065 | 5078,65 | 3491,168 | 2474,595 | 1891,147 | 1575,659

210 | 8253,396 | 5732,978 | 3731,811 | 2572,337 | 1941,759 | 1615,335

240 | 9374,242 | 6219,521 | 3938,198 | 2667,851 | 1996,332 | 1661,255

270 | 10114,02 | 6607,392 | 4140,543 | 2779,559 | 2069,034 | 1727,811

300 10639,8 | 6951,314 | 4367,707 | 2935,234 | 2189,061 | 1849,491

330 | 11064,53 | 7295,378 | 4656,542 | 3187,861 | 2428,828 | 2120,676

360 11462,2 | 7683,711 | 5059,117 | 3627,715 | 2930,957 | 2712,792

Ha pucynke 1la mpuBeneHsl rpaduku 3aBucumocted t(u;f) ams
L =30°30°)90° u, a na pucynke 116 — ms f=120°(30°)180°.

14000 4000
3500 /
12000
— 3000 /
10000
/ 2500 f—
8000 2000 ‘ |
6000 // i 1500 - -
4000 ! 1000 1—
/ 500
2000
0 m
0 - / -500 100 200 300 400
0 100 200 300 400
130 ) oy 120000 —— 130w
#(90 rpam) pax
a) 0)

Puc. 11. Tpaduxu 3aBucumocteit (u; ) ot u :a) ma f=30°30°)90°;
6) s £ =120°(30°)180°
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Pe3ynbpTaThl pacueToB BpEeMEH, HCOOXOAUMBIX IJIs MPOJICTa TPAHUIL
PA mpm u=0°30°)360° u [=210°30°)270°, S =300°30°)360°
mpuBeIeHBI B Tabmute 11.

Tabnuua 11. Pe3ynbTaThl HCCIeA0BaHUS 3aBUCUMOCTH Benu4uHbl ¢(u; f) OT u
t(u;210°), | £(u;240°), | t(1;270°), | t(1;300°), | #(1;330°), | #(u;360°),
c c c c c c

0 -39,5597 | -2,24299 | 30,07894 | 51,70948 | 62,77918 | 135,5967
30 716,975 | 672,9495 | 602,385 | 539,1359 | 496,1395 | 474,3378
60 1311,159 | 1387,911 | 1339,062 | 1194,83 | 1042,695 | 934,6346
90 1608,096 | 1890,05 | 2102,84 | 2074,764 | 1822,6 | 1542,287
120 1751,395 | 2180,921 | 2728,629 | 3137,876 | 3007,393 | 2464,613
150 1833,271 | 2354,935 | 3175,464 | 4200,25 | 4698,252 | 3967,229
180 1891,147 | 2474,595 | 3491,168 | 5078,65 | 6625,065 | 6216,622
210 1941,759 | 2572,337 | 3731,811 | 5732,978 | 8253,396 | 8737,53
240 1996,332 | 2667,851 | 3938,198 | 6219,521 | 9374,242 | 10706,83
270 2069,034 | 2779,559 | 4140,543 | 6607,392 | 10114,02 | 11949,14
300 2189,061 | 2935,234 | 4367,707 | 6951,314 | 10639,8 | 12722,79
330 2428,828 | 3187,861 | 4656,542 | 7295,378 | 11064,53 | 13258,37
360 2930,957 | 3627,715 | 5059,117 | 7683,711 | 11462,2 | 13689,82

u, rp.

Ha pucynke 12a npuBepeHnl rpaduku 3aBucumocted t(u;f) mis
£ =210°30°)270°, a ma pucynke 126 — mis S =300°(30°)360° .

6000 16000 |

5000 | 14000 [
12000 !

4000 | 10000 /

3000 2000

2000 : — 6000 /,//
4000 V.

1000 3000 W,

0/ 0 - |
-1000 é 200 400 0 100 200 300 400
= (210 Tpay) #(240 rpaz) - ;828 g:ig #(330 rpan)
#270 rpax)
a) 6)

Puc. 12. Tpaduxu 3asucumocteii t(u; ) ot u :a) mua f=210°(30°)270°;
6) nia S =300°(30°)360°
B rabmmne 12 cBenensl ganHele 1mo PA  acrepommoB B YT,

MOTYyYCHHbIC MPU MPHHATHIX HCXOMHBIX JAHHBIX, KaK MPOCTPAHCTBEHHO-
BPEMEHHBIX 00JIaCTSIX JJIs pa3iuuHbIX 3HaYeHuit u = 0°(30°)360°.
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Tabnuma 12. Pe3ynsTaTsl UccIeI0BaHHS 3aBUCHMOCTEH IPOCTPaHCTBEHHO-
BpPEMEHHBIX XapaKTepucTuk PA actepousoB ot u

u, . pamyc, KM paguyc, KM BpeMs, C BpeMms, C
MaKCUMyM MHHUMYM MaKCUMyM MHHUMYM

0 7026,915 6532,261 135,5967 -64,7661
30 7769,653 5657,871 716,975 496,1395
60 8980,556 3712,944 1387911 1042,695
90 10538,51 2526,535 2102,84 1378,654
120 12971 1914,719 3137,876 1475,661
150 16027,79 1626,405 4698,252 1532,984
180 17663,33 1541,448 6625,065 1575,659
210 16823,12 1578,566 8737,53 1615,335
240 13791,97 1790,873 10706,83 1661,255
270 10767,95 2274,165 11949,14 1727,811
300 8690,169 3233,235 12722,79 1849,491
330 7509,226 4712,335 13258,37 2120,676
360 7026,915 6532,261 13689,82 2712,792

[lomy4eHHble  pe3ysnbTaThl  MO3BONMIM  pa3paboTarb  CcXemy
OLleHMBaHMWA mapamMeTpoB PA OT u ¥ BBICOTBI HajJ MOBEPXHOCTHIO

3emmn — H,,,

20000 [ ) [, P
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Puc. 13. Cxema ounenuBanus napamerpoB PA OT u ¥ BBICOTBI HaJl IOBEPXHOCTBIO

3emmu — H,,
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Oco0eHHOCThIO TpadMKOB Ha pHUCYHKE 13 siBIsieTcs: TO, YTO AWAIa3OH
M3MEHEHNS] BpPEMEH U IUANa30H U3MEHEHHUS BPEMEH 110 OCH OPJMHAT COBIA/IAIOT.

IIpencraBneHHbie Ha pHCYHKE 13 TpadMKH TMO3BOJSAIOT OICHHUTH
napameTpel PA He TOJNBKO B 3aBUCHMOCTH OT pa3IHYHBIX 3HAYCHUH
apryMeHTa IIUPOTHI, HO U OT paauyca (BBICOTH HaJ MOBEPXHOCTHIO 3EMIIH)
IO CJIEAYIOLIEH cXeMe:

1) mo 3amanHHO#i BbIcOTE KpyroBod opbutel KAIl — Hyp
OIIPEEIIAIOTCS] TOUKM (KaK IPaBWIO JIBE) MEPECeUCHUs] COOTBETCTBYIOMICH
TOPU30HTAIBHOH JINHUN ¢ TpaIKOM 3aBUCHMOCTH MAaKCHMAJIBHOTO payca
PA ot aprymMeHTa UpOThl — TOYKH «1» U «2»;

2)  TPOEKTHPOBaHME ITHX TOYEK Ha OCh alIMCC M OMpe/eIeHHe

COOTBCTCTBYIOLIUX 3HAYCHHI ApPrymeHTOB HINPOT — u&x n ugbe — TOYKH

«3» 1 «d»;

3) ompexaelieHWE TOYEK IIEPECEUCHUS MPOCKTHPYIOUIMX Ha OCh
abmucc ¢ rpadgukaMu 3aBUCHMOCTEH BpEMEHH CyIIecTBOBaHUS PA — Toukn
«5» B «O»;

4) ompeneneHue abUKCC ITHX TOYEK — COOTBETCTBYIOIIUX BPEMEH

t. nt

6X 6bIX

4. 3akniouenne. [IpuBeneHHpIe B CTaTbe PE3YIBTATHl MO3BOJISIIOT
clenaTbh BBIBOA O TOM, YTO pa3Mepsl PA KoyeOMIOTCS B 3HAYMTENBHBIX
JauanasoHax [uid okoso3eMHbIX opOuT KAII nake mpu He3HAYMTEIbHBIX
Jimana3zoHax OTHOCHTENbHBIX ckopocTeld KAII u acteponioB, 4To MO3BOISIET
MPOTHO3UPOBATh JOCTATOYHO IIUPOKHI JHAma30H MapaMeTpoB pyOexei
npumeHenust 3tux KA. Ilpu sTom mpennaraeMblii B cTaThbe MOAXOA K
OIICHUBAHMIO POCTPAHCTBEHHO-BPEMEHHBIX XapaKTepucTUK PA actepousion
TO3BOJISIET MOJIy4aTh WX HE3aBUCUMO OT mapametpoB nBikeHust KAIL, uro
CYIIECTBEHHO O0O0JIer4aeT IOCISAYIOMUN ITONCK TapaMeTpoB pyOekei
mpumeHeHns 3tux KA. Kpome Toro, paspaboTaHHas aHaIHTHYCCKas
MOJICNb OIICHUBAHHS TPOCTPAHCTBCHHO-BPEMEHHBIX XapaKTepUCTHUK PA
acCTEepOUIOB IMO3BOJSET ONPEACIATh AHAIOTUYHBIE XapakTepucTuk PA mpu
OTpaHUYCHUSIX Ha OTHOCUTENIFHOE pacCTOsTHUE Mexay actepouoMm 1 KAIIL B
MOMEHT €T0 MPUMEHECHHUS.

— TOYKH «7» 1 «8».
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E.P. MINAKOV, B.V. SOKOLOV, S.E. SHALDAEV, M.A. ALEKSANDROV
CALCULATION AND RESEARCH OF SPACE-TEMPORAL
CHARACTERISTICS OF ATTACK ABRASES OF ASTEROIDS BY
ORBITAL MEANS

Minakov E.P., Sokolov B.V., Shaldaev S.E., Aleksandrov M.A. Calculation and Research of
Space-Temporal Characteristics of Attack Abrases of Asteroids by Orbital Means.

Abstract. A development of work to combat the asteroid hazard requires construction and
study of areas of outer space in which moving spacecraft-interceptors can affect asteroids. In this
paper, such areas are called attack lines, the spatio-temporal characteristics of which depend on
the parameters of the asteroid’s orbits and the phase coordinates of the nodal points. At these
points the trajectory intersects the asteroids and the orbital planes of the spacecraft-interceptors.
In the case of the impact of spacecraft-interceptors on asteroids at nodal points, the study of the
spatio-temporal characteristics of the lines of attack, taking into account restrictions on the
relative speeds between asteroids and spacecraft-interceptors, is of particular importance.
Building and analyzing the corresponding zones of reverse reach are suggested.

In the article, the developed models include a simulation model, using which random angles
between the projections of the velocity vectors of asteroids on a plane of the orbits of spacecraft-
interceptors and the current directions on the hodographs of their velocity vectors at nodal points,
as well as an analytical model for estimating the spatio-temporal characteristics of boundaries are
simulated attacks of asteroids, including: the radii of their external and internal boundaries for
certain values of the latitude arguments and arrival time of spacecraft-interceptors at modal points.

Testing these models and the corresponding characteristics of the attack lines were carries
out during computational experiments on two cyclic modeling of the angles between the
projections of the velocity vectors of asteroids on the plane of the orbits of interceptor spacecraft
and the current directions on the hodographs of their velocity vectors at nodal points. The results
obtained made it possible to verify and validate the developed models, on the basis of which a
conclusion was drawn about the required degree of their applicability. In the paper also a
procedure for estimating the parameters of attack lines, depending on the values of the arguments
of the latitudes of interceptor spacecraft and their altitudes above the Earth's surface is proposed.
At the same time, an approach is substantiated for estimating the spatio-temporal characteristics
of the boundaries of attack of asteroids by spacecraft-interceptors for any inside the planar
parameters of their orbits.

Keywords: Asteroid Danger, Spacecraft Interceptor, Detachable Part, Anchor Point, Line
of Attack, Space-Time Characteristics.
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10.A. BeUKOB, E.b. COJTOBLEBA, C.B. IIIEPBAKOB
AHAJIUTUYECKU-YUCJEHHDBIA AJITOPUTM BBIYUCJIEHUSA
KOPHEM AJITEBPAMUYECKHNX YPABHEHHUM C 3AIAHHBIMHA
NPEJAEJBbHBIMMU IMTOT'PEHTHOCTSIMHA

buiukose FO.A., Conosvesa E.B., I[llepbakos C.B. AHAIMTHYECKH-YHCIEHHBIH aJropuT™M
BBIYHC/JIEHUs] KOpHeil ajrefpaHyecKHX YypaBHeHHHi ¢ 3aJaHHBIMH HpeJeJbHBIMH
MOTPEIHOCTSIMH.

Annotanus. IIpeanoxeH anropuT™M BEYHCICHUS HNPUONMKEHHBIX 3HAUEHHH KOpHEH
anreOpanuecKuX ypaBHEHHH ¢ 3aJaHHBIMH IpeebHBIMU aOCONIOTHBIMU HOIPENTHOCTMH.
MaremMaTHYecKyl0 OCHOBY QJIrOpPUTMAa COCTaBISCT AHAJIUTHYECKU-YHCICHHBIH MeToJ
pelIeHUs HeNMHEHHBIX HHTeTPanbHO-AuGepeHINaTbHBIX yPABHEHHH ¢ HECTAIIMOHAPHBIMU
ko3 dunreHTaMu. AHATUTHYSCKU-YUCICHHBI METOZ OTHOCUTCS K KJIAacCy OJHOIIAroBBIX
HETIPepPHIBHBIX METOJOB MEPEMEHHOT0 IOpsAAKa C afaNTHBHON IpoIeXypoil BeIOOpa mara
pacuera, (OpPMaNN30BAHHON OLEHKOH IOTrPENIHOCTH IPOU3BOJMMEIX BBIYHCICHHH Ha
KaXJIOM IIIare ¥ IMOTPEeIIHOCTH, HAKAIUINBAaeMOH B Xoze pacueTa. [IpemnaraemMslil anroputM
BBIYHCIICHUS IPUOIMIKEHHBIX 3HAYCHUH KOpHEH anreOpandeckoro ypaBHEHHUs ¢ 3a1aHHBIMU
MpefeIbHBIMI a0CONIOTHBIMU IIOTPEIIHOCTSIMU COCTOHT H3 JBYX OJTamoB. Pe3ympTaToM
BBHINIOJHEHHs IIEPBOTO 3Tala CIyXKaT YHCIOBbIE HHTEPBANbl, COJACp)KAlle HEU3BECTHBIE
TOYHbIe 3HAYCHUs KOpHeH anreOpamueckoro ypaBHeHHs. Ha BTOpOM dTame BEIYHCISIEM
NpUOIIDKEHHBIE 3HAUeHHMs OSTHX KOpHEeH ¢ 3aJaHHBIMH HpeAeNbHBIMH a0COMIOTHBIMU
MOTPEITHOCTAMHU. B KkadecTBe IpHMepa HCIOIBb30BAaHHS IPEIJIOKEHHOTO alrOpUTMa
MpUBEIeHO HaXOXKAECHHE KOpHEH anreOpamvyeckoro ypaBHEHHUS IATOTO MOPSAKA C TpeMs
Pa3INYHBIME 3HAUYCHUSMH IPEIeNbHON a0CONIOTHOH MOTPENTHOCTH.

Ha ocHoBe moiy4yeHHBIX pe3yJbTaTOB CIHENAaHBI CleAylouue BbIBOABL IIpeanoskeHHbIH
ITOPUTM IO3BOJISIET BBIIEIUTH YHCIOBBIC MHTEPBAJbI, COJCPIKAIINE HEU3BECTHHIC TOUHEIC
3Ha4YeHHS KOpHed. 3HaHHe YTUX HHTEPBAJOB JaeT BO3MOXHOCTb BBHIUHCICHHS MPHOIIKEHHBIX
3HAYCHMH KOpHeH ¢ Jr000i 3aJaHHOW MHpenenbHOW aOCOMIOTHOW — HMOTPENIHOCTBIO.
Pe3yIbTaTHBHOCTH aNTOPUTMA, TO €CTh TAPAHTUS JOCTHKEHUS IOCTABICHHOI [IETH HE 3aBHCHT
OT BbIOOpA HAYaJIbHBIX YCIOBHH. AJITOPUTM HE MTEPALMOHHBIN, OITOMY YUCIIO IIArOB pacyera,
KOTOpOe HEOOXOIWMMO UL BBINEJICHHS UHCIOBOIO HHTEPBAIA, COIEPIKAIEro HEH3BECTHOS TOUHOE
3HAYCHHE KaKOrO-JIMO0 U3 KOpHEH anreOpandeckoro ypaBHEeHHs, BCEr/ja OrPAHUICHO. AJITOPUTM TIPH
TIOUCKE OMPEIEICHHOT0 KOPHS areOpandeckoro ypaBHEHHS! BHIMUCIUTEIEHO IOJHOCTBIO aBTOHOMEH.

KiroueBble cioBa: anrebpanyeckoe ypaBHEHHE, HeIHMHEHOe MU pepeHIHaIbHoe
ypaBHEHME, AHATUTUYECKU-YUCIECHHBII MeTO/1, NPUOIMKEHHOE 3HaUEHHE KOPHS.

1. BBegenue. 3agaua perieHuss anreOpandeckux ypaBHEHWI oOua-
JIa€T CaMOCTOSATENbHBIM HAyYHBIM HHTEPECOM U MIMPOKUM KPYTOM IMPHUMEHE-
HUs1. OHa MOTUBHUpYET pa3pabOTKy HOBBIX M COBEPILICHCTBOBAHHE YK€ UME-
IOIHUXCA aJITOPUTMOB €€ PCUHICHUA, HAIIPUMEP UTCPALTUOHHBIX METOIOB BhI-
COKOTO MOPsIAKa CX0AUMOCTH [ 1-7] (B 4aCTHOCTH ISl HAXOXKACHHUS KPATHBIX
kopHel [8-16]), sBomtonnonHsbIX [17] u agantuBHeIX [18] anropurmos, mMe-
TOJIOB HeIHHeHHoM perpeccuu [19, 20] u sxctpanomsiuu [21, 22]. CpaBHu-
TENIBHBIA aHaJIU3 UCIIOJB3yEMbIX YHCICHHBIX METOJIOB PELICHHs aireOpau-
YEeCKHUX YPaBHEHHH BBISBISET CIETYIONINE UX HEIOCTaTKH.

Bo-1iepBBIX, OTCYTCTBYIOT yYKa3aHHs K BRIOOpY Ha4aJIbHOTO MPHOIIH-
JKEHHOTO 3HAYEHMs MCKOMOTO KOpHS alareOpanveckoro ypaBHEHHS, ycCIleX
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KOTOPOTO BO MHOTOM OIIPEZIENIsieT He TOJIBKO 00beM MOCIEIYIOINX BBIUUC-
JIEHUH, HO ¥ CXOJJMMOCTh BCEi MPOLIeAypHI pacueTa.

Bo-BTOpBIX, pacyeTHbIE CXEMBI METOJIOB, KaK IPAaBUIIO, UTEPALIOH-
HBIE U HE COJepKaT KPUTEPUS CaMOOCTaHOBA, CBSI3aHHOTO C 3aJJaHHOM Ipe-
JIeTIbHOM a0COJIIOTHOW MOTPEIIHOCTHIO pacyeTa MpUOIKEHHOTO 3HAUYCHHUS
KOPHSI aNre0panyecKoro ypaBHEHHS.

B-TpeTbux, OTCYTCTBYIOT pe3yJIbTaTUBHbIE ITPOLEAYPHI OIICHOK, BO3-
HUKAOIINX B XOJI€ pacyeTa MOrpeirHocTel. TO He TO3BOJISIET KOHTPOINPO-
BaTb CTEICHb yJaJCHHS BHIYUCIIAEMbIX MPUOIMKCHHBIX 3HAYCHHH KOPHS OT
€ro HEeM3BECTHOIO TOYHOTO 3HaueHus. B pesynprare 0 ux OJIM30CTH MOXKHO
CYIUThH JIMIIb IT0 YPOBHIO HEBSI3KH aNreOpaHmdecKoro ypaBHEHHsS OTHOCH-
TEJIBHO BBIYMCICHHOTO IPUOIMKEHHOTO 3HAYESHHUS KOPHSL.

[pennaraercst cBOOOMHBIH OT yKa3aHHBIX HEAOCTATKOB AJITOPUTM BbI-
YUCJICHUA € 3alTaHHBIMU NIPCACTIbHBIMA a0COIIOTHRIMU TMOTPECIIHOCTAMMU IPH-
OJIDKEHHBIX 3HAUSHHUH KOpHEH aliredpandeckux ypaBHEHHUH.

Pemaemoe anrebpandeckoe ypaBHEHHE UMEET CIEAYIOIIUH BU;

N N
* _ M,
A(p)=p" =2 Ay, p" " = 2 (p=1,) " =0, (M
n=1 n=l1
rae N — MOpaIoK ypaBHEHHS; A;,fn K03((OUIMEHTHl ypaBHEHHUS;
N,y — 4YUCIIO KOPHE#l ¢ Y4eTOM UX KPaTHOCTH; M , — KPaTHOCTb KOPHSI A,.

B xagecTBe MaTeMaTH4eCcKOil OCHOBHI IIPEATIAraeMOro ajJropuTMa uc-
T0JIb3YETCsl aHATUTUYECKU-YHUCIIEHHBIH METO/ PEelIeHHsI OOBIKHOBEHHBIX He-
JIMHEHHBIX UHTETpaJIbHO-IN(PGEepeHINATIBHBIX yPaBHEHUH ¢ HECTalMOHap-
HbIMH KO3 duimentamu [23, 24]. CyuiecTBeHHOE OTIMYHE MTPEAIaraeMoro
METOJa OT BCEX IIUPOKO UCHOIb3YyEMBIX METOAOB B TOM, YTO OH KOHTPOIH-
PYeT ¥ OLICHHBAET a0COIIIOTHYIO ITOTPEIIHOCTh HAWAEHHOTO PHOIMKEHHOTO
3Ha4YeHMs KOpHs anreOpandeckoro ypasHeHus. [IpenmMymiecTBa anroputMa
3aKIrovaroTes B ciaexyromeM. Cratndeckas 3ajada pemieHus anreOpamde-
CKOTO ypaBHEHHS SKBHBAJICHTHO IpeoOpasyeTcs B AMHAMHUYECKYIO 3a7ady
pemrenus nuddepeHIaT-HOTO YpaBHEeHNS. DTy THHAMHYECKYIO 3a/1aqy pe-
IaeT aHAINTHYECKU-YHCICHHBIM METO, KOTOPBI B CHIIy OJHOTO M3 CBOMX
OCHOBHBIX JIOCTOMHCTB I03BOJISIET HAHTH HE TOJILKO NMPUOIIKEHHOE 3HAYe-
HHUE KOPHS, HO U YKa3aTb I'PaHUIIBI 00JaCTH, B KOTOPOH HAXOAUTCS €0 TOY-
HOE HejlocsiraeMoe 3HaueHue. ['panunamMu 00J1acTi MOYKHO YIPaBJIsiTh, 4TO B
pe3yabTaTe MO3BOJISICT HAWTH 3HAUCHHME KOPHS C JIIOOOH 3aJaHHOW TOYHO-
cTbto. IIpemnaraemMplif BEIYUCIUTEIBHBII aJITOPUTM MOXKET OBITh PEaIN30BaH
MIPOTPaMMHO B BHJE HEKOTOPOTO YHHBEPCAIBLHOTO BBIUYHCIMTENHLHOTO WH-
crpymenTa. OJJHAKO 3TO CaMOCTOSATENbHAS 3a/1aua, e IIOCTAaHOBKa U pelle-
HUE HaxOIATCs 32 paMKaMH JJaHHOH paboTHI.
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Pemenne HeMMHEHHBIX anreOpandeckuX ypaBHEHUI ¢ BBICOKOM TOU-
HOCTBIO Ha OCHOBE aHAJTMTHYECKH-UYHCIEHHBIN METO/Ia BAXKHO B ITPELIU3NOH-
HOW TEXHUKE, I'ie IJIaBHOM LENbI0 SBJISETCS TOYHOCTh OOpabOTKU CHUTHA-
710B (MH(pOPMAIMN), TOCTUTaeMasi, HallpuMep, B IIPOCTPAHCTBE TPACKTOPHIL.
B kauecTBe mprMepa yKakeM CHHTE3 OJIOKOB YIpaBlIeHHUS Ui pOOOTOTEX-
HUYECKHUX CHUCTEM, KOTOPbIE 00ECIeYMBAIOT TOYHOCTH JIBIKCHUST MAHHITYJISI-
TOPOB, COTJIACOBAaHHOE MEepEeMEIeHNe KOHEUHOCTEeH poOOTOB M TaK Jasee.

VY aHaIUTHYECKHU-YUCICHHOTO METO/Ia €CTh OTPaHUYEHHSI, HAIpUMep
OpTaHM3aIMs IEPEX0Aa Yepe3 TOYKH BETBICHHUS IPU TOHMCKE OIM3KUX II0
YHCIIOBBIM 3HAUCHHSM KOPHEH MOJKET MPUBECTH K HEKOTOPHIM aJTOPUTMH-
YeCKUM IpoOsieMaM, OMPEASIAIONINM HEOOXOANMOCTh peaIn3allii HTepa-
LUOHHBIX MPOLEAYP pacueTa.

Pemenne mocraBieHHOH 3a/ady aHATUTUYECKH-YHUCICHHBIM METOAOM
CBSI3aHO C NpeBapUTeIbHBIM (hOpMHUpOBaHKeM 11 ypaBHeHus (1) ero nuHaMu-
YECKOr0 aHajiora B BUJIC M3BECTHBIM 00pa30M COOTBETCTBYIOIIETO eMy Hdde-
peHuMansHoro ypaBHenust. Jlanee st Takoro nuddepeHIansHOro ypaBHeHuUs
(opmupyem conpsbkeHHOe eMy auddepeHIaibsHoe ypaBHeHHE, 3HAYeHHST pe-
LIEHUH KOTOPOTO IPH ONPEAEICHHOM 3HaY€HUU HE3aBUCHMOM IEPEMEHHOM COB-
MaJal0T ¢ KOPHAMU A,, n=1, 2, ..., N ypaBHenus (1). OTUM NpeIoKeHIsM OT-
BEYAeT IOCIIEZ0BATEILHOCTh IIPE0OPa30BaHMM, ONpPENEIIOMNX COACPKAHUC
TIPEUIaracMoro ajaropuT™Ma PeIeH s TOCTaBICHHOH 3aJa4n.

Js mpuMepa paccMOTpHM HamboJee MPOCTOH ciydaid, Korga Bce
KopHH ypaBHeHUS (1) HeKpaTHBIC U BEIIECTBEHHEIE, TO ecTh M,=1, N,,=N u
n=1, 2, ..., N. 3agauy noucka kopHe# ypaBHeHus (1) B 3TOM cirydae conpo-
BOXKJA€T PACCMOTPEHHE OJHO3HAYHO ONPEACICHHOW aHATUTHYECKOH (hyHK-
U x(#), KOTOpasi SKBUBAJICHTHO OIMCBIBACT PEIIaeMYyI0 3a1aqy:

N
x(t)ZZAZt",A;,ZI,teR; )

n=0
x(t)|t:)w :x(}\an):o, n=12,..,N. (3)

Jnst onmHO3HAYHOHN aHANMTHYECKOH (YHKIMH X(f), ONUCHIBAEMOM BBIpa-
JKeHueM (2), CyliecTByeT MHOro3HauHast oOpaTtHast yHkiws #(x). [lepexom k
MHOTO3HaYHOW (PYHKIIUH #(X) CBOAUT 3aa4dy MOUCKa KOpHEH Ay, n=1,2, ..., N
ypaBHeHus (1) x BbrumcIieHnto N 3HaYCHUH MHOTO3HAYHON (DYHKIWH #(X) TIpH
3HAUCHUH He3aBHCUMOMN epeMeHHO x=0. OOpaTHas 11 aHATUTUIECKOH (YyHK-
i x(f) GyHKIUS £(X) OTIpeAesieT MO OTHOICHUIO K KOPHIM Ay, =1, 2, ..., N
ypaBHeHusa (1) cremyrorye paBeHCTBa, SKBUBAICHTHBIE paBeHCTBaM (3):

t(x),o=t(0)=n,, n=12,.,N. @)
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Ipouenypa moctpoeHuss (QyHKIUH f(x), OOpaTHOW JUIsi WM3BECTHOU
aHaJauTHYeCKol (yHkimu x(f), B 0OIIeM ciydae IOKa HE JOCTYITHA
(opManM3aMu 1 aNropuTMHU3aKU. Bo3aMoXkeH, 0HaKo, CIEAYIOLIUI PUEM.

HoctynHo ompeznesneHuio oObIKHOBEHHOE M (dhepeHnnaibsHoe ypas-
HEHHE, PelIeHHEM KOTOPOT'o CIIYXHT ONUCHIBaeMas BeIpaxkeHHeM (2) oJHO-
3HayHas aHanutuueckas ¢yHKuma x(f). g storo nuddepeHnuanbHOro
YpaBHEHHSI MOXKHO c(hOpMHPOBATH COTPSKCHHOE €My OOBIKHOBEHHOE JTU(-
(epeHImaTbHOE YpaBHEHUE, PEILICHHEM KOTOPOTO CIYKUT QYHKIHA #(x), 00-
patHas Qynkn x(¢) [25, 26]. Bzaumocssi3p Mexay QyHKImsMu x(f) U #(x)
B OTHOIICHHUH KOpHEH Ay, n=1, 2, ..., N ypaBHeHus (1), omuceiBaeMasi paBeH-
ctBamu (3) u (4), onpeAeNsAeT JIOTUKY U MaTEMAaTHIECKOe COlepKaHHe TIpe/I-
JlJaraéMoro aJropurMa BbIYHMCIICHUA HpH6J'[I/I)KeHHBIX 3HAYEHHUH dTUX KOpHeﬁ.
OCHOBY aJIropuTMa COCTaBJISIET HAllpaBJICHHAs 3aMeHa UCXOIHOM anredpau-
YeCcKOM 3a7auu HOBO# nuddepeHIanbHOM 3a1aucii, pemeHne #(x) KOTopon
YAOBIETBOPSIET cooTHOMIEHUIM (4). HecMoTps Ha Kaxkylieecs yCI0KHEHUE
3aJla4yn, peajaraeMas 3aMeHa IMo3BOJIsSIeT JOCTHYb Ka4eCTBEHHO HOBBIX pe-
3yJIbTaTOB B CPABHEHUH C IIMPOKO UCIIOJIE3yEMBIMH YNCICHHBIMU METOIaMU
pemeHns anreOpandecKux ypaBHEHHH.

2. KpaTkasg XapakTepUCTHKAa aHAJUTHYECKH-YHCJIEHHOIO Me-
TOAA. AHATUTHYECKU-YHCIICHHBIH METOJ] OTHOCUTCS K KJIaCCy OITHOIIATOBBIX
HEMPEePHIBHBIX METOZOB IIEPEMEHHOTO MOPSKa C aJallTUBHOH MPOLEaypoit
BBIOOpa Iara pacyera, popMantn30BaHHOM OLEHKON NOTPEIIHOCTH POU3BO-
JMMBIX BBIYMCICHHH Ha KaXJOM LIare W HOTPEIIHOCTH, HaKalIuBaeMoil B
xoze pacuera [23, 24]. Merton npenHa3HaueH IS IOMCKA PEIICHUH CIeayTo-
UX OOBIKHOBEHHBIX HMHTETPANIbHO-AN(QEepeHIaNbHbIX ypaBHEHUH ¢ He-
CTalOHAPHBIMU KOAQUIIEHTaAMU:

A(D,D™MHx(t)=G(D, D Hf (1) + H(x.f, 1), (5)

rae D — omepatop 0606meHHoro auhepeHIpoBaHns M0 HE3aBHCUMON
nepemMeHHoM ¢, D™! — omepaTop MHTErpUPOBAHMS C IEPEMEHHBIM BEPXHUM
HpE/IeNiOM ¢ ¥ HIPKHUM MPEEIOM, KOTOPBIN OIpeesIseT JieBas rpaHuLa Te-
KyILIEro uHTEpBana uaterpuposanus; A(D, D) u G(D, D™!) — ksagpatnas,
pazMepoM L,XL,, 1 IpAMOYIOJIbHas1, pa3MepoM LyXL,, MaTpULbI € IIOJIMHO-
MuanbHbIMU 0T D u D! anemenTamu; x(£) u f(£) — MaTpUIBI-CTONOIBI KCKO-
MBIX PEIICHUH W BHEIIHUX BO3JEHCTBHUH (3aaHHBIX aHAIUTHYECKUX (QyHK-
uit); H(x, f, {) — MaTpuma-cToiber] co CTpOKaMH B BHIE CYMM IIPOU3BEIe-
HUH, COMHOXKUTEIH KOTOPBIX €CTh HeCTallMOHapHbIe KOA(Q(HUIINECHTHI, KJIac-
CHYECKHE MTPOU3BOIHBIC JTI000T0 MOPSIKa U MHTETPajIbl JII000H KpaTHOCTH,
Ha4MHAs C HYJIEBOTO (HYJEBOH), OT UCKOMBIX pEIICHWH W (MIIM) BHEITHIX
BO3/ICHCTBUM, B TPOM3BOIBHBIX APOOHO-PAIMOHATBHBIX CTETICHSIX.
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PacyerHas cxema aHaIMTHYECKH-YMCICHHOTO METO/Ia TIOUCKa B 33/1aH-
HOM OTpaHWYE€HHOM MHTEpBajie BpeMeHH [f; T pewmenuii x. (¢), r=1, 2, ..., Ly
ypaBHeHusI (5) Py 3a1aHHBIX NTPEAHAYAIbHBIX YCIOBHSX, OCHOBBIBASICh Ha He-
PaBHOMEPHOH JIMCKPETH3AIMI HE3aBUCUMOM IEPEMEHHOH #, B KaXKJIOM HHTEp-
BaJie pacyeTa COCTOUT U3 JIBYX YacTel: aHATUTUUECKOM U YHCIEHHOH.

MaremMaTH4ecKyl0 OCHOBY aHAJINTHYECKOM YacTH METoJa COCTaB-
JISIOT arnmapartsl 0000IMIEeHHBIX (YHKIMHA, HHTETPaJIbHOTO MPEe0oOpa30oBaHM
Jlarmnaca u creneHHBIX psaoB [27-32]. Mcnonp3oBanue ammapaTta 00001IeH-
HBIX (YHKIHH 00YyCIOBICHO BO3MOKHBIM HAJTWIHEM B NCKOMBIX PEIICHUSIX
ypaBHeHH (5) muddhepeHIpyeMbIX pa3peIBOB IIEpBOTo poaa. 13 3Toro BeI-
TeKaeT HeOOXOJMMOCTh BBIIEJICHHS M TOCIIEAYIOIIETO ONUCAHUS B PEIICHUN
CHHTYJISIPHOH M peTyJsipHOI cocTaBisomux. CHHTYIsIpHAs COCTaBIISIOIIAN
HCKOMOTO PELICHHUS [0 ONPEASIICHNIO IMEET 3aMKHYTYI0 (DOPMyY OIMCAaHHS B
BUJIE CyMMbI UMITYJIbCHBIX (DYHKIIMI COOTBETCTBYIOLIMX MOPSIIKOB U B Ka-
KUX-JIMOO MHBIX MPEJICTAaBICHUIX He HyXJaercs. PerynspHas cocrasisio-
11asi pelIeH s, UMes IPOU3BOJIbHYI0 (popMy onHcaHus, HyKJIaeTcs B yHUDHU-
Kall{ CBOETO MPEJICTABIICHUS C YY€TOM KOPPEKTHOTO OTPAKEHHS B TAaKOM
MIPEACTaBICHUN XapaKTEPHBIX CBOMCTB W KaYeCTBEHHBIX OCOOEHHOCTEH HC-
KOMBIX peleHnit ypaBHeHus (5).

Jug yanduKanmym MaTeMaTHIecKoro 6a3nuca pacueTHOW CXEMBI Me-
TOJIa ONMCAHWE PETYJSPHOH COCTaBISIOIIEH JOJDKHO OTBEYATh CIIEAYIO-
UM TPeOOBAHMAM:

— IPUBOJUTH onrcanue HenmHelHo! yactu H(x, £, f) ypaBHeHu: (5) k
€IMHOMY W IPUTOJHOMY JUIS TIOCIIEIYIOMINX PeoOpa3oBaHui BULIY;

— BBIABJIATH CYIIECTBYIOIIUEC B PCIICHUN OCO6BIC TOYKH,

— ONMCBIBATh MOJTy4acMoe MPUOIMKEHHOE PELICHHE B MaTeMaTHue-
CKOM 1 MH(OPMALMOHHOHN B3aMMOCBSA3HU C CYLIECTBYIOIIUM M HEU3BECTHBIM
TOYHBIM pelleHreM ypaBHeHus (5).

XKenarenbHo Takxke, 4TOOb! yHU(HULINPOBAHHOE NPEICTABICHUE PETy-
JISIPHOM COCTaBJISIIOILEH pelieHus: ObUIO He TOJILKO ()OpMalbHBbIM, HO U HMH-
(hOpPMaIIOHHO COJIEPKaTEIbHBIM.

[lepeuncnennsIM TpeOOBaHUSAM OTBEYAET IPEJICTABICHUE PETYIISAP-
HOM cocTaBisiolieii nckoMoro pemenus x(¢), [ € [1; L] B dopme dpyHKIHO-
HaJIBHO-CTEeTIeHHOTO psxa [23, 24]. Bo-mepBbIX, MOJICTaHOBKA B ypaBHE-
HHE (5) BMECTO HCKOMBIX PEIICHUH X PEryIIpHBIX COCTaBIISIOUINX, OIUCHI-
BaeMbIX COOTBETCTBYIOIIMMH CTEIICHHBIMHU PS/IaMH, TOXJICCTBEHHO H3Me-
HSIET TPOM3BOJIHOE OIKCAHWE 3JIEMEHTOB MAaTpHIbl HEJIMHEHHOW 4YacTh
H(x, f, t) aTOr0 YpaBHEHUS HA ONMPEACICHHOS U YHUDUIIMPOBAHHOE, HA OIIH-
CaHMe 10 [eIBIM CTEICHIM He3aBUCHMOM MTepeMeHHOH £. Bo-BTOpPBIX, 3HaHME
panuyca CXOJMMOCTH CTETICHHOTO Psijia ISl peTYIISIPHOM COCTaBIIAIONIEH He-
KOMOTO peIleHHs 00yCIIOBIMBAET BBISIBIEHHE 0COOO0H TOYKH 3TOTO PELICHHS,
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BKJIIOYasd OAHO3HAYHYIO I/IJIeHTI/I(bI/IKaLH/IIO €€ MCCTOIIOJIOKCHHUA 110 HE3aBU-
CHMOM NepeMeHHOH £ B-TpeTbux, B mpejenax paguyca CXOIHMMOCTU CTe-
TIeHHOH psiJ| IpeBpamaercs B psin Telnopa u cxoauTcst abCOIIOTHO U paB-
HOMEPHO K Pa3JIOKEHHOH B HETO aHAMTHYECKOW (PYHKIMH, TO €CTh K pe-
TYJSIPHOM COCTaBIISAIONIEH penieHus. 3aMeHsIsl IPU MPAKTHYECKUX BBIYHC-
neHusix psax Telnopa ero 4acTHIHOM CyMMOH, MOKHO CHOPMHUPOBATH OTIH-
caHMe BO3HHUKAIOMIEH IPU 3TOM BBIUYNCIHUTEIBHON MOTPEITHOCTH U 3aTeM
OpPraHM30BaTh NMPOLEAYPY €€ OIeHKH. HakoHel, ommcaHue perysipHOH
COCTABIISIIONICH pemeHus psgoM Teinopa He TOJIBKO (OpMaIbHO, HO ¥ UH-
(hOpMaIMOHHO COAEPXKATEIbHO BBUAY M3BECTHOIO MAaTeMaTHIECKOTO CO-
Jep>KaHus ero KO3 GHUIMEHTOB.

OTMeTHM, 4TO KOPPEKTHOE (POPMHUPOBAHUE CHHTYIIIPHOW COCTaBIIA-
IOLIEH PEIIeHNUs U IPaBUIIbHOE BHIYMCICHNE HAYAIbHBIX 3HAUCHUH PETyIsp-
HOM COCTaBJISIOLIEH PEIIeHUs] B TOUKaxX €€ pa3pbIBOB MEPBOTO Pojia Mo U3-
BECTHBIM Npe/IHAYaIbHBIM 3HAYSHUSIM BO3MOXKHO C TIOMOIIBI0 0000IIEHHOTO
UHTErpajbHOrO npeodpasoBanus Jlamnaca [23, 24]. Mcnonk3oBanue nHTe-
rpaJibHOTO TIpeoOpa3oBanus Jlammaca Uit HOMCKa pelieHus ypaBHeHuUs (5)
CTaHOBUTCS JOIMYCTUMBIM IIOCJIE ONHCaHus 3J1eMeHToB MaTpuubl H(x, f, )
HEJIMHEHHO yacTh ypaBHEHHS (5) CTETICHHBIMH PsaMH OTHOCHTENILHO He-
3aBUCUMOM IIEPEMEHHOM 1.

[Ipouenypa aHaIMTHYECKOH YaCTH aHAJIMTHYECKH-YUCICHHOI'O Me-
TOJIa Ha OCHOBE YKa3aHHOI'0 MaT€MaTUYECKOr'0 annapara CBOAUTCS K Cey-
toutemy. [Tpn H3BECTHBIX AT TEKYILETO MHTEpBalla pacueTa [#.1; ] mpenHa-
YaJbHBIX yCIOBHUAX BXoasmue B Matpuny H(x, £, f) HenmmHeiHOM yacTh ypas-
HeHus (5) MCKOMBIE PEIICHHS 3aMEIIacM pETyJISIPHBIMH COCTaBIISIOIINMH,
KOTOpbIe ()OPMABHO ONHMCHIBAEM COOTBETCTBYIOIIMMH CTCTIEHHBIMU Ds-
nmamu. KoapGummueHTs! STHX CTENeHHBIX PAI0B HEU3BECTHHI. OTNMcaHHbBIE Ta-
KUM 00pa3oM MCKOMbIE PEIICHHS, & TAKKe NPU HEOOXOAUMOCTHU MPEABAPH-
TENILHO Pa3JIO)KEHHBIE B CTENIEHHBIC PSI/Ibl HECTAI[HOHAPHBIE KO PHUIIUEHTHI
U BHEIIIHKE BO3JCHCTBUSA MIOJCTABIIsIEM B COOTBETCTBYIOIUE OMUCAHUS dIIe-
MenToB Matpuibl H(x, f, £). [loncraHoBKY BBIIONHSEM TaK, YTOOBI B MaTPHILIE
A(D, D7) nuueiinoit yactu ypaBHeHMH (5) OBUIM BBIIETEHBI M0 KpaiHeil
Mepe cTapiIie oneparops! TuddepeHIpoBaHus 110 BCEM MCKOMBIM peliie-
HUsIM. B pesynbraTte onucanne ypaBHEHHS (5) OTHOCHTEIHHO TOYEK pa3iio-
JKCHUSI NICKOMBIX PELICHHUH, HECTAIIMOHAPHBIX KO3()(OUIIMEHTOB N BHEIIHUX
BO3/ICHCTBHUI B COOTBETCTBYIOIINE CTEIICHHBIE P/IbI OyAeT Ipeodpa3oBaHo K
HOBOH (opme. DTa HOBasg (GopMa ONHCAHHS COMpPSDIKEHA C M3MEHEHHEM
TOJIBKO XapakTepa onucaHus 3meMenToB Matpuiiel H(x, f, ¢). PesynsTatom
TAaKOTO M3MEHEHHS CIYXXHUT 3aMEHA OIMCAHUN BCEBO3MOXKHBIX HEIMHEH-
HBIX M HECTALIMOHAPHBIX 3aBUCUMOCTEH YHHU(PHUINPOBAHHBIM OIUCAHUEM B
BHUJE CTENEHHBIX PsJIOB OTHOCHTENBHO BpeMeHHu t. Beiencrsue storo
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ypaBHeHue (5) OyJeT MpUBEACHO K BHUIY, MPUTOJAHOMY AJIsI IPUMEHEHHS
0000IIIEHHOr0 HMHTErpaabHOro mpeodpazosanus Jlamraca. IIpeobpasosar
copMupoBaHHOe ypaBHeHHe 1o Jlamiacy, MoJay4uM JIMHEHHYIO OTHOCH-
TEJILHO N300paKeHUH NCKOMBIX PELICHUH CUCTEMY alreOpanyeckuxX ypaBHe-
HUH. PerieHns 3Toii CUCTeMBI ypaBHEHUH ompeesieM o ¢popmyie Kpamepa
1 pacKJIa/IbIBaeM UX B COOTBETCTBYIOIIME psiaibl Jlopana B okpecTHOCTH Oec-
KOHEYHO yhaneHHOH Touku. KoaduuueHTH TaBHBIX M MPaBWIBHBIX Ya-
ctell oTux psaoB JlopaHa BEIYMCISIEM € IOMOILBIO MIPEATIOKEHHBIX B [23, 24]
¢dopmyn. Ilepesens chopmupoBanHbie psiabl JlopaHa BO BpeMeHHYIO 00-
JIACTh, UL UCKOMBIX perneHuit x,(f), r=1, 2, ..., L., ypaBHeHH (5) MOTyINM
onrcaHus B Buae 0000menHsIx ¢pyHkunit. KoshhuueHTs CHHTYISIPHBIX U
PEryJspHBIX COCTABJISIIOIIMX ITUX PEIICHUN TENepb U3BECTHBI. PeryisapHbie
COCTaBIIAIONINE PEIICHUH B MPaBOM MOIYOKPECTHOCTH TOUYEK C aOCIHCCOM,
COBIAJIAIONIEH ¢ HAYaJIOM TEKYIIero MHTepBaia pacyera [#-i; #], OyxyT onu-
CaHbl COOTBETCTBYIOIINMH CTEIEHHBIMH PSIJaMH.

Wrak, pe3ynbTaToM BBHINOJHEHUS B TEKyIIEM HMHTEpBajlle pac-
4eTa [#-1; ] aHATUTUIECKOW YacTH METOJIa Il HCKOMOTO pemeHus x,(t),
l e[l;L,] ypaBHeHus (5) CIyXUT cliexylolnee ero omucanue [23, 24]:

-Jj 0

(O =x; O+x )=, 8,()+ D R, 1"/, (6)
j=0 i=0

rae x; () u x;'(f) — CHUHTYISIpHAs W PEryIsApHas COCTABISIONINE HCKOMOTO
pemenus x/(f); §; (f) — omnpeneneHHbIe B TOYKE, HAYAIBHOHN JUIS TEKYILETO
MHTEpBaa pacdera, UMIyJIbCHbIE (PYyHKINHU OT HYJIEBOTO OO J;-TO MOpsAKa
BKJIFOUMTENBHO; S;; — BECOBbIE KOA(QQUIMEHTH UMITYJIbCHBIX (YHKIIHHA;
R;j — koo duimeHTsl pa3ioKeHNs: peryiIsipHOil COCTaBISIONICH pelIeHHs
x/"(f) B CTENEHHOM psia B MPaBOM MOJIYOKPECTHOCTH HAYAIBHOM JUIA TEKY-
IIero MHTEpBajla pacuyeTa TOUKe.

CHHTYJISIPHYIO COCTaBISIONIYIO X/ (f) MCKOMOTO perieHus x; (f),
le[l;L,], ecnn oHa CyIIECTBYET, ONpeesIeM B aHATUTUIECKON JacTH Me-
Tofa. [lorpemHOCTh BhIUMCICHUS ¢ KO3(D(UINEHTOB S;; ONpenersieT mo-
TPEIIHOCTh pacyeTa MPeAHAYaIbHBIX YCJIOBHMH IS TEKYIIEro Iiara pac-
gera [23, 24]. PerynspHyio COCTaBISIOIIYIO pelIeHHs X;'(¢) TIOCIe BBIOJIHE-
HUS aHAJIMTUYECKOW YaCTH METO/a ONUCHIBAET CIEAYIOUIUI CTENEHHOM psia:

ﬁm:i&fMJepg} (7
i=0

Jlnist BBIYUCIIEHHS B JUCKPETHBIC MOMEHTBI BPEeMEHU 1=t, l4=li1tHy,
k=1, 2, ..., K 13 3a1aHHOTO UHTEPBAJIa UCCICIOBAHUS [f); 7] IPUOIMKESHHBIX
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3HauYeHUM X;' (f; ;) perynsapHoii cocTaBisiroleit x;" iCkoMoro petierus x; (¢),
!l €[1;L,] mpenHa3HaueHa YMCIIeHHas 4acTh MeToAa. [Ipouenypy ducieHHOH

YacTH METOJIa B TEKYIEM MHTEpPBaJle pacdeTa [f1; /] HAUMHAeM C BBIOOpa
BEJIMYMHBI Iara pacuera s=h, KoTopas He JOJDKHA MPEBBIIIATh PadyCOB
CXOIMMOCTH C()OPMHUPOBAHHBIX JUISL OTIMCAHUS PETyIISIPHBIX COCTABIISIONINX
permenuii x,*(f) crenenusix psamos (7) mpu [=r.

Br160p BeMUYMHBI TEKYILETO [1ara pacuyeTa COMPOBOXKAAET Psifl B3a-
HMMOCBSI3aHHBIX yCIOBHH. Bo-NepBbIX, BEJMYMHA Iara pacueTa JOJDKHA
o0ecrieunBaTh YUCICHHYIO YCTOMYMBOCTD BCEHl BBIYMCIMTENBHOI Mpolie-
Jypbl, 00YCJIOBIMBAs YCTOWYMBOE HAKOIICHHE ITOTPEIIHOCTH B XOJIE pac-
qycTa. BO-BTOprX, HEMOCPCACTBCHHO BJIMAA Ha YPOBCHBb IOIpCHIHOCTHU
MIPOM3BOAMMBIX BBIYMCIICHUH, JAJMHA IIara JO0JDKHAa oOecrednBaTh COOT-
BETCTBHUE 3aJJaHHOMY IpEJeIbHOMY ITOKa3aTel0 BO3HUKAIOIIEH MpH pac-
YeTax MOTPENIHOCTH. B-TpeThux, peraaMeHTHupysl ypOBEHb HEpaBHOMED-
HOM IMCKpETU3aluy HE3ABUCUMON IEPEMEHHOM 7, BEJIMUMHA LI1ara JOJKHA
COOTBETCTBOBATh CKOPOCTH (haKTHIECKOTO U3MEHEHUS JUHAMUIECKHX T10-
KasaTenell peryasipHBIX COCTABJISIONINX X, (f) MCKOMBIX perIeHui x,(),
r=1, 2, ..., Ly, obecrieqynBas MoJy4eHHE MPUOIMKEHHBIX 3HAYEHUN ITHX
COCTaBJIAIOIINX PEIICHUI Ha ONTUMAJIbHOM CETKE 110 BpeMeHU. B kauectse
TaKUX JUHAMMYECKUX [10KA3aTeNei PEryIIpHbIX COCTABISIOIMX PEILICHUM
x,"(f) MOTHYHO paccMaTpUBaTh KOIPPUIHEHTH! CHOPMHUPOBAHHBIX JJISI HX
ONKCaHUs CTENEeHHBIX psiioB (7), mpu I=r.

[Ipouexnypa BeIOOpa BEJIMYMHEI [Iara pacdera, yJOBICTBOPSIOMIEH
MIPUBEJCHHBIM YCIOBHAM, onucaHa B [23, 24]. B ocHOBe 3T0il nporeaypsl
JEKUT MCCIIeI0BaHUE CXOAMMOCTH YHCIIOBBIX Ma)XOPAHT CTEIICHHBIX Psi-
noB (7), I=r, chopMHPOBaHHBIX JJIS PETYISPHBIX COCTABISIOMINX PEIICHUN
X, (f). YcnoBust CXOOMMMOCTH 3THX YUCIOBBIX Ma)KOPAHT PErIAMEHTHPYIOT
OTPAaHMYCHHUS BEIMUYMHBI IIara pacyeTa, KOTOpble 00ECIeunBalOT HEmpe-
BBIIICHHE WHTEpPBaja CXOAMMOCTH YKa3aHHBIX CTENEHHBIX psfoB. Bwl-
OpaHHast TaKMM 00pa3oM BEJIMYMHA IIara, TapaHTUPYs] CXOAMMOCTb CTe-
NeHHbIX poB (7), /=r K pa3noXeHHbIM B HUX aHAJUTHYECKUM (QYHKIUSIM
x,"(f), ompeensier MPOTHKEHHOCTh UHTEPBaIa BPEMEHHU, B Mpeaeaax Ko-
TOPOTO 3TH COCTABJISIONINE PEIICHUH CYIIECTBYIOT M MOT'YT OBITH OITUCaHbI
psnamu Teinopa. IIpu 3TOM Bce MMeroLIMecs B PETYJISPHBIX COCTaBIISIO-
OIMX HMCKOMBIX pEUICHHH pa3pbhiBBI BTOPOrO poaa OyayT rapaHTHPO-
BAHHO BBISIBJIICHBI, U 00ECIIEYCHBI yCIOBHS MX MOCIEIYIOIEro KOPPEKT-
HOTO BBIIENCHUs [23, 24].

JlonomnHss cka3aHHOE, OTMETHM, YTO BEIOpaHHAs BEJIMYMHA II1ara pac-
yeTa 1 obecrieunBaeT HEOOXOANMOE COTIACOBAHKE MOKA3aTeIe €CTECTBEH-
HOM JWHAMHKH PETYJSIPHBIX COCTABISIOIINX X, (f) HCKOMBIX peIneHuit x(f),
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=1, 2, ..., Ly. TouHOE 4uCIIOBOE 3HaYEHHE PETYIIPHON COCTABIIAIONICH pe-
eHus x;' () mpy BHIOPAHHOM BENMYMHE [1ara pacyeTa s OmpeiersieT Ciaemy-
IOLINH, OJTyYEHHBIH U3 CTETICHHOTO psina (7) npu {=h, YucIIOBOH psn:

x/ (h) = iR,_,.h" /i, 1e[LL,]. (8)

i=0

[Tpu mpakTUYeCKUX BBIYUCICHUSAX YUCIOBOH psia (8) 3aMeriaem ua-
CTUYHOM CyMMOH €ro nepBbIX /; uieHOB. Takas yacTUyHas cymma, Olpeze-
JIsisl B pe3ysbTaTe BBINOJIHEHHS TEKYIIEro Iara pacdera /i mpHOIMKeHHOE
sHagyenue x;'(h; I;) perymspHoi cocraBisoied x; (f) HCKOMOTO peleHus
x(t), [ €[1; L] nmeer cienyrolee ONMUcaHue:

1] )
X (1))=Y Rk il ©)

i=0

3amMeTHM, 4TO BBIOOPOM HEOOXOAMMOIO 3HAauYeHMs Mopsika [, da-

CTUYHOH CyMMBI, OLICHUBAsI MOJLyJIb OCTaTOYHOTO WICHA YUCIOBOTO psiza (7),
t=h MOXHO KOHTPOJIUPOBATH MOIPEIIHOCTH pPacyeTa.

OcraTouHslii wieH ynciaoBoro psaa (7), =h mpu 3aMeHe Ha TEKyIIeM
mare pacuera si=h; 3TOro YHCIOBOTO Ps/ia YaCTUYHOH cymmoii (9) ompene-
JISIeT JIOKAJIbHYIO MTOTPEIIHOCTh pacueTa. Ta MOTPeIHOCTh SIBHBIM 00pa3oM
3aBHCHUT OT BEIMYHMHBI TEKYIIETo I1ara pacuera A=/, v 3HadeHus I, Beropan-
Hasl BeJIMYHHA /i=h) TIO3BOJISIET COCTABUTH (POPMYIIBI [UIsl BBIYUCIICHHS BEPX-
Helt orieHku |Ax; (h; 1))| aBCOMOTHOM JTOKABHOM MOTPELIHOCTH pacueTa. JTH
dbopmynbpl  mpuBeAeHBI B pabotax [23, 24]. 3HaHMe BepxHel
oueHku |Ax;"(/; I;)| MO3BONISET MOCIIE BHIMOJHEHHUs TEKYILErO IIara pacdyera
h=h; BBLIIEUTB TPaHMILIBI YUCIIOBOTO HHTEPBAJIA, COJIEPIKAIEr0 HEN3BECTHOE
TouHoe 3Hayenue x; (/) cymmsl x; (¢) unciosoro psza (7) npu t=h. ITOT ywmc-
JIOBOW MHTEPBAJI OMKCHIBACT CIIEIYIONIeE IBOWHOE HEPABCHCTBO:

xj (1) = ()| < 37 (W) <7 (e dy)+ |t (B3|, helagiT) (10)

OrpaHHYeHHOCTh YHCJIOBBIX IIOKa3aTeneil JBOWHOTO HepaBeH-
cTBa (8), oTpaxkas yCTOHYMBOCTH IMPOIIECCa HAKOIUICHHUS MOTPEIIHOCTH B
mpezeNax Iara, I03BoJsIeT OpraHH30BaTh, HAYMHAS CO BTOPOTO IIara, Impo-
Lexypy ONpelesieHNs] OLIEHKH NOJHOW (HAKOIUICHHON) OTPELIHOCTH pac-
yera.  PexyppentHas  ¢opmyna Ul BBIYMCICHHMS  BEepXHEH
otteHKH |Ax;"(#; I;)| aGCOMFOTHOMN TOJHO# MOTPENTHOCTH pacyeTa MPUOIIKEH-
HOTO 3HaueHUs X/ (¢; 1;) pETYISIPHOM COCTABIISAIONICH X; (£) HCKOMOTO PEIICHHUS!
xi(t), [€[1;, L.] npuBemena B pabGortax [23,24]. 3HaHue BepxHeEi
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OTIeHKH |Ax; (t; 1;)| TO3BOJISIET ONPEETUTH TPAHKIIBI YMCIIOBOTO MHTEPBAIA,
COEPKAIIIETO HEW3BECTHOE TOYHOE 3HAYCHHUE X/ (f;) PEryJAPHON COCTABIISIO-
1iei pemenus x; () B IMCKPETHBIA MOMEHT BPEMEHH 1=t;. DTOT YUCIIOBON HH-
TEepBaJI OMHCHIBACT CIEAYIOIIEe ABOMHOE HEPABEHCTBO:

3 (6 )= |Ax (1) < x5 (1) <7 (63 0,) +|Ax (51, (11)

BrINOMHKB TeKyIIMii mar pacuera #=h; 0Ch OpJIMHAT CMELIaeM BIIPaBO
Ha ero fnuHy. [Tocse 3Toro onMcaHHyo BHIYUCIUTENBHYIO NPOLEYpPY aHAIIH-
THYECKU-YMCIICHHOTO METOIa MOBTOPSIEM, HAUMHASI C €r0 aHAJUTHIECKOH Ya-
ctu. B kadecTBe mpeqHAYABHBIX YCJIOBHH IS CIIEAYIOLIEro Iara pacdera
TIPUHAMAEM BBIYHCIICHHBIE HA TIPEJIBITYIIEM IIare MpuoOImKeHHbIC 3HAYECHHS
PETYJISIPHBIX COCTABIISIOIINX PELICHUH U NX TIPOU3BO/THBIX.

BrruncneHHble C ONTUMATIBHBIM IIATOM JUCKPETHU3AINN HE3aBUCHMON
TIepeMEHHOMN ¢ IPUOIMKEHHBIE 3HAUCHUS X; (¢; 1)), [=F PeryIspHBIX COCTaB-
JSFOTIAX X, (£) MCKOMBIX petenuit x,(f), r=1, 2, ..., Ly 1 chopMHpOBaHHBIC
nBoiHble HepaBeHcTBa (11) /=r 00pa3yoT UTOrOBbIC YKCIOBBIE TIOKA3aTENN
pacueTa aHAIUTHYECKU-YUCIEHHBIM MeToaoM. [[BoliHbie HepaBeHCTBa (11)
l:}” OITMCBIBAOT KAYCCTBCHHOC OTJIMYMUC aHAJIMTUYCCKU-YHUCIICHHOI'O MCTOAa
OT M3BCCTHLIX YUCJICHHBIX METOA0OB PCUICHUA O6blKHOBeHHI)IX HEJTUHEHHBIX
HEaBTOHOMHBIX ] depeHIMaIbHbIX YPaBHEHUH 1 00OCHOBBIBAIOT BHIOOD
9TOTO METOJIa JUISl PEIICHNS IOCTABJICHHOW 3a/1a9H.

3. AJIroput™M BBIYHMCJIEHUS] NPHUOIHKEHHBbIX 3HAYEeHUH KoOpHeH
aJiredpan4eckoro ypapHeHus ¢ 3aJaHHOI NpeaebHOI a0COJIOTHOI Mo-
rpemrHocTbi0. [lpennaraeMplil airOpUTM pelIeHMs OCTaBICHHON 3aJauu
COCTOMT U3 /IBYX 3TaroB. Pe3yapTaToM BBIOIHEHHUS IIEPBOTO 3Tara CIIyXKaT
YHCIIOBBIC HHTEPBAIIBI, COJCPIKAIEe HEN3BECTHBIC TOYHBIC 3HAUCHHS A, KOP-
Hel anreOpandeckoro ypasHeHus. Ha BTopom 3Tame BbIYMCISIEM MPUOIH-
JKEHHBIC 3HAUEHMS 3TUX KOPHEH C 3aJJaHHBIMU IPE/IeNIbHBIMU a0COIIOTHBIMU
norperrHocTMU £(A)=[€1(A) £2(4) ... en(A)].

Ilepsuviii aman. Bvidenenue uuUCI08bIX UHMEPBATIO8, COOEPHCAUJUX
MouHble 3HaYenus KOpHell anzebpauieckozo ypagHeHus.

JuddepenunansHoe ypaBHEHUE, pEIICHUEM KOTOPOTO CITYKUT (PyHK-
st x(f), onuchIBaeMast BhIpaKeHHEM (2) M YIOBIICTBOPSIOIIAS COOTHOIIIE-
HUsIM (3), TaKoBO:

N
()= a,t"";

Z; (12)
i=1,

rae a,=nd,"; ax=N; x(t) =x(t,) =t,; X(t) — Iponu3BOJHAs IO IEPEMEH-

=10

HOH BPEMEHH .
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Henunelinoe auddepeHnuansaoe ypaBHeHUE, conpshkeHHoe audde-
peHLManbHOMY ypaBHeHHIO (12), pelieHHeM KOTOpPOIro CIIYKUT (yHK-
us £(x), oopatHas s yHkIwH x(¢), TakoBo [25, 26]:

1

ao (& Y
d ;a"t ] (13)

x'=7Fl.

rae X' — NMpoOu3BOAHAS MO MEPEMEHHOM X.

Pemennem cuctembl HenMHEWHBIX IUd(epeHIHaTbHBIX ypaBHe-
Hui (13) npu 3a1aHHOM HaYaJILHOM YCIIOBHU #(X0)=f) CIy>KUT MHOTO3Ha4HasI
¢byHkuys #(x), oOparHas i nu3BecTHor (QyHKUMH x(f). OTMETHM, 4YTO B 3a-
BUCHMOCTH OT BbIOOpa Ha4aJIbHBIX YCIIOBUIT #(X0)=f) HCKOMBIM pPELICHHEM f(x)
SIBIISIETCS O/1HA W3 N BO3MOXHBIX BETBEH MHOTO3HAYHON (YHKINH #(X).

3HaK Ha4aJbHOTO 3HAYCHUS HE3aBUCUMOM MepeMEeHHOM X=X, Xo=x(f))
yCTaHaBJIMBAET 3HAK IlIara pacyera /i, Ipy IMOUCKE PEIICHHs] CHCTEMBbI HEIU-
HEHHBIX TU(QepeHIHaTbHbIX ypaBHeHNH (13) aHATUTHYECKU-YACICHHBIM
MeToJoM. PacyeT ocyIecTBisieM OT Ha4albHOTO 3HAUCHUS He3aBHCHMOH T1e-
PEMEHHO Xx=xo 10 KOHEYHOTo X=0, TI03TOMY IpaBasi 4acTb BTOPOTO U3 ypaB-
HEHUI 3TOI CHCTEMBI COEPIKUT 3HAKH « T », yKa3bIBasi Ha BO3MOXKHOCTB IO~
JIO)KUTEJIBHOTO JTMOO OTPULATENBHOTO IIara pacueTa /.. Boienenue uncio-
BBIX HHTEPBAJIOB, KQKABIH M3 KOTOPIX COAEPKHUT HEM3BECTHOE TOYHOE 3HA-
4yeHue Ay, n=1, 2, ..., N oqHoro u3 KopHer ypaBaeHus (1), conpspkeHo ¢ ymo-
psloueHHEM 33/IaHHsI HAYalbHBIX YCIIOBHUH X=Xo, Xo=Xx(fp) AJIsl HaIrpaBJieH-
Horo nepedopa N BeTBeil HEOTHO3HAYHOTO PEILICHUS #(X) CUCTEMbl HENMHE-
HBIX auddepeHnraIbHbIX ypaBHennd (13). lng pemenust Takoi 3amaun
HEOOXOIMMBI: 3HAHUE TOYEK BETBJICHUS! MHOTO3HauHOM (yHKIUH #(x); opra-
HU3alusl KOPPEKTHOTO IEPeXo/1a Yepe3 STH TOUKU B XOJI€ TOIIaroBOro pac-
yera [23, 24]. Ucnonp3ys m3BectHBie Gopmynsl Komm, Montens, Kap-
Matikna u MeiicoHa [6], MOKHO BBIYHCIUTH BEPXHIOKO |Ag| ¥ HIDKHIOIO |Ajy|
OLICHKH a0COMIOTHBIX 3HAYCHUH Ay, n=1, 2, ..., N KopHe# ypaBHenus (1). Otu
OLICHKH OIPEACIIAIOT IPAHMLIBI YHUCIOBOTO MHTEPBAIA, COAEPIKAILETO HEH3-
BECTHBIC TOYHBIE 3HAYCHUS A,, n=1, 2, ..., N Bcex KopHe# ypaBHeHUS (1).
Uto0b1 COKpaTUTh 00BEM BBIYHCIMTENBHOW pabOTHI, pelIeHre MOCTaBICH-
HOM 3aJau¥l Lesiecoo0pa3Ho HavyaTh ¢ MAKCUMAJILHOTO MJIM MHUHHUMAIbHOTO
10 MOJIYJIO KOpHA. st 3TOro M3 IBYX BO3MOXKHBIX HAdaJIbHBIX YCIJIOBHIi
to=F|Asu| W to=F|\i;| BIOMpaEeM TO, KOTOPOE ONMpPENEISET MUHHMAIbHOE
IO MOJYJII0 HAYaIBHOE 3HAYCHUE HE3aBHCUMOU MEPEMEHHOM X=Xo, Xo=x(f0)
BBIYHCIICHHOE TI0 opmyiie (2).
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BbiOpaB HauanbHOE YCIOBUE fy=f(X0), Xo=x(f)), B 3aBUCHMOCTH OT
3HaKa 3TOro yCJIOBUs, C MOJOKHUTCIIbHBIM WJIM OTPULATCIIbHBIM 1IaroMm pac-
yera /i, IPUCTYTIaeM K ITOUCKY PELICHHS #(X) CHCTEeMBI HETMHEHHBIX Audde-
peHLMANBHEIX ypaBHeHHH (13) aHannTHYeCKU-YMCIEHHBIM MeToI0M. B pe-
3yJIbTaTe JUIsi NICKOMOTO peleHus #(x) npu x=0 BbIJEIsIEM YHUCIIOBOI HHTEp-
BaJI, COIEPIKAIUI COTTIACHO paBSHCTBaM (4) HEM3BECTHOE TOYHOE 3HAUCHHE
MaKCHMAaJIFHOTO MM MEHUMAIJIEHOTO TI0 MOJYJIIO KOpHS ypaBHeHus (1).

BrigeneHHBIH 9MCIIOBON HHTEPBAJ C YIETOM IMPUHATHIX 0003HAYCHIHA
onuceiBaeT aHanorugHoe (11) ciexyromee qBOHHOE HEPABEHCTBO:

1(0:1,) | Ar(0:1,)| < £(0) < £(0:1,) +| At (0:1,)), (14)

rne I; — nopsiaok nonuHoma Teiniopa, onpenessomiero Ha uare pacuera /i,
npuOIKeHHoe 3HaYeHue #(x; I;), x=0 KCKOMOTro pelieHus #(X) CUCTEMbI He-
JIUHEHHBIX MU depeHINaTbHBIX ypaBHeHUH (13).

JBoitHoe HepaBeHCTBO (14) comepHT NepBHId U3 KOpHEH ypaBHe-
Hust (1), MaKCUMaTbHBIH WIIM MUHUMAIIBHBIA 110 Moayito. Ero compoBoxk-
nmaroT cienyromrue mosicaeHust: 1(0; 1,)=\i(0; I}) — npubmmKeHHOE 3HAYCHUE
MIEPBOT0, MAKCUMAJIBHOTO WJIM MUHHMAJIBHOTO 110 MOJYJIIO KOPHS ypaBHe-
Hus (1); |A#(0; 1)|=|AN(0; 11)] — BepXHAA OlleHKa aOCOMOTHOHN MOIHOH IT0-
TperrHocTy pacueTa npubmmwkeHHoro 3aadenus #(0; 1;)=Ai(0; 1) aToro KopHs
ypaBuenust (1). Bo BHOBb BBefeHHOM 0003HA4Y€HHU JIBOWHOE HEPaBEeH-
ctBo (14) nprodperaer cienyonui BUI;

M (0317 ) = | Ak (051, )| <2y <Ay (051, ) +| AN (0:1,)- (15)

[TonyuyeHre TBOWHOTO HEpPABEHCTBA, aHAJIOrM4YHOro (15), s ciaemy-
rorero BToporo kopHs Ax(0; 1) ypaBaeHus (1) HaunHaeM ¢ BEIOOpa HOBOTO
HAYaJILHOTO YCIIOBUS fo=1(X0), Xo=x(y). OHO JOJKHO NMPHHAUIEKATH IPYyTron
BETBM MHOTO3HayHOH (QyHKIuH #(x). [yl 3TOr0 HEOOXOAMMO CIIEIYIOLIUM
00pa3oM OIpeneTUTh TOYKY BETBICHUS (DYHKITUH #(X).

3anaB HaganeHOE ycioBue fo=A1(0; 11), xo=x(), IPUCTyIIaeM K IOUCKY
peureHus #(x) ypaBHeHUs (13) aHAMUTHYECKU-YUCICHHBIM METOIOM, COXpa-
HSS1 TOT 3HAK IIara pacuera /i, KOTOPBIH ObUI B3AT 111 COCTABIICHUS ABOM-
HOro HepaBeHcTBa (14). UucneHHBIH pacdeT mpoaobkKaeM 10 3HAUYCHHS He-
3aBUCMMOIl IepeMEHHOM X=x", MPH JOCTHUKEHHU KOTOPOIl BBHIIOJIHSIOTCS
CJIE/IyIOLIHE TIPEJIeNIbHBIE COOTHOIICHHS:

. _dt(x1,)
lim A |=0; lim ———~=o0. (16)
* * dx
XX XX
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CumBonsl «0» 1 «o» B (16) onpenensioTcs: HCHOIB3yeMbIM BBIYHCIIH-
TEbHBIM KOMITJIEKCOM. Tak Kak B TOUKE BETBJICHUS IIPETEPIIEBACT Pa3phIB BTO-
poro poza miepBasi MPOU3BOHAS OT MHOTO3HAYHOM (DYHKIMH #(X), & BEIUUMHA
miara pacyuera /i, He TIPEeBOCXOUT Palyca CXOANMOCTH CTEIIEHHOTO Psiia s
HCKOMOTO perieHus #(x) ypaBHeHus (13), TO BBINOIHEHHE MPEJETbHBIX COOTHO-
menni (16) nadhopMupyeT 0 MPUOTKESHHH IT0 X K TOUKE BETBJICHHUS MHOTO3HAY-
HOU QyHKIMH #(x) [23, 24]. T1o aHamoruu ¢ TBOWHEIM HepaBeHCTBOM (14) B ToUKe
¢ abcmpecoll x=x", HAXOIAMIEHCA B HEOCPEACTBEHHOM OIM30CTH OT aOCIUCCHI
TOYKHM BETBJICHHSI HCKOMOTO PEILEHMS #(X), YMCIOBOM MHTEPBal, KOTOPBIH CO-
JEPKUT HEM3BECTHOE TOUHOE 3HAYEHUE 3TOTO PEIICHUS, OMHCHIBACT C YUETOM
MIPUHATHIX 0003HAYCHUH CIISAYIOIIEee TBOHHOE HEPABEHCTRO:

t(x1,) - | ar(xsn )| <o) <o (s, )+ ar(xs )| (17)

HoBoe HauanbHOE yCIIOBHE, PUHAUIKAILEE APYroil BETBU MHOTO-
3HAYHOW (YHKLMHU #(X) 1 HEOOXOAUMOE JUIsl BHIJEICHHS YHCIOBOTO HHTEP-
BaJla, COJEPIKAILIEr0 HEM3BECTHOE TOYHOE 3HaYCHHE CIIEIYIOIIETr0 BTOPOro
kopHst A2(0; [>) ypaBHenwust (1), BBIYHCIISIEM TaK:

ty=t(x"11,) A1 x,=x(t,), (18)

rzie At — HeKoTopasi TPOU3BOJIbHAS Majlast BEJIMUMHA.

Br10op 3HaKa «+» nim «—» B 1epBoM HepaBeHCTBe (16) pernamenTH-
PYeT YCIIOBHE COXpaHEHHUS TOTO K€ XapaKTepa U3MEHEeHHUs (PyHKIHH #(x), KO-
TOPBIN OBLT TIPU (POPMHUPOBAHUH JBOWHOTO HepaBeHCTBa (17).

3amaB B COOTBETCTBUH ¢ paBeHCTBaMH (1 8) HOBoe HaYaIbHOE yCIOBHE
U OTIPENENINB B 3aBUCHMOCTH OT 3HaKa HauaJlbHOTO 3HAYCHUS] HE3aBUCHMON
TIepeMeHHOM X=X, 3HaK II1ara pacueTta /i, IpUCTyIaeM K IOUCKY PeIIeHus #(x)
ypaBuenus (11) B uaTepsaie [xo; 0] aHaTUTHYIECKU-YUCICHHBIM MeTOIOM. B
pe3yJipTaTe NpHU 3Ha4€HUHN He3aBUCUMOI iepeMeHHOM x=0 BBIAETIIeM YHCIIOo-
BOW MHTEPBaJI, COJICPIKAILUI COTTIACHO paBEHCTBaM (4) HEM3BECTHOE TOUHOE
3HAYCHHE CJICAYIONIEro BToporo KopHs A2(0; 1) ypaBuenus (1). Beigenen-
HBII YUCIIOBON WHTEPBAJ OIMCHIBACT JBOWHOE HEPaBEHCTBO (15) mpu cooT-
BETCTBYIOLIEH 3aMeHe UHJIEKCa «1» Ha MHACKC «2».

Jlanee onucaHHBIN BBHIYUCIUTENBHBIN alrOPUTM MOBTOPSIEM, I1OCIIE-
JIOBATEJIbHO BBIACISAS YUCIOBBIC WHTEPBAIIBI, KOTOPHIE COJEPKAT HEU3BECT-
HBIE TOYHBIE 3HAYCHUSA Ay, =1, 2, ..., N OCTaNbHBIX KOpHE# ypaBHeHHS (1).

3aBepIasi N3JI0KCHNE BBIYHUCIUTEIBHOTO JITOPUTMA IIEPBOTO 3Tara,
3aMETUM: €CIIH TIPH MEPEX0/ie Yepe3 KaKyro-JIM00 TOUKY BETBICHUS MHOTO-
3Ha4YHOW (PyHKUMH f(x) Benn4nMHa At OKaXKeTCsl HEKOHTPOJIUPYEeMO OoJIblIie,
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YeM MHTEPBAJI 10 ! MEXIy COCCTHMMHU KOpHsAMH ypaBHeHus (1), To obree
YHUCJIO BBIACICHHBIX YU CJIOBBIX HHTCPBAJIOB OKAXKETCSA MCHBIIIC N. TOF}Ia, 3a-
JlaBasi MEeHbIINE 3HaueHus1 Af B paBeHcTBax (18), Hajl0 MOBTOPUTH pacueTsl ¢
LIEJTBIO BEIJICIICHUS OCTAIBHBIX YHCIOBBIX HHTCPBAJIOB.

Bmopoit sman. Beiuucnenue npubaudCceHHvlx 3HAYeHUll KOPHeU M\,
n=1,2, ..., N areebpauueckozo ypasnenus (1) ¢ 3a0annoil npedenvroti abco-
sromuotl noepewnocmoio e(M)=[e1(A) e2(A) ... enx(M)].

Jns nepBoro KOpHs U3BECTEH YMCIIOBOI MHTEpBaJl, OMUCHIBAEMbIN
JIBOMHBIM HepaBeHCTBOM (15) m comepskamiuii ero HEM3BECTHOE TOYHOE
3HaueHHne. BriOpaB mpuHamiexamee OBOMHOMY HepaBeHCTBY (15) mpu-
onmxennoe 3aagenne A11(0; 1;) mepsoro kopus Ai(0; /1) ¥ IPUHAB €r0 B
KauecTBe HavanbHoro ycunosus fh=h1(0; I}), xo=x(t)), B uHTEpBaie HEe3a-
BHCHMOM IepeMeHHOM [xo; 0] mpucTymaeMm K MOUCKY pelleHus #(x) ypas-
HeHus (13) aHaNMTHYECKU-YMCICHHBIM METOJOM. 3HAaK miara pacyera /i
oTpesiessieT 3HaK HavyajlbHOTO 3HauYCHUS Xo=x(f)) HE3aBUCHUMOH IepeMeH-
HOMH X, o0ecnieunBasi JOCTHKECHIE 3TOH IEPEMEHHON ee KOHEYHOTO 3Hade-
uust x=0. Pesynbratom pacuera npu x=0 CIy)XUT YHCIOBOI HHTEpBal,
OTIMICHIBACMEII TBOMHBIM HepaBeHCTBOM (14) u comepkamunii HEM3BECTHOE
TouHOE 3HaueHue nepBoro kopus A1(0; /1) ypaBuenwus (1). [IpoTspkeHHOCTH
BHOBb BBIJICJICHHOTO 4YHCJIOBOTO HMHTEpBajia BCIEACTBUE YMEHBIICHUS
YHCJIa IaroB, HEOOXOOWMBIX IS pacdera B WMHTepBane [xo; 0], Oymer
MEHbILIE pa3Mepa YHCIOBOTO MHTEPBaJa, BBIJIEIEHHOTO IOCIIE BBINOJIHE-
HUS [IEPBOTO 3Tana ajiroputMa. BeiOpas 3areM HOBOE MPUOJIMKEHHOE 3Ha-
uenne A2 (0; 1)) mepsoro kopus Ai(0; 11), KOTOPHINA MPHUHAIIEKHUT HOBOMY
BBIJIJICHHOMY YHCJIOBOMY HHTEpBally, OIpelessieM HOBOE HadajJbHOE
yenosue t=A(0; I1), xo=x(f) ¥ moBTOpsEM pacueT B MHTepBaie [xo; 0].
Pacyer moBTopsieM 710 TeX IMOp, NOKA MPOTSHKEHHOCTh TpeOyeMOoro HHTep-
Basa pacdera [xo; 0] 0 x He CTaHEeT MEHBIIIE, YeM J[JTIHA TIEPBOTO U CIHH-
CTBEHHOTO 1mara /,. Kak cmenyer u3 qBoitHoro HepaBeHcTBa (10), mpu BBI-
MOJIHEHUH SUHCTBEHHOTO Ilara pacdera /i, BEIOOpOM MOpsiaKa [, mMoiu-
Homa Teitnopa, UCIONB3yEeMOro JJIsl BBIYUCICHHS TPUOIMKEHHOTO 3HAYe-
Hus (x; I;), x=0, IcCKkoMOT0 pemenns #(x) BCeraa MO>KHO JOOUTHCS BBIMOJ-
HEHUSI CIIEYIOIIEero JBOWHOTO HEPABEHCTBA:

|t(0)—t(0;1[)|£|At(hx;1,)|331(k), (19)

rae |At(hy; I)| — BepXHAS OleHKa aOCONIOTHOW JIOKABHOHN IMOTPEITHOCTH
pacuera, BBIYHCICHHAS C YYETOM MPHHATHIX 0003HAYCHUH 1o (hopmyiam,
MIPUBEICHHBIM B paboTax [23, 24]; €1(A) — 3amaHHas npeAenbHas aOCOIIOT-
Hasl IOTPEIIHOCTh BRIYHCICHUS npuommkenHoro 3nadeHus #0; 1;)=A1(0; ;)
MIEPBOTO KOPHs A1 anredpanyeckoro ypasHenust (1).
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W3 nBoitHoro HepaseHcTBa (19) ¢ yyerom 0003HAYCHHUH, COMPOBOXK-
JIAIOLIMX TepexoJi OT JBOMHOTO HepaBeHCTBa (14) K NBOHHOMY HeEpaBeH-
ctBy (15), cnemyer:

A= (051, )| <&, (2. (20)

HepasenctBo (20) omnuckiBaeT pe3ynbTaT BBEIYMCICHUS NMPHOIMKEH-
soro 3HadeHus 1(0; 1)=\i(0; I;) mepBOTro KOPHS A; areOpandecKoro ypaBHe-
Hust (1) ¢ 3amaHHONM TpeiesNbHON aOCOJIOTHOW MOTpenrHocThio  €1(A).
st octaneHBIX KOpHEH ypaBHeHUS (1) BEIYMCIUTENBHBIN aJTOPUTM perie-
HUS TIOCTAaBJICHHOW 3aJa4l aHAJIOTUYCH.

JomonHss ckazaHHOE, OTMETHM OCOOCHHOCTH PELICHHUS MOCTABJICH-
HOM 3a/1a4H1 B T€X CIIy4asix, KOT/ia cpeIu KopHel ypaBHeHU (1) ecTs KpaTHbIe
1 (MJIH) KOMILJIEKCHBIE COTIPSKEHHBIE.

Ecnu cpenu xopHeit ypaBHeHus (1) ecTb KpaTHBIE, TO HCXOTHOE KOM-
OouHupoBaHHOE omucanue (2), (3) 3amaum perienus ypaBuenus (1) mpenpa-
pUTENBHO TIpeodpasyeM K clieytoneMy Heo0X0IMMOMY BHIY:

N *
x(l) ~ ZAnt

()="s=20_ teR; 21
g X(t) i n-1 ( )
a,t
n=l1
y(@Dl, =y(r,)=0, n=12,..N,,. (22)

OyHK1WMsA )(f), onuchIBaeMas ABOMHBIM paBeHCTBOM (21), TakoBa, 4TO
chopMHUpPOBaHHOE Ha €€ OCHOBE anrcOpandeckoe ypaBaenue y(f)=0 umeer Te
K€ KOPHH, 4TO ¥ UCXOAHOE ypaBHeHue (1), HO KpaTHOCTb 3THX KOPHEH paBHa
enuHuLe [23, 24]. Vicnonb3ys ONUCaHHBIN BbIIIE BEIYUCIUTEIBHBINA aITOPUTM
o (21), (22) pemaeM 3amady BEYUCICHUS C 33ITaHHON TIPEIeTHHOM a0COIOT-
HOM TIOTPEITHOCTHIO TIPUOIIMKSHHBIX 3HAYCHNH KOpHeH ypaBHeHwM: (1).

Ecmm cpean nckoMbIX KopHeH ypaBHEHN (1) ecTh KOMITICKCHBIE COTIPS-
JKEHHBIE, TO MOJICTAHOBKOW B BBIpa’keHHE (2) BMECTO BEII[ECTBEHHON TIEpEeMEH-
HOM ¢ KOMIUIEKCHOW NIEPEMEHHON s=u+jV B3aMEH UCXOAHOW OIHO3HAYHOMU aHa-
JuTHYeCKON QyHKIMK X(f) paccMaTtpuBaeM (QyHKuro z(s)=b(u,v) + jo(u,v), roe
b(u,v), g(u,v) — byHKINH, 00pa3yIOIIKE BEIICCTBSHHYIO U MHUMYIO YACTH I1e-
PEMEHHOM z(§) COOTBETCTBEHHO. PellieHue ocTaBiIeHHOH 331a4K B 3TOM CIIyJae
CBOJIUTCS K PELIICHUIO CIIEAYIOIIEH CUCTEMBI allre0panyecKuX YpaBHEHHUIL:

b(u,v)=0; g(u,v)=0. (23)
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Bexrop-dyuxums s(z)=[u(b,g) v(b,g)]”, oOpaTHas 1 HCXOAHOU BEK-
TOp-(QYHKIIUH, JABYMS KOMIIOHCHTAMH KOTOPOH CJIyXaT BCICCTBEHHAS U
MHHUMas YacTi GyHKIUH z(s)=b(u,v) + jg(u,v), sSIBISETCS PELIEHUEM JIBYX CH-
cTeM OOBIKHOBEHHBIX HEJIMHEHHBIX ITU(QepeHNaNbHbIX YpaBHEHUH, KOTO-
prle hopMHpyeM Ha OCHOBE CHCTEMBI aireOpandeckux ypaBHeHui (23) B co-
OTBETCTBHUH C AITOPHUTMOM, U3JI0KEHHBIM B padorax [23, 24]. s moucka
penIeHni 9TUX IBYX CHCTEM AU hepeHINaIbHbIX YPaBHEHUH, KOTOPBIE IPH
b=0 m g=0 coBmamarT C pPEIICHUSIMH CHUCTEMBI alreOpamdecKux ypaBHeE-
HUH (23), UCTIONIB3yeM OTMCAHHBIH BBIIIE BRIYHCIUTEIBHBIA alTOPUTM.

4. [Ipumep pacuera. Brruncnenne ¢ 3aJaHHON NpenenbHON abco-
JIOTHOM morpemuocTeio £(A)=1-103; 1-10°; 1-10!? mpubmmkeHHBIX 3HaYe-
HUH KOpHEH aireOpanyueckoro ypaBHEHHs ISITOH CTEHICHH.

3ajgaya pemieHHs 33JIaHHOTO  AJre0pandyeckoro ypaBHEHHS B
dopme (2), (3) uMeeT creayroIIee ONICcaHue:

x(f)=1> +15¢* + 83> +225¢% + 2741 +120;, (24)

X(t)L:x,, =x(k,,)=0, n=1,5. (25)

Ilepeuvuii oman. HaxoxaeHue 4UCIOBBIX MHTEPBAJIOB, COACPMKAIIUX
TOYHBIC 3HAUCHUSI KOPHEH anreOpandeckoro ypaBHeHuUs (24).

B ¢dopme (11) cucteMa 0ObIKHOBEHHBIX HelTMHEHHBIX AuddepeHim-
aNbHBIX YPAaBHEHUH, PEUICHHEM KOTOPBIX CIYXHUT (yHKIus #(x), oOpart-
Has u3BeCTHOW (yHKUMKM Xx(f) U ONUCHIBAEMOW BbIpakeHuem (24),
UMEeT CIICTYIOIINHA BU:

0 (511 (0)+ 607" (0)+ 2497 () + 4501(0) + 274) (26)

x'=Fl.

Hcnone3yst u3BECTHBIE PE3YJIBTATHI ANTeOpBl, YCTAHOBHIIH, YTO HCKO-
MbI€ KOpDHH YypaBHEHHUS (25) BemIeCTBEHHBIC, OTPHUIIATENbHBIE W HEKpaT-
Hble [27-32]. Boruucnennsie o gopmyne Komm BepXHSIS |Ag,| 1 HIDKHSS |Aiy|
OLIEHKH MOJYJIEH STUX HEM3BECTHBIX KOPHEH A, TAKOBBI:

A, |=1+max{120;274;225;83;15} = 275;
i = 120 =0.30456.
120 + max {1; 15;83;225; 274}
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Bee kxopHm A,, n=1,5 nexar BHYTPH YHCIOBOIO IO [ HHTEp-

Bana [—|Asl; —|Ai|]. [loacTaBUB M3BECTHBIC 3HAYSHUS OLICHOK Agy, Ain B BBIpA-
xKeHue (24), morydum:

)\'Sll

X :x(—

Xg= x(—|kin

): —1.4486858-10";

):55.2123.

ockonmbKy [X(—|As)|>>X(—|Ain)|, TO BBIOEICHNE YUCIOBBIX MHTEpPBa-
JIOB, COICPIKALIMX HEH3BECTHHIC TOYHBIC 3HAYCHUS MCKOMBIX KOpHEH A,

n=1,5, nenecoobpa3Ho HAYATh C MUHMUMAJIBHOTO 10 MOJIYJIFO KOPHS aareo-

pandeckoro ypaBHEHHUS (25). 3ananu HavyallbHOE yCIIOBUE
to=—|hin|=—0.30456, x=x(fp)=55.2123 wu, yuuThIBas 3HAK X), BBIOpANIU
sgn(h,)=—1. B unTepBane [xo; 0] aHATUTHUCCKU-YUCICHHBIM METOIOM pe-
oM cucreMy auddepeHIratbHbIX ypaBHeHui (26). B pesynbrare s
MIEpPBOTO0 MUHUMAJILHOT'O 110 MOJIYJII0 KOPHSI A| BBIICIIMIIN YUCIOBOH MHTEP-
BaJI, COZIEPXKAIIMI €ro HEU3BEeCTHOE TOYHOE 3HauCHUE. BhieneHHbIi nHTEp-
BaJI ONHMCHIBAaET ABOMHOE HepaBeHCTBO (15), KoTOpoe B paccMaTpUBacMOM
clly4ae IpHoOpeIIo CICAYIOIHE YHCIOBEIC TOKAa3aTEeNN:

—1.0087450066 —0.066844865 <A | <—1.0087450066 +0.066844865.  (27)

Hcnone3yst nBoiHOE HEpaBEHCTBO (27), BRIOpaIN HAYAIEHOE YCIOBHE
to=A1(0; 11)=1.0087450066, x¢=x(fp) ¥ TPOMOIDKUIN IOWUCK PEIICHUS #(X)
ypasHeHus (26). B pesyabTare HaLIM aGCLUCCY TOYKM BETBIEHUS X=X, COOT-
BETCTBYIOIIYIO IIPeAeTbHBIM COOTHOIICHNUM (16). COoBEpIINB B COOTBETCTBHU
¢ paBeHcTBOM (16) IIepexo/] Ha O4epeTHYIO BETBb MHOTO3HAYHOW (DYHKIINH #(X)
BBIJICIIMIIN YMCIIOBOM MHTEPBAJI, KOTOPBIM COIEPKUT HEU3BECTHOE TOUHOE 3Ha-
YCHHUE CIICIYIOUICTO0 BTOPOIO KOPHS Ay alreOpandyeckoro ypaBHeHus (23).
OnmcaHHBIN BEIYUCIUTEIBHBIN aJITOPUTM ITOBTOPWIIHU TS OCTAIIBHBIX KOPHEH.

PesynbraThl pacuera, IpOBEACHHOTO HA IIEPBOM 3Tale ¢ 33/IaHHBIM
npeelbHbIM yPOBHEM a0CONMIOTHOMN JIoKanbHOU morpenmoctu e(A)=1-107,
npUBeIeHBI B TabIHIe 1.

B Tabnwme 1 ucrmons30BaHbI CIEAYIONIIE 0003HAYCHUS: 1o, Xo=X(fo) —
HavaJbHBIC YCIOBUS IS TIOMCKA petieHus #(x); A,(0; 1,) — mpuOmmkeHHbIe
3HaueHus KopHe; |AL,(0; 1,)| — BepXHHE OLICHKH a0COJIFOTHBIX MOJHBIX 0-
rpelHocTeil pacyera IpUOIMKEHHBIX 3HaYeHuil KopHeit; #(x"; I) — opau-
HATBI TOYEK B HEIIOCPEICTBEHHOI OJIM30CTH OT TOYEK BETBJICHHS MHOTO3HAY-
HOM (yHKIMH #(X); Af — NPOHU3BOJIbHAS MaJjiasi BeJIMYMHA, HEOOXOUMast JIst
nepexoja Ha OYEPEIHYI0 BETBb MHOTO3HaYyHOW (GyHKUWHU #(x); sgn(hy) —
3HAK I1ara pacuera /i, B uHTepBae [xo; 0].
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Tabmuna 1. Pe3ynbTaThl BBIIEIEHHS OHOMEPHBIX HHTEPBAJIOB, COJEPIKAIIIX
HEHM3BECTHBIC TOUHBIC 3HaYCHHs KOpPHEH anredpandeckoro ypaBaeHus (24)

oo [P o) | [ s,
At
1 —1.3546

03046 | 552123 | ~1.00874501 | 0.06684865 T~ 1
T3 ~2.4557

2 3.631045 | -1.99993460 | 0.05395789 20.0443 +1
—3.5424

3 2.5 1.406251 | —2.98898512 | 0.02754328 20,0076 -1
—4.6443

4 -3.55 | —1.418453 | —4.00207918 | 0.03875414 0.0057 +1

5 —4.65 3.63081 —4.99865317 | 0.05047823 - -1

BeiaeseHHBIE 1 OTUCHIBaEMBIE P COOTBETCTBYIOILEH 3aMeHe HHICK-
COB JIBOWHBIMH HEpaBEeHCTBAMHU BHJA (27) YHUCIIOBBIE MHTEPBAIIBI COEPHKAT
TOYHBIC 3HAYCHUSI A,~—7 KOPHEH aJire0pandeckoro ypaBueHus (24).

Bmopoii sman. Beraucnenue ¢ 3a1aHHO# NpeneabHOi abCOMOTHON
norpemHoCcThI0 e(M)=[e1(A) £2(A) ... en(A)]” NpUOIMIKEHHBIX 3HAUEHUH KOP-
Hel A, areOpandeckoro ypaBHeHU (24).

BriOpaB npuHayiexaiiee ABOMHOMY HepaBeHCTBY (27) MpHOIKEeH-
HO€ 3HaYeHne nepBoro kopus, Hampumep M1 (0; 1))=—1.00874501, u 3anas
HavanpHoe ycaosue f=M1(0; 1)), xo=x(tv), B uHTEpBane [xo; 0] aHammuTHYE-
CKU-YHCIIEHHBIM METOJIOM eIl ypaBHEeHUs (26). PesynpraTom cran Ho-
BBI OoJiee y3KHMI YHCIIOBOM WHTEPBAI, COACPIKAIINIA HEHM3BECTHOE TOYHOE
3Ha4YEHHE MEPBOTO KOPHS A1 M ONKCHIBAEMBI TBOWHBIM HepaBeHCTBOM (15)
C HOBBIMHU YHUCJIOBBIMHU IIOKA3aTCIISAMU. Bbl6paB MpUHAAJIC)KAIIECC BbIACICH-
HOMY YHCJIOBOMY HMHTEPBally HOBOE NPHOJMKEHHOE 3HAYCHUE IIEPBOTO
xopHst A2 (0; 17) 1 3anaB HOBOe HavanbHOE ycnoBue fh=h2 (0; I1), xo=x(t) B
uHTEpBaNe [xo; 0], MOBTOPHIM pacueT. 3aTeM pacdeT IMOBTOPSUIN JI0 T€X MOp,
I0Ka OH He OB CBEJICH K BBINOJIHEHHIO €JMHCTBEHHOTO 1ara. [1pu oqHoma-
TOBOM pacyere, BBIOMpasi COOTBETCTBYIOIIMI MOpPsA0K Merona /,, obecrie-
YUK BBITOJHEHUE HepaBeHcTBa (20), BEIYMCINB B UTOTE IPUOIMHKEHHOE
3HaueHue A,(0; 1,), n=1 mepBoro KopHs A anreOpanveckoro ypaBHeHus (24)
C TIpefeNbHON abCOMIOTHOM morpemHOCThIo €1(A). TakuMm ke 0Opa3oM BBI-

YHUCJIUIIN HpI/I6J'II/I)KeHHBIe 3Ha4YCHUA BCCX OCTAJIbHBIX KOpHeﬁ }\.n, n= 2, 5.

Pe3ynbTaThl pacyera Ha BTOpOM 3Tare cBeieHb! B Tadiuie 2. B Tab-
JUIe 2 HCIoJib30BaHbl 00o03HaueHuss w3 Taduuusl 1. KopHu ypaBHe-
Hus (24) npencTaBIeHBl B CEIbMOM CTOJIONE TaOIHIBI 2 COOTBETCTBEHHO
3aJlaHHBIM TPeeNbHBIM a0COIIOTHBIM ITOTPEITHOCTAM £(A), KOTOpbIE YKa-
3aHbI B Ha4aJe MyHKTe 4.
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Tabnuua 2. BeruncneHue ¢ 3ajaHHO# IpeieibHON a0COIIOTHOI MOrPEIIHOCTHI0
KOpHei anredpandeckoro ypasHenus (24)

n o 20107 | A x107 e, (W) | Lu | 2, (0:0,) (AN, (Rys1,)

110°| 6 [-1.000045310.826272x10
1 [-0.99991545 | 0.204003 [0.204003 | 1.10°| 9 [-1.00000012|0.302883x10 "
110 ?| 14 [-1.00000000{0.814897x10 "~
110" | 6 |-2.00005138|0.952531x10
2 [-1.99993466 | -0.396021 | 0.396021 | 1.10°| 9 [-2.00000021|0.605752%10 °
1110 | 15 |-2.00000000 j0.100361x10~"
110° | 6 [-3.000041210.678810x10
3 [-2.99996518| 0.140225 |-0.140225| 1.10°| 9 [-3.00000017|0.908165x10
1:10 7| 15 |-3.00000000 |0.150545x10
110° | 6 [-3.99999857|0.452618x10
4 |-4.00207918| 12495 | -12.495 | 1.10°| 10 |-3.99999997 | 070543210 °
1.10 | 15 |-4.00000000 |0.392155x10
110" | 7 [-4.99995678 | 0.805343x10
51499865317 -31.122 | -31.122 1.10ﬂ6 10 [-4.99999937 0.918324><104
110 | 14 |-5.000000000.103112x10

Kak BuHO U3 TaOJMIIbI 2, IPY YMEHBIICHUN YPOBHS MPEACIBbHOM a0-
COJIFOTHOM MOTPEITHOCTHU pacyera &, (A), ne[1; 5] Ha AeBATH MOPSIIKOB MOPS-
JIOK METOJIa YBEJIMUHUBAETCS BCErO JIMIIb B 2—-2.5 paza.

5. 3akmouenne. OTMETUM CIIEAYIOIIHE OCOOCHHOCTH TPETIOKECH-
HOTO alTOPUTMA, OTIINYAIOIIHE €T0 OT IIHPOKO HCIIONB3YEMBIX.

Bo-nepBrIX, anropuT™M IO3BOJISET BBIACIATH YHCIOBBIC WHTCPBAIEI,
coJiepKaIIiie HeM3BECTHRIC TOYHBIC 3HAUCHUS KOpHEH. 3HaHNE TaKUX HHTEP-
BaJIOB ONpEAETsieT BO3MOXKHOCTH BBIYUCIICHHS NMPUOIIDKCHHBIX 3HAYCHHUN
KOpHEH ¢ 1000 3aaHHOM TIPeIeIbHON aOCOMIOTHOM MOTPEITHOCTHIO.

Bo-BTOpBIX, pe3yIbTATUBHOCTh AJITOPUTMA, TO €CTh TApAHTHS JOCTH-
JKCHHS TIOCTABJICHHOM IICJTH HE 3aBHCUT OT BBIOOPA «yIAUHBIX» FITH «OJH3-
KHX» HAYaIbHBIX YCIOBHUH — JTOCTATOYHO BBEIYUCIUTH JIUIIH BEPXHIOK |Ag|
Y HIOKHIOKO [A;,| OLICHKU HEM3BECTHBIX TOYHBIX 3HAYCHUH KOpHEH anreOpau-
YECKOTO YPaBHCHUS.

B-Tperbux, anroputM Ha MEPBOM 3Tall€ HE UTEPALMOHHBIM, TOTOMY
YHCIIO IIar0B pacyeTa, HeoOXOIMMOE IS BBIICTICHUS YHUCIIOBOTO HHTEPBANA, KO-
TOPBII COJCPYKUT HEU3BECTHOE TOUYHOE 3HAUCHIE KaKOTO-THO0 U3 KOpHEH A, n=1,
2, ..., N anreOpandeckoro ypaBHEHHs, BCErIa OrPAaHNYICHO.
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B-4eTBEPTHIX, AJITOPUTM TPH TTOUCKE OIPE/IEIIEHHOTO KOpHS alireOpamye-
CKOI'O YPaBHEHMS BBIYMCIIMTEIIBHO MOJHOCTBIO ABTOHOMEH, YTO MCKIIFOYAET He-
KOHTPOJIMPYEMBII «Ipei( IOrpelHOCTH 1 B3aUMOBIIMSIHUE TIOTPEITHOCTEH, CO-
MPOBOXKIAIOIIMX TOUCK PA3INYHBIX KOPHEH.

Jlutepatypa

1. Ugboh J.A., Esuabana I.M. Marching Method: A New Numerical Method for Finding
Roots of Algebraic and Transcendental Equations // American Journal of Computa-
tional and Applied Mathematics. 2019. vol. 9(1). pp. 6-11.

2. Petkovica M.S., Petkovic L.D., Dzunic J. On an Efficient Simultaneous Method for
Finding Polynomial zeros // Applied Mathematics Letters. 2014. vol. 28. pp. 60—65.
3. Nedzhibov G.H. A Derivative-Free Iterative Method for Simultaneously Computing an

Arbitrary Number of Zeros of Nonlinear Equations // Computers and Mathematics with
Applications. 2012. vol. 63. no. 7. pp. 1185-1191.

4. Khamisov O.V. Finding Roots of Nonlinear Equations Using the Method of Concave
Support Functions // Mathematical Notes. 2015. vol. 98. no. 3-4. pp. 484-491.

5. Amocoe A.A., Ayounckuii FO.A., Konuenoea H.B. BeraucnuTenbHbIe METOIBL: y4e0. 1mo-
codue // CII6.: Jlanb. 2014.

6. Hamming R.W. Numerical Method for Scientists and Engineers // New York: Dover
Publications Inc. 1987. 752 p.

7. Boponosa M.E., Cumaxoea M.H., Cumakog E.E. MeToIbl pellleHHs] HeTMHSHHEIX YpaB-
HeHuit // 1Oub1i yuensrid. 2016. Ne 3. C. 102-105.

8. Alharbi A.R. et al. Higher Order Numerical Approaches for Nonlinear Equations by
Decomposition Technique // IEEE Access. 2019. vol. 7. pp. 44329-44337.

9. Zafar F., Cordero A., Quratulain R., Torregrosa J.R. Optimal Iterative Methods for

Finding Multiple Roots of Nonlinear Equations Using Free Parameters // Journal of
Mathematical Chemistry. 2017. vol. 56. pp. 1884—1891.

10. Akram S., Zafar F., Yasmin N. An Optimal Eighth-Order Family of Iterative Methods
for Multiple Roots // Mathematics. 2019. vol. 7. no. 8. pp. 672.

11. Behl R., Cordero A., Motsa S.S., Torregrosa J.R. An Eighth-order Family of Optimal
Multiple Root Finders and its Dynamics // Numerical Algorithms. 2018. vol. 77. no. 4.
pp. 1249-1272.

12. Soleymani F., Babajee D.K.R., Lotfi T. On a Numerical Technique for Finding Multiple
Zeros and its Dynamic // Journal of the Egyptian Mathematical Society. 2013. no. 21.
no. 3. pp. 346-353.

13. Winkler J.R., Lao X., Hasan M. The Computation of Multiple Roots of a Polynomial // Jour-
nal of Computational and Applied Mathematics. 2012. vol. 236. no. 14. pp. 3478-3497.

14. Yun B.I. A Derivative Free Iterative Method for Finding Multiple Roots of Nonlinear
Equations // Applied Mathematics Letters. 2009. vol. 22. no. 12. pp. 1859-1863.

15. Jaiswal J.P. An Optimal Order Method for Multiple Roots in Case of Unknown Multi-
plicity // Algorithms. 2016. vol. 9. no. 1. pp. 10.

16. Tybonvyes M.D., Mamopun C.H., Tybonvyeséa O.M. DBpUCTHUECKUI KOMITbIOTEPHBIH ajl-
FOPHUTM BBIYHCIICHUS KPATHBIX KOPHEH HeJIMHeHHOro ypaBHenus / Hay4Hble BeromMocTn
Benl'Y. Cepust: Oxonomuka. Mudopmaruxa. 2015. B, 34. Ne 7(204). C. 78-83.

17. Liao Z. et al. Solving Nonlinear Equations System With Dynamic Repulsion-Based
Evolutionary Algorithms // IEEE Transactions on Systems, Man and Cybernetics: Sys-
tems. 2018. vol. 7. pp. 1-12.

18. Gong W., Wang Y., Cai Z., Wang L. Finding Multiple Roots of Nonlinear Equation
Systems via a Repulsion-Based Adaptive Differential Evolution // IEEE Transactions
on Systems, Man and Cybernetics: Systems. 2018. vol. 5. pp. 1-15.

1510 Tpyas! CIIUMPAH. 2019. Tom 18 Ne 6. ISSN 2078-9181 (neu.)
ISSN 2078-9599 (oHnaiH) www.proceedings.spiiras.nw.ru



MATHEMATICAL MODELING, NUMERICAL METHODS

19. Neamvonk J., Phuenaree B., Neamvonk A. A New Method for Finding Root of Nonlin-
ear Equations by Using Nonlinear Regression // Asian Journal of Applied Sciences.
2015. vol. 3. no. 6. pp. 818-822.

20. Yang X.J., Machado J.A.T., Srivastava H.M. A New Numerical Technique for Solving the
Local Fractional Diffusion Equation: Two-dimensional Extended Differential Transform
Approach // Applied Mathematics and Computation. 2016. vol. 274. pp. 143—151.

21. Kalitkin N.N., Kuzmina L.V. Calculation of Roots and There Multiplicity for Nonlinear Equa-
tion // Mathematical Models and Computer Simulations. 2011. vol. 3. no. 1. pp. 65-80.

22. Kalitkin N.N., Kuzmina L.V. The Method of Seconds with Extrapolation for Accurate
Calculation of Manifold Roots // Mathematical Models and Computer Simulations.
2011. vol. 23. no. 6. pp. 33-58.

23. bwiukos 0. A. u dp. MaTemaTtuueckoe MOJEIMPOBAHUE U AaHAJIN3 HEJIMHEHHBIX CHCTEM //
CII6.: U3n-Bo CIIGI'DTY «JIDTH». 2015. 302 c.

24. bwiuxos FO.A., Conosvesa E.B., Il]epbarxos C.B. HenpepblBHbIC 1 TUCKPETHBIC HEIU-
HelfHble Mozieny JuHaMudeckux cucreM // CI16.: Jlans. 2018. 420 c.

25. Gofen A.M. Fast Taylor-Series Expansion and the Solution of the Cauchy Problem // USSR
Computational Mathematics and Mathematical Physics. 1982. vol. 22. no. 5. pp. 74-88.

26. Togher A.M. VIHTerpupoBaHre 0OBIKHOBEHHBIX U] dhepeHInaabHbIX YPaBHEHUH METO-
noMm Teiinopa u mpobiema mara / M.: UTIM AH CCCP. 1991. 29 c.

27. Kosun P. IlporpaMMHMpOBaHHE QJIOPUTMOB YHCJIEHHBIX METOJOB JHMHEHHOHN ai-

re6psl // New York: LAP Lambert Academic Publishing. 2014. 188 c.

28. Bonkos E.A. Yucnenunsie Metopl: yue6. nocodue // CII16.: JIans. 2008. 248 c.

29. Grewal B.S. Numerical Methods in Engineering and Science C, C++, and MATLAB //
Dulles: Mercury Learning and Information LLC. 2018. 1597 p.

30. baxsanoe H.C., JKuoxoe H.I1., Kobenvkos I'.M. Unucnennsie merosl / M.: BUHOM.
JlabopaTopus 3Hanuit. 2018. 640 c.

31. Kanumxun H.H. Yucnennbie Metonpl: yueo. mocobue // CI16.: BXB-IlerepOypr. 2014. 592 c.
32. Typuak JLU., Ilnomuuxoe I1.B. OCHOBBI YnCIIeHHBIX MeTo0B // M.: ®U3MATIINUT.
2003. 304 c.

BorukoB FOpuii AnexkcanapoBud — 1-p TeXH. HayK, npodeccop, mpodeccop, kadenpa Teope-
THYECKHUX OCHOB DJIEKTPOTEXHUKH HHCTUTYTa (DYHIAMEHTAILHOIO HHKEHEPHOTO 00pa30BaHus,
Canxkr-IleTepOyprekuii rocyapcTBeHHBI dIeKTpoTexHuIeckuil yausepcuteT «JI9TH» nmenn
B. U. YabsHosa (Jlennna) (CIIOIDTY «JI9TH»). O6nacTh HayuyHBIX HHTEPECOB: MaTeMaTH4e-
CKO€ MOJIEIUPOBAHNE TUHAMHYECKHUX CHCTEM, YHCIEHHbIe MeTObl. UHCI0 HayuHBIX MyOInKa-
ik — 260. rimelena@yahoo.com; yi. IIpodeccopa Ilonosa, 5, 197376, Canxr-IletepOypr,
Poccwuiickas enepanus; p.1.: +7(812)-346-17-96.

CoaoBbeBa Enena BopucoBHa — 1-p TexH. HayK, npodeccop, AeHCTBUTENBHbIN WieH AKae-
MHH 3JIEKTPOTeXHUYeCKHX Hayk P®, 3aBenyromuit kadenpoi, kadgeapa T€OPETHUECKUX OCHOB
IEKTPOTEXHUKN HHCTUTYTa (YHIaMEHTAIbHOrO HIDKeHepHOro obpaszoBanus, Cankr-Ilerep-
Oyprckuii rocyIapCTBeHHbIH eKTpoTexHnueckuil yauepcuteT «JIDTW» umenu B. U. Yibs-
HoBa (CII6GI'DTY "JIDTU"). O0nacTh HAy4YHBIX HHTEPECOB: MATEMATHYECKOE MOJICIIUPOBAHUE 1
CHHTE3 HEIMHEHHBIX TUHAMHYECKHUX CHCTEM, NTOBEIEHUECKOE MOJICIMPOBAHHE HA OCHOBE MHO-
TOMEPHBIX MOJIMHOMOB M HEHPOHHBIX ceTel, mudpoBas 06paboTka CHrHAIOB. YHCIO HayIHBIX
ny6mukanuii — 250. selenab@hotbox.ru; yi. IIpodeccopa Ilomnosa, 5, 197376, Cankt-Ilerep-
Oypr, Poccuiickas ®enepanys; p.1.: +7(812)-346-17-96.

Illep6axoB Cepreii BasepbeBnuy — 1-p TexH. Hayk, npodeccop, mpodeccop, kadenpa Teope-
THYECKHX OCHOB DIEKTPOTEXHHUKH HHCTUTYTa (DYHIAMEHTAILHOTO HHXKEHEPHOTO 00pa30BaHus,
Cankr-IletepOyprekuid rocyapCcTBEHHBIH 3JIeKTPOTeXHHYEeCKUi yHIBepcuTeT «JIDTU» numenun
B. U. YabsHosa (Jlenunna) (CIIOIOTY «JI9TH»). O6nacTh HayuyHBIX MHTEPECOB: MaTeMaTHy4e-
CKOE MOJEIMPOBAHNE JMHAMHYECKHX CHCTEM, YHCICHHbIE MeTO/bl. UHCII0 HayuHBIX MyOsnKa-
it — 120. gz43@pskovsobranie.ru; ymn. IIpodeccopa Iomosa, 5, 197376, Canxr-Iletepbypr,
Poccwuiickas ®enepanms; p.1.: +7(812)-346-17-96.

SPIIRAS Proceedings. 2019. Vol. 18 No. 6. ISSN 2078-9181 (print) 1511
ISSN 2078-9599 (online) www.proceedings.spiiras.nw.ru



MATEMATWYECKOE MOAENTMPOBAHWE U NPUKNAOHAA MATEMATUKA

DOI 10.15622/5p.2019.18.6.1491-1514

Y.A. BYCHKOV, E.B. SOLOVYEVA, S.V. SCHERBAKOV
ANALYTICAL-NUMERICAL CALCULATION ALGORITHM OF
ERRORS OF ALGEBRAIC EQUATIONS ROOTS WITH
SPECIFIED LIMITS

Bychkov Y.A., Solovyeva E.B., Scherbakov S.V. Analytical-Numerical Calculation Algorithm
of Algebraic Equations Roots with Specified Limits of Errors.

Abstract. This paper proposes an algorithm for calculating approximate values of roots of
algebraic equations with a specified limit of absolute errors. A mathematical basis of the algorithm
is an analytical-numerical method of solving nonlinear integral-differential equations with non-
stationary coefficients. The analytical-numerical method belongs to the class of one-step continuous
methods of variable order with an adaptive procedure for choosing a calculation step, a formalized
estimate of the error of the performed calculations at each step and the error accumulated during the
calculation. The proposed algorithm for calculating the approximate values of the roots of an
algebraic equation with specified limit absolute errors consists of two stages. The results of the first
stage are numerical intervals containing the unknown exact values of the roots of the algebraic
equation. At the second stage, the approximate values of these roots with the specified limit absolute
errors are calculated. As an example of the use of the proposed algorithm, defining the roots of the
fifth-order algebraic equation with three different values of the limiting absolute error is presented.

The obtained results allow drawing the following conclusions. The proposed algorithm
enables to select numeric intervals that contain unknown exact values of the roots. Knowledge
of these intervals facilitates the calculation of the approximate root values under any specified
limiting absolute error. The algorithm efficiency, i.e., the guarantee of achieving the goal, does
not depend on the choice of initial conditions. The algorithm is not iterative, so the number of
calculation steps required for extracting a numerical interval containing an unknown exact value
of any root of an algebraic equation is always restricted. The algorithm of determining a certain
root of the algebraic equation is computationally completely autonomous.

Keywords: Algebraic Equation, Nonlinear Differential Equation, Analytical-Numerical
Method, Approximate Root Value.
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